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POPIA: SUPPLIER NOTICE AND CONSENT FORM

| confirm that | am duly authorised to sign this consent form.

Name (Print)

Capacity

Signature

Name of Firm

Date

(Hereinafter referred to as “the “Data Subject “)

A company/organization duly incorporated under the laws of Republic of South Africa, having its

main place of business
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Preparatory Statement

Whereas the “Data Subject” is in agreement with the contents of this Notice and Consent Form and grants

DENEL permission to process certain confidential/personal information, for purposes of

whereas the “Data Subject” is considering making an offer (the “Offer”) to DENEL on a solicited
Bid/Tender/RFQ/RFP/RFI, subject to conducting due diligence, as a result of which certain
confidential/personal information of the Data Subject may be disclosed to DENEL.

The Data Subject hereby gives consent to the following:
1. Purposes

DENEL will process, including collect, your personal information (as set out in point 2 below) for the
following purposes:

a) strategic sourcing;

b) procurement;

€) contract management;
d) supplier management;
e) invoice management;
f) payments;

g) debtrecovery;

h) fraud prevention; and
i) supplier discovery.

The provision of personal information is voluntary. However, if you do not provide your personal information,
we may not be able to perform the above-mentioned purpose/s.

2. Legal basis for the processing

We process your personal information on the basis that (i) processing information is necessary for pursuing
our legitimate interests (according to section 11(1) of the Protection of Personal Information Act, No. 4 of
2013 (“POPIA™)), which lies in achieving the purposes as set out in point 1 above, (ii) processing is necessary
to carry out actions for the conclusion or performance of “supply chain management functions” for which you
are party (according to section 11(1)(b) of POPIA), or (iii) processing complies with an obligation imposed by
law on us (according to section 11(1)(c) of POPIA).

We process the following personal information (for specific natural or juristic person and can be used to
identify you or that person):

Document Reference: POPIA: SUPPLIER NOTICE AND CONSENT FORM
Page 2 of 5




POPIA: SUPPLIER NOTICE AND CONSENT FORM

a) Master data
e Name
e Addresses
e Contact numbers
e Email address
e Other contact details of the supplier
e Supplier primary contact person’s name and contact information
e Job position and role / qualifications
e Partner roles of the suppliers needed for invoicing and ordering
¢ Identification / company registration number
o BBBEE status
e Central Supplier Database number

b) Accounting and payment information
e VAT & Income tax numbers
e Tax clearance pin
e Bank details
e Bank account type and number
¢ Name of the account holder
e Attachment of confirmation documents
e Terms of payment
e Accounting correspondence

c) Supplier classification
e Category
e Vendor portfolio
e Product categories
e Main product category
e Additional product categories
e Vendor category.

d) Declared conflict or potential conflict of interest

e) Information on goods and/or services offered by supplier
e quantity and quality of offered goods and/or services
e other commercial terms of the offer

f)  Contract information
e commercial terms of the contract
¢ legal terms of the contract
e any other contractual documentation
e information about contract performance and instances of non-performance
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3. Retention periods

Your personal information will only be kept for as long as we reasonably consider necessary for achieving
the purposes set out in point 1 above and as is permissible under applicable laws. We will, in any case, retain
your personal information for as long as there are statutory retention obligations or potential legal claims are
not yet time barred.

4. Law enforcement

We may disclose personal information if required:
e by a subpoena or court order;
e to comply with any law;
e to protect the safety of any individual or the public; and
e to prevent violation of our supplier relation terms.

5. Regulators

We may disclose your personal information as required by law or governmental audit.
6. Sharing

We may share your personal information with:

e other divisions or public entities within the South African Government as the South African Weather
Service (DENEL) is a Section 3(a) public entity under the Ministry of Environmental Affairs and is
governed by a Board, so as to provide joint content and services like registration, for transactions
and customer support, to help detect and prevent potentially illegal acts and violations of our policies,
and to guide decisions about our products, services;

¢ an affiliate, in which case we will seek to require the affiliates to honor this privacy notice;

e 0Our goods or services providers under contract who help provide certain goods or services or

¢ help with parts of our business operations, including fraud prevention, bill collection, marketing,

e technology services (our contracts dictate that these goods or services providers only use your

¢ information in connection with the goods or services they supply or services they perform for the
DENEL and not for their own benefit);

e credit bureaus to report account information, as permitted by law;

e banking partners as required by credit card association rules for inclusion on their list of
terminated merchants (in the event that you utilize the services to receive payments and you meet
their criteria); and

e other third parties who provide us with relevant services, where appropriate.

7. Suppliers rights

Under applicable law, you have, among others, the rights (under the conditions set out in applicable law): (i)
to check whether and what kind of personal data we hold about you and to request access to and the right to
rectify the information collected (ii) in certain circumstances, to object to the processing of personal
information, in the prescribed manner, on reasonable grounds relating to your particular situation, unless
legislation provides for such processing or to object for the purposes of direct marketing; or (iii) to lodge a
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complaint with the Information Regulator. The address of the Information Regulator is 33 Hoofd Street Forum
11, 3rd Floor Braampark, Braamfontein, Johannesburg.

8. Your obligations

You may only send us your own personal information or the information of another data subject where you
have their permission to do so.

9. Security

We take the security of personal information very seriously and always do our best to comply withapplicable
data protection laws. Our website is hosted in a secure server environment that uses a firewall and other
advanced security measures to prevent interference or access from outside intruders. We authorize access
to personal information only for those employees who require it to fulfil their job responsibilities. We implement
disaster recovery procedures where appropriate.

10. Data Storage

We will try to keep the personal information we collect as accurate, complete, and up to date as is necessary
for the purposes defined in this notice. Please note that to better protect you and safeguard your personal
information, please inform us of any required corrections to your personal information.

11. Limitation

We are not responsible for, give no warranties, nor make any representations in respect of the privacy
policies/notices or practices of any third parties.
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