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FILE NUMBER: ICT/2022/04/12/01

TO: Mr. L. Mkhumane —Director-General

FROM: Mr. N. Williams — Acting Chief Director: Corporate Management

SUBJECT: RENEWAL OF ANNEXURES FOR SITA RENDERED
MANAGED LAN AND DESKTOP SUPPORT SERVICES IN
PRETORIA AND CAPE TOWN

CLASSIFICATION: TOP SECRET/SECRET/CONFIDENTIAL

1. PURPOSE
1.1.  To request the Director-General to consider and sign the Annexures F & G to the
Service Level Agreement for Managed LAN and Desktop Services for a period of 3

years, subject to further review as services and conditions are adapted.

BACKGROUND/DELIBERATION

2.1. DSBD had entered into a Business Agreement (BA) and Service Level Agreements
(SLA) with SITA as is legislated for national departments in 2020 for a period of 5 years.
The primary SLA is supported by varying annexures which, referred to in this

submission, relates to service rendered in Pretoria and Cape Town.

2.2. Important to note is that the Annexure G for services rendered in Pretoria had been
reviewed due to the migration from on premise services to cloud-based services for
the primary infrastructure of the Department and hence a reduction in cost in relation

to previous years.

2.3. The Annexures had been certified by the Legal Services Directorate and is attached

as a reference point.

3. ATTACHMENT/S

3.1. Appendix A — Annex F to SLA 8211: Managed LAN & Desktop Services
3.2. Appendix B — Annex G to SLA 8211: Managed LAN & Desktop Services
3.3.  Appendix C — Legal Services Certification

3.4. Appendix D — PAJA Document

LEGISLATIVE IMPLICATIONS

4.1. There are no legislative implications.

AnnexRenewal2022-25.docx
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ORGANISATIONAL IMPLICATIONS
5.1.  The signing of the Annexures will ensure that the Department is in compliance with the

related act and related legislation.

FINANCIAL IMPLICATIONS
6.1.  The financial commitment for the duration is valued as follows and includes the annual

CPl increases:

Year 1 Year 2 Year 3 Total
Annex F R138, 594.09 R144, 761.53 R151, 261.31 R434, 616.93
| Annex G R1, 982, 093.67 | R2, 067, 323.70 | R2, 156, 218.61 RS, 205, 635.98
'v Total R2, 120, 687.76 | R2, 212, 085.23 | R2, 307, 479.92 R6, 640, 252.91

7. COMMUNICATION IMPLICATIONS

71. None

RISK IMPLICATIONS
8.1.  To mitigate the risk of non-compliance, the signing and approval of the annexures are

required.

AnnexRenewal2022-25.docx
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9. RECOMMENDATION/S

9.1.  ltis recommended that the Director-General considers and sign the revised Annexures
(initialling each page where required) to the Service Level Agreement: 8211 for
Managed LAN and Desktop Support Services for Cape Town and Pretoria for a
duration of 3 years to the sum amount of R6, 640, 252.91.

Name: Norbit Williams
Designation: Acting Chief Director: Corporate Management cT

Date: 13 April 2022

SUPPORTED v YES NO

Renewal of mandatory service 3 years contract
2022-2023 at the amount R 6 640 252,91

Name: Rudzani Matodzi
Designation: Acting Director: Supply Chain and Asset Management

Date: 14 April 2022

BUDGET AVAILABLE v YES NO

Funds are available
Y1- R2 120 687.76
Y2- R2 212 085.23
e Y3- R2 307 479.92

Name: Dineo Malibe
Designation: Acting Director: Financial Management and Administration
Date: 14 April 2022

AnnexRenewal2022-25.docx
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10. RECOMMENDATION/S

10.1. Itis recommended that the Director-General considers and sign the revised Annexures
(initialling each page where required) to the Service Level Agreement: 8211 for
Managed LAN and Desktop Support Services for Cape Town and Pretoria for a
duration of 3 years to the sum amount of R6, 640, 252.91.

RECOMMENDED v YES NO
Supported

SIGNIFLOW.COM

Name: Semphete Qosterwyk
Designation: Chief Financial Officer
Date: 14 April 2022

APPROVED v YES NO |

SEGN.ALOW (oM —_—

LINDOKUHLE MKHUMANE
DIRECTOR-GENERAL
DATE: 19 April 2022

Thanks if we can also improve on the processing of invoices as | have observed from our Management
Accounts reports invoices are mostly delayed on the SITA agreement and not assisting us with the cash
flow projections

AnnexRenewal2022-25.docx



Directive on Public Administration and Management Delegations, 2014

PAJA CHECKLIST

SUBJECT: SITA NEEXURES F & G

Include in the submission a paragraph under the heading PAJA COMPLIANCE:
"All the requirements for taking a lawful, reasonable and procedurally fait administrative action have been complied with and no grounds exist for
the review of the action"

UNIT MANAGER:

A There is an empaowering provision authorizing the decision

B The decision will achieve the objective/purpose of the empowering provision
C The person requested to make the decision is authorised to do so by:

(a) an empowering provision; or
(b) a valid written delegation of power.

D The following is applicable:

(a) There has been compliance with all the procedures in the empowering
provision and relevant prescripts and time frames; or

(b) the empowering provision allows for a deviation from procedure or time
frame and such deviation is in these circumstances fair and justified.

E All conditions contained in the empowering provision have been met.
DELEGATED OFFICIAL:

F The information considered is relevant and correct

G The decision is justifiable.

H In the event that the decision adversely affects and individual(s), provision is made
for the individual(s) to be notified of the decision

| The notice referred to in paragraph H informs the affected individual(s) of their
right to appeal or review the decision, as well as their right to request written reasons.

UNIT MANAGER:

J The submission contains all the information mentioned in paragraphs Atfo |

SIGNIFLOW.COM

ACTING CHIEF DIRECTOR: CORPORATE MANAGEMENT

Name: Mr NR Williams
pate: 13 April 2022

SIGHFLOW COM

DIRECTOR GENERAL
Name: Mr LC Mkhumane
pate:19 April 2022
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CONFIDENTIAL

Annex F: Service Category Managed LAN & Desktop Services

F1. Service Classification
This Service is classified as Managed LAN & Desktop Support Services in terms of the SITA Services Catalogue
and as a non-mandatory service in terms of the SITA Act.

This service provides and end-to-end service for LAN and Desktop Infrastructure.

This service is focussed to delivering LAN and Desktop Services from a centralised and
decentralised capability. The LAN Infrastructure is defined as all hardware, software and
related services provided from the router (excluded) to the applications running on the
desktop, inclusive of telephony, mobile devices and the end-user.

F2. Scope

This scope of this document is to provide the LAN and Desktop Support Services for Department of Small
Business Development, which consist of the following:

® Security Management
. Desktop Management

F3. Reference(s)

1. Document no elDSS-00018 dated 06-02-2016.
Proposal for Managed LAN & Desktop Managed Services for Gold for Department of Small Business
Development by State Information Technology Agency.

2. SITA Amendment Act {Act number 38 of 2002)
Procurement Regulations for SITA and Government.

il
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CONFIDENTIAL

F4. Benefit Statement

The value contribution of Managed LAN & Desktop to the customer as it addresses the
business challenges.

Value statement

Aspect of business

challenge

e By sharing resources across services provided to
different clients, pricing can be reduced

1 | Economies of scale Pricing o Sharing LAN & Desktop infrastructure, services and
technologies across government sectors will reduce
vendor and license agreements costs

¢ Negates the need for Government to have a multitude

Cost reduction | ©of different call and/or monitoring centres

¢ Reduced duplication of LAN & Desktop infrastructure,
resources and services

¢ By merging call centres across different services,
pricing can be reduced

2 | Reduced duplication

3 | Interoperability Prev.entl.ng » Negates the need for Government to have a multitude
duplication of different call centres, thereby enhancing efficiency
 Ability to have common platforms and services across
government
Standardisation of ¢ Defining minimum LAN & Desktop standards for

4 Bendices Standards government to improve service delivery
e Reduced cost to government

g Information System Security ¢ Improved availability, integrity and confidentiality of

Security security services

M
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RESTRICTED

F5. Excluded from this service are the following:

The following areas are excluded from the Annexure:

[s3]

)
)

oo

)
d)

e)

f)

8)

h)

)

All other applications not mention in point F7.2 below;
Tapes and other consumables (can be quoted on client’s request); and
Physical Security
Power and surge protection on WAN/LAN, network room-related sites. It is recommended that power
and surge protection be installed on all sites.
Support of any hardware, software or service not specified, or which the client separately contracts. The
requirement of such a service can be negotiated with SITA.
Data communication infrastructure {DC!) procurement will be registered as a service requested from
the client and funded separately. The client will provide additional funds for this activity. This includes
new requirements,
renewals (upgrades and replacements),
equipment declared beyond commercial economical repair {BCER), as well as obsolete,
equipment damaged by acts of God and malicious damages,
being responsible for the budgeting, supply and distribution of all client DCI consumables,
software licences, and
Management tools.
Voice communication infrastructure and the relevant voice communication services (IPT) costs do not
form part of this document. It could be included separately if negotiated and contracted as agreed to
by SITA and the client.
Theft/fire warning systeras and fire-fighting equipment (supply and maintenance of these systems and
equipment). This is a client responsibility unless specified, funded and contracted to SITA.
DCl equipment not conniected to dedicated power (electrical power). Power-related damage to any DCl
environment connected to standard power and not dedicated power will be replaced/ repaired at the

cost of the client.
The proposal excludes all Hardware and Cabling maintenance contracts and is thus excluded from the

costing of the services.

M
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RESTRICTED

F6. Roles and responsibilities

Responsibilities

Client
1. Execute command and control over its own | 1. Provide environmental and office
personnel, including its contracted infrastructure as agreed to between the
personnel, parties for each specific site, including power,
2. Ensure that SITA personnel have the air-conditioning, lighting, water and other
minimum qualifications and experience to facilities standard to an office environment,
perform their duties, 2. Be accountable for the accuracy of the IT
3. Accept responsibility for the quality of all baseline on the ITSM7 database,
services performed by SITA employees and 3. ensure physical security of any ICT
subcontractors, infrastructure services supplied by SITA on the
4. Establish, implement and maintain a quality clients premises,
system that pertains to the service, 4. Ensure that a SITA and/or third-party service

provider is afforded access to all facilities,
information and systems, as required for the
rendering of the service, provided that the
necessary security requirements are adhered

5. Not remove any client assets/encryption
devices from the client sites without prior
permission from the client,

6. Ensure that the client users only connect to
the client and client -approved sites, to, .
7 Remain accountable for data backup 5. Ensure adequate control mecharTlsms for _
) - assets provided by SITA on the client premises
processes and the scheduling of the _ ) ,
backups, in terms of inventory and security
o management (losses or physical damage of
8. Install an.d maintain approved corporate SITA assets on client property, which are not
infgrmatlon systems like, for instance, e- due to negligence from SITA, will be for the
mail systems, account of the clients, pending a full
9. Provide monthly reports that relaté to the investigation),
measurement of services rendered in 6.  Ensure that SITA is afforded the necessary
accordance with this SLA, safety, support and assistance on the client
10.  Obtain an IT baseline from the ITSM7 premises, by the relevant clients staff and
database, subcontractors, as reasonably required by
11.  Ensure that the execution of services SITA to render the service,
rendered by the third-party service 7. Ensure the execution of services rendered by
providers of SITA meet service level the third-party service providers of the client
reguirements, in order for SITA to meet service levels, and
12.  Ensure that work done in the ICT platform will not penalise SITA,
environment is accurately labelled/marked | 8. Be accountable for all approved costs incurred
and documented by SITA for all devices not included in the
contracted baseline,
9. Obtain authorisation from the client or other

relevant authorities for infrastructure
installation/alterations on the client sites,

10.  Notify SITA or SITA contractors about security-
sensitive information on a device prior to the
removal of the said device,

M
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RESTRICTED

Responsibilities

11.  Ensure that client members do not
remove/change any labelling in the ICT cabling
infrastructure.

12.  Be accountable for all costs incurred by SITA
for the client approved repairs to cabling
damaged by the client or other parties
(excluding SITA and its contractors), and

13.  Always involve SITA in and/or relay
information to SITA timely about any SLA
related issues planned/discussed/required.

F7. Pricing

F7.1 The following Table define the current contracted baseline:
# DESCRIPTION Estimated QTY
1 | No. Of USERS 200
2 | No. Of MAIL USERS? 200
3 | No. Of WORKSTATIONS? {Desktops, Laptops) 200
4 | No. Of SERVERS 1
5 | No. Of SWITCHES 0
6 | No. Of WAN ACCELERATION/QOS DEVICES? 0
7 | No. OF PRINTERS, SCANNERS, MULTIFUNCTION? 25
8 | No. Of IPS/IDS DEVICES? 0
9 | Mobile Device 0
10 | No. Of FIREWALL/GATEWAYS? 0
11 | No. Of ACCESS SITES/LANS? 1

F7.2 The following technologies will be supported:

Workstation Windows 7 or higher

Network Operating System Microsoft Windows Server 2012
Authentication and Authorization Microsoft Windows Active Directory 2012
Email Microsoft Exchange Server 2013

File services Microsoft Windows Server 2012 File Services

L
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F7.3 The following Table identifies the Unit price and cost of the service.

LAN and DESKTOP Support Services

Description

LAN and Desktop Services GOLD {Fixed
price)

Security Management Services

Fixed Price

Year 2022/2023

R 433 980,89

Year 2023/2024

R 452 642,07

Year 2024/2025

R 472 105,68

Desktop Management Services

R1289578,82

R1345030,71

R 1402 867,03

Monthly R 143 629,98 R 149 806,06 R156 247,73
Total | Rl 723559,71 R1797672,78 R1874 972,71
Vat @ 15% | "258 533,96 R269 650,92 R281 245,91
Total Cost (Incl. VAT) | Rl 982 093,67 R2 067 323,70 R2 156 218,61
F8. Penalties
1. A penalty of 2.5% of the monthly total cost of the service component may be imposed if it is found that
SITA failed to meet the agreed SLA metric for the service component, and such failure was not caused
by a failure of the client to comply with its obligations and duties in terms of this SLA.
2. Where penalties are imposed, the relevant monthly invoice will be reduced by the penalty amount or a
credit note for the penalty amount will be passed within 3 months of the target not being met.
3. The client reserves the right to enforce these penalties, or not, depending on the merit of each case.

FO. Dependencies and constraints

F9.1 Dependencies:

This Annexure is dependent on a valid and approved Purchase Order {PO) from the client.

The effective implementation of the responsibilities specified for SITA and the client.

The procurement of services, hardware and software additional to this agreement, as requested by the
client or recommended by SITA.
Guaranteed access to client sites, offices, etc., in order for SITA or third-party service providers to render
the required services according to this SLA.
Availability of the ITSM7 for call management (not infrastructure) and accurate communication on the
ITSM7 from the client to SITA (i.e. requests, problems, etc.).

1.
2,
3.

8211 F
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11
12
13.
14.
15.
16.
17.

18.
19.
20.
21

22.
23.
24,
25,

26.
27.

RESTRICTED

The client only using standardised/approved software.
Client developed software source codes will be supplied to SITA for support.

Performance and availability of hardware, software, network management tools and data lines supplied
by the client and subcontractors of the client.

Availability of skills in SITA.

Correct and approved information from the client to generate, change and cancel access to the
mainframe or part thereof.

The client actions taken against environmental threats.

Supporting Contracts.

Availability of equipment for testing.

Network bandwidth availability for system management and software distribution.

Detailed, clear and formal communication between the client and SITA.

Availability of accurate information from the client that relates to hardware and software changes.

Performance and availability functioning of hardware, software and data lines supplied by
subcontractors of the client (e.g. Telkom).

Communication that is timely submitted in order for SITA to respond.
Adherence to and compliance with the relevant security policy of the client by both parties.
The procurement of hardware, software and data lines as recommended by SITA.

Quality assurance (QA) and final acceptance by SITA of services delivered by contractors or the client in
terms of this SLA environment.

Services delivered by the client or their third-party service providers.
Availability of efficient management systems
All software and licensing to be supplied by the client or as specified otherwise.

Handover documentation to be supplied by the client i.e. (Applications, Software licence register,
Passwords and working procedures).

Maintenance contracts or warranty agreements are in place.
Full functional data centre with the relevant environmental systems in place.

M
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F9.2 Constraints:

1 Client funding of supporting contracts and toolsets.

2. The Client supplied equipment that is not according to standard.

3. If the agreed to LAN desktop support (LDS) baseline grows more than 1% and is sustained for three
consecutive months, the support ratio will need to change.

4. Guaranteed access to client sites, offices, etc., in order for SITA or third-party service providers to render
the required services according to this SLA.

5. The availability of skills in SITA.

6. Provision by SITA of a suitably equipped portable network room in cases where the client is unable to
do so. A project will be registered and extra funds requested from the client.

7. Non-adherence to total lifecycle principles (non-renewal/replacement of outdated equipment).

8. Client security requirements.

S. Non-adherence to administrative issues by SITA and the client.

10. Non-adherence to procedures and instructions by SITA and the client.

11. Incorrect, non-reporting or late reporting/logging of calls.

F19. Assumptions

The client will be responsible for all End User or Desktop Maintenance Contracts when required;
The client will be responsible for provisioning of all Software Licensing;

All ITC policies and procedures are in place where applicable;

All software supported should fall under the OEM life cycle. If not best effort service will apply; and

F11 Additional Services LAN & Desktop Services on quotation or project

basis

Major enhancements like version change and/or new projects.

M
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F12. Certification:

We hereby certify that this Annex covers the full extent of the Managed LAN & Desktop Support as required
We further accept the service and the price accordingly.

This Annex shall be effective from 1 April 2022 until 31 March 2025.

Thus done and signed at 14/04/2022 on this day of 20
19 April 2022

SIGHFLOW.LOM

Full names: LINDOKUHLE MKHUMANE

On behalf of the Department of Small Business Development

And duly authorised thereto

Thus done and signed at on this day of 20

Full names: _

On behalf of State Information Technology Agency (SOC) Ltd

And duly authorised thereto
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CONFIDENTIAL

Annex G: Service Category Managed LAN & Desktop Services

G1. Service Classification

This Service is classified as Managed LAN & Desktop Support services in terms of the SITA
Services Catalogue and as a non-mandatory service in terms of the SITA Act.

The Desktop Support Service provides an end-to-end service for Desktop Infrastructure but
specific services as required by the Department can be provided independently of each other.

This service is focused more on decentralised, on-Site support on client’s Desktop
environment. The LAN Infrastructure is defined as all hardware and software and application
services running on the server and desktop/laptop.

The proposed services will enable SITA to ensure optimised and cost-effective availability, reliability
and performance of the LAN and Desktop environment.

G2. Scope

The scope of this document is to provide a Desktop Support service for the Department
of Small Business and Development.

G3. Reference(s)
None

G4. Benefit Statement

The value contribution of Managed LAN & Desktop to the customer as it addresses
the business challenges.

M
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Value statement

Aspect of business

challenge

» By sharing resources across services provided to

. o different clients, pricing can be reduced

1 | Economies of scale Pricing e Sharing LAN & Desktop infrastructure, services and
technologies across government sectors will reduce
vendor and license agreements costs

¢ Negates the need for Government to have a multitude
of different call and/or monitoring centres

» Reduced duplication of LAN & Desktop infrastructure,
resources and services

e By merging call centres across different services, pricing
can be reduced

2 | Reduced duplication Cost reduction

3 | Interoperability Prev.ent|.ng o Negates the need for Government to have a multitude
duplication of different call centres, thereby enhancing efficiency
e Ability to have common platforms and services across
government
Standardisation of e Defining minimum LAN & Desktop standards for
4 services Standards government to improve service delivery
e Reduced cost to government
5 Information System Security ¢ Improved availability, integrity and confidentiality of
Security security services

M

8211_Gver 3.0 Page 3 of 20



07 40 v @deg

W]

Q€MD TTZ8

4NdnJIselul NYT
P33108JIUDI ||B UO
158nbay / uapiou|

3INseaw Jo Jun

(s4noH ssauisng
[BUWION)

SIH 17 ‘MO7 »
(sanoy ssauisng
|ewonN) SiH

OT WNIP3IA »
(sdnoH ssauisng
[eWLION)

SIH9 YSIH o
(sdnoH ssaulsng
|eWJION)

SIH 77 :|BO13MD o

1SMOJ|04
Se ‘uollealisse|d
921A3p 33

1ad se ‘sajjuond
||e ssosoe

dn pajjoJ sawin
uolnjosau
ulypm

paAjosal ag

fIIM SI{ED JO 9606

IIREIT

JusWwiainsesin

uo{IN|0say JUBPIAY|
pazii08a1e)-uoN ‘T

sjuauodwon
DIINIDS

(patoeniuo)
10N)

'SMOJ|0} Se
‘uoneslyIsse|d
31IA3P B3 Jad
se ‘saioud

||e ssosae

dn paj|oJ sawin
uoln|osal
ulyym

paAj0sal aq

[1IW S{[ED O %S6

(paroenuo)
10N)

1SMOJ[04
Se ‘uoieslyisseld
921A3pP 3Y1

Jad se ‘sapuond
||e ss0Joe

dn pajjo1 sawn
uolIN|osal
uiyum

paajosal 3q

11iM S[82 JO %06

(pe10R1UO) 10N)

1SMO| |0}
Se ‘Uo|1edIHISSed
921A3p 3y} 43d
se ‘saiyioud e
ssoJoe dn paj|ol
S9W(} UolIN|OSal
Uiyam

PaA|0Sal 3

[IIM S][BD JO %58

921DS JO Sapelo

TVILN3QIINOD

(pa1oesju0))

:SMO||0}
se ‘uoliedyisse|d
92IA3P 3y}

Jad se ‘sapioud
||e ssouoe

dn pajjol sswn
uoIIN|0SaJ UIYUM

paAjosal aq
[11A S| |83 JO 9608

azuo.g

‘SoleLjaW} pa1dadxe
UIYHM 3JNn1dna3se.ul
NV pa10euod

jle uo sissnbau

/ SIUSpPIDU JO UolIN|OSaY

uondlasag 3IAISS

dopjsaq
3 NV pagdeuepy

8uLByo
92IAJSS

S22IA19S poddng dopisaq @ NV oIS 9IIAISS T°SD
S92IAIBS dopPisad ® NV paseue :Al08a1e) 9IRS "GO



0z 40 § a8ed

W]

O'EJOADTTIZ8

1SMO||04
se ‘uoneslyissefd
d21A3P Ay}

Jad se ‘sanod
||e Ssouoe

dn pa||oJ saw

{SMOJ|04 SB
‘uolieauyisse|d
21A9p ayy Jad
se ‘sajpond
|| ssouoe

dn paj|oJ sawiy

1SMO||0)
SE ‘UOIEDIJISSE|D
JIA3P 3Y)

13d se ‘sapuond
||e ssoJo.

dn pajjod sawi}

1SMO|{0}
se ‘uol1edIIsse|d
321Aap ayy Jad
se ‘saniond |je
ssoJoe dn paj|od

ISMOJ| [0}
Se ‘uol3edlisse|d
321A3P BY}

J13d se ‘saiolid
|| sso.oe

s1sanbay/Auspioy|

(1M S22 JO %06

Hoddns dopisaq -z

[|1M S{[e2 JO %56

(1M S]1E2 JO 906

(1M 5]]E3 JO %58

[}IM S]jed JO %08

‘aueUUIBN DUS-UD

uolIN|osal uolIN|osal UoIIN|OSa) | SPWIl uonN|oSal dn pajjos sawn
SINPNASELU uiyIm UM ugam UM | uonnjosas uiyim | “wiopeld Ja1ullg ay) o
pajoeliuod jje uo paAjosal aq SIDIAIAS paAjosal 3q paAjosal aq paAj0sal 9 paAjosal aq | Buuonuo pue 1oddng dopysag
5159Nb3Y/IUBPIdYY | [ImS|[e0 40 %06 |  WoddNS JRIUMA 'E | |[IM S|IBO JO %S6 | |IMS|[DJ0 %06 | [IM S|[B2 JO %58 | |IIMm S|[eD JO %08 ‘adueualulel\ 3YS-UD | '3 N peBeuey
{s4noH ssauisng
|eWION)
SIH 7 :MOT »
(sanoH ssauisng
|EWION) SIH
OT :WNIP3A o
(s1noy ssauisng
|[eWION)
SIH 9 :YdiH o
(pajoenuo)
{sdnoH ssauisng (peioesuo) (pa30E23U0D) 10N) (patoenuo))
[BwIOnN) 10N) 1oN)
SIH ¥ :[B21MD o
1SMO{|0} 'SMOJ|0} Se 1SMO[|04
Se ‘uoljedlyisse|d ‘uoieslyisse|d | se ‘uclledlIsse|d 1SMO||0) 1SMOJ|0}
201A3p By} 201A3p 33 4ad 20IA3p 3yl | se ‘uonesiissep SE ‘UOILBIIHISSE|D
Jad se ‘sapyiond se ‘saipuond | J3d se ‘saipuond 221n9p 33 Jad 321A3P Y}
||e ssoJoe ||e ssouoe ||e ssouoe se ‘saipuoud (e Jad se ‘saijiond
dn pajjos sawn dn pajjod sawy | dnpajjos ssw} | ssosoe dn pajjos ||e ssolde
uolinjosal uolnjosal uonnjosal | sawy uopnjosal dn pajjos sawy
a4nonnseyul UM UM UM UIYUM | UOIINjOSaI UIyIIM ‘wiope|d dopjsaq Jo
po15841U03 (|B UO panjosal aq S8IIAIBS paAjosal aq SEIN[EIED paAj0sal aq paAjosal aq | Sunonuoly pue Loddng dopysaq

73 Nv] paseuey

TVILNIAIINGD




0t 409 38ed

W]

0'€48AD TTZ8

suoiin|os
J14199ds ayy jo

UOIIB|[EISUI 3y o

(sanoH ssauisng
|BLWION) SIH

OT ‘WNIP3N o
(s4noH ssauisng
|[ewJoN)

SIH 9 :YSIH o
(sinoH ssauisng
|ewuoN)

SIH 17 :Bo1MD o

1SMO||0}4
Se ‘uollealyissed
921A3p 3y}

Jad se ‘sajpioud
j|e ssouoe

dn pajjod sawny
uolIN|osal
ulyum

paAjosal aq

1! S]182 JO %606

SADINIS
Hoddnsg Ajunoag
doysag 3 Nv1 v

uiyum
paAjosal 2q
(1M S11ED JO %S6

uolle||eisul
AV %SG6 »
uolie||eisu|
l[BMmaJly
dop|sap %66
uole(|eisy|
1VQ %56 «
uofie|elsu|
dS %S6
uole||eISU|
Ydled %S6 »

:au||3seq
panoidde yad
se paio|dwod

20025 Jo %

ulyHm
panjosal aq
[11M S][B3 JO %06

uoe|(elsul
AV %06
UOIE!jRISU|
llemsauly
doysap %06
uo(1B||eISU|
1vd %06
uoie|[e1sul
dS %06
uole||eISu|
ydled %06 e

:aulaseq
paaoidde sad
se pajojdwod

2d02S JO %

Uy
panjosal aq
1M S|je3 JO %58

uolie|jeisul
AV %38 o
uoljejjeisui
[|lema.y
dopisap %68 e
uoliejjelisu
1vQ %58 «
uolle||ejsu|
dS %S8 »
uolej|eisuy|
Yoied %58 e

Quipseq
paaoidde iad
se pa1a|dwod

2d03S Jo %

uoIIN|oSaJ UlyHMm
paajosal aq
[11M S]1B3 JO %08

uolnej|ejsul
AY %08 o
uolle||easuy
llemauy
dopsap %08 «
uone|eisy|
1vQ %08 »
uonejeisul
dS %08 »
uone|eisu|
y2ied %08

3uleseq
paao.dde

J3d se pa1s|dwod
9d02s JO %

SaY21ed o
llemally dopjsaq e
WIISAS U0I10910.d

{(AV) SNUIA-BUY o
:Suimol|oy)

a1 4o yoddng

pue 3Jueuajule|y 2)SUO
3PIA0ID ||IM B1AIBS BY Y

doypysag
B NV padeuep

(S4noH ssauisng
|[eWON)

SIH {77 :MO7 e
(54noH ssauishg
|[BWUON) SIH

OT :WNIP3A
{(sunoH ssauisng
jewIoN)

SIH9 :Y3IH »
{sdnoH ssauisng
|eWJION)

SIH 7 :|BI1D o

(paeiuo)
10N)

(papenuo)
10N)

(peioesuo) 10N)

(pewenuc))

TVILN3GIENGD




0z 40 £ 38ed

W]

0'E 1A DT TTZ8

|ewIoN)
| IMOT . EXlel Al
Am‘_:_o.__._qmmmwc_m.“dm (pasoesu0d (pawesuod (paoesnuo) 10N) pepeed)
. 10N) 1oN)
|eWwIoN) SiH .
OT -WNIP3A
{sinoH ssauisng
[eW.IoN)
SIH 9 :YydiH
{sdnoH ssauisng
|ewlIoN)
SAH ¥ :[BIRD o
SMOJ |04 1SMO||04 SB 1SMO)|04
Se ‘Uo|IedIyISSe|D ‘UOIIEDIYISSED | SB 'UOIIEeDYYISSED 1SMOJ|0} 1SMO||0}
201Aap 3yl 221A3p 3y} Jad 30IABP 9Y3 | se ‘uonedlsse|d SE ‘UOIIBDIHISSED
1ad se ‘sanuoud se ‘saipuond | 1ad se ‘sanuond 321A9p a3 4od 32(A3P Y} 'S22IASP
||e ssoJoe Je ssouoe ||e ssouoe se ‘sajyaoud (e 13d se ‘sanuond 3llqow panoidde uo
dn pa|jos sawn dn psjjod sawny | dn pajjod sawny | ssosoe dn pajjol ||e ssouoe suolieddde pancidde
uonnjosad uolin|osad uolIN|osaJ | sawn uopnjosal dn p3jjos sawn a1e4o0d.o2 jo poddns
ainnselul ulypm ulyum ulyum UIYIM | UOIINjOSTd UIY1M pue 32ueUIIUIEW
pa10eJ1uUoD || uo paajosal aq S3DIALRS paAjosas 8q paAjosal aq panjosal aq paajosal aq ‘uoljedngiyuod dopisaq
$153Nbay/AuapLdu| | |jim sjied Jo %06 Hoddns 3|IGOIN °6 | [1!M S[ED JO %56 | HIM S|[B JO %06 |  [IIM 51182 JO %S8 [11M S]1B3 JO %08 ‘Uojle|jeisul 3)s-uQ | 7 NV padeuey

(sinoH ssauisng
|ewloN)
SIH $T :MO7 o

{papenuo)
10N)

1SMO|j0} Se
‘uonealisse|d
321Aap ay3 Jad
se ‘sapioud
||e ssoJoe

dn paj|o4 sswy
uolnjosal

(pajaesUOD
10N)

1SMO||0}
Se ‘UOIIBDIHSSE)D
321A3p 3y}

Jad se ‘sayoud
||e ssoJae

dn p3jjos sawiny
UoIN|0sal

(pa1oenU0) J0N)

1SMO||0}
se ‘UO1IBJIISSe[D
221A3p Y3 Jad
se ‘sapiod e
ssoJoe dn paj||ol
S3W|1 UolINjosal

(pa1desjuoy)

1SMOJ|0}
Se ‘uoliealisseld
ERILET T

13d se ‘sapuoud
||e ssoJdoe

dn pajjod sawiny

TVYILN3AAIENQD




0 40 g a8ed

0'€43897TIZ8

%$9Q 32IAIS
JO ssauanisuodsay

{s)iea punoquy)
"9t ‘s|oAd
uoiloejsnes
%08 »

‘Yuowl
JBpuUa|ed U0

Jo pouad e yano
SpU023s (07)

U} paJamsue

Si1B240 % 08 »

Suiipuey
[2uueyD punoqu|
1 ){Sa(] BINIBS *£7

(peroesU0)
10N)

{s]|e2 punoquy)
3’| ‘sjenal
uoldejsnes
%08

‘auow
iepuajed auo jo
polad e uano

Spuodas (Q7)
ul paiamsue

518240 % 08

(panoesuo)
10N)

{slea punoquy)
"'l ‘S|9Ad
uoiloesies
%08

‘Yuow
Jepuaey auo
Jo pouad e 1oA0
Spuo2as (07)

Ul palamsue
SIE2 40 % 08 »

(pa3denuo) 10N)

(siiea punoquy)
EXRSELE
uoneysies
%08e

‘Yyjuow Jepuajed
2U0 Jo poiad

e I9A0 Spu0das
(02) ul paiamsue

518240 % 08

(pa1enuo))

(sl|ea punoquy)
9] ‘s|ond
uonoeysiies

%08

“YIuow Jepusjed
auo Jo pouad

€ J3A0 SPU0ISS
{02) u1 pausmsue

5|20 % 08 «

SEIE]
Aljenb pue aoiaias
paaJde ulyum pue sawin
pasJBe uunp s|auueyo
UOoEIUNWWOI punoqul

pauap Jo Bulpuey ay|

juswaseue
VINIBS

(sanoy ssauisng

VILN3QIINCD




07 40 6 98ed

W1

Q€430 D TIT8

Q31OVHINOD IDIAYIS
(pa10RAUD) pULTT!
(paroesuo) (paroenuo) ay3 yam aanpadod
10N) 10N) | (pe10eiquo) JON) uo11e|e2S3 3Y] Aq
paul}ap Se Suoiie|eISa
40 Bunonuow
9A129449 Buiuoddns
$S200.14 JUawaBeuely
‘ainpadoud "aunpalaud ‘ainpadscud "anpasoud 15onbay/luapiau] 8y}
uoIe(BISI uole|edss Uo|(1e{eds3 uolle|essd 0} pausi|e aunpadolid
paaJde Jad paaJge Jad paaJge Jad psaJge Jad uoIje|eISa JUsWadeuep
Se SUO(e|easa 1sanbay pue SE SUO|}e[edSD Se Suo|1e[esd SE SUOI}e|edasa ‘ainpado.d 159nbay /uspioy|
polewolne | sjuapioy| |je jsuiede pajewoine palewoine palewolne | uole|esss paaude 2y3 jo uonejuaWa|duw|
%06 ® asuewsopad %06 o %06 » %06 « | 12d se suojje|eass
wiojield uo uollelesss wJojie|d wJiojpe|d WIOJIB|d | POIBWIOINE %06 e | 'SIDIAIDS/SIUSWUOIIAUS
Suiloday pue Suipoday Suijoday Buiuoday Suiuoday wJojie|d 1Joddns
s1i0day SoURWIOLD Juawadeuey ‘Buliojiuo jJuswadeueN Juswaseuen 1wawadeue|p| Buijioday ||e Jo @ouewIopad
Juawadeuey 90IAIS 1 JuswaBeuepy CRITSEIN CRITVEIN ERILSEIN jJuawaseuep 9y3 uo syuodal
15onbay /iuapiou| JO Aljige|ieay 15enbay 10 Aljige|ieay JO AlljIqe|leay 1O ANjigejieay 92INIBS JO Juswadeuey 1sanbay uawadeuep
jo Aujiqe|ieay %06 o puejuapu} '8¢ %06 o %06 %06 | AN|Iqe|ieAY %06 o /3UBPIdU[ JO UOISIACId IAIBS

TVILN3QIINOD




07 40 0T 38ed

W]

'€ 9N TIZ8

1U3||D WOU
$9s5320.d pue spJepuels
‘SAD|0d JUBAS|DY e
"9IIAIDS A}

aplaoad 03 34njonJIsedjul
paiinbai jo Aujigejeay «
wLl2

3y} wouj a|qe|ieAe 3q

01 AB0|OUYDID] JUBASIRY »
Sunoeuod

Alled pig uo Juspuadaq e
019 INOAT3L

‘NYM AllAlIo9uU0D

Alled pig uo JuspuURda(] e
Ajgejiene

921A8(Q pPUR IS ®
J3W0ISND Wod) (eaosddy e

(sanoH ssauisng
|BUIION) SIH 177 :MOT »
(sanoH

$s9UISNg jeWJON)

SiH OT :WNIP3N
{sanoH ssauisng
|[ewlonN) SIH 9 (YBIH e
(sanoH ssauisng
[BWION) SIH 7 :[B21ID

1SMOJj0}
Se ‘uolleaijissep
921Aap a3 Jad se
‘saiy4oud ||e ssoloe dn
Pa||0J S2WI} UO|IN|OSal
UIYIM panjosal

24 |[1M S}€2 O %06

“Yuow
Jepuajed Jad
1loddns Joy pa830)
s||ed (anjosal

03 UaKel dWN
wnuwixein) Y1 1N

aJnionaiselyul
NV paidehiuod e
uo 1sanbay / Juapiou|

TVILNAAIENQOD

‘saleaWI) pa1oadxa
UIYHM 24N12N41SeIUI N
Pa19B4UOD ||B uo s159nbal
/ S1UDPIdUI JO UOIIN|OSY

(pa10e0U0D)

UOIIN(0SaY JUapPIIU|
paziio8aien)-uoN'T

dopisaq
N1 padeuewy

dopseq g
Ny1 pageue|y

|1e3SQ S9JIAISS 2°9D




0740 1T 98ed

W1

0'€£43A 07118

$9553204d pue spiepueys
‘S312(|0d 1UBAS|DY »
@2IAIDS 3D

|eWION) SIH 2 MO o
(sanoH
ssauisng |ewJon)

aplacad 01 aunjanJiselul SIH OT WNIP3N (papenua))
patinbaJ jo Ayljige|ieAY o (sanoH ssauisng
IE][ ) [EWION) SIH 9 :YSBIH
3U1 WOy 3|qe|ieae aq (sinoH ssauisng
01 AS0|0UYID] JUBAS|DY o | |BWIION) SIH ¥ :{221ILD) o
Sunoelluod
Avsed pig uo juapuadaq e 1SMOJ||0}
238 IWOMNT13L Se ‘uollealyisse|d "Yuow
‘NVYM AlIAD3UUOD 221A3P 9Y3 Jad se Jepuajed Jad
Avted pig uo Juapuadaq e ‘salpdoud (e ssosde dn | uoddns oy pagSo)
Aljige|leAe | p3j(oJ SAWIY LOIN|OSAU S|{ed (anjosal 24n1oNJ3seul ‘wioe|d Js1uld 3yl
30IABQ pue I35 « UlYHM pPaA|osa) 0} Uye) awin} padesluod e | Jo Bulionuo pue poddng S9INIDS dopysaqg 3 dopysaq g
Jawo1sn) wouy _m>8a.a< o 94 ||l S|jed 10 %06 | wnuwiIxe) YLl | UO sisanbay/uapioy ‘oueuIUIBIA BUS-UQ Moddns Jsquud g NV paseue NV pageuey
JUID Wod (sanoH ssauisng
S255220.4d pue spiepuels [BWION) SIH 2 :MOT »
‘S3101|0d JUBAD|DY o (sanoH {papenuo))
"92IAJ9S 9y} sssuisng [ewlop)
apiaoud 01 aunyonuiselyul SIH OT :WnIpa
paiinbau jo Ayjige|ieay « (s4noH ssauisng
3l |eWwON) S4H 9 :Y3IH «
21 wWouy s|geieae aq {sanoH ssauisng
01 A30j0uUyda} JUBAS[SY & | [BLUIION) SIH 7 :[BIIIID) o
gunoenuod
Ayied pig uo juapuadaq 1SMO||0)
019 INOM13L Se ‘uo(1edlyIsse|d ‘Yuow
‘NVM ANiAIDBUUOD 321A3p 9y} J4ad se Jepua|ed uad
Aried pig uo Juspuadaq e ‘saiuold (e ssosoe dn | ioddns oy pagso
Alllgejieae | p3||oJ SAWIL UOIIN|OSA s||ea (anjosal ainjonase.jul ‘wuoyie|d doyysaq
91A3( pUe 135N » UIY3Im panjosal 0} U3y el dwi} pa13esuOd e | Jo Bulojuoy pue uoddng SIVINIDS dopysaq g do1ysaq g
J2W0ISND WoJ) [eAotddy e aq ||!m S){eD 4O %06 winWixein) M1 1IN | uo sisanbay/iuspiou ‘AaUBUIIUIBIA BYUS-UD 1oddns doyysaq-z N1 pa8euepy NV paSeuen

IVLLN3AIEINGD




074021 28eq

W1

QEIBAD TTT8

paiinbay jo Aljige|ieay e
wsipR

ay1 wouy s|qe|iene 3q

01 ABojouyaa] JUBAD|DY e
Sunoeluod

Avled pig uo juapuadaq
219 INONTAL

‘NVM AlAIDUUOoD

Apied pug uo juapuadaq
Aujigejiene

9IAB(Q PUB J3S[ o
12Wo3sn) Woly [eaouddy »

(sinoH ssauisng
|eWION) SIH 9 :USIH »
(sinoy ssaulsng
JELION) SIH 7 :jednD) o

SMOJ|0}
Se ‘uollesifissed
30IA9p Ay} 4ad se
‘salpdoud (|e ssoude dn
p?3||04 SaWI1 UO(INjOS3
uIyUMm panjosal

a9 [I!M S]ieJ JO %06

‘Yjuow

Jepua|ed Jad
Joddns o} pagso)
s||ed (2Aj0sal

0} uye) awn
WNWIXeN) ¥1iIN

24N312N43Se4Ul
pPs1384U0D ||E
uo s1sanbay/1uspiouy

'S32IA3P 3(Iqow parcadde
uo suojesijdde panoidde
93eJ0dJ02 Jo Juoddns pue
doueuslulew ‘uolelnsijuod
‘uolie||easul a)s-up

(pa10esuo))

SIDIAIDS
yoddns ajiqoN6

dowysaq
N1 pa8euep

dopyseq
N1 paSeuep

JUI[D wiody
59553204d pue spiepuels
‘$3121|0d JUBAS|DY o
"921A43S BY)

apiA0id 01 aJNionJUIselU|
paJinbai jo Ayjigejieay »
sio

3Y3 wouy d|qejieae aq

01 ABojouyda] JuUBAB|DY e
Suioesuod

Apted pig uo Juspuadaq e
218 INOM1AL

‘NVYM AlAIID3UUOD

Aued pig uo juapuadag e
All|Igejieae

901N PUB 135() »
J3W0ISND) wolj |ercaddy

{(sanoH ssauishg
|eWION) SIH $Z :MOT o
(sanoy

ssauisng |ew.on)

SIH QT WNIP3N »
(s4noH ssaulsng
{EWION) SIH 9 (YBIH o
(sanoH ssauisng
[EWION) SIH ¥ :[EDIHID o

1SMO||0})
Se ‘uoljentisse|d
321A3P Y3 Jad se
‘saljiiod |je ssouoe dn
pa||oJd saWliy uoinjosal
ULYNM PIAjoSL

24 {IiM S||BJ JO %06

‘Yuow Jepused
1ad a8eiuadiad
pa8elane

ue se uo pajodal
pue paJojjuow aq
|Ilm suonn|os ay3
JO Uonejjeisut ayy

SUOIIN|0S Diy12ads ayy
Jo uonejjesul sy}

SaYdled o

[lemally doBsa(q o

wa1sAs

UoI393104d (AY) SMIIA-IIUY o
:8uimojjoy 2y Joj oddng
PUE 3D2UBUDIUIRIA 3LISUO
aplAcd ||im 3D1AIBS By L

(paresuU0))

S9IINIBS
Hoddng Alunaag

dopjsaa @ N1t

dop|saq g
NV padeuepy

dopisag 3
NV pageuepy

JUal3 Wouy

(sanoH ssauisng

TVYILNIAIENOD




0z o g1 8deq

W]

0'€RADTTT8

“Yauow ayy Joy

5|82 JO %05 ueys Ja1eals
3¢ P|NOYS UsluaAIdIUI
sl Agq edw) ajdwes
3|qeuosea. & uleIgo 0}
AsAins ayy ul sajedpiued
SJ3SN JO |3ADT

"}I3M B Ul 5||8D JO SBWN|OA
P2308J4U0D JO %0OE
Suipaaodxa 10U sulalied
puewap SuliapIsuod

os{e Ypuow J1ad {0s)
8uIpaadxa jou |esodouid
J42d se §||ea Jo SaWIN|OA

(sle>
punoqui) a1 ‘sppaa
uolnoeysies %0g o

"JIUoW Jepua|es auo Jo

potlad e 13A0 SpU0IS
(02) u1 pasamsue
SI1B240 % (08 »

's3su0dsa) Aoains
2301 Aq papialp
(524005 x0q 7 doy)
sAsAins palysiies
40 J3quIinp o
(sAepijoy ayjgnd
3 SPUYIIM |OX3
‘0EY9T 03 0€Y/0)
yiuow tepuaes
9Y3 JO} pPaAIa.
S||ed Jo J3gquinu
[e30L A papiAlp
palamsue 3uiaq
210J3q SpUOIIS
0z payaealq aney
18Y) pajamsue
S||e2 JO JAQWINN

PECTQERITSELS
10 ssauanisuodsay

'S|aA3| Alljenb pue aoiaas
pasJBe ulyym pue sswly
paaJge Sulinp sjauueyd
UOIIBJIUNWIWOD punoqul
paulap Jo ulpuey ayy

(paypenuo))

3uljpuey
jauueyd punoquy
1Y$9Q @JIAIBS 47

Juswadeuep
IAIDG

1uswaBeuep
ERITVELS

U312 woyy

$3ss200.d pue spiepuels
‘S3121|0d JUBAD|Y
"@2IAIBS =Y}

aplaoad o1 aundnuiselyul

(s4noy ssauisng
|BUWION) SIH T :MOT o
(sinoH

ssauisng [BWJON)

VI N3QH-NOD




0T Jo p1 28eq

W1

Q€430 D TTZ8

{uoneuroul aus 8'9) 'sun
343 Ul pauyap Ajjleuidlio

Se e1ep uolepunoy

ul sa8URYD AUe JO paLIo)U]
VLIS Surdasy 1ua() «
saJnjonJis duiodal
Jo/pue Loddns aioyy

ul sagueyd Aue Jo paurioul
VLIS Suidasy juai))
'S9l)ied pJg 1o/pue

U312 3Y1 A pa|qeus
ainpaocoud uolielesss ayy
J0 8dods pasude sad sy e
‘joJyuod

juswaBeuew urejuiew

0} JBUMQ S592014 €
9PIA0Id ISNWI JUBID BY] e
OO S 1S

UIYHMm s 1e) uoliewaoul

"24npadoud
uollejessa paalse

"anpadoud
uoljejessa

paaJ3e Jad se 1no
palJied suope|edss
Pa1EWOINE JO % o
Aond pue
Aio331e2 301Al3S
Jad (YL LIN)
puodsay o3

W] WNWIXEN o
Anuond

pue A1o8a1ed
921AI3S Jad

(YLLIN) 8Aj0S3Y 01

“JU31D 3Y1 Yyum aunpasold
uolie|easa ay3 Aq pauyap se
suolie|essa Jo Suloyuow
2A1103449 Buioddns
$$220.d JuswWadeuey
1sanbay/Juspiau|

a1 01 pausije sunpasold
uolile[edss JuawaSeuep
1sanbay /uspiouy

243 Jo uoneluswa|dw)

(pa10e23U0))

1sanbay

pue sjuapiou| ||e
1suteSe souewopiad
uo Uole|edsD

uo paseq ssuewlopad uo Jad se suoneeasd | awl] WNWIXe e 'SZDIAIDS/SIUBIUOIAUD pue unuoday
papiroid aq |im s1ioday e palewoine %408 « ‘uo syodal | suoday aouewlopad uoddns jje jo ‘BUlI0jIUOIN
*Ssad0e uiojield sunioday pajewoine JuswaBeue! § | souewloyad ayl uo suodal Jluswaleuep
12uJalUl BARY ISNW $311ed 1uswadeuely 22IAIRS 0} 559208 1sanbay /uspiouy 1uswaBeuey 1sanbay 15onbay uswaBeueln 1uswasdeuep
pdg Jo/pue JawoIsn)) « 10 Ajige|ieny 2508 o JO UOISIAOIg 10 Alljige|ieay JIUPIdU[ JO UDISIAQUY pue juapidu| ‘gz ERIIVEIS 0IAIIS

TVILN3AIINOD




RESTRICTED

G6. Roles and responsibilities

Responsibilities

Client

1. Execute command and control over its own
personnel, including its contracted
personnel,

2. Ensure that SITA personnel have the
minimum qualifications and experience to
perform their duties,

3. Accept responsibility for the quality of all
services performed by SITA employees and

subcontractors,

4, Establish, implement and maintain a quality
system that pertains to the service,

5. Not remove any client assets/encryption

devices from the client sites without prior
permission from the client,

6. Ensure that the client users only connect to
the client and client -approved sites,

7. Remain accountable for data backup
processes and the scheduling of the
backups,

8. Install and . naintain approved corporate

information systems like, for instance, e-
mail systems,

Q. Provide monthly reports that relate to the
measurement of services rendered in
accordance with this SLA,

10.  Obtain an IT baseline from the ITSM7
database,

11.  Ensure that the execution of services
rendered by the third-party service
providers of SITA meet service level
requirements,

12. Ensure that work done in the ICT platform
environment is accurately labelled/marked
and documented

Provide environmental and office
infrastructure as agreed to between the
parties for each specific site, including power,
air-conditioning, lighting, water and other
facilities standard to an office environment,

Be accountable for the accuracy of the IT
baseline on the ITSM7 database,

ensure physical security of any ICT
infrastructure services supplied by SITA on the
clients premises,

Ensure that a SITA and/or third-party service
provider is afforded access to all facilities, |
information and systems, as required for the
rendering of the service, provided that the
necessary security requirements are adhered
to,

Ensure adequate control mechanisms for
assets provided by SITA on the client premises
in terms of inventory and security
management (losses or physical damage of
SITA assets on client property, which are riot
due to negligence from SITA, will be for the
account of the clients, pending a full
investigation),

Ensure that SITA is afforded the necessary
safety, support and assistance on the client
premises, by the relevant clients staff and
subcontractors, as reasonably required by
SITA to render the service,

Ensure the execution of services rendered by
the third-party service providers of the client
in order for SITA to meet service levels, and
will not penalise SITA,

Be accountable for all approved costs incurred
by SITA for all devices not included in the
contracted baseline,

Obtain authorisation from the client or other
relevant authorities for infrastructure
installation/alterations on the client sites,

Notify SITA or SITA contractors about security-
sensitive information on a device prior to the
removal of the said device,

8211 _Fver3.0 RESTRICTED
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Responsibilities

Client

11.  Ensure that client members do not
remove/change any labelling in the ICT cabling
infrastructure,

12.  Be accountable for all costs incurred by SITA
for the client approved repairs to cabling
damaged by the client or other parties
{excluding SITA and its contractors), and

13.  Always involve SITA in and/or relay
information to SITA timely about any SLA
related issues planned/discussed/required.

G7. Pricing
G7.1 The current contracted Services:
Table1:
No. Description
1 Non-Categorized Incident Resolution
2 Desktop Support Services
3 Printer Support Services
4 LAN & Desktop Security Support Services
5 Mobile Support Services
6 Service Desk: Inbound Channel Handling
7 Incident and Request Management: Monitoring and Reporting
G7.2 Services Cost
The table below gives the breakdown of the cost for the services included in this Annex.
Table 2 :
No. Description Amount
Desktop Support R10 043,05
1 JIncident Management, Desktop, Mobile and VIP Support
Total (Excl. VAT)| R10 043,05
PLUS: 15% VAT R1 506,46
TOTAL COST PER MONTH including VAT R11 549,51
TOTAL COST PER ANNUM including VAT Year 1(22/23)| R138 594,09
TOTAL COST PER ANNUM including VAT Year 2(23/24) (4.45% CPI)| R144 761,53
TOTAL COST PER ANNUM including VAT Year 3(24/25) (4.49% CPI)| R151 261,32
G8. Penalties
1. A penalty of 2.5% of the monthly total cost of the service component may be imposed if it is found that
SITA failed to meet the agreed SLA metric for the service component, and such failure was not caused
by a failure of the client to comply with its obligations and duties in terms of this SLA.
2. Where penalties are imposed, the relevant monthly invoice will be reduced by the penalty amount or a
credit note for the penalty amount will be pjjéﬂ within 3 months of the target not being met.
3. The client reserves the right to enforce these penalties, or not, depending on the merit of each case.

8211_Fver 3.0 RESTRICTED Page 16 of 20
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G9. Overtime

1. Where overtime is required, the detail of services required has to be officially approved by the Client
within reasonable time, preferable 8 (eight) hours, prior to the commencement of the required
overtime.

2. Overtime is calculated on the approved Treasury tariffs for the specific type of resource:

i) Normal overtime: 1.5 x hourly rate

ii) Saturday: 1.5 x hourly rate

iii}  Sunday: 2 x hourly rate

iv)  Public holidays: 2.3 x hourly rate
3. In case of a call-out during standby, only the overtime hours will be billable. In case of a request to work
after hours, overtime hours and travelling costs will be billable. This will be specified separately on the monthly
invoicing

G10. Dependencies and constraints
G10.1  Dependencies:

1. This Annexure is dependent on a valid and approved Purchase Order (PO) from the client.
2. The effective implementation of the responsibilities specified for SITA and the client.

3. The procurement of services, hardware and software additional to this agreement, as requested by the
client or recommended by SITA.

4, Guaranteed access to client sites, oﬁices, etc., in order for SITA or third-party service providers to render
the required services according to this SLA.

5. Availability of the ITSM7 for call management (not infrastructure) and accurate communication on the

ITSM7 from the client to SITA (i.e. requests, problems, etc.).
The client only using standardised/approved software.
Client developed software source codes will be supplied to SITA for support.

Performance and availability of hardware, software, network management tools and data lines supplied
by the client and subcontractors of the client.

9. Availability of skills in SITA.

10.  Correct and approved information from the client to generate, change and cancel access to the
mainframe or part thereof.

11.  Theclient actions taken against environmental threats.

12.  Supporting Contracts.

13.  Availability of equipment for testing.

14, Network bandwidth availability for system management and software distribution.

15.  Detailed, clear and formal communication between the client and SITA.

16.  Availability of accurate information from the client that relates to hardware and software changes.

17.  Performance and availability functioning of hardware, software and data lines supplied by
subcontractors of the client (e.g. Telkom).

18.  Communication that is timely submitted in order for SITA to respond.
19.  Adherence to and compliance with the relevant security policy of the client by both parties.
20.  The procurement of hardware, software and data lines as recommended by SITA.

21.  Quality assurance (QA) and final acceptance by SITA of services delivered by contractors or the client in
terms of this SLA environment.

8211_Fver3.0 RESTRICTED Page 17 of 20
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22.  Services delivered by the client or their third-party service providers.

23.  Availability of efficient management systems

24, All software and licensing to be supplied by the client or as specified otherwise.
25.  Handover documentation to be supplied by the client i.e. (Applications, Software licence register,

Passwords and working procedures).

26.  Maintenance contracts or warranty agreements are in place.

27.  Full functional data centre with the relevant environmental systems in place.

8211 Fver3.0
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G10.2 Constraints:

1. Client funding of supporting contracts and toolsets.

2. The Client supplied equipment that is not according to standard.

3. If the agreed to LAN desktop support (LDS) baseline grows more than 1% and is sustained for three
consecutive months, the support ratio will need to change.

4. Guaranteed access to client sites, offices, etc., in order for SITA or third-party service providers to render
the required services according to this SLA.

5. The availability of skills in SITA.

6. Provision by SITA of a suitably equipped portable network room in cases where the client is unable to
do so. A project will be registered and extra funds requested from the client.

7. Non-adherence to total lifecycle principles (non-renewal/replacement of outdated equipment).

8. Client security requirements. '

9. Non-adherence to administrative issues by SITA and the client.

10.  Non-adherence to procedures and instructions by SITA and the client.

11. Incorrect, non-reporting or late reporting/logging of calls.

G11. Assumptions

The client will be responsible for all End User or Desktop Maintenance Contracts when required; and
The client will be responsible for provisioning of all Software Licensing; and

AllITC policies and procedures are in place where applicable; and

All software supported should fall under the OEM life cycle. If not, best effort service will apply.

G12. Critical / VIP List

iy
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G13. Certification:

We hereby certify that this Annex covers the full extent of the Managed LAN & Desktop Support as required
We further accept the service and the price accordingly.

This Annex shall be effective from 1 April 2022 until 31 March 2025.

Thus done and signed at Pretoria on this dayof 20
19 April 2022

SIGHIFLOWCOM

Full names: _| INDOKUHLE MKHUMANE

On behalf of the Department of Small Business Development

And duly authorised thereto

Thus done and signed at on this day of 20

Full names:

On behalf of State Information Technology Agency (SOC) Ltd

And duly authorised thereto

8211_Fver3.0 RESTRICTED Page 20 of 20
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development

Department:
Small Business Development
REPUBLIC OF SOUTH AFRICA

FINAL CERTIFICATION MEMORANDUM

Reference No:  SITA/LS/05/04/2022

Enquiries: Mbavhi Mufamadi

Division: Corporate Services

Room No: THIRD FLOOR, Block G

Tel: (081) 874 4024

Fax: (012) 394 2877

Email: Mmufamadi@dsbd.gov.za

TO: MR. LINDOKUHLE MKHUMANE

DIRECTOR - GENERAL
DEPARTMENT OF SMALL BUSINESS DEVELOPMENT

SUBJECT: BUSINESS AGREEMENT BETWEEN THE DEPARTMENT OF SMALL

BUSINESS DEVELOPMENT (DSBD) AND THE STATE INFORMATION
TECHNOLOGY AGENCY (SITA)

INSTRUCTION

1. Legal Services received an instruction from the Corporate Management Unit to
vet Agreement between DSBD and SITA.

BACKGROUND

2. DSBD is mandated to lead an integrated approach on the promotion and
development of small businesses and co-operatives as strategically positioned
to be the forefront of leading and coordinating a joint effort within the small

business arena as advocated by the National Development Plan.



3. In terms of the SITA Act 88 of 1998, all Government Departments are obliged to
enlist the ITC Service of SITA and do not procure such services on its own accord.
In respect thereof SITA annually updates the services standard catalogue attached
to the SLA with DSBD.

4. The Department of Small Business Development (DSBD), as a national
department, is mandated by the SITA Act to consume specific services rendered
by SITA. In this regard, compliance to the Act is required and to measure the quality
of services provided and the attached Service Level Agreement from SITA is

therefore required.

5. This service is focussed to delivering LAN and Desktop Services from a centralised
and decentralised capability. The LAN Infrastructure is defined as all hardware,
software and related services provided from the router (excluded) to the
applications running on the desktop, inclusive of telephony, mobile devices and the

end-user.

DISCUSSION

6. Legal Services in vetting the Agreements considered the legal risks and
implications of these Agreements as well as relevant roles, responsibilities and
obligations of the Parties for successful implementation.

7. The Agreements are consistent in law, do not contain any legal, financial or

reputational risks for DSBD and is consistent with the relevant regulatory and

legislative frameworks of DSBD.

RECOMMENDATIONS

8. The Agreement may accordingly be signed by the Director-General.



10.

11.

12.

Please ensure further that the last page of each original Agreement is dated and
signed and that each page to the Agreement and Annexures are initialled by both
Parties.

Project Managers of the Agreement shall ensure that the Impementation Plan

and modalities are developed, approved and attached to the Agreement.

Thereafter, originals must be kept by the DSBD and a copy forwarded to other
party.

Kindly provide Legal Services’ with a copies of the signed Agreement for

our records.

/0/0@?@
PRIYA PAIDEYA

DIRECTOR: LEGAL SERVICES

DEPARTMENT OF SMALL BUSINESS DEVELOPMENT
DATE: 11 APRIL 2022
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SECTION C: PART 24 - DECLARATION OF INTEREST

(Return as Part 24)
(Refer to Section A: Part D — D.25)

Note: (SBD4):
* Declaration of Interest applies to each party in the bid (including consortium partners

and well as subcontractors). Therefore, each party to the bid (including consortium
partners and sub-contractors) must complete and attach their separate declaration of

interest.

¢+ This form must be completed in full by all parties to the bid (including sub-
consultants).

* Failure to declare that the references submitted with the bid are from related parties
will result in such references not being considered.

Failure to comply with the instruction note above will result in disqualification.

Any legal person, including persons employed by the State2, or'persons having a kinship with persons
employed by the St a blood relationship, may make an offer or offers in terms of this invitation to bid
(includes a price quotation, advertised competitive bid, limited bid or Bid). In view of possible allegations
of favouritism, should the resulting bid, or part thereof, be awarded to persons employed by the State,
or to persons connected with or related to them, it is required that the bidder or his/her authorised
representative declare his/her position in relation to the evaluating/adjudicating authority and/or take an
oath declaring his/her interest. This item is applicable in the event that:

1.1 The bidder is employed by the State; and/or
1.2. The bidder is an employee of DTPC; and/or

1.3. The legal person on whose behalf the bidding document is signed, has a relationship with
persons/a person who arefis involved in the evaluation and or adjudication of the bid(s), or where it is
known that such a relationship exists between the person or persons for or on whose behalf the
declarant acts and persons who are involved with the evaluation and or adjudication of the bid.

2. In order to give effect to the above, the following questionnaire must be completed and
submitted with the bid.

21, Full Name: S'@l€ nformaton [ecnnology AQeNCY e
2.2. Identity Number: ............ Not applicable; SITAis a state ownedentity .. ...
2.3. Position occupied in the Company (e.g. Director, Trustee, Shareholder etc.)

SITA SOC LTD is solely owned by GOVT under DCTD - not applicable
2.4. Company Registration Number: .....1999/001899/30 . .. ... ... . ...
25. Tax Reference Number: ... 9901089642
2.6. VAT Registration Number: 445018346 . . . ...

2 “State” means
(a) Any national or provincial department, national or provincial public entity or constitutional institution within the

meaning of the Public Finance Management Act, 1999 (Act No 1 of 1999);
(b) Any municipality or municipal entity;

(c) Provincial legislature;

(d) National Assembly or the National Council of Provinces;

(e) Parliament.
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2.7. The names of all directors/trustees/shareholders/members, their individual identity
numbers, tax reference numbers and, if applicable, employee/PERSAL numbers must be indicated in
paragraph 3 below.

2.8. Are you or any person connected with the bidder presently
employed by the State? O Yes /X No
2.81. If so, furnish the following particulars:

Name of person/director/trustee/shareholder/member: . SITA SOC LTDis solely 2wnad by GOVT.UNGELRCTD. . evveev v veaenns

Name of State institution at which you or the person connected to the bidder is employed: e,

Position occupied in the State INSttUtION: ...t

ANY OLNET PATHICUIAIS. ... et et a et bt e et e et e teeane e e enraesee e

2.9. If you are presently employed by the State, did you obtain
the appropriate authority to undertake remunerative work
outside employment in the public sector? O Yes /O No

29.1. if yes, did you attach proof of such authority to the bid
document? OO Yes / O No

Note: Failure to submit proof of such authority, where applicable may result in
the disqualification of the bid.

If no, furnish reasons for non-submittal of SUCh Proofi..........ccocoiiiiieiiiec e,

2.10. Did you or your spouse, or any of the company’s directors/
shareholders/ members or their spouses conduct business
with the State in the previous twelve (12) months? O Yes /O No

2.10.1. If s0, furnish the following particulars: .............c.ccoi it

2.11. Do you, or any person connected with the bidder, have any
relationship (family, friend or other) with a person employed
by the State or DTPC or the Procurement Administrator,
and who may be involved with the evaluation and or
adjudication of this bid? 0O Yes / & No
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If so, furnish the following particulars:
2.12. Do you or any of the directors/shareholders/members
of the company have any interest in any other related
companies whether or not they are bidding for this contract? & Yes /O No
Have you used any related party to source references
(or reference letters) for previous or current projects? OYes/E No
2.12.1. If so, furnish the following particulars: ...............cc.ccccvveoveieoio
3. Full details of directors/trustees/members/shareholders.
{ Gender Race
entty | Tax | State Employee [F/M binian "
Full Name Number Reference x:::::g::lPERSAL C-Coloured
No W-White
Mr Mxolisi Tsika I 680817 5798 08 1 Male Biack
T
Mr Themba Phiri } 7407165395084 ’ J Male Black
|
Mr Andrew Murray I 660319 5176083 Male White
Ms Jeanette Morwane 790905 0372 080 I Female Black
Mr Luvuyo Keyise ][ 741219 5365 085 Male Black
Mr Molatlhegi Kgauwe 801122 5460 087 Male Black
Mr Andre Pretorius 6712165055082 Male White

Bidders are to read carefully and in full the declaration of interest before answering.
This document must be answered correctly and honestly. Any faise declaration or
misrepresentation will result in the disqualification of the bid proposal.
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SBD 4 DECLARATION

| the undersigned (NaMe): ........oooocvovsoseeeririesoooooo

Certify that the information furnished in Paragraphs 2 and 3 above is correct. | accept that the DTPC
may reject the bid or act against me in terms of Paragraph 23 of the General Conditions of Contract

should this declaration prove to be false.

NAME: .. Ntutule Tshen

SIGNATURE:

{of person auth

NOTE:EACH PARTY TO THE BID (INCLUSING SUB CONTRACTORS & JOINT VENTURE
PARTNERS) MUST COMPLETE THEIR SEPARATE DECLARATION OF INTEREST )



