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RFP 3263-2026: The Implementation of a Multi-Factor Authentication and Non-Repudiation Logical Access Control Solution including maintenance and support for a period of five (05) years.
	Questions
	Answers

	We have the following questions regarding the requirements stated in terms of reference that will assist us with our response. Our question(s) are in red:


Requirement 2.1.16 
1. The service provider(s) must provide assurance that data in the current system will be migrated to the new system without compromising the integrity of it. Please indicate the minimum info/dataset/fields that DHA expects the service provider to migrate? 
 

1. The data on the current forensic vault must be transferred or migrated without long systems failures due to the criticality of the solution to the department. Please provide more details or elaborate on what the current forensic vault comprise of ? Is hosted on a special appliance. If so what is this appliance ? 


Requirement 2.1.17: 
1. Issued only by official enrolment officers whose reliability has been established by an official accreditation process. Will the enrolment officers be DHA designated officials/staff members who would have been accredited through the Department’s own process(es)? 

	




(This is addressed by Question 43 Please provide the existing evidence-vault data structure, volume, encryption method, signing format and migration interface. The response was very detailed)




This was covered in Q&A pack1 question number 6 ( Existing Evidence Vault and Data Migration) and the question on Q&A pack 1 page 15 about 2.1.15 Existing Evidence Vault and Data Migration






Correct, the enrolment officers will be the DHA designated officials accredited through the department process as well as the MFA enrolment accreditation process. Current enrolment is done according to the ECT act and requires officials to bring their proof of identity.

	Following a detailed review of the tender requirements, the clarification responses and discussions with several potential technology and implementation partners, we remain concerned that the current scope is too broad to be delivered responsibly by a single solution provider. ”
	The specification will not be divided. The bid does make provision for a Joint Venture/consortium/subcontracting allowing specialist OEMs and Implementation partners to Develop/build a turn-key solution for the department.

	Q1: Will we be required to provide the devices themselves? For example, for the facial recognition/fingerprint device, I assume there will be a camera, but I do not want to assume that laptop cameras will be used. In addition, who will be responsible for providing the cards and any related hardware?


	The department does have a solution in existence. However, we are looking for a solution that will replace the current solution. So, when you look at paragraph 2.3, the bidder must provide a turn-key solution. So, this requires that you provide all the required infrastructure, scanners, smart cards. So, the condition for the department is where you are able to repurpose some of the existing smart cards and not necessarily smart card, but smart card readers. That would be a requirement. However, the requirement is that you provide a turn-key solution. So, that will include the devices that will be used, the server infrastructure, and everything that will be related to the solution.

	Q2: Section 2.1.28, It was specified that the protocols for the biometric devices or the standards for the biometric devices, but I might have missed the standards for the smart cards or tokens. Can you please just clarify if the biometric solution must be compatible and then the PKI solution must be X.509. I assume that the X.509 requirement relates to PKI compatibility, but what about the smart cards? What standards or specifications are they required to comply with or be compatible with?
	I think if you look on 2.1.2, you should be able to see all other standards that are required, such as the crypto agility, the timestamping, but we can confirm what we can do. We can take some of these questions and provide detailed responses and share with all the team members that are on the call, so that we do provide accurate responses. Addition response: The current Java Card used by the department supports:
Cryptographic

• DES,2K3DES,3K3DES (ECB and CBC)
• AES: 128/192/256 bits (ECB and CBC)
• RSA: 768 to 2048 bits
• ECC: Modulus 112/128/160/192/224/256/384 bits
• Hash: SHA1, SHA224, SHA256, SHA384, SHA512
• SM2/SM3/SM4
• SEED: 128 bits
Standards
• ISO 7816 Parts 1, 2, 3, 4
• JAVA Card Specification Version 3.0.4

	Q3: Is the bidder or subcontractor required to register as a cryptography provider in accordance with the Electronic Communication and Transaction Act of 2002
	this is a requirement by the South African Accreditation Authority that, or the requirement of the Electronic Communication and Transaction Act of 2002, that
all providers of advanced digital signatures must be registered with the department as a cryptography provider.

	Q4: if we are going to partner, can we subcontract and how many percent can we do that for? Thank you,
	4.5.20 Sub-contracting as a condition of tender
(a) SITA in terms of the SITA Preferential Policy (PPP), has an obligation to advance designated groups which includes black SMMEs (i.e. Exempted Micro Enterprises (EME) and Qualifying Small Enterprises (QSE) for the supply of certain ICT goods or services where feasible to subcontract for a contract above R50m, an organ of state must apply sub-contracting to advance designated groups.
(b) The sub-contracting feasibility and percentage for this bid will be negotiated at contracting stage with the bidder.
(c) SITA reserves the right to accept or reject the proposed percentage subcontracting and further negotiate with the preferred bidder and if not satisfied may not award the tender.

Note (1):
In the case of sub-contracting, the sub-contractors must have valid Tax Clearance Certificates which, upon request by SITA, must be made available to SITA for due diligence purposes.

	Q5: Do you guys allow international references? International references.

	No
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