FINANCIAL SECTOR CONDUCT AUTHORITY

QUESTION AND ANSWERS A FS CA
BID FSCA2024/25-T004- BRAND, REPRINT, PACKAGE, SUPPLY AND DELIVER BROCHURES AND Financial Sector
PROMOTIONAL ITEMS TO DPWI FOR THE 2024 EPWP PROJECT e

The following questions were received by the Financial Sector Conduct Authority (FSCA) on bid FSCA2024/25-P001 and are responded to

accordingly:

NO.

QUESTION

| RESPONSE

Could you please clarify the following regarding the quantity of assets to be covered during testing?

Number of internal and external IPs

1 Number of internal and external web applications and mobile Refer to the ToR scope of work paragraph 26, this is a
applications Blackbox security penetration testing activity.
Asset size of three internal local area networks (development, user
acceptance testing, production)
If possible, please could you provide the number of internal and
2 external IP addresses. It would greatly help with providing accurate Refer to the ToR scope of work paragraph 26. this is a
' pricing. Blackbox security penetration testing activity
Could you kindly assist with the below questions
3 How many web servers and none web servers are included in the

scope?

How many IP's are included in the scope (Internal and external)?

How many routers?

Refer to the ToR scope of work paragraph 26, this is a
Blackbox security penetration testing activity
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How many switches?

How many firewalls

How many access points?

Please provide details as per below in order for bid.

Details required referring to clause 26.

4.
Total numbers of User Refer to the ToR scope of work paragraph 26, this is a
Api Count as well as how many endpoints each API has Blackbox security penetration testing activity
The amount of web applications FCSA want tested.
Please consider the following questions for the RFP
Do we have access to code repository?

5. —
How many applications would you want to scan Refer to the ToR scope of work paragraph 26, this is a

Blackbox security penetration testing activity.
How many API's?
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Which of the applications do they want to continuously scan and
which one do you want to scan ad hoc?

Is the FSCA prepared to white list IP addresses?

Is the FSCA considering a cloud or on prem option?

How many external IPs and domains are covered under this scope?

Refer to the ToR scope of work paragraph 26, this is a
Blackbox security penetration testing activity.

How many internal IP addresses are covered under this scope?

Refer to the ToR scope of work paragraph 26, this is a
Blackbox security penetration testing activity.
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