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	[bookmark: _Hlk165015637][bookmark: _Hlk166838091]RFI No:
	RFI 2876-2024

	[bookmark: _Hlk166837493]Description
	Request for information (RFI) for ICT security solution on behalf of the State Information Technology (SITA) clients

	Publication Date
	20 May 2024

	Virtual Vendor Briefing Session 

	A Non-Compulsory Virtual Briefing Session will be held as follows:
[bookmark: _GoBack]Date: 28 May 2024
Time: 11h00 am (South African Time)
Venue: Online (Teams) 
Link: Join the meeting now


	Closing Date for questions / queries
	03 June 2024 extended to 12 June 2024

	Proposal Submission Address 
	Proposals will be accepted electronically via the following email address: tenders@sita.co.za 

	RFI Closing Details and Address
	Date: 14 June 2024 extended to 24 June 2024
Time: 11h00 am (South African Time)
Email: tenders@sita.co.za

	RFI Validity Period
	N/A 



[bookmark: _Hlk115747810]PROSPECTIVE RESPONDENTS MUST REGISTER ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE PRIOR TO SUBMITTING RESPONSES.
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[bookmark: _Toc498843305][bookmark: _Toc505652256][bookmark: _Toc394775450][bookmark: _Toc394778357][bookmark: _Toc488498837][bookmark: _Toc165977778][bookmark: _Toc498843318][bookmark: _Toc505652265]Introduction
The purpose of this RFI is to gather information from the industry on the Supply, Architect, Design, Develop, Integrate, Install, Configure and Test of ICT security solutions to the client.
[bookmark: _Toc165977779]Background
The current ICT security solutions for the client are managed by multiple suppliers. The States Information Technology Agency (SITA) seeks the industry to provide Security End Point Protection products that can be used for the Client. The solution needs to be centrally managed via an agent or related centrally managed solution and with capabilities to deploy security end-user antivirus agents and also monitoring through the SIEM and report at ease
Scope
The solution should also comply and have the capabilities to provide the following.
The solution needs to be compatible with the following technologies:
a) 3 000 Servers Physical and Virtual Servers
b) 29 000 End User Devices
c) Hyper V Virtual Machines
d) SQL Server 2014, 2016 and 2019
e) Oracle databases
f) Exchange server 2016/2019
g) IBM Mainframe 
h) No internet access to the environment (Ringfenced)
i) Server operating systems: 2003 R2, 2008 R2, 2012 R2, 2016 and 2019
j) Domino 9 Mail servers
k) Hypervisor in use: Microsoft Hyper V
The solution needs to license the following:
	Product/service
	Quantity

	End User Devices Antivirus Protection (End Point Protection)
	29 000

	Servers Antivirus Protection (End Point Protection)
	3 000

	Web Gateway Protection Software
	10 000

	Email Gateway Security Protection
	10 000

	Highest OEM Support for maintenance and incident response
	3 Years

	[bookmark: _Hlk161730060]Mobile device protection
	5000

	Advance Tread Detection (ATD)
	1

	Network access control (NAC)
	32 000

	SIEM
	3

	Network Detection and response
	3

	Firewall
	10

	PAM /IAM
	3

	MFA
	32 000

	Patch management
	32 000

	DLP
	32 000

	Data Encryption 
	29 000



The following key deliverables should be met or surpass the provided functionality:
	License Name
	Functionality Required

	End User Devices Antivirus Protection (End Point Protection) with EDR
	· Detects and investigates security incidents, and has the ability to remediate endpoints to pre-infection state.  It includes data loss prevention, sandboxing, next-generation firewalls, and endpoint detection and response.
· Management. And reporting Management for deployment on-premise.
· Endpoint Detection and Response – with guided investigations utilizing 30-days or more of historical endpoint data.
· Endpoint Security for Windows (with Adaptive Threat Protection).
· Endpoint Security for Linux and MacOS
· Endpoint Security for Mobile (Android & iOS).
· Threat Intelligence Exchange.
· Data Exchange Layer.
· Data Encryption 
· Device Control.
· Application Control for PC’s.
· End Point Protection for Insights for profiling “Top Attacks” with guidance to improve protection, and access to deploy Anti-Virus Strategic Innovation Alliance (SIA) partner products.

	Servers Antivirus Protection
	· Endpoint Security for Servers including Adaptive Threat Protection module with Dynamic Application Containment and Real Protect.
· Endpoint Security Firewall Module.


	Web Gateway Protection Software
	· Web Security; Gateway Edition Software, Gateway Anti-Malware, and Content Security Reporter.
· The Web Protection should enable the following functionality: category-based and reputation-based Web filtering, Anti-Virus, proxy, cache, authentication, SSL scanning, content control filters, and Gateway Anti-Malware with behavior emulation.

	Email Gateway Protection
	· Spam Filtering
· Virus and Malware Protection
· Mail Scanning
· Phishing Protection
· Preventing Data loss
· Encryption
· Advance threat Defense

	Premium Support services or Highest OEM Support for maintenance and incident response
	· Provides strategically packaged personalized services, resources, and expert guidance aimed at helping the organization to achieve their security goals.  
· The plan includes proactive success and escalation management, Anti-Virus Consulting and Education Services, Health Watch Services, documented Success Plans, and Business Reviews.
· The Customer Service Manager helps you achieve your security objectives and serves as your Anti-Virus advocate.

	Mobile device protection
	· Manage and secure mobile devices and data.
· Device Tracking
· Application Security and management
· Content and Device management
· Remote wipe
· Encryption
· BYOD Policies

	Advance Threat Detection (ATD)
	· Preventing attacks before they occur
· Automated monitoring, sandboxing, behavioral analysis
· Advance scanning, machine learning.


	Network access control (NAC)
	· Restricting unauthorized users and devices from gaining access to a corporate or private network.
· Manage guests through a customizable, self-service portal that includes guest registration, guest authentication.
· Complete visibility of the network endpoints connecting to the network
· Give secured network access to BYOD users.
· Integration with MDM (Mobile Device Management) Solution for controlled access to mobile devices in a network
· Comprehensive Guest Management with customized captive portal and OTP based authentication.
· Posture assessment or health check for Network Endpoints based on organization policies with respect to Anti-Virus, OS patches, USB Port access etc.
· Integration with gateway devices /firewalls to give Contextual information of endpoints/user.
· Detailed profiling of an End user like endpoint make, model, OS Version etc
· AAA Services (Authentication, Authorization, Accounting)
· Secured Access to Network Devices like Switch, Router, Wireless Access Points and Controllers

	SIEM
	· Data Exploration and Reporting.
· Dashboards and Visualization.
· Forensic Analysis.
· Compliance.
· Threat Intelligence.
· Threat Hunting.
· Retention.
· Incident Response.


	Network Intrusion Detection and Prevention System (IDPS)
	· Thread Hunting, detection, and prevention.
· Detecting threats hiding in encrypted traffic
· Raise alerts to the security team or security operations center (SOC) in real time

	Firewall
	· Monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules.
· Virtual private networks (VPNs)
· intrusion prevention and detection systems (IPS / IDS)
· Authentication management
· Application management
· Web filtering

	PAM /IAM
	· Control access to privileged accounts.
· Prevent privileged account attacks.
· Regulate access in one location.
· Restrain credential sharing.
· Review risky behavior notifications in real-time.
· Integrate with identity and access management systems.


	MFA
	· Additional layer of security to prevent unauthorized users from accessing these accounts, even when the password has been stolen.
· Requiring two types of proof that a user is legitimate.
· Multi step account login: password, OTP/SMS or authenticator app

	Patch management
	· Apply updates to software, drivers and firmware.
· Software patch is a piece of code, tailored to fix existing bugs/vulnerabilities in the software, add new features, or enhance its security.
· Patch management tool and reporting
· Create standard and emergency patching procedures.
· Understand vendor patch-release schedules.
· Design and maintain a realistic test environment.
· Patch process and results.

	Data Loss Prevention (DLP)
	· Data monitoring and detection capabilities
· Integration with existing systems
· Policy enforcement mechanisms
· Reporting functionalities
· Compliance with industry standards
· Develop and enact measures to secure data across endpoints.


	Data Encryption 
	· A centralized management console for data encryption key policies and configurations
· Encryption at the file, database, and application levels
· Role and group-based access controls and audit logging to help address compliance.
· Automated key lifecycle processes 




[bookmark: _Toc165977780]Objective
The purpose of this RFI is to gather relevant information from industry to enable SITA and the Client to:
a) Identify prospective bidders who have the capability to supply suitable ICT Security solutions,
b) Augment the Specification that can be used to acquire such a system in a subsequent competitive bidding process; and
c) During the subsequent bidding process, preference will be given to responders that replied to this RFI process.
[bookmark: _Toc105401371][bookmark: _Toc165977781]Confidentiality
4.1. The information contained in this document is of a confidential nature, and must only be used for purposes of responding to this RFI. This confidentiality clause extends to all respondent(s) or associates whom you may decide to involve in preparing a response to this RFI.
4.2. For purposes of this process, the term “confidential information” shall include all technical and business information, including, without limiting the generality of the foregoing, all secret knowledge and information (including any and all financial, commercial, market, technical, functional and scientific information, and information relating to a party’s strategic objectives and planning and its past, present and future research and development), technical, functional and scientific requirements and specifications, data concerning business relationships, demonstrations, processes, machinery, know-how, architectural information, information contained in a party’s software and associated material and documentation, plans, designs and drawings and all material of whatever description, whether subject to or protected by copyright, patent or trademark, registered or un-registered, or otherwise disclosed or communicated before or after the date of this process.
4.3. The receiving party shall not, during the period of validity of this process, or at any time thereafter, use or disclose, directly or indirectly, the confidential information of SITA or SITA CLIENT (even if received before the date of this process) to any person whether in the employment of the receiving party or not, who does not take part in the performance of this process.
4.4. The receiving party shall take all such steps as may be reasonably necessary to prevent SITA and SITA CLIENT confidential information coming into the possession of unauthorized third parties. In protecting the receiving party’s confidential information, SITA and SITA CLIENT shall use the same degree of care, but no less than a reasonable degree of care, to prevent the unauthorized use or disclosure of the confidential information as the receiving party uses to protect its confidential information.
4.5. Any documentation, software or records relating to confidential information of SITA or SITA CLIENT, which comes into the possession of the receiving party during the period of validity of this process or at any time thereafter or which has so come into its possession before the period of validity of this process:
a. Shall be deemed to form part of the confidential information of SITA or SITA CLIENT;
b. Shall be deemed to be the property of SITA or SITA CLIENT;
c. Shall not be copied, reproduced, published or circulated by the receiving party unless and to the extent that such copying is necessary for the performance of this process and all other processes as contemplated in; and
d. Shall be surrendered to SITA or SITA CLIENT on demand, and in any event on the termination of the investigations and negotiations, and the receiving party shall not retain any extracts.
[bookmark: _Toc516689560][bookmark: _Toc105401372][bookmark: _Toc165977782]Precedence of documents
5.1 This RFI consists of a number of sections. Where there is a contradiction in terms between the clauses, phrases, words, stipulations or terms and herein referred to generally as stipulations in this RFI and the stipulations in any other document attached hereto, or the RFI submitted hereto, the relevant stipulations in this RFI shall take precedence.
5.2 Where this RFI is silent on any matter, the relevant stipulations addressing such matter and which appears in the SITA Procurement Policy and Procedures shall take precedence. RFI shall refrain from incorporating any additional stipulations in its RFI submitted in terms hereof other than in the form of a clearly marked recommendation that SITA may in its sole discretion elect to import or to ignore. Any such inclusion shall not be used for any purpose of interpretation unless it has been so imported or acknowledged by SITA.
5.3 It is acknowledged that all stipulations in the SITA Procurement Policy and Procedures are not equally applicable to all matters addressed in this RFI. It however remains the exclusive domain and election of SITA as to which of these stipulations are applicable and to what extent. The bidders are hereby acknowledging that the decision of SITA in this regard is final and binding. The onus to enquire and obtain clarity in this regard rests with the bidders. The bidders shall take care to restrict its enquiries in this regard to the most reasonable interpretations required to ensure the necessary consensus.
[bookmark: _Toc165977783]Briefing and information session
6 
6.1 A Non-compulsory virtual briefing session will be held for this RFI. 
6.2 Bidders who respond to this RFI may be requested to give an oral presentation.

[bookmark: _Toc165977784]Submission of documents
7 
7.1 Bidders shall submit RFI response in accordance with the prescribed manner of submissions as specified below.
7.2 RFI responses must be submitted electronically to SITA at Tenders@sita.co.za on or before 14 June 2024 not later than 11h00 South African Standard Time (UTC+2).
7.3 Respondents are requested to complete their responses in electronic format, in the spaces provided for answers within this document.
7.4 All additions to the information documents i.e. appendices, supporting documentation, photographs, technical specifications and other support documentation covering suggested solutions etc. shall be submitted as part of this RFI. No product information or company profiles will be considered.
7.5 No information shall be accepted by SITA if submitted in any manner other than as prescribed above.
7.6 SITA will not be liable for any costs incurred by the respondents in the preparation of response to this RFI. The preparation of responses will be made without obligation to accept any of the suggestions included in any response, or to discuss the reasons why such suggestions were accepted or rejected.
[bookmark: _Toc165977785]Contact details
The following contact details are applicable:
(a) For general enquiries contact audrey.matlapeng@sita.co.za
(b) [bookmark: _Hlk115747938]For technical enquiries contact audrey.matlapeng@sita.co.za
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[bookmark: _Toc165977786]System functionality information
[bookmark: _Toc165977787]ICT Security Solutions functionality
[bookmark: _Toc165977788]General Functionality 
	Functional Requirement information
	Response (Detail description of the proposed solution)

	1. Endpoint protection
	

	2. Patch Management
	

	3. The Graphic User Interface (GUI) that Blocks unauthorized devices (CDs/DVDs and USBs) from the system.
	

	4. Ability to identify monitors, and control the flow of sensitive data across the networks, endpoints, and other communication channels through Data Loss Protection (DLP).
	

	5. Seamless provision of SIEM management for Collecting, analyzing, and correlating security event data
	

	6. Ability to identify and block potential security threats within a network through Network-IPS/IDS
	

	7. The ability to encrypt, and convert information into a secure format that can only be accessed with the appropriate decryption key or credentials.
	

	8. Seamless responsive to security incidents and conducting forensics
	

	9. The GUI that allows administrators to create lists of authorized (whitelisted) and unauthorized (blacklisted) devices. For example, USB drives belonging to employees might be whitelisted while all other USB drives are blacklisted.
	

	10. Provide functionality and reporting capabilities to submit fully audited records regarding the vulnerabilities and threats.
	



	Proposed solution
	Indicative cost (COTS and Bespoke included)

	

	


Note: Cost can be provided per functional area or for the overall solution.

[bookmark: _Toc165977789]High-level Functionality 
	Functional Requirement information
	Response (Detail description of the proposed solution)

	1. Functionality related to the protection of individual devices against malware, ransomware, and other threats.
	

	2. Guards against email-based threats such as phishing, spam, and malware to secure communication channels.
	

	3. Monitors and filters web traffic to prevent access to malicious websites and protect users from online threats.
	

	4. Warranty and non-warranty repair for the digital device units
	

	5. Offers advanced threat detection and response capabilities on endpoints, aiding in identifying and mitigating security incidents.
	

	6. Detects program code that takes advantage of vulnerabilities on the computer to exploit administrator privileges or to perform malicious activities.
	

	7. Integration of threat intelligence feeds to stay updated on the latest cybersecurity threats and tactics.
	

	8. Manage and control the use of applications within the network, preventing unauthorized or risky applications.
	

	9. Analyzes the behaviour of processes and activities on endpoints to identify anomalous or malicious behaviour.
	

	10. Analyzes content from the enterprise and decide how to respond based on file reputation, rules, and reputation thresholds.
	

	11. Proactive search for potential threats within the network using advanced analytics and threat-hunting techniques.
	

	12. Scans traffic that arrives to the user computer via the HTTP and FTP protocols, and checks whether web addresses are malicious or phishing.
	

	13. Allows for effective infection prevention even from heavily obfuscated malware.
	

	14. Protects end users from attempts by fake websites masquerading as trustworthy ones
	

	15. Support for secure remote access and site-to-site VPN connections, ensuring encrypted communication over the network.
	

	16. Controlling and managing user access to resources
	

	17. Additional security measures for servers to safeguard critical data and services.
	

	18. Administrators can define granular policies governing device access based on various parameters such as device type, user roles, and time of day. The GUI enables easy management and modification of these policies as needed.
	

	19. Keep track of the state of active connections and make decisions based on the context of the traffic flow. Analyze the complete context of a packet, including the packet's source, destination, and state of the connection, to determine whether to allow or block it.
	

	20. Analyze normalized and correlated data using predefined rules, algorithms, and machine learning techniques to detect indicators of compromise (IOCs), suspicious activities, and security breaches.
	

	21. Integrates with other security solutions
	

	22. Supports on-premise networking solutions
	



	Proposed solution
	Indicative cost (COTS and Bespoke included)

	

	


Note: Cost can be provided per functional area or for the overall solution.

[bookmark: _Toc165977790]Non-functional requirements
	Functional Requirement information
	Response (Detail description of the proposed solution)

	1. High availability: The management of ICT security solutions must operate continuously and be available 24/7/365
	

	2. Performance: The solution must be able to handle more than 29000 users 
	

	3. Compliance: 
a. Must adhere to standards, frameworks, and best practices aimed at protecting sensitive information, preventing data breaches, and safeguarding IT systems. 
b. The solution must adhere to ISO 27001, NIST Cybersecurity Framework, PCI DSS, and CIS Controls. 
	

	4. Usability: The Solutions must be user-friendly, easy to understand, should support multiple systems and applications, and have a consistent navigation structure across all screens.
	

	5. Reliability: The solution should have a mean time between failures (MTBF) of at least 1000 hours.
	

	6. Compatibility: The solution should support the latest versions of major software and Hardware
	

	7. Maintainability: The components of the solution should be maintained, updated, repaired, and extended over their lifecycle.
	

	8. System Integrations: Ability to integrate various and other systems via on-premise services.
	

	9. Training: Train the trainer training model and user guides must be provided to users
	

	10. Efficiency: Ensuring that software and applications deliver optimal performance, scalability, and resource utilization while meeting user expectations and business objectives
	



	Proposed solution
	Indicative cost (COTS and Bespoke included)

	

	


Note: Cost can be provided per functional area or for the overall solution.
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[bookmark: _Toc165977791]Abbreviations and acronyms
24/7/365	24 Hours a day, 7 Days a week, 365 Days a year
AFIS		Automated Fingerprint Identification System
BI		Business Intelligence
CIS               Center for Internet Security
CCTV		Closed-circuit television
CD		Compact Disc
COTS		Commercial Off-The-Shelf
CSD		Central Supplier Database
DR		Disaster Recovery
DVD		Digital Video Disc
DVR		Digital Video Recorder
ECM		Enterprise Content Management
FDS		Functional Design Specification
GCC		General Conditions of Contract
GPS		Global Positioning System
GUI		Graphic User Interface
HANIS	Home Affairs National Identity System
ICT		Information and Communication Technology
ISO             International Organization for Standardization
IOCs            Indicators of Compromise
KPI		Key Performance Indicator
LTD		Limited
MTBF          Mean Time Between Failures
OEM		Original Equipment Manufacturer
OSM		Original Software Manufacturer
PDF		Portable Document Format
PCI DSS       Payment Card Industry Data Security Standard
PERSAL	Personnel Salary System
POLFIN	Police Financial System
POP		Public Order Policing
POPIA	Protection of Personal Information Act
PPPFA	Preferential Procurement Policy Framework Act
RFQ		Request for Proposal
SBS		Service Breakdown Structure
SD		Secure Digital
SDLC		Software Development Life Cycle
SI BUS	Service Integration BUS
SITA		State Information Technology Agency
SLA		Service Level Agreement
SOA		Service oriented Architecture
SOC		State Owned Company
TMS		Technology Management Services
UAV		Unmanned Aerial Vehicle
URL		Universal Resource Locator
USB		Universal Serial BUS
WAS		WebSphere Application Server
WBS		Work Breakdown Structure

[bookmark: _Toc111463374][bookmark: _Toc165977792]DEFINITIONS
“Dashboard” means a user interface that organizes and presents information in a way that is interactive and easy to read.
“Integration” means a process of bringing together the component sub-systems into one (1) system and ensuring that the sub-systems function together as a system
“Interface” means a shared boundary across which two or more independent systems meet and act on or communicate with each other.
“SI Bus” means SAPS service Integration Bus consists of the following three components; Message Broker, BPM server, and the Service Registry.
“User based access” refers to the (username and password) for a particular user.
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