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TERMS OF REFERENCE
APPOINTMENT OF A SERVICE PROVIDER FOR THE PROVISION OF INTERNET CONNECTIVITY SERVICES FOR UMALUSI FOR A PERIOD OF THREE (3) YEARS.

1. Introduction
Umalusi is seeking to appoint a suitably qualified and licensed service provider for the provision of high-speed Internet connectivity services at its premises. This includes the installation and management internet connectivity services. 

2. Background
Umalusi 's current network infrastructure requires consistent internet connectivity to meet the organization's performance and reliability standards. To meet this expectation and support Umalusi ’s digital transformation initiatives, an upgraded internet connectivity solution is required.

3. Purpose of the Request for Proposal
To procure a service provider capable of designing, supplying, installing, configuring, and maintaining a WAN solution that ensures Umalusi ’s offices have stable, secure, and fast internet connectivity.

4. Scope of the Services
The service provider will provide full TCP/IP Internet Service Provision for the Umalusi offices. The service is expected to be highly available and reliable, with an overall uptime of no less than 98%. 

The bidder shall provide the necessary hardware and other services required to set up the internet connectivity. It involves the following: 
· Internet Connectivity: Provide dedicated, uncapped internet access with a primary link of 200MB Fibre line.
· Network Security: Supply and install a Fortinet FortiGate-60F NG Firewall or equivalent solution to secure the network.
· Service Reliability: Ensure network uptime of no less than 98%.
· Reporting and Monitoring: provide monthly reports on network health, usage, and performance.
· DNS Records - setup, optimization, and management of DNS records and ensuring they align with Umalusi 's operational needs. This includes implementing DNSSEC for added security against DNS spoofing, alongside regular audits, and performance monitoring to maintain high availability and compliance with best practices.

5. Technical Specifications
· Managed Internet Services:
Continuous internet service with high reliability and uptime. Implementation of advanced security measures including firewalls, intrusion detection systems, and secure VPN configurations. Comprehensive traffic management to prioritize critical business applications.
· Hardware Requirements:
Router that can support high-speed internet connections as per Umalusi requirements 

6. Service Level Agreement
· Performance Metrics:
Minimum of 98% uptime for all internet services.
Response time for critical faults within 2 hours and resolution within 4 hours.
· Support Services:
24/7/365 monitoring and support from a dedicated technical team.
Regular updates and maintenance to ensure hardware and software components remain up to date.

7. Vendor Qualifications and Requirements
· Vendors must demonstrate experience in delivering similar services to large organizations and provide case studies or references.
· Relevant certifications in network and security technologies.

8. SKILLS TRANSFER AND TRAINING
· The supplier must provide training on the proposed solution to two staff members to enable Umalusi to operate and support the product 
· In the event of system enhancements, training must be provided. 
· The nature of the training must be hands-on, with the possibility of certification required.  

9. Proposal Submission
Vendors must submit detailed technical and financial proposals that outline how they will meet the requirements specified in this Terms of Reference as per the specified scope of work.



























SBD 3.3
		Cost Category





	



		Description



		Quantity



	Estimated Cost (RANDS)

	Internet Connectivity
	Monthly fees for primary fibre lines and Internet services
	36
	R...........................

	Installation Cost
	One-time installation costs (Implementation estimation period: 3 Months)
	1
	R...........................

	Network Security
	Hardware (e.g., FortiGate 60F) and licenses (for 36 months)
	1
	R...........................

	Support and Maintenance
	Support and maintenance, for project handover (6 months)
	1
	R...........................

	Total Excluding VAT
	
	
	R...........................

	VAT
	
	
	R...........................

	Total Inclusive VAT
	
	
	R...........................
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