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RFP 3263-2026: The Implementation of a Multi-Factor Authentication and Non-Repudiation Logical Access Control Solution including maintenance and support for a period of five (05) years.
	Questions
	Answers

	Following our review of the tender, we would appreciate clarification on the questions below. These will help us determine the most suitable MFA, identity federation, PKI and non-repudiation architecture for DHA. 
1. Solution architecture 
1. Will DHA/SITA accept a modular solution in which a specialist MFA and identity-management platform integrates with separate biometric, PKI, transaction-signing and evidence-vault components? 

1. Will compliance be evaluated against the complete integrated solution, or must every individual component independently provide all MFA, biometric and non-repudiation capabilities? 
1. Can the MFA and identity federation layer be provided by one OEM while specialist partners provide biometric hardware, PKI, forensic evidence management and mainframe integration? 
1. 
1. Please clarify the expected separation between: 
· User authentication and workstation login; 
· Application authentication and SSO; 
· Step-up authentication for sensitive transactions; 
· Digital transaction signing; and 
· Transaction evidence capture and storage. 
1. Does DHA require MFA only for the identified core applications, or must it also cover Windows login, VPN access, remote access, privileged accounts and other internal applications? 
  
2. Required protocols and integration standards 

1. The tender requires “open standards for authentication and authorisation” and identity federation. Please confirm which of the following protocols must be supported: 
· SAML 2.0; 
· OpenID Connect; 
· OAuth 2.0; 
· RADIUS; 
· LDAP/LDAPS; 
· Kerberos; 
· WS-Federation; 
· REST or SOAP APIs; 
· X.509 and mutual TLS; 
· SCIM 2.0; 
· FIDO2/WebAuthn; and 
· PKCS#11 or Microsoft CAPI/CNG. 
1. For each DHA application listed in section 2.1.4, can DHA provide the authentication and integration protocol currently supported by that application? 



1. Does “identity federation” require the proposed solution to act as: 
· An Identity Provider; 
· A Service Provider; 
· A federation broker; or 
· A combination of these roles? 
1. Is DHA currently using Microsoft Active Directory, Microsoft Entra ID, LDAP or another authoritative identity directory? Please provide the relevant versions and architecture. 

1. Must the solution synchronise identity information directly from the directory, or should it support automated provisioning and deprovisioning through SCIM or APIs? 

1. Does DHA require SSO across its core applications, with centralised authentication and policy management? 

1. For applications that already support SAML, OpenID Connect, OAuth or RADIUS, may the MFA solution integrate through these standard protocols without requiring changes to the application? 

1. What interface is available for the National Population Register, Movement Control System and other mainframe systems: APIs, web services, terminal emulation, WINET middleware, application agents or custom connectors? 

1. Please provide the applicable API specifications, interface documentation and test environments for each system requiring integration. 




















1. What API-management and service-mesh products are currently used by DHA/SITA, and which standards must the proposed solution support? 
  
3. MFA methods and credentials 




























1. Is the use of a physical smartcard and fingerprint mandatory for every authentication event, or will DHA accept policy-based combinations of approved factors depending on the user, application and transaction risk? 

1. Would DHA accept the following MFA methods where appropriate: 
· Smartcards and digital certificates; 
· Mobile application approval; 
· Mobile-derived credentials; 
· Push authentication; 
· OTP; 
· FIDO2 security keys; 
· Fingerprint or facial biometrics; and 
· Passwordless authentication? 
1. Can a mobile device or software-based credential be treated as an approved token for users who do not require a physical smartcard?

 
1. Does DHA require adaptive authentication based on factors such as device, user role, location, time, network, application sensitivity and transaction risk? 

1. Should step-up authentication policies be managed centrally and applied consistently across federated applications? 

1. Must the solution support different MFA policies for employees, contractors, administrators, remote users and third-party users? 

1. For shared workstations, should each user authenticate separately with their own credential, certificate and biometric while maintaining a complete audit trail? 


1. Is offline workstation authentication required at remote sites where connectivity to the central platform may be intermittent? 
  
4. Smartcard and biometric integration 
1. Please provide the specifications of the existing smartcards, including card type, chip platform, certificate profiles, middleware and credential lifecycle processes. 
1. Is DHA expecting the successful bidder to reuse the existing smartcards and readers, or may an alternative credential be proposed where it provides better security, usability or lifecycle management? 

1. For the listed Lumidigm, Futronic, Sagem and SecuGen fingerprint readers, can DHA provide: 
· Exact deployed model numbers and quantities; 
· Firmware and driver versions; 
· Supported SDKs; 
· Current middleware; and 
· Device distribution by site? 
1. May the central MFA platform consume the result of biometric verification from an integrated third-party biometric component, rather than having to perform biometric matching itself? 

1. Must biometric templates be stored within the MFA platform, within ABIS/AFIS or in a separate biometric system?
 
1. The technical scoring awards additional value for facial recognition and iris support. Are these required at implementation, or is the ability to add them through future integration sufficient? 
  
5. PKI, certificates and transaction signing 
1. Does DHA have an existing enterprise PKI that the MFA solution must integrate with, or must the bidder provide a completely new PKI? 
1. If an existing PKI is available, please provide the CA architecture, certificate profiles, supported interfaces and HSM information. 
1. May the proposed MFA platform integrate with an approved third-party or DHA PKI instead of supplying a proprietary PKI? 

1. Does DHA have a preference between an on-premises PKI and a managed PKI service? Are there data-residency restrictions that would prevent a managed service? 


1. What certificate types and profiles are required for: 
· User authentication; 
· Smartcard login; 
· Application authentication; 
· Digital signatures; 
· Transaction signing; and 
· Device authentication? 
1. Must the advanced electronic signatures be issued by an accredited South African authentication service provider, or may the solution use another compliant certificate authority? 

1. Will DHA provide the RFC 3161 Time Stamping Authority, or must this form part of the proposed solution? 


1. Are there specific HSM standards or certifications required, such as FIPS 140-2/140-3, Common Criteria or PCI-related certification? 

1. Please define the algorithms and minimum key lengths required under the crypto-agility requirement. 
  
6. Transaction-level non-repudiation 
1. How will each DHA application identify that a sensitive transaction requires step-up authentication and digital signing: API call, application plug-in, policy rule, desktop agent or another mechanism? 

1. Must the entire transaction payload be digitally signed, or only selected transaction fields and supporting evidence? 

1. Is screen capture mandatory for every sensitive transaction, or may structured transaction data, user identity, authentication evidence, timestamps and digital signatures be retained instead? 

1. Can the non-repudiation and evidence-vault function be supplied as an integrated specialist component connected to the central MFA platform through APIs? 

1. Please provide the existing evidence-vault data structure, volume, encryption method, signing format and migration interface.
























































 
1. What evidence package and reporting format will be considered sufficient for admissibility in court? 
1. Scale, infrastructure and availability 


1. The tender refers to approximately 6,000 users plus additional users. Please provide the expected five-year user growth, number of workstations, concurrent authentications and transaction volumes. 
1. Must all authentication, identity, certificate and biometric data remain within South Africa and within DHA/SITA-controlled infrastructure? 
1. Should licensing be calculated per named user, active user, device, concurrent user or transaction? 
	



1. Solution architecture  
1.    Yes, a modular solution in which a specialist MFA and identity-management platform integrate with separate biometric, PKI, transaction-signing and evidence-vault components can be accepted provided it is complying with the scope of work.


2. Compliance will be evaluated against the complete integrated solution.




3. The Bidder must comply to the technical Product/Service Functional Requirement of the bid specification; and provide a turn-key multi-factor authentication solution.


4. Please ref to the scope of Work 2.1
· User authenticate to workstation using windows login
· The proposed solution provides MFA logical access control and non-repudiation to DHA Core Applications and application transactions.




5. The DHA requires MFA for the identified core applications which are currently integrated with an existing MFA solution. [National Population Register (mainframe), Service Manager (Smart ID and Passport Live Capture system, Biometric Movement Control System (BMCS), eMCS/eVISA system), VISA Adjudication system (VAS), Movement Control System (MCS - (mainframe) and the Automated Biometric Identification System (ABIS).

6. Protocols that will deliver a complete MFA solution based on the Bid Specifications















7. 
· National Population Register (NPR)  - Web services and API
· Service Manager (Smart ID and Passport Live Capture system, Biometric Movement Control System (BMCS), eMCS/eVISA system) - web services and API
· Movement Control System (MCS) - Web service and API
· Automated Biometric Identification System (ABIS)?? Web service and API
8. An Identity provider.






9. DHA is currently using MS Active Directory. The MFA will




10. The solution should support automated provisioning and deprovisioning through SCIM or APIs.




11. The proposed Multi-Factor Authentication and non-repudiation solution will be used for Logical Access Control to DHA core applications and for legally binding a user to a transaction at the point of committing a sensitive transaction.

12. Yes




13. APIs, web services, terminal emulation, WINET middleware






14. 
1.2- Background
The Department deployed Biometric (logical) Access Control Management System (BACM) in 2005 to enhance the security of the Department systems, as well as to protect officials from identity abuse and most importantly to ensure authentication and no-repudiation on transactions performed on these systems, The system is currently integrated with the National Population Register (Mainframe), Movement Control System (Mainframe) , Service Manager and other Department of Home Affairs (DHA) systems
 
The system is currently interfaced with National Population Register (Mainframe), Movement Control System (Mainframe) , Service Manager and other Department of Home Affairs (DHA) systems 
 
2.1.4 - To integrate the system with the department’s core systems such as National Population Register, Service Manager (Smart ID and Passport Live Capture system, Biometric Movement Control System (BMCS), eMCS/eVISA system), VISA Adjudication system (VAS), Movement Control System (MCS) and the Automated Biometric Identification System (ABIS) and any other systems that the department identifies  
 
As above defined and as follows: 
The integration / API has to be done within applicable system namely IBM Mainframe language and Microsoft platform written systems.  The specification for this integration needs to be done in terms of all specifications given as MFA Access control and ECT Act defined Communication and advanced electronical digital document Signing processes.  
 
The integration / API has to be done within applicable system namely 
a)- IBM Mainframe language for National Population Register, eMCS/eVISA system), VISA Adjudication system (VAS), Movement Control System (MCS) and Biometric Movement Control System (BMCS)
b)- Done in Microsoft Platform: Service Manager (Smart ID and Passport Live Capture system,  and the Automated Biometric Identification System (ABIS)

15. DHA linked API systems – are as explained above under point 1 below  - this includes the MFA access control as defined in the Bid specification which has to be embedded in the various API system.
(1) The integration / API has to be done within applicable system namely IBM Mainframe language and Microsoft platform written systems.  The specifications for this integration needs to be done in terms of all specifications given as MFA Access control and ECT Act defined Communication and advanced electronical digital document Signing processes.  

The integration / API has to be done within applicable system namely 
a)- IBM Mainframe language for National Population Register, eMCS/eVISA system), VISA Adjudication system (VAS), Movement Control System (MCS) and Biometric Movement Control System (BMCS)
b)- Done in Microsoft Platform: Service Manager (Smart ID and Passport Live Capture system,  and the Automated Biometric Identification System (ABIS)

In addition, outside the framework of the Home Affairs core system, Bidders have to deliver a separate service mesh for the following:

1)-  Reporting system mainly written in: Microsoft Platform
2)-  Evidence Vault system is based on:
a)-  Database system is SQL Microsoft Cooperate edition latest version supplied by Home Affairs
b)-  the encryption and signing method is answered below:

Encryption and signing method at client side 

The evidence audit block is created on defined sensitive transaction on the client user system and consist of 2 data sets:
(1) is all the registered user details (Identity, Biometrics, Name, employee reference, smartcard serial number, System machine detail) and (
2) the actual data transaction before the change and after the change has been applied by the above user. 
The data is then Hashed with SHA256 – the Hash is encrypted by the private PKI of the users assigned certificate. All the user details are on the Smart Card. These details are first verified at the MFA backend system and then used for the signing and encryption process of the entire user and data details. All of this must comply and is done within the specification given in the tender and the below PKI HSM, Licensing system and the below timestamp system.
 
Evidence-vault data structure 
In the central Server – Storage Platform the data string send by the client user is de-crypted, and then an agreed metadata structure is build for reporting and search processes. The entire data set (user and transaction data) is encrypted using the Public key set which is created by the below PKI system details. The storage platform system is based on the latest SQL Microsoft Corporate Server system.


16.  The use of physical smart card/token + Biometrics + Advanced electronic signature is mandatory for any sensitive defined transaction which the department require non-repudiation for. Each sensitive transaction should be digitally signed and time stamped.


17. Please refer to the Technical Product/Service Functional Requirements.










18. Can a mobile device or software-based credential be treated as an approved token for users who do not require a physical smartcard?  
Users should use one method of authentication across the department (where the strong credential and digital signature would be store on a smartcard/token and be unlocked using the biometric to digitally sign and time stamp transaction) - Users will not be required to use any mobile devices as the department would be require providing mobile devices.
19. Yes, adaptive authentication ahould be based on factors such as device, user role, location, time, network, application sensitivity and transaction risk


20. Correct



21. No




22. For shared workstations, user will authenticate to the workstation using window login and use the MFA solution to authenticate on to the relevant application. each user must authenticate separately with their own credential, certificate and biometric while maintaining a complete audit trail.
23. The Bid Specification requirements are for a MFA logical access control and non-repudiation system to DHA core applications, not workstation authentication.



24. There is no need to integrate or utilize existing/currently smartcards?


25. No, the department does not expect bidders to reuse existing smartcards however existing smartcard/biometric readers can be reused where possible.
Alternative credential may be proposed where it provides better security, usability or lifecycle management provided it complies with the requirement of the tender as per the bid specification
26. Futronic FS82, Futronic FS82HD, Lumudigm V311, ACR38 smartcard reader,






27. The department will not dictate the architecture of the solution provided it complies with the bid specification requirements.



28. The biometric templates must be stored within the MFA platform.





29. The awarding of scores will be based on the system capabilities as per the Bid Specification





30. Please refer to the Bid specification requirement.


31. N/A

32. The proposed MFA platform must integrate with an approved third-party PKI which uses publicly trusted Certificate Authority.



33. Managed PKI service





34. Service providers to decide based on industry standards.







35. The advanced electronic signatures must be issued by an accredited South African authentication service provider as per the Mandatory requirements 


36. The department will provide physical and environmental security controls to protect the facilities housing the system and system resources. Bidders must submit a proposal for a complete solution; the DHA will not be providing any component of the required solution other than hosting the said solution.

37. Please refer to the bid specification requirement




38. Industry standards as per the Bid Specification requirements





39. API call





40. The entire transaction payload must be digitally signed.




41. The structured transaction data, user identity, authentication evidence, timestamps and digital signatures must be retained.



42. Please refer to the Bid Specification, practically paragraph 2.2.20 System and Data Audit: point (e) and paragraph 42.1 and the technical Product/Service Functional Requirements


43. Please provide the existing evidence-vault data structure, volume, encryption method, signing format and migration interface.
As per the below extract from the “RFP 3263 2026 - Bid Specification Amended” it is clearly stated what is required and defined for the above question within the given specifications:

Under 5.1: “registered as Communications and Transactions Act, 2002 “,
Under 3.1.1: “Smartcards/tokens + Advanced Digital Signatures + Biometrics - for legally-binding”,
Under Tabel 6, point 2 (c ): “Positively connects a physical person to a transaction “,
Under 2.1.1 (j): “must have Public Key Infrastructure (PKI) solution”,
Under 2.1.1 (m): “solution must support RFC 3161 time stamping and transaction signing”,
Under 2.1.28 (c ): “The solution must be X.509 compatible”

Encryption and signing method at client side
The evidence audit block is created on defined sensitive transaction on the client user system and consist of 2 data sets:
(1) all the registered user details (Identity, Biometrics, Name, employee reference, System machine detail, smartcard serial number) and (
2) the actual data transaction before the change and after the change has been applied by the above user.

The data is then Hashed with SHA256 – the Hash is encrypted by the private PKI of the users assigned certificate. All the user details are on the Smart Card. These details are first verified at the MFA backend system and then used for the signing and encryption process of the entire user and data details. All of this must comply and is done within the specification given in the tender and the below PKI HSM, Licensing system and the below timestamp system.

Evidence-vault data structure
In the central Server – Storage Platform the data string send by the client user is de-crypted, and then an agreed metadata structure is built for reporting and search processes. The entire data set (user and transaction data) is encrypted using the public key set which is created by the below PKI system details. The storage platform system is based on the latest SQL Microsoft Corporate Server system.

In addition Home Affairs are providing below the vendor systems specifications currently installed to fulfil these requirements:

 Root HSMs (Production Site and  High Availability Site)
Offline FIPS 140-2 (3) Level 3 Hardware Security Module (USB or PCI recommended)
(HSMs) must be FIPS 140-2 Level 3 and Common Criteria EAL4 certified appliances
Comply to RSA signing performance (tps) for NIST key lengths
2048 bit – 430.    4096 bit - 100
Comply to Symmetric encryption (KB/sec) 1024-byte plain text
AES 128 bit 825   and AES 256 bit – 795
Comply to Key generation (keys/sec)
RSA 2048 b9t – 6,0 and EDSAP 192 bit - 110 and EDSAP 255 bit - 100 and EDSAP 512 bit - 65
 
BASE HSMs (Production Site and High Availability Site) serve Issuing CA
Online network connected Hardware Security Modules
(HSMs) must be FIPS 140-2 Level 3 and Common Criteria EAL4 certified appliances
Comply to RSA signing performance (tps) for NIST key lengths
2048 bit – 430.    4096 bit - 100
Comply to Symmetric encryption (KB/sec) 1024-byte plain text
AES 128 bit 825   and AES 256 bit – 795
Comply to Key generation (keys/sec)
RSA 2048 bit – 6,0 and EDSAP 192 bit - 110 and EDSAP 255 bit - 100 and EDSAP 512 bit - 65
 
Root CA RA Software License System
Vendor product specification currently for Production site and HA
Cryptographic Algorithms RSA: 4096-bit NIST FIPS 204 Standard
Hash Standards SHA-256, SHA-384, SHA-512
Must link and comply to above ROOT CA HSM
Standard Format Compliance  ITU-T X.509 v3 Extended Profiles, RFC 5280 Baseline Compliance
 
Issuing CA Software License System
Vendor product specification currently for Production site and HA
Certified for Cryptographic Algorithms RSA: 4096-bit NIST FIPS 204 Standard
Comply with Hash Standards SHA-256, SHA-384, SHA-512
Must link and comply to above Issuing CA HSM
Standard Format Compliance ITU-T X.509 v3 Extended Profiles, RFC 5280 Baseline Compliance
 
Timestamp Software License system
Vendor product specification currently for Production site and HA site
Standards Compliance: Fully compliant with RFC 3161 and RFC 5816
Complies to Cryptography Support for signing & hash algorithms:
RSA 2048, 3072, 4096, 8192 .and  SHA-256, SHA-384, SHA-512
Accreditation / Legal Proof: Support for eIDAS (Qualified timestamps)
Must link to Security system & HSM: Secures private signing keys inside FIPS-approved Hardware Security Modules (PKCS#11 compliant); supports SSL/TLS client authentication
Must be Regional Time stamp to secure 100% accurate legal accepted time stamp
Trusted Time stamp – public trusted certificate system

44. The bid specification does specify the formats that the system report must comply to. Refer to 4.3 Technical Functionality Evaluation Requirements (Stage 3) requirement number 3. Generation of system and forensic reports
The system should be able to provide reports in the following formats: (Word, excel, pdf, csv, xml, data feed, tiff file and mhtml).

45. The expected five-year user growth would be 1500, 
6000 workstations, all 6000 users will be doing concurrent authentications and transaction signing on various applications.
46. Yes, the authentication, identity, certificate and biometric data must remain within South Africa and within DHA/SITA-controlled infrastructure (National Key Point)
47. Bidders to propose licensing model
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