	#
	Question MWP2670CX
	Eskom Answer

	1
	Please confirm ESKOM is expecting supplier to recommend SAAS based application security tool for SAST, SCA and DAST testing for web application hosted on prem and cloud hosted 
	Yes, the Tenderer is required to recommend and propose a Software as a Service (SaaS) or cloud-based solution which includes and combines SAST, SCA and DAST as one cohesive Application Security (AppSec) Test Solution to scan source code and test web-based applications hosted both on-premises information technology (IT), operational technology (OT) and cloud environments.

	2
	Supplier would like to understand if there would be any tool provided by ESKOM for doing the Vulnerability assessments of the web applications. If yes, please provide details of the tool. if no, should the supplier bring its own tool to conduct the vulnerability assessments. Scope Clarity
	The Tenderer is advised that vulnerability assessment or scan is not in scope of this engagement, however, the Tenderer is required to propose a SaaS or cloud based AppSec Test tool that combines both SAST, SCA and DAST as one cohesive solution.

	3
	What is the average size of source code (Number of lines of codes) per SAST scan.
	The Tenderer is advised to refer to the scope of work (SoW), the AppSec Test, SAST shall support a maximum analysis Line of Codes (LOC): The AppSec test tool must have a
maximum analysis of LOCs between 100 000 to 20 million.

	4
	What is the volumetric of web application source code, on premises and could applications that needs to be scanned for SAST & SCA? 
	Eskom has got approximately sixty (60) applications; however, the Tenderer shall quote for forty (40) subscription licenses for forty (40) Developers. The subscription license must not be tied and linked to the total number of applications but to the total number of Developers.

	5
	What is the frequency of the SAST and SCA scans needed for on premises and cloud applications
	The frequency of SAST and SCA scans is not known, the SAST and SCA scans shall be performed when required, on an ad-hoc basis and when a new application is prepared for transition to be deployed to production environments.

	6
	What is the volumetric of web application on premises and could that needs to be scanned? 
	Eskom has got approximately sixty (60) applications.

	7
	What is the frequency of the web application scans needed for on premises and cloud?
	The frequency of DAST is not known, the DAST shall be performed when required, on an ad-hoc basis and when a new application is prepared for transition to be deployed to production environments.

	8
	Can you describe the SDLC methodology currently adopted in ESKOM
	Both Agile and Waterfall SDLC.

	9
	Does the customer have any compliance constraints for a cloud based scanning platform ?
	Yes, in some cases, however, such constraints details shall be discussed with a successful Supplier.

	10
	Which platform is currently used for Vulnerability management at ESKOM?
	Product specific information is classified as confidential.
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