Questions and answers after briefing session

Please confirm the total number of internal IP addresses in scope for penetration testing.
1.    Please confirm the total number of external IP addresses in scope for penetration testing.
Answer:  Check scope of work Table 2 under clause 2.5 - each of the equipment has 1 IP Address  

2.   Please confirm whether all IP addresses are to be tested per exercise or whether a defined subset will be provided.
Answer:  scope to be executed in full per cycle.

3.    Please confirm the number of web applications in scope per testing cycle and whether they are internal, external, or both.
Answer:  BANKSETA uses cloud services - SharePoint and azure single- sign on

4.    Please confirm whether any third-party hosted applications are in scope and whether testing approvals will be provided.
Answer:  scope of work does not include external applications 
5.    Please confirm the number of users to be included in social engineering testing and the method of user selection.
Answer:  BANKSETA has 112 users  (licenses are 150)
6    Please confirm whether penetration testing will include the Microsoft 365 and/or Azure environment.
Answer:  scope of work requires both
       If included, please advise:
7.   Whether authenticated test credentials will be provided
Answer:  scope of work indicates access control on cloud services
8. Whether Conditional Access and MFA controls are in scope for testing
     Answer:  scope of work indicates access control on cloud services

Scope & Technical Coverage
Cloud Testing Depth
9. Should penetration testing include active exploitation in the Microsoft tenant or only configuration review? 
Answer:  Both Microsoft Tenant and configuration review
10. Are Azure AD Conditional Access policies and M365 Secure Score part of the deliverable? 
Answer:  Yes
Network Testing Boundaries
11. Will BANKSETA provide internal network access (VPN or onsite) for internal testing?
Answer:  Yes
12. Are VoIP systems (POE phones) and fingerprint access systems in scope for exploitation or just configuration review? - Answer:  Exploitation



Web Applications
13. Besides SharePoint and the corporate website, will BANKSETA confirm additional SaaS apps before each cycle? 
Answer:  SAGE x3, HRIS, SIMS
14. Should we include API testing for ERP or LMS systems? 
Answer:  No
Social Engineering
15. Is phishing limited to email campaigns, or should we include vishing (phone) and physical pretexting? – 
Answer:  ALL
16. Will BANKSETA provide employee email lists and approve templates? 
Answer:  YES, Service provider to develop templates
Physical Testing
17. What level of physical intrusion is permitted? (e.g., lock bypass, badge cloning, or just observation?) – 
Answer:  Just Observation
18. Are tests allowed during business hours only, or after hours? 
Answer:   Business hours
Wireless Testing
19. Should we test guest Wi-Fi only or staff Wi-Fi as well? – 
Answer:  Yes
20. Are rogue AP simulations permitted? 
Answer:  Not applicable


Remediation Implementation
21. Are the 160 hours strictly for technical fixes, or can they include policy updates and documentation? 
Answer:   Include policy updates and documentations
22. Will BANKSETA provide change windows and admin credentials for remediation? 
Answer:  - Yes
Assurance Certificates
23. What is the format and content expected for the 4 assurance certificates? 
Answer:  acceptable
24. Should they be aligned with a specific security benchmark (e.g., CIS)? –
Answer:   Yes
Onsite Visits
25. Will BANKSETA cover travel and accommodation for East London and Polokwane? 
Answer:  You need to include in your quote.
26. Are there security clearance requirements for physical access? 
Answer:  No, but you need to engage with us first.
Testing Windows
27. Are there blackout periods (e.g., financial year-end) when testing cannot occur? –
Answer:  No, but FY end is there.
28. How much lead time is required for scheduling each cycle?
Answer:  N/A

 
Mandatory Checklist (Table 3)
29. If a bidder outsources a component (e.g., wireless testing), is that acceptable if declared?
Answer:   Yes
30. Will BANKSETA accept international certifications (e.g., CEH, OSCP) for Ethical Hacking and Networking roles? – 
Answer:  Check the ToR's functional criteria. 
Pricing Sheet (Annexure A)
31. Should project management fee be per year or per exercise? –
Answer:   Pricing sheet supplied
32. Can we include optional services (e.g., Red Teaming) in the “Other Items” section? – 
Answer:  Respond in line with ToRs.
 
Additional Systems
33. If BANKSETA adds new systems (Meeting Management, Risk Management), will there be a change order process or should we price a unit rate now?
Answer:   The focus should be on what is on the ToR's.
KwaZulu-Natal/Cape Town/Mafikeng/Mbombela offices
34. If these new offices go live, will testing be mandatory there, and will travel costs be covered? - 
Answer:  The statement indicate future expansion however, the focus should be on scope now.

