










[bookmark: _Hlk136523536]BID SPECIFICATION

STATE INFORMATION TECHNOLOGY AGENCY (SOC) LTD
Registration number 1999/001899/30

	[bookmark: _Hlk117708975]SSP No:
	RFB 3040/2024

	Description
	[bookmark: _Hlk182483841]Procurement of WAN Cisco Equipment of the South African Police Services (SAPS) North West

	Closing Date for questions / queries
	05 December 2024

	Bid Response Submission Address 
	
Tender Office
459 Tsitsa Street, Erasmuskloof, Pretoria, 0105

	CISCO FRAMEWORK	.
	ACCREDITED CISCO VENDORS WOULD BE ALLOWED TO PROVIDE A QUOTE

	COMPULSORY SITE VISIT HAVE BEEN SCHEDULED AS FOLLOWS:
	Compulsory Briefing Session will be held as follows:
Date: N/A
Time: N/A

	Closing Details and Time
	[bookmark: _Hlk117709026]Date:  13 December 2024
Time: 11:00 (South African Time)

	 Validity Period
	200 Days from the Closing Date 



PROSPECTIVE BIDDERS MUST REGISTER ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE PRIOR TO SUBMITTING BIDS.
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[bookmark: _Toc170815946][bookmark: _Toc394775451][bookmark: _Toc394778358][bookmark: _Toc498843318][bookmark: _Toc505652265]Introduction
This Annexure must always be read in conjunction with the main bid document (Invitation to Bid) and the completed Bid Specification MUST be submitted together with the main bid document.
[bookmark: _Toc170815947]Scope of Bid
[bookmark: _Toc170815948]Scope of Work
The purpose of this document is to seek approval to follow the SITA procurement process to procure the WAN equipment on behalf of NW SAPS using cisco framework as per client tasking.

[bookmark: _Toc170815949]Delivery address
	 
	Site ID
	Site Address
	Province
	Latitude (S)
	Longitude (E)

	#
	
	
	
	
	

	1
	5714
	Hartebeespoortdam
106 Scott St, 
Schoemansville, 
Hartbeespoort, 
0216

	North West
	-25.724287670286373
	27.871535138583177

	2
	7718
	Ganyesa SAPS
Vryburg Road
Area: C52P+3R Ganyesa
Ganyesa

	North West
	-26.59952497222431
	24.186978723271046

	3
	5681
	Bloemhof SAPS
85 Prince St, 
Bloemhof, 
2660

	North West
	-27.652130387922824
	25.60690662516303

	4
	9272
	Bedwang SAPS
5 JR Bollantlokwe & Moretele Road, 
Bedwang 
0408

	North West
	-25.086928293356024
	27.969067265544027

	5
	5650
	Orkney Detectives/ SAPS
51 Milton Ave, 
Orkney, 
2619
	North West
	-26.97765679492236
	26.670157867465406

	6
	9976
	Potchefstroom Married quarters
18-30 Weeks St, 
Potchefstroom, 
2520
	North West
	-26.72815995203939
	27.09493532787049

	
	
	
	
	
	

	7
	10099
	Moeka Vuma SAPS
2 Sello Lehare Dr,
 Moeka,
 0407

	

North West
	-25.341450
	28.061871

	8
	

10082




	Mabeskraal SAPS
Atamelang Section, Mabeskraal

	

North West
	-25.169714
	26.754128

	9
	7955
	Mahikeng PSS
Plot no 719
Mahikeng

	
North West
	-25.845607
	25.648164

	10
	9913
	Phokeng 10111
Strand Street, Salema Section,
 Phokeng,
 0300
	

North West
	-25.571141
	27.163785



[bookmark: _Toc170815950]Requirements
[bookmark: _Toc170815951]Solution Requirements
[bookmark: _Toc170815952]Solution Target Architecture
Not Applicable
[bookmark: _Toc170815953]Service Elements
Not Applicable

[bookmark: _Toc170815954]Special Requirements
[bookmark: _Toc170815955]Bid Evaluation Stages
The bid evaluation process consists of four stages, according to the nature of the bid. A bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation. The stages are:
[bookmark: _Toc136545098]Table 1: Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid YES/NO

	Stage 1	
	Administrative responsiveness
	YES

	Stage 2 
	Technical Mandatory responsiveness 
	YES

	Stage 3
	Special Conditions of Contract verification
	YES

	Stage 4
	Price / Preference points
	YES





[bookmark: _Toc170815956]Stage 1: Administrative responsiveness 
[bookmark: _Toc170815957]Attendance of briefing session
(a) No briefing session will be held.
Registered Supplier
(a) The equipment will be bought through cisco framework.
[bookmark: _Toc170815958]Stage 2: Technical returnable documents
[bookmark: _Toc170815959]Instruction and evaluation criteria
(a) The bidder must comply with ALL the requirements as per the Technical Mandatory Requirements below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
(b) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. 
(c) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid response to proceed to the next stage of the evaluation.

[bookmark: _Toc170815960] Technical mandatory requirements 
[bookmark: _Toc136545099]Table 2: Technical Mandatory Requirements
	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. Bidder Certification/ Affiliation Requirements


	a) The bidder must be a registered OEM/OSM partner at an enterprise level for the supply and maintenance of a network solution.



	Attach to Annexture A a copy of valid documentation (certificate, license, letter or an affidavit) that the bidder is a registered OEM/OSM partner at an enterprise level for the supply and maintenance of a network solution.



NOTE (1): 
SITA reserves the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.1>

	2. Bidder Experience and Capability Requirements


	The bidder must have provided network transmission service to at least one (1) customer during the past five (5) years.

	The bidder must have provided network transmission service to at least one (1) customer during the past five (5) years.

NOTE (1): 
SITA reserves the right to verify information provided.

Note (2): 
Failure to complete Table 5 fully as indicated above will result in disqualification.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.2, table 5>

	3. Technical Mandatory Functional Requirement


	The Bidder must confirm compliance to the technical mandatory functional requirements.

	The Bidder must confirm that they comply with the Technical Mandatory Functional Requirements by completing Annexture D.

	<Provide unique reference to locate substantiating evidence in the bid response – see Annex D>






[bookmark: _Toc170815961]Stage 3: Special Conditions of Contract Verification
(a) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(b) SITA reserves the right to:
(i) Negotiate the conditions; or
(ii) Automatically disqualify a bidder for not accepting these conditions; or
(iii) Award to multiple bidders
(c) In the event that the bidder qualifies the proposal with own conditions and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 4.3. (b) above.

[bookmark: _Toc170815962]Special Conditions of Contract
Contracting Conditions
(a) Formal Contract - The supplier must enter into a formal written contract (agreement) with SITA.
(b) Right to Audit - SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
(c) SITA reserves the right to vary the scope.
Delivery Address
(a) The supplier must deliver the required products at the following address:
SITA Erasmuskloof
459 Tsitsa street
Erasmuskloof
Pretoria
0105

Services and Performance Metrics
(a) The bidder is responsible to provide the following services as specified in the Service 			Breakdown Structure (SBS):
	SBS
	Service Element
	Service Grade
	Service Level

	1. 
	Warranty on Equipment
	
	Silver



Supplier Performance Reporting

Certification, Expertise and Qualification
(a) This will be a drop-off shipment

Logistical Conditions
(a) Hours of Work  
(b) Tools of Trade
(c) On-site and Remote Support.
(d) Support and Help Desk.


Regulatory, Quality and Standards
(a) The Supplier must for the duration of the contract ensure compliance with Protection of Personal Information Act, 2013 (POPIA).
Personnel Security Clearance
(a) The Bidder personnel who are required to work with information related to NATIONAL SECURITY must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance to the level of CONFIDENTIAL at the expense of the Bidder from the South African State Security Agency or duly authorised Personnel Security Vetting entity of SA Government.
(b) The Bidder personnel who are required to work with GOVERNMENT CLASSIFIED information or access government RESTRICTED areas must be a South African Citizen and at the expense of the Supplier be security vetted (pre-employment screening, criminal record screening and credit screening).
(c) The Bidder must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.
(d) As an interim, an oath of secrecy must be signed by the technician /resources on condition that proof is supplied that the submission is made for a security clearance of confidential.
Confidentiality and non -disclosure conditions
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain, and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract.
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality.
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party.
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person.
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party.
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure.
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute.
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
Guarantee and warranties
(a) The supplier confirms that:
(i) The warranty of goods supplied under this contract remains valid for the duration of the contract after the goods were delivered, installed and commissioned with a sign off, including the clients signature
(ii) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever.
(iii) the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
Intellectual Property Rights
(a) SITA retains all Intellectual Property Rights in and to SITA's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's Intellectual Property for the sole purpose of providing the Products or Services to SITA pursuant to this Contract; provided that the Supplier must not be permitted to use SITA's Intellectual Property for the benefit of any entities other than SITA without the written consent of SITA, which consent may be withheld in SITA's sole and absolute discretion. Except as otherwise requested or approved by SITA, which approval is in SITA's sole and absolute discretion, the Supplier must cease all use of SITA's Intellectual Property, at of the earliest of:
a. termination or expiration date of this Contract; 
b. the date of completion of the Services; and 
c. the date of rendering of the last of the Deliverables
(b) If so required by SITA, the Supplier must certify in writing to SITA that it has either returned all SITA Intellectual Property to SITA or destroyed or deleted all other SITA Intellectual Property in its possession or under its control
(c) SITA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services
(e) Provide SITA with the compliant Occupational Health and Safety File (required on site for period of installation and proof of compliance).
General
(a) The supplier will be bound by Government Procurement: General Conditions of Contract.
(b) (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(c) SITA reserves the right to:
(i) Negotiate the conditions, or
(ii) Automatically disqualify a bidder for not accepting these conditions, or
(iii) Before entering into a contract, conduct or commission an external service provider to audit or conduct probity to ascertain whether a qualifying bidder has the technical capability to provide the goods and services as required by this tender.
(d) “The parties in this Agreement agree that the offer price of all the equipment shall be at the wholesale price or below wholesale price as agreed with the OEM. Should, at any time during the existence of the agreement that the offered price which is higher than the wholesale price or as agreed with the OEM, SITA client shall be entitled to such wholesale price with the exclusion of the mark-up which the reseller may have charged”.
NOTE: These conditions will form part of the contract obligations and suppliers are expected to comply in order for SITA to conclude an agreement with the potential suppliers. Failure to comply during finalisation of a contract may result to disqualification
Counter Conditions
(a) Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.
Fronting
(a) The SITA supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA will not condone any form of fronting.
(b) The SITA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA may have against the bidder/contractor concerned.
Business Continuity and Disaster Recovery Plans
(a) The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.
Supplier Due Diligence
(a) SITA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced / non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.
Preference Goal Requirements conditions
(a) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(b) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(c) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report indicating progress against the Bidder’s Preferential commitments within 30 days of the yearly anniversary of the contract.
(d) Bidders need to keep auditable substantive records / evidence and upon request by SITA/Department must be made available for audit and, or due diligence purposes.
(e) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA.
(f) SITA reserves the right to verify information / evidence provided by the Bidder.
(g) SITA/Department reserves the right to introduce a penalty of 1% of the overall annual year spent by SITA/Department for the prior year if the Bidder fails to comply to paragraphs (a), (b) and (c) above.

[bookmark: _Toc106894479][bookmark: _Toc170815963]Declaration of compliance and acceptance SCC
I (we), the bidder hereby declare that I (we) accept ALL the Special Conditions of Contract as specified in par 4.3 above and shall comply with all stated obligations:

Name of Bidder: _____________________________	Signature: _________________________

Date:______________


[bookmark: _Toc170815964]Stage 4: Price and Preference Points Evaluation 
[bookmark: _Toc170815965]Bid Pricing Schedule
(a) Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and include this as part their submission.
[bookmark: _Toc170815966]Costing and Pricing Conditions
(a) South African Pricing - The total price must be VAT inclusive and be quoted in South African Rand (ZAR).
(b) Total Price
(i) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(ii) All additional costs as well as cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
(iii) All services, accessories, upgrades and options required by the solution or specified by the client must be included in the quoted price. If not included, suppliers will be required to supply these accessories at no cost to the client.
(iv) SITA reserves the right to negotiate pricing with the successful bidder prior to the award as well as envisaged quantities
(c) Time and Material
(i) Time and Material Quotations will not form part of the total bid price.  It will be based on an ad-hoc basis as and when required by the client.
(d) These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.
(e) The bidder must complete the declaration of acceptance as per par 4.5 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 

[bookmark: _Toc72441262][bookmark: _Toc80563735][bookmark: _Toc170815967]Rate of Exchange Pricing Information
Provide the TOTAL BID PRICE for the duration of Contract and clearly indicate the Local Price and Foreign Price, where –
a) Local Price means the portion of the TOTAL price that is NOT dependent on the Foreign Rate of Exchange (ROE) and;
b) Foreign Price means the portion of the TOTAL price that is dependent on the Foreign Rate of Exchange (ROE).
c) Exchange Rate means the ROE (ZA Rand vs foreign currency) as determined at time of bid.
[bookmark: _Toc435315931][bookmark: _Toc170815968]Bid Exchange Rate Conditions
The bidders must use the exchange rate provided below to enable SITA to compare the prices provided by using the same exchange rate:
	Foreign currency
	South African Rand (ZAR) exchange rate 

	1 US Dollar
	18.1141

	1 Euro
	19.0506

	1 Pound
	22.8355


[bookmark: _Ref455341955][bookmark: _Toc57764329]
[bookmark: _Toc170815969]Bid Pricing Schedule
(a) Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and upload this as part of their submission.

[bookmark: _Toc435315930][bookmark: _Ref455338328][bookmark: _Ref455597629][bookmark: _Toc127119463][bookmark: _Toc170815970]Declaration of Acceptance
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in par 4.4.2  above by indicating with an “X” in the “ACCEPT ALL” column, or
1. The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in par 4.4.2  above by - 
1. Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
1. At which point the bidder will be disqualified. 
	
	





[bookmark: _Toc170815971]Preference Requirements
(a) The bidder must complete in full all the PREFERENCE requirements.
(b) Allocation of points per requirements: The points allocation of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence.
(c) Points will be allocated for each PREFERENCE requirement as per the criteria set in each section in the table below.
(d) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response, as “NOT COMPLY”. The evidence needs to be attached to ANNEX A.
(e) Preference Goal Requirements
(i) 	The applicable Preference Point system for this tender and points claimed is 80/20.
(ii) The specific Preferential Goal Requirements for this tender is indicated in Annexure A table 80/20 below.
(iii) Failure on the part of a bidder to complete the 80/20 preference point systems and submit proof or documentation required in terms of this tender to claim preference points for the Preference Goal Requirements, will be interpreted to mean that preference points for specific goals are not claimed.
(iv) The Bidder must indicate how they claim points for each of the preference points by signing at  par 4.5 in the Invitation to Bid document. 
(v) The Bidder must provide a Preferential Goals Plan (narrative document) as well as an Activity Plan with clear milestones indicating the commitment by the Bidder for each of the Presential Goals identified for this tender for the duration of the contact set in each section in Annexure A table 80/20  below.
(vi) Failure on the part of a bidder to submit proof or documentation required in terms of this tender to claim preference points for the Preference Goal Requirements for this tender, will be interpreted to mean that preference points are not claimed.
(vii) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(viii) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(ix) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report indicating progress against the Bidder’s Preferential commitments within 30 days of the yearly anniversary of the contract.
(x) Bidders need to keep auditable substantive records / evidence and upon request by SITA must be made available for audit and, or due diligence purposes.
(xi) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA.
(xii) SITA reserves the right to verify information / evidence provided by the Bidder.
(xiii) SITA reserves the right to introduce a penalty of 1% of the overall annual year spent by SITA for the prior year if the Bidder fails to comply to paragraphs (g), (h) and (i) above.

f) Preference Points and Specific Goals Summary:
(a) The maximum points for this tender which will be allocated for Preference points and Specific Goals is as follow:

	Points allocation
	Points

	Preference points for Specific Goals:
	

	The allocation of points for bidders that meet a certain B-BBEE level as defined in the Broad-Based Black Economic Empowerment Act
	20



[bookmark: _Toc170815972]Bidder substantiating evidence
[bookmark: _Toc170815973]Technical Mandatory Requirement Evidence
[bookmark: _Toc170815974]Bidder Certification / Affiliation Requirements
(a) Attach a copy of a valid documentation (certificate or letter) from OSM/OEM indicating the bidder is accredited to provide maintenance of network cabling here (Refer par 4.2.2 above)
NOTE (1): 
SITA reserves the right to verify information provided.

[bookmark: _Toc170815975]Bidder Experience and Capability Requirements
(a) Complete table below, noting that:
(i) Provide reference details of customers to whom the project or service was delivered.
(ii) References may include multiple customers.
(iii) Project end-date must be current or not older than three (3) years from date this bid is advertised.
(iv) Scope of work must be related.

[bookmark: _Toc136545100]Table 5: References
	No
	Company Name
	Reference person name, contact details
	Project Scope of Work
	Project start and end date

	1
	<Company name>
		

	<Person Name>
<Tel>
<email>
	< Provide scope details of a project from a customer to whom a project or service was delivered for the supply and maintenance of network equipment >
	Start Date:
End Date:

	2
	<Company name>
		

	<Person Name>
<Tel>
<email>
	< Provide scope details of a project from a customer to whom a project or service was delivered for the supply and maintenance of network equipment >
	

	3
	
	
	
	



NOTE (1): 
SITA reserves the right to verify information provided.

Note (2): 
Failure to complete Table 5 fully as indicated above will result in disqualification.



[bookmark: _Toc127123852][bookmark: _Toc170815976]THIRD PARTY RISK MANAGEMENT ASSESMENT
The Bidder must comply with the Third-Party Risk Management Assessment requirement by completing All the questions in ANNEX C and attach it here.
[bookmark: _Toc170815977]SERVICE DESCRIPTION
The Bidder must accept all the terms and conditions described in the accompanying Service Description (ANNEX D) document by indicating Yes in in the table below:
	
Service and Support (Milestones)
	Indicate
Comply=Yes /
Not Comply =No

	The Bidder expect all the terms and conditions described in the accompanying Service Description (ANNEX D)
	




[bookmark: _Toc170815978]Preference Points Preferential Goals Evidence
(a) Bidder to complete the table(s) below in terms of points claimed for the specific bid and must provide the required evidence justifying the points claimed.
(b) The bidder must provide a copy of relevant proof of B-BBEE status level of contributor as defined in the Broad-based Black Economic Empowerment Act and attach it here.

[bookmark: _Toc136545101]Table 8: B-BEE Points Allocation
	B-BBEE Status Level of Contributor
	Number of points
(80/20 system)

	1
	20

	2
	18

	3
	14

	4
	12

	5
	8

	6
	6

	7
	4

	8
	2

	Non-compliant contributor
	0





[bookmark: _Toc136545102]Table 9: Preferential Goal Requirements 80/20 Preference Points system
	Preferential Goal Requirements
	Points allocated
	Example of Expected substantiating evidence
	Number of points claimed
	Substantiating evidence

	BBBEE

	The allocation of points for bidders that meet a certain B-BBEE level as defined in the Broad-Based Black Economic Empowerment Act;
	20
	Evidence:
The Bidder must provide a copy of relevant proof of B-BBEE status level of contributor level as defined in the Broad-Based Black Economic Empowerment Act.

Points allocation:
Points will be allocated in accordance with the B-BBEE table in par.6

	
	<Provide unique reference to locate (80/20) preference point system substantiating evidence here>.





[bookmark: _Toc77249456][bookmark: _Toc117108938][bookmark: _Toc127123854][bookmark: _Toc170815979]LOCAL PRODUCTION AND CONTENT FOR DESIGNATED SECTORS REQUIREMENT
[bookmark: _Toc70871672][bookmark: _Toc70939709][bookmark: _Toc72089735][bookmark: _Toc117108939][bookmark: _Toc127123855][bookmark: _Toc170815980]Local Content Requirements:
(a) The bidder must confirm compliance to the Local Content requirements.
(b) The following documents are attached to guide guidance in completing the Local Content requirements:
(i) Document 01:	Guidance Document for the Calculation of Local Content.
(ii) Document 02:	South African National Standard:  Local goods, services and work – 
Measurement and verification of local content.

(c) The Bidder must complete, sign and submit the following documents at bid closure:
(i) Document 03:	Annexure C: Local Content Declaration.
(d) The following Annexures should not be submitted by the bidder, however be kept by the by the bidder and be provide the documents upon request.
(i) Document 04: 	Annexure D: Imported Content Declaration. 
(ii) Document 05: 	Annexure E: Local Content Declaration.



[bookmark: _Toc170815981]THIRD-PARTY RISK MANAGEMENT (TPRM)  ASSESSMENT
[bookmark: _Toc170815982]Instructions
(a) In terms of the approved SITA Third-Party Risk Management Framework, all Bidders responding to this bid must complete the following section by answering ALL the questions. 
(b) By completing the Third-Party Risk Management Assessment the Bidder agrees to  provide all reasonable supporting documentation when requested to do so, as well as during contract finalisation as this is a pre-award condition of this bid.
(c) Any risk identified during the assessment process will have to be mitigated and/or remediated before or during the contract finalisation phase. A detailed mitigation plan, that is acceptable to SITA, may also be required.   
(d) Supplier due diligence, as contained in the Special Conditions of Contract, is also applicable to this Third-Party Risk Management process. 
(e) The following 6 (six) risk elements will be assessed:
(i) Company risk: 10 questions;
(ii) Financial risk: 6 questions;
(iii) Operational risk: 8 questions; 
(iv) Governance and compliance risk: 6 questions; 
(v) Information security and privacy risk: 7 questions;
(vi) Reputational risk: 6 questions. 
[bookmark: _Toc170815983]Evaluation Criteria
[bookmark: _Toc170815984]Company risk
(a) Questions 2, 3, 6, 8, 9, 10: 
	Evaluation criteria 
	Score

	Yes
	0

	Partially meet requirements
	0.5

	No 
	1



(b) Questions 1, 4, 5:
	Evaluation criteria 
	Score

	Yes
	1

	Partially meet requirements
	0.5

	No
	0



(c) Question 7:
	Evaluation criteria 
	Score

	Yes, actively operating for more than 5 years 
	1

	2-5 Years actively operating 
	0.5

	No, actively operating for less than 2 years 
	0



[bookmark: _Toc170815985]All questions for all other risk elements: 
	Evaluation criteria 
	Score

	Yes
	1

	Partially meet requirements
	0.5

	No
	0


[bookmark: _Toc170815986]Third Party Risk Assessment
(a) The assessment of bidders’ responses to the questions will be determined by the completeness (i.e. all questions answered), undertaking signed (where required) and accuracy of substantiating evidence, when requested. Please note that SITA reserves the right to verify the information provided.

	Question to assess each risk element  
	Bidders response: 
Mark relevant box with an “X”   

	Company Risk 

	(1) Have you listed all related party transactions to be declared between you and SITA or its department in SBD9?
	Yes
	Partially
	No

	(2) Are you currently involved in litigation against SITA – or do you foresee litigation being instituted within the next 6 months?  
	Yes
	Partially
	No

	(3) Are there any law suits or ongoing litigation that could affect this transaction in any way or the bidder as an ongoing concern? 
	Yes
	Partially
	No

	(4) Is customer service delivery or contract performance actively monitored by you?
	Yes
	Partially
	No

	(5) Do you have formal strategic planning processes in place?
	Yes
	Partially
	No

	(6) Are any of your directors or shareholders Prominent Influential People (PIP) or Politically Exposed Persons (PEP)?
	Yes
	Partially
	No

	(7) Has your company been actively operating as a going concern for more than 5 years? 
	Yes
	2-5 Years
	Less than 2 years

	(8) Is the company busy with a re-organisational/restructuring process that may impact this transaction?
	Yes
	Partially
	No

	(9) Are any of your suppliers located in a region where geopolitical risk exposure is high? 
	Yes
	Partially
	No

	(10) Has any current director of the bidder ever served as a director of a company during a period where a Government contract was cancelled? 
	Yes
	Partially
	No

	Financial Risk 

	(1) Did you have positive revenue growth in the past three years?
	Yes
	Partially
	No

	(2) Is the proposed bid price going to be less than 40% of your total annual revenue for the previous financial year?
	Yes
	Partially
	No

	(3) Is the financial health of your company in good standing? 
	Yes
	Partially
	No

	(4) Were your Annual Financial Statement (AFS) unqualified in the last financial year?
	Yes
	Partially
	No

	(5) Do you have sufficient cash in the bank (2 or more months’ worth of operating cost) to operate under restricted conditions for at least 2 months?
	Yes
	Partially
	No

	(6) Do you have a clean credit record: No current or pending judgement, adverse listing, business rescue or principal sequestration listing? 
	Yes
	Partially
	No

	Operational Risk 

	(1) Do you have operational redundancy (resilience) in terms of technology and energy resources to ensure high availability of services?
	Yes
	Partially
	No

	(2) Are your dependencies for logistics either fully under your own control or managed through supplier performance management contracts? (Choose “Yes” if fully under your own control and “No” for supplier contracts) 
	Yes
	Partially
	No

	(3) Do you have operational procedure standards in place across the organisation, such as change control, release management, access control, incident management, back-up regimes and restore tests, etc?
	Yes
	Partially
	No

	(4) Do you have human resources management in place, including succession planning and mitigation against key reliance on single individuals?
	Yes
	Partially
	No

	(5) Do you have sound supply chain processes in place?
	Yes
	Partially
	No

	(6) Do you have sound third party risk management processes in place (fourth party for SITA)?
	Yes
	Partially
	No

	(7) Do you have a fully-fledged research and development (R&D) department to ensure continuous improvement?
	Yes
	Partially
	No

	(8) Do you rely on locally manufactured components or have actively managed the risk relating to lead times or delivery delays? (Choose “Yes” is you rely on locally manufactured components or can actively manage lead times and prevent delivery delays where manufacturing is not local i.e. not in South Africa)
	Yes
	Partially
	No

	Governance and Compliance Risk 

	(1) Do you comply with all legislation, including labour, health and safety regulations?
	Yes
	Partially
	No

	(2) Do you have the appropriate governance frameworks (Cobit, ITIL, King) in place with due monitoring against set standards?
	Yes
	Partially
	No

	(3) Do you have an internal audit function compliant with IIA standards (insourced, outsourced or co-sourced) in place?
	Yes
	Partially
	No

	(4) Do you follow formally documented enterprise risk management processes?
	Yes
	Partially
	No

	(5) Are all statutory requirements of the entity up to date? Specifically, the following: CIPC Returns, Tax returns, UIF and COIDA.
	Yes
	Partially
	No

	(6) Do you have comprehensive insurance in place, including cover for assets, business disruption and liability?
	Yes
	Partially
	No

	Information Security and Privacy Risk

	(1) Are your physical security perimeters appropriately safeguarded?
	Yes
	Partially
	No

	(2) Do you have video surveillance of areas that will contain SITA information/products?
	Yes
	Partially
	No

	(3) Do you conduct security and suitability verification of all employees prior to employment?
	Yes
	Partially
	No

	(4) Do you have identification verification controls in place in all your buildings?
	Yes
	Partially
	No

	(5) Are your access control protocols verified to be effective by Internal and/or External Auditors?
	Yes
	Partially
	No

	(6) Do you have Security Information and Events Management (SIEM) processes in place?
	Yes
	Partially
	No

	(7) Do you have sufficient information security and cyber arrangements in place for employees working from home?
	Yes
	Partially
	No

	Reputational Risk 

	(1) Do you have anti-bribery and corruption, anti-money laundering and fraud prevention practices in place?
	Yes
	Partially
	No

	(2) Please confirm that neither the company, nor any of its directors has been named in any corruption scandal (choose “Yes” to confirm not being named in a corruption scandal)  
	Yes
	Partially
	No

	(3) Do you have a social responsibility programme in place?
	Yes
	Partially
	No

	(4) Do you have an environmental protection policy, including potential harmful emission or hazardous waste management?
	Yes
	Partially
	No

	(5) Do you actively manage your organisation’s energy consumption?
	Yes
	Partially
	No

	(6) Is your employment equity plan up to date and actively managed?
	Yes
	Partially
	No



[bookmark: _Toc170815987]	Third Party Risk Management Declaration
(a) The bidder hereby makes the following declaration and confirm the following information (mark with a “X” in the corresponding column): 
	Statement of Declaration  
	Accept and Confirm

	Do not accept and Confirm

	(1) All questions in this assessment were answered accurately. 
	

	


	(2) SITA can request additional supporting documentation, within reason, to confirm the accuracy and completeness of the information provided in this self-assessment. 
	
	




[bookmark: _Toc170815988]Declaration of Acceptance
	
	Accept all
	Do not accept all

	(1) The bidder declares that all information provided in this assessment is accurate. 
(2) The bidder understands that any false information may constitute misrepresentation. 
(a) SITA reserves the right to verify the information provided. 
(3) By completing the Third-Party Risk Management Assessment the Bidder agrees to  provide all reasonable supporting documentation when requested to do so, as well as during contract finalisation as this is a pre-award condition of this bid.
(4) The bidders understand and agrees that this section will form part of the contract and is legally binding.

	
	

	Any additional comments by bidder pertaining to the third-party risk assessment:









NOTE: Failing to complete all the questions, or not Accepting the Declaration of Acceptance will lead to disqualification.




















ANNEX D:	Technical Madatory Functional Requirements

The bidder must confirm that they comply with the following technical mandatory requirements as indicated below as this will be legal contractual binding:
	Network Equipment

	 
	PRODUCT REQUIREMENTS
	QUANTITY

	1
	Cater for sites bandwidth up to 100Mbps
4 -port 1GE -Router
Router must support the following functions:
a. Software Defined WAN
b. LTE ready
c. Provide cage nuts for mounting on cabinets
d. Normal SA type 3 pin red plug
e. IEEE 802.1ad
	213

	
	Small Form-Factor Pluggable (SFP) Transceivers
	213

	2
	Router: hardware maintenance and support - 8x5xNBD for 5 years
	213




I, the bidder (Full names) …………………………………………………………. representing (company name) ……………………………………………………………... Hereby confirm that I comply with the above Technical Mandatory Requirements and understand that it will form part of the contract and is legally binding.

Thus, done and signed at ……………………………………. On this………day of……………...….20…. 

……………………………….								
Signature
Designation:
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