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	Question
	Answer

	1


	Could you kindly advise, one of the gatekeepers is the ISO 21188 certification? While we do have the certification, our solution and the OEM we are using is certified. So how do we go about it?

	The gatekeeper criteria will be updated. 

Only one gatekeeper is required which requires a signed reference letter on a customer letterhead stating that the tenderer has implemented and provided Maintenance and support of a PKI solution.


	2
	With regard to the tender number 240-114238630, with regard to the PKI requirement, I would appreciate your confirmation if the requirement is for Microsoft PKI itself or you are open to other vendors as well.

	The requirement is to implement a Microsoft PKI to meet Eskom requirements.

	3
	In relation to the RFP released, we want to confirm the below:
Typically, our customers provide their own hardware.
The preferred option if we provide the following:
· Root laptop x3 (Prod + DR + UAT/testing)
· USB HSM’s x3
· Pin encrypted AES265 encrypted HSU x3
· Net HSM’s 3x

The following can be virtualized in Eskom’s prod + DR + UAT/testing:
· Intermediary CA 3x
· Issuing CA 3x
Please confirm if Eskom is happy with this approach?

	Dedicated HSMs are required for Prod and DR.

Virtual machine can be implemented for QA, Intermediary CA, and Issuing CA.


	4
	Please also confirm the following:
· Eskom hypervisor of choice (i.e. VMware)?
· Please provide more information on the Eskom Identity vault integration requirements.

	VMware is the hypervisor of choice for Eskom.

Eskom has implemented a Micro Focus Identity Manager solution to provision and deprovision enterprise users accounts. The proposed PKI solution must be able to generate certificates to support the IAM solution and be used by user accounts created from this environment. 

	5
	In Gatekeepers (Mandatory requirements) we could see you are asking for the ISO 21188 certified, and TCS we have the  certified following certificates ISO27001:2013, ISO22301:2012, ISO 20000-1:2011 and ISO 9001:2015 would it be good enough to participate please confirm
	The gatekeeper criteria will be updated. 

Only one gatekeeper is required which requires a signed reference letter on a customer letterhead stating that the tenderer has implemented and provided Maintenance and support of a PKI solution.

	6
	Please confirm whether ESKOM will provide new licenses if required?
	Please clarify which licenses?

	7
	If required ESKOM will provide the hardware or TCS should take responsibility of Hardware ?
	The supplier is required to provide hardware such as HSM. 

Eskom will provide virtual machines where required.

	8
	The RFP heading mentioned "Upgrade, Aquisition and Implementation". RFP detailed scope section mentioned "Provision and implementation of a PKI solution". Does the scope involve upgrade of existing PKI infrastructure ? Or is it a greenfield MS PKI implementation ?
	The requirement is to implement a Microsoft PKI to meet Eskom requirements.

	9
	What MS PKI licenses do Eskom have already ?
	Enterprise licenses 

	10
	What Hardware is already in place that is required for MS PKI implementation ?
	Only virtual machines are currently in use. However, HSMs are required for Production and Disaster recovery sites as part of the proposed solution.

	11
	What is the current PKI Solution ? Is it on-premise or cloud-based ? How many applications are integrated with it ?
	Currently Eskom has a Microsoft PKI implemented on-premise which issues certificates to less than 100 internal facing applications.

	12
	What are the major usecases for certificates ?
	· Application authentication 
· Device authentication
· User authentication

	13
	What services are planned to integrate with /utilize the certificates?
	Mainly applications and devices (desktops, laptops, servers, etc.)

	14
	In Gatekeepers (Mandatory requirements) we could see you are asking for a letter on prior customer's letterhead about TCS implementing MS PKI for them. Few customers would not wish to divulge their PKI details publicly for security reasons. Would the bidder be disqualified for not providing a customer reference letter ?
	Yes, bidder will be disqualified for not providing a customer reference letter.

	15
	"The support staff must have necessary certification to support the solution." What do you mean by Official certification ? TCS encourages its associates to get certified on Microsoft Security. Would this be sufficient to meet the criteria ?
	The support stuff must have the necessary certification to support the proposed PKI solution.

	16
	"Unspecified number of smart meters" is listed under inventory. May we know the usecase around PKI usage for smart meters ?
	This is a future use case which will use certificates based authentication on smart meters. 

	17
	What are the problems that Eskom is facing in the current PKI / certificate setup ?
	Challenges include, but not limited to:
· Lack of auto renewal and auto-notification.
· Inadequate reporting
· Lack of a single portal to request, renew and revoke certificates
· Non-compliance to ISO 21188

	18
	What is the vision/ roadmap for Eskom in using the PKI infrastructure ?
	· The PKI solution will continue to be on-premise with the possibility to evolve to a hybrid implementation in a long term.

	19
	As the scope is very elaborate, can we request extension for the submission date beyond 11th July ?
	Only if several requests for extension are received.



