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TECHNICAL AND PRICING REQUIREMENTS
[bookmark: _Toc485280083][bookmark: _Toc476637823][bookmark: _Toc487618999]BIDDERS MUST SUBMIT ANNEXURE 1 TOGETHER WITH THE MAIN BID DOCUMENT
	BID NUMBER:
	RFB 0000001064

	RFB DESCRIPTION:
	Appointment Of A Service Provider To Conduct A Strategic Review Of The DHET Information Communication Technology (ICT) Services Portfolio For A Period Of Six (06) Months.

	NON- COMPULSORY VIRTUAL BRIEFING SESSION
	[bookmark: _Hlk84944060][bookmark: _GoBack]Date: 26 October 2021
Time: 10:00 AM
Place: MS Teams
Note: Briefing Session will be done virtually. kindly RSVP (shalati.mabunda@sita.co.za) before the 25 October 2021 at 12h00 pm via email for the link

	CLOSING DATE DETAILS
	Date:12 November 2021
Time: 11:00 (South African Time)
Place: https://ww1.gcommerce.gov.za/iss/login.aspx 


Notes to the bidders: 
· Bidders should submit their bid responses strictly through gCommerce (best experienced through google Chrome) using the following link:  https://ww1.gcommerce.gov.za/iss/login.aspx 
· You must ensure that you are registered on the CSD and that all your company details have been updated on the CSD.
· To obtain log in details please call 012 482 2373 or alternatively send an email to (tumelom@intenda.za.com) with the company MAAA number. 
· If you encounter any system related challenges please call 012 482 2373. The help desk only operates from Monday to Friday between 08h00 am to 16h00 pm (closed on Public Holidays)
· gCommerce training will be conducted on Microsoft Teams every Wednesday 9h00-11h00 (except public holidays) Click here to join the meeting 
· Should you need additional training, please send an email to warrens@intenda.za.com 
· Please allocate sufficient time to complete your submission as queries may take up to 3 business days to resolve.
· Ensure that you print your submission report and click on “ SUBMIT REQUEST” on step 7 before the closing date and time. Bid will not be considered if not submitted before closing time. 
· Please note that there is a possibility of unexpected downtime and this can be unique to a specific bidder. Please call the helpdesk to be assisted with such issues.
Hand delivered or emailed documents will not be accepted. 
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[bookmark: _Toc85396875]INTRODUCTION
[bookmark: _Toc85396876][bookmark: _Toc435315878]PURPOSE AND BACKGROUND
[bookmark: _Toc85396877]PURPOSE
The purpose of this RFB is to invite Suppliers (hereinafter referred to as “bidders”) to submit bids for the “Provision of Strategic Review Services of the Department of Higher Education and Training (DHET) Information Communication Technology (ICT) Services Portfolio for a Period of Six (6) Months”.

[bookmark: _Toc435315879][bookmark: _Toc85396878]BACKGROUND
The DHET requires the services of a service provider that is suitably qualified to holistically perform a strategic review of its Information Communication Technology services portfolio. It is recognized that ICT Applications/systems and supporting solution architectures like Infrastructure, Security, Connectivity, Data, Service and Governance Architecture should be working to make business processes more effective and efficient, however this is not always the case as the ICT environment at the Department operates in a siloed manner.
[bookmark: _Toc85396879]SCOPE OF BID
[bookmark: _Toc85396880]SCOPE OF WORK
The appointed service provider will conduct a strategic assessment of the Department’s ICT Services Portfolio. The scope of work will reflect on the "As Is" and “To Be” scenarios and solutions. The bidder is requested to provide a Gap Analysis, Recommendation, Action Plan, Roadmap and Project plan in terms of the following Service Elements provided:
a. Application Development;
b. IT Infrastructure Risk Assessment (Hardware/Software);
c. Data Storage 
d. ICT Staffing Structure in the Department.
[bookmark: _Toc76379740][bookmark: _Toc85396881]DELIVERY ADDRESS
1. The services must be supplied or provided at the following physical address:

	No
	Physical Address
	GPS Coordinates (optional)

	1
	123 Francis Baard Street, Pretoria, Gauteng
	Longitude 28.274876
Latitude -25.744267



[bookmark: _Toc435315881][bookmark: _Toc85396882]CUSTOMER INFRASTRUCTURE AND ENVIRONMENT
The current environment of the Department of Higher Education and Training consists of Servers, Desktop, Laptops, iPads, MacBook’s that are running Microsoft, Macintosh and Linux operating systems in a virtualised environment. Business applications, in various stages of development are dispersed between Departmental Branches and various internal and external hosting locations.
The table below reflects the technical operating environment with a housed data centre at SITA in Centurion:
	[bookmark: _Toc435315882]Type
	Count
	Version

	Servers
	+-200
	Windows 2008, 2012, 2016 etc

	Servers
	+-10
	Linux

	Desktops/Laptops
	+-1700
	Windows 7, 8.1 & 10

	Desktops/Laptops
	+-30
	Apple Mac

	Switches
	+-120
+-24
	Juniper
HP

	Network Printers
	+-70
	Konica Minolta
Xerox

	External IP Addresses
	+-20
	N/A

	Applications
	N/A
	Persal, BAS, Logis, SmartGov, SharePoint, Java, SQL, Oracle, Office, Veeam, Backup Exec, Microsoft Dynamics, Sage Pastel, etc.

	Platforms
	N/A
	VMWare and HyperV


TECHNICAL REQUIREMENT OVERVIEW

The successful bidder must perform a strategic review of the Department’s Information Communication Technology services portfolio. The end result will be a detailed roadmap and project plan roadmap to innovate and reduce the total cost of ICT. The scope below breaks down the scope of work into the following Service Elements:
[bookmark: _Toc435315884][bookmark: _Toc85396884]SERVICE REQUIREMENT
[bookmark: _Toc85396885][bookmark: _Hlk74671265]3.1.1. Application Development
a. Assess current state business process and structural location (current state analysis and future state recommendations;
b. Assess application development tools used for developing enterprise and online applications (with a goal of maximizing output);
c. Review and summarize the suitability of existing technology supporting Department’s business processes;
d. Measure outputs of processes against appropriate benchmarks and efficiency ratios to determine current Departmental efficiency and effectiveness;
e. Risk (current state analysis and future state recommendations);
f. Reliability (how does the Department minimize application outages/downtime i.e., server and applications compatibility). 
g. Dependability/Performance;
h. Options/Functionality (Ideas for improvement and enhancing future offerings i.e., online application, mobile apps, 4IR etc.)
i. Provide implications guidelines and provisions for the application development landscape in respect to the DevOps capability needed to support and maintain the proposed application development landscape for the department;
j. Application Architecture design according to the Government-Wide Enterprise Architecture (GWEA) principles;
k. Provide a complete Software as a Service (SaaS) services portfolio and catalogue related to the proposed Applications.
[bookmark: _Toc85396886]3.1.2 IT Infrastructure Risk Assessment (Hardware/Software) 
i) Analyze current state of the ICT Infrastructure;
ii) Identify vulnerabilities;
iii) Make recommendations for future state:
iv) Provisioning options for the infrastructure;
i. Provide a complete Infrastructure as a Service (IaaS) services portfolio and catalogue related to the proposed infrastructure;
ii. Procurement options in respect of lease, owned or managed services for IaaS;
iii. Infrastructure architecture design according to GWEA principles;
iv. Alignment to the National Institute of Standards and Technology (NIST) principles for cloud and or hyper converged enabled infrastructure.
[bookmark: _Toc85396887]3.1.3 Data Storage 
i) Assess current state versus Cloud based;
ii) Provide a complete Data Architecture design according to the GWEA principles;
iii) Provide a complete Data as a Service (DaaS) services portfolio and catalogue related to the proposed Data;
iv) Make recommendations for future state in terms of the following:
a) Provisioning options for the Data and Storage Architecture;
b) Procurement options in respect of lease, owned or managed services for DaaS;
c) Data Governance and architecture design according to DAMA and GWEA principles;
d) Alignment to the government related policies and legislation guiding principles for data like POPIA, Archives, ECT Act, etc.


[bookmark: _Toc85396888]3.1.4 ICT Staffing Structure in the Department
a. Review and summarize current IT staffing levels and workloads;
b. Forecast potential changes in workloads that could impact processing and staffing needs;
c. Identify whether staffing is appropriate to meet current and future organizational demands and provide recommendations;
d. Provide a revised proposed operating model which will contain the following:
i. Functions 
ii. Services
iii. Capabilities 
iv. Organisational Structure including governance and support structures
v. Migration Plan to achieve this future state operating model.
[bookmark: _Toc85396889]DELIVERABLES
[bookmark: _Toc85396890]The service provider will be required to provide the Department with a written report including at a minimum: 
a. A description of the current state of Department’s technology, structural arrangement and practices with a comparison to the service provider’s understanding of the “best practices”. 
b. The service provider’s recommended changes to Department’s technology and practices including a proposed implementation strategy and timeline.
c. Alternatives to the recommended changes.
d. Estimated costs (financial and staffing) need for both the service provider’s recommendation and identified alternatives.
e. Migration plan to achieve this future architecture and operating model to deliver on the recommended solution architecture for the department.
f. Governance implications in respect to the future state.
g. A work plan detailing deliverable timeline.

[bookmark: _Toc85396891]APPROPRIATE QUALIFICATIONS, EXPERIENCE, SKILLS AND KNOWLEDGE
a. The Service Provider’s key competence must be in the knowledge and understanding of risk management, corporate governance and reporting for at least the last (10) years.
b. In-depth knowledge and understanding of South African Government ICT Governance and Strategy.
c. Knowledge and experience on COBIT, GWEA/TOGAF, ITIL, PMO and ISO 27000 Frameworks.
d. Advanced Expertise in Business Analysis for resources recommended spanning at least 10 years.
e. Must have at least seven (5) traceable references where it or the resources recommended for the project has successfully performed the exact same service.
f. Seven (5) years with the Capability Maturity Model (CMM) expertise not vested in a single individual.
g. To be able to assess and prove whether ICT processes are capable and mature and provide a benchmark against best practice (not external assessor personal benchmarks).
[bookmark: _Toc435315887][bookmark: _Toc85396892]BID EVALUATION STAGES
1. The bid evaluation process consists of several stages that are applicable according to the nature of the bid as defined in the table below.
1. The bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation.

	Stage
	Description
	Applicable for this bid

	Stage 1	
	Administrative Pre-Qualification Verification
	YES

	Stage 2 A
	Technical Mandatory Requirement Evaluation 
	YES

	Stage 2B
	Technical Functionality Requirement Evaluation
	YES

	Stage 3
	Special Conditions of Contract Verification
	YES

	Stage 4	
	Price / B-BBEE Evaluation
	YES



[bookmark: _Toc435315888][bookmark: _Toc85396893]ADMINISTRATIVE PRE-QUALIFICATION
[bookmark: _Toc85396894][bookmark: _Toc435315889]ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
[bookmark: _Toc85396895]ADMINISTRATIVE PRE-QUALIFICATION VERIFICATION
1. The bidder must comply with ALL of the bid pre-qualification requirements in order for the bid to be accepted for evaluation.
If the Bidder failed to comply with any of the administrative pre-qualification requirements, or if SITA is unable to verify whether the pre-qualification requirements are met, then SITA reserves the right to – 
(a) Reject the bid and not evaluate it, or
(b) Accept the bid for evaluation, on condition that the Bidder must submit within 7 (seven) days any supplementary information to achieve full compliance, provided that the supplementary information is administrative and not substantive in nature.
[bookmark: _Toc435315890][bookmark: _Toc85396896]ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
1. Submission of bid response: The bidder has submitted a bid response documentation pack –  
(a) that was completed and uploaded on the GCommerce system within the stipulated date and time as specified in the “Invitation to Bid” cover page. 
(5) Attendance of briefing session: A Non-Compulsory virtual Briefing session will be held. The bidder has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. The attendance of the briefing session is not compulsory.
Registered Supplier. The bidder is, in terms of National Treasury Instruction Note 3 of 2016/17, registered as a Supplier on National Treasury Central Supplier Database (CSD).

[bookmark: _Toc435315891]
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[bookmark: _Toc85396897]TECHNICAL MANDATORY, FUNCTIONALITY AND PROOF OF CONCEPT REQUIREMENTS
[bookmark: _Toc85396898][bookmark: _Toc435315892]TECHNICAL MANDATORY
[bookmark: _Toc61897837][bookmark: _Toc69716573]6.1  INSTRUCTION AND EVALUATION CRITERIA
1. [bookmark: _Hlk75444381]The bidder must comply with ALL the requirements as per section 6.2 below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
2. The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.
3. The bidder must complete the declaration of compliance as per section 6.3 below by marking with an “X” either “COMPLY”, or “NOT COMPLY” with ALL of the technical mandatory requirements, failing which it will be regarded as “NOT COMPLY”.
4. The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid to proceed to the next stage of the evaluation.
5. No URL references or links will be accepted as evidence.

6.2 [bookmark: _Toc61897838][bookmark: _Toc69716574] TECHNICAL MANDATORY REQUIREMENTS
	TECHNICAL MANDATORY REQUIREMENTS
	Substantiating evidence of compliance
(used to evaluate bid)
	Evidence reference
(to be completed by bidder)

	1. BIDDER EXPERIENCE 
The bidder must have provided Strategic Review of ICT projects to customers in the following areas in the past five (5) years: 
i) Government ICT Governance and Strategy; 
ii) Risk Management;
iii)	Business Analysis;
iv)	Project management, GWEA, TOGAF, ISO 27000 Frameworks;
v) Corporate Governance; 
vi) Capability Maturity Model (CMM)
Note: Reference details provided can be  from one or more customers as long as the entire scope is covered.

	
Bidder must complete Annex B section 11.1 Table 1



NB: SITA reserves the right to verify information provided.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 11.1 table 1>

	2. SKILLS AND ENTERPRISE
The bidder must provide details of all the skills and expertise for the implementation of this bid. The minimum expertise required is:
i) Government ICT Governance and Strategy; 
ii) Risk Management;
iii) Business Analysis;
iv) Project management, GWEA, TOGAF, ISO 27000 Frameworks;
v) Corporate Governance; 
vi) Capability Maturity Model (CMM).
	
Bidder must complete Annex B section 11.2 Table 2,

and
Attach a copy/copies of evidence (Curriculum Vitae, qualifications, certificates, etc.) for all individual(s), which will be actively participating in this project.








NB: SITA reserves the right to verify information provided.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 11.2 table 2>

	3. [bookmark: _Hlk74670680]SERVICE FUNCTIONAL REQUIREMENT
The bidder must confirm compliance to the Service Functional requirements for the provision Strategic Review of ICT Portfolio.
	The bidder must confirm that they comply with the Service Functional Requirements by completing Annex C: Addendum 1.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 11.3 and Annex C: Addendum 1>



6.3 [bookmark: _Toc61897839][bookmark: _Toc69716575]DECLARATION OF COMPLIANCE
	
	Comply
	Not Comply

	The bidder declares by indicating with an “X” in either the “COMPLY” or “NOT COMPLY” column that –

1. The bid complies with each and every TECHNICAL MANDATORY REQUIREMENT as specified in SECTION 6.2 above; AND
2. Each and every requirement specification is substantiated by evidence as proof of compliance.
	
	



[bookmark: _Toc85396899][bookmark: _Toc435315906]FUNCTIONAL REQUIREMENTS
7.1 [bookmark: _Toc85396900] INSTRUCTION AND EVALUATION CRITERIA
1. [bookmark: _Toc63585459][bookmark: _Toc64310568][bookmark: _Toc65445198]The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.
2. [bookmark: _Toc63585460][bookmark: _Toc64310569][bookmark: _Toc65445199]Evaluation of criteria. The evaluation (rating) of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence. Each TECHNICAL FUNCTIONALITY requirement will be evaluated based on points below.
3. [bookmark: _Toc63585461][bookmark: _Toc64310570][bookmark: _Toc65445200]Weights per Criteria: The weight (%) per Functionality category is as follows:

	Functionality requirement category
	Weighting %

	1. BIDDER/RESOURCE COMPETENCY
	30

	2. PROJECT PLAN, EXPERIENCE AND HISTORY
	10

	3. METHODOLOGY AND DESIGN
	45

	4. BIDDER REFERENCES
	15

	TOTAL
	100%


[bookmark: _Toc63585462][bookmark: _Toc64310571][bookmark: _Toc65445201] 
4. Total score: The total score for FUNCTIONALITY will be calculated by adding the number of points allocated.


5. Minimum total score threshold. To be eligible to proceed to the next stage of the evaluation the bidder must achieve a minimum threshold score of 60%



The following table reflects the evaluation criteria that will be used in evaluating the submission:

	FUNCTIONALITY REQUIREMENTS
	Substantiating evidence and criteria rating scale
(Bidder to provide evidence to Annex B)
	Points 
	Substantiating evidence of compliance
(used to evaluate bid)

	1. BIDDER/RESOURCE COMPETENCY

1.1 The Service Provider’s key competence must be in the knowledge and understanding of risk management, corporate governance and reporting for a minimum of 5 years.
     Must demonstrate detailed knowledge, skills and experience working with ICT and business risk assessments in national government Departments and large private sector institutions 
(At least two Government Departments).
	
	30
	

	2. 
	Evidence: Attach Curriculum Vitae of Team Leader and Team Members
a) Experience in ICT Risk Management   and Corporate Governance in national government Departments and large private sector institutions:
Rating Scale 
10 = above 5 years experience
5 =  5 years experience
0 = less than 5 year’s experience, or irrelevant experience

	10
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 11.2 table 2>



	 
2.1 [bookmark: _Hlk68003794]Skills and Qualified resources in COBIT, GWEA/TOGAF, ITIL, PMO and ISO 20000 Frameworks must be clearly indicated in the proposal. 
	Evidence: Attach Formal certifications of persons from a credible relevant institution must be provided, not vested in a single person
	
	

	
	b) Qualification in Project Management:
Rating Scale
10 = Diploma or Degree with Project Management as a main subject
5 = PMP Certification
0 = Irrelevant qualification/ no evidence provided
	10
	
<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 11.2 table 2>

	2.2 Advanced Company Expertise in Business Analysis spanning a minimum of 5 years. Curriculum Vitae of Team Members must indicate experience as outlined above.
	Evidence: Attach Curriculum Vitae of Team Members
	
	
<provide 

	2.3 
	c) Experience in Business Analysis
Rating Scale
5 = 5 years and above experience
3 =	< 5 years experience  
0 = no /irrelevant experience
	5
	unique reference to locate substantiating evidence in the bid response – see Annex B, section 11.2 table 2>

	2.4 Five (5) years with the Capability Maturity Model (CMM) expertise not vested in a single individual. (To help set process improvement objectives and priorities.) Curriculum Vitae of Team Members must indicate experience as outlined above.
	Evidence: Attach Curriculum Vitae of Team Member
	
	


	2.5 
	d) Experience in Capability Maturity Model (CMM)
Rating Scale
5 = 5 years and above (years experience) 
3 =	< 5 years experience  
0 = no /irrelevant experience

	5
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 11.2.>



	3. PROJECT PLAN
3.1 Service Provider must submit a detailed project management plan showing project scope, all deliverables, tasks and timelines.
	Evidence: Attach Project plan
	10
	

	4. 
	
a) Provide detailed Project Plan in line with the Scope Requirements with work breakdown structures per key functionality.

Rating Scale
0 = No information provided
3 = Addressing minimum  requirements
5=Exceeds minimum requirements

	5
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.2>

	5. 
	Evidence: Attach Project plan

b) Clear definition of the phases of the project, resourcing, timelines, incorporation of work done so far and implementation approach including Detailed Test and Quality Assurance plans.
Rating Scale

0 = No information provided
3= Addressing minimum  requirements
5=Exceeds minimum requirements


	     5
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.2>




	6. METHODOLOGY AND DESIGN
The service provider shall clearly describe the methodology that they intend to implement that will enable them to execute the work within an agreed timescale, including the proposed Quality Assurance approach.

Service provider shows how assessment is aligned to Enterprise Architecture best practice standards (Togaf).
	Evidence: Attach Design and methodology document 

	45
	

	7. 
	a) The proposal must clearly indicate a strategy of how the gap analysis will be performed to get to a roadmap of the desired state.
Rating Scale
0 = No information provided
14= Addressing minimum  requirements
20=Exceeds minimum requirements

	20
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.3>


	8. 
	Evidence: Attach Assesment results and Samples
b) Evidence: 3 previous assessment results and samples are added to the proposal:
Rating Scale
10= Three (3) assessment results and  samples are provided
5 = Less than three (3) assessment results /samples provided
0 - No evidence provided/ irrelevant information provided.

	10
	
<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.3>

Note : Provide Samples of previous assessments and attach to  Annex 12.3

	9. 
	Evidence: Attach Narrative on Assessment tools attached in the Narrative
c) Articulation of the deliverables, tools (questionnaires and measurement instruments) to be developed as part of the assessment framework, assessment strategy as related to best practice: 
 
10= Deliverables and tools development for assessment framework and assessment strategy  
5= tools development for assessment framework / assessment strategy  
0= No evidence provided/ irrelevant information provided
	10
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.3>


	10. 
	Evidence: Attach Narrative on  Assessment tools using Togaf Language:
d) Service provider shows how assessment is aligned to Enterprise Architecture best practice standards (Togaf).

5= Assessment fully aligned to best practices
3 = Assessment partially aligned
0= No evidence provided/ irrelevant information provided.
	5
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.3>


	11. BIDDER REFERENCES
The bidder must have provided Strategic Review of ICT projects to customers in the following areas in the past five (5) years: 
i) Government ICT Governance and Strategy; 
ii) Risk Management;
iii) iii)	Business Analysis;
iv) iv)	Project management, GWEA, TOGAF, ISO 27000 Frameworks;
v) Corporate Governance; 
vi) Capability Maturity Model (CMM)
	Evidence: Attach Strategic Review of ICT projects to customers as indicated in the Areas of Expertise
	15
	


	12. 
	
	
	

	13. 
	Rating Scale: 
0 = Partially addressing requirements
10= Meets minimum requirements
15 = Exceeds requirements
	15
	<provide unique reference to locate substantiating evidence in the bid response – see 11.1 table 1 and attach this to  section 12.4>



[bookmark: _Toc435315921]
[bookmark: _Toc85396901]SPECIAL CONDITIONS OF CONTRACT (SCC)
[bookmark: _Toc85396902]SPECIAL CONDITIONS OF CONTRACT
8.1 [bookmark: _Ref455588818][bookmark: _Ref455588837][bookmark: _Toc85396903]  INSTRUCTION
1. The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
1. [bookmark: _Ref455588887]SITA reserves the right to –
(a) Negotiate the conditions, or
(b) Automatically disqualify a bidder for not accepting these conditions. 
1. [bookmark: _Toc435315923][bookmark: _Ref455338564]In the event that the bidder qualifies the proposal with own conditions and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 8.1 (2) above.
1. The bidder must complete the declaration of acceptance as per section 8.3 below by marking with an “X” either “ACCEPT ALL” or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified.
8.2 [bookmark: _Ref455589115][bookmark: _Ref455589123][bookmark: _Ref455589162][bookmark: _Toc85396904] SPECIAL CONDITIONS OF CONTRACT
1. CONTRACTING CONDITIONS
10. Formal Contract. The Supplier must enter into a formal written Contract (Agreement) with the Department of Higher Education and Training.
10. Right of Award. DHET reserves the right to award the contract for required goods or services to multiple Suppliers.
10. Right to Audit. DHET reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
1. DELIVERY ADDRESS. The supplier must deliver the required products or services at:
Department of Higher Education and Training
123 Francis Baard Street
Pretoria
0001



1. SCOPE OF WORK AND DELIVERY SCHEDULE
(a) The Supplier is responsible to perform the work as outlined in the following Work Breakdown Structure (WBS):
	WBS
	Statement of Work
	Delivery Timeframe (Working days)

	1. 
	Review Applications, storage, and ICT infrastructure environment.
	80

	2. 
	Completely document the current state of ICT
	20

	3. 
	Discuss recommendations and proposals with ICT and management
	18

	4. 
	Prepare final proposals and recommendations and action plan
	15

	5. 
	Final document sign off and conclusion of project
	10



(b) The successful bidder will be appointed to render the requisite service portfolio for a maximum period of six (6) months.
(c) Work will start on date of issuing a purchase order. 
12. Although the exact scheduling of inputs and allocation of days will be agreed to between the Department and the consulting team, it is envisaged that the assignment will be carried out in five missions as outlined in table above.

1. [bookmark: _Toc435315901]SUPPLIER PERFORMANCE REPORTING
(a) The Service Provider will report directly to the Specification Lead who will provide the project secretariat to facilitate escalations (if needed) and ensure positive workflows conditions.
(b) There will be weekly online status meetings with the Service Provider. This meeting could be online or in person.
(c) The DHET Secretariat will provide bi-weekly project status feedback reports to the DHET ICT Strategy Committee structure.

1. CERTIFICATION, EXPERTISE AND QUALIFICATION
(a) The Supplier represents that, 
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition and;
(ii) it is committed to provide the Products or Services; and
(iii) perform all obligations detailed herein without any interruption to the Customer.
(b) [bookmark: _Toc448483301][bookmark: _Toc448483304]The Supplier must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations performing services similar to the Services;
(c) The Supplier must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition;

1. LOGISTICAL CONDITIONS
(a) [bookmark: _Toc448483118]Hours of work. as per the Supplier proposed project plan
(b) In the event that SITA grants the Supplier permission to access SITA's Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Supplier must adhere to SITA's relevant policies and procedures (which policy and procedures are available to the Supplier on request) or in the absence of such policy and procedures, in terms of, best industry practice.
(c) Tools of Trade. The Supplier must provide its own tools of trade.
(d) On-site and Remote Support. The Supplier must adhere to DHET policies
(e) Support and Help Desk. Not Applicable
1. REGULATORY, QUALITY AND STANDARDS
(a) The Supplier must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards, ISO9001;
(b) The Supplier must for the duration of the contract ensure compliance with COBIT, GWEA/TOGAF, ITIL, PMO and ISO 20000 Frameworks;
(c) [bookmark: _Hlk75444726]The Supplier must for the duration of the contract ensure compliance with Protection of Personal Information Act (POPIA).

1. PERSONNEL SECURITY CLEARANCE
(a) The Supplier personnel who are required to work with information related to NATIONAL SECURITY must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance to the level of CONFIDENTIAL at the expense of the Supplier from the South African State Security Agency or duly authorised Personnel Security Vetting entity of SA Government.
(b) The Supplier personnel who are required to work with GOVERNMENT CLASSIFIED information or access government RESTRICTED areas must be a South African Citizen and at the expense of the Supplier be security vetted (pre-employment screening, criminal record screening and credit screening).
(c) The Supplier must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.

1. CONFIDENTIALITY AND NON-DISCLOSURE CONDITIONS
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.

1. [bookmark: _Toc448483285]GUARANTEE AND WARRANTIES. The Supplier warrants that:
(a) [bookmark: _Toc448483286]The warranty of goods supplied under this contract remains valid for twelve (12) months after the goods, or any portion thereof as the case may be, have been delivered to and accepted at the final destination indicated in the contract, or for eighteen (18) months after the date of shipment from the port or place of loading in the source country, whichever period concludes earlier;
(b) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever; 
(c) [bookmark: _Toc448483287]the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
(d) [bookmark: _Toc448483288]during the Warranty period any defective item or part component of the Product be repaired or replaced within 3 (three) days after receiving a written notice from SITA;
(e) [bookmark: _Toc448483292][bookmark: _Toc448483289]the Products is maintained during its Warranty Period at no expense to SITA; 
(f) the Product possesses all material functions and features required for SITA’s Operational Requirements;
(g) [bookmark: _Toc448483290]the Product remains connected or Service is continued during the term of the Contract;
(h) [bookmark: _Toc448483294]all third-party warranties that the Supplier receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to SITA without reducing or limiting the Supplier’s obligations under the Contract;
(i) [bookmark: _Toc448483296]no actions, suits, or proceedings, pending or threatened against it or any of its third party suppliers or sub-contractors that have a material adverse effect on the Supplier’s ability to fulfil its obligations under the Contract exist;  
(j) [bookmark: _Toc448483297]SITA is notified immediately if it becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the Supplier’s ability to fulfil the obligations under the Contract;
(k) [bookmark: _Toc448483298]any Product sold to SITA after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest;
(l) [bookmark: _Toc448483299]SITA’s use of the Product and Manuals supplied in connection with the Contract does not infringe any Intellectual Property Rights of any third party; 
(m) [bookmark: _Toc448483300]the information disclosed to SITA does not contain any trade secrets of any third party, unless disclosure is permitted by such third party;
(n) [bookmark: _Toc448483302]it is financially capable of fulfilling all requirements of the Contract and that the Supplier is a validly organized entity that has the authority to enter into the Contract; 
(o) [bookmark: _Toc448483303]it is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract;
(p) [bookmark: _Toc448483305]the prices, charges and fees to SITA as contained in the Contract are at least as favourable as those offered by the Supplier to any of its other customers that are of the same or similar standing and situation as SITA; and
(q) [bookmark: _Toc448483306]any misrepresentation by the Supplier amounts to a breach of Contract. 

1. [bookmark: _Toc402958037][bookmark: _Toc448483311][bookmark: _Toc448872276]INTELLECTUAL PROPERTY RIGHTS 
(a) [bookmark: _Toc448483312][bookmark: _Ref348437513]SITA retains all Intellectual Property Rights in and to SITA's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's Intellectual Property for the sole purpose of providing the Products or Services to SITA pursuant to this Contract; provided that the Supplier must not be permitted to use SITA's Intellectual Property for the benefit of any entities other than SITA without the written consent of SITA, which consent may be withheld in SITA's sole and absolute discretion. Except as otherwise requested or approved by SITA, which approval is in SITA's sole and absolute discretion, the Supplier must cease all use of SITA's Intellectual Property, at of the earliest of: 
(i) [bookmark: _Toc448483313]termination or expiration date of this Contract; 
(ii) [bookmark: _Toc448483314]the date of completion of the Services; and 
(iii) [bookmark: _Toc448483315]the date of rendering of the last of the Deliverables. 
(b) [bookmark: _Toc448483316]If so required by SITA, the Supplier must certify in writing to SITA that it has either returned all SITA Intellectual Property to SITA or destroyed or deleted all other SITA Intellectual Property in its possession or under its control.
(c) [bookmark: _Toc448483317]SITA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) [bookmark: _Toc448483320]Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.

[bookmark: _Hlk75444777][bookmark: _Toc435315924][bookmark: _Ref455338474]SUPPLIER DUE DILIGENCE  
SITA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced/ non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.
8.3 [bookmark: _Toc85396905]DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Special Condition of Contract as specified in section 8.2 above by indicating with an “X” in the “ACCEPT ALL” column, OR
1. The bidder declares to NOT ACCEPT ALL the Special Conditions of Contract as specified in section 8.2 above by - 
22. Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
22. Provide reason and proposal for each of the conditions that is not accepted. 
	
	

	Comments by bidder:
Provide reason and proposal for each of the conditions not accepted as per the format:
Condition Reference:
Reason:
Proposal:




[bookmark: _Toc435315925][bookmark: _Toc85396906]COSTING AND PRICING
9 [bookmark: _Ref455599421][bookmark: _Toc85396907][bookmark: _Toc435315926]COSTING AND PRICING
9.1 [bookmark: _Toc85396908]COSTING AND PRICING EVALUATION
(1) [bookmark: _Hlk75444817]In terms of Preferential Procurement Policy Framework Act (PPPFA), the following preference point system is applicable to all Bids:
(a) the 80/20 system (80 Price, 20 B-BBEE) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 
(b) the 90/10 system (90 Price and 10 B-BBEE) for requirements with a Rand value above R50 000 000 (all applicable taxes included).

(2) This bid will be evaluated using the preferential point system of 80/20, subject to the following conditions –
(a) If the lowest acceptable bid price is up to and including R50 000 000 (all applicable taxes included) then the 80/20 preferential point system will apply to all acceptable bids; or 
(b) If the lowest acceptable bid price is above R50 000 000 (all applicable taxes included) then the 90/10 preferential point system will apply to all acceptable bids;

(3) The bidder must complete the declaration of acceptance as per section 9.3 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 

(4) Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions. These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.
9.2 [bookmark: _Toc435315929][bookmark: _Ref455341462][bookmark: _Toc85396909]COSTING AND PRICING CONDITIONS
1. The bidder must submit the Pricing Schedule(s) as attached on Excel Spreadsheet.
1. SOUTH AFRICAN PRICING
 The total price must be VAT inclusive and be quoted in South African Rand (ZAR).	
1. TOTAL PRICE
(a) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(b) The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
(c) All additional costs must be clearly specified.	

[bookmark: _Hlk75444863]SITA reserves the right to negotiate pricing with the successful bidder prior to the award as well as envisaged quantities

(26) [bookmark: _Toc57764329][bookmark: _Toc62646408][bookmark: _Toc63716398][bookmark: _Toc63797595]BID PRICING SCHEDULE
(a) Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and upload this as part of their submission on the GCommerce system. 

9.3 [bookmark: _Toc435315930][bookmark: _Ref455338328][bookmark: _Ref455597629][bookmark: _Toc85396910]DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in section 9.2 above by indicating with an “X” in the “ACCEPT ALL” column, or
1. The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in section 9.2 above by - 
28. Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
28. Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:
Provide the condition reference, the reasons for not accepting the condition.



[bookmark: _Toc85396911][bookmark: _Toc435315942]Terms and definitions
10 [bookmark: _Toc85396912]ABBREVIATIONS
DHET		Department of Higher Education and Training
ICT		Information and Communication Technology
PPPFA	Preferential Procurement Policy Framework Act



[bookmark: _Toc58314814][bookmark: _Toc55568543][bookmark: _Toc51687858][bookmark: _Toc63804549]ANNEX B: BIDDER SUBSTANTIATING EVIDENCE
11 [bookmark: _Toc58314815][bookmark: _Toc55568544][bookmark: _Toc51687859][bookmark: _Toc51626306][bookmark: _Toc63804550][bookmark: _Toc85396913] MANDATORY REQUIREMENT EVIDENCE
11.1 [bookmark: _Toc58314817][bookmark: _Toc55568546][bookmark: _Toc51687862][bookmark: _Toc51626309][bookmark: _Toc63804552][bookmark: _Toc85396914]BIDDER EXPERIENCE REQUIREMENTS
[bookmark: _Hlk63340062]The Bidder must complete table below, noting that:
a) [bookmark: _Hlk75444977]Bidder must provide reference details from customers to whom services for the following Strategic Review of ICT projects were delivered in the past five (5) years:
i) Government ICT Governance and Strategy; 
ii) Risk Management;
iii) Business Analysis;
iv) Project management, GWEA, TOGAF, ISO 27000 Frameworks;
v) Corporate Governance; 
vi) Capability Maturity Model (CMM).
b) Scope of work must be related.

Note: Reference details provided can be  from one or more customers as long as the entire scope is covered.

[bookmark: _Hlk63340196]Table 1: References
	No
	Area of Expertise
	Company name
	Reference Person Name, Tel and/or email
	Project Scope of work 
	Project Start and End-date

	1
	Government ICT Governance and Strategy; 

	<Company name>
	<Person Name>
<Tel>
<Email>
	< Provide project scope details from customer to whom the project or service was delivered for Government ICT Governance and Strategy>
	Start Date:
End Date:

	2
	Risk Management;

	<Company name>
	<Person Name>
<Tel>
<Email>
	< Provide project scope details from customer to whom the project or service was delivered for Risk Management>
	Start Date:
End Date:

	3
	Business Analysis;

	<Company name>
	<Person Name>
<Tel>
<Email>
	< Provide project scope details from customer to whom the project or service was delivered for Business Analysis>
	Start Date:
End Date:

	4
	Project management, GWEA, TOGAF, ISO 27000 Frameworks;

	<Company name>
	<Person Name>
<Tel>
<Email>
	< Provide project scope details from customer to whom the project or service was delivered for Project management, GWEA, TOGAF, ISO 27000 Framework>
	Start Date:
End Date:

	5
	Corporate Governance; 

	<Company name>
	<Person Name>
<Tel>
<Email>
	< Provide project scope details from customer to whom the project or service was delivered for Corporate Governance>
	Start Date:
End Date:

	6
	Capability Maturity Model (CMM).

	<Company name>
	<Person Name>
<Tel>
<Email>
	< Provide project scope details from customer to whom the project or service was delivered for Capability Maturity Model (CMM)>
	Start Date:
End Date:



11.2 SKILLS AND EXPERTISE
a) Complete table 2 below, noting that:
The bidder must provide details of all the skills and expertise for the implementation of this bid, 
and
b) The Bidder must attach a copy/copies of evidence (Curriculum Vitae, qualifications, certificates, etc.) for all individual(s), which will be actively participating in this project here.

Table 2: Skills and Expertise
	No
	Area of Expertise
	Name of individual
	Qualification and, or Certification 
	Years of relevant experience
	
Relevant experience
	Substantiating evidence of compliance

	1
	Government ICT Governance and Strategy 

	<Name and surname>
	<Details of  relevant Qualification and, or certification>

	<Years>
	<Details of relevant  experience>

	< Attach a copy of evidence
(Curriculum Vitae, qualifications, certificates, etc.) for all individual(s) which will be actively participating in this project>

	2
	Risk Management

	<Name and surname>
	<Details of  relevant Qualification and, or certification>

	<Years>
	<Details of relevant  experience>

	< Attach a copy of evidence
(Curriculum Vitae, qualifications, certificates, etc.) for all individual(s) which will be actively participating in this project>

	3
	Business Analysis

	<Name and surname>
	<Details of  relevant Qualification and, or certification>

	<Years>
	<Details of relevant  experience>

	< Attach a copy of evidence
(Curriculum Vitae, qualifications, certificates, etc.) for all individual(s) which will be actively participating in this project>

	4
	Project management, GWEA, TOGAF, ISO 27000 Frameworks

	<Name and surname>
	<Details of  relevant Qualification and, or certification>

	<Years>
	<Details of relevant  experience>

	< Attach a copy of evidence
(Curriculum Vitae, qualifications, certificates, etc.) for all individual(s) which will be actively participating in this project>

	5
	Corporate Governance

	<Name and surname>
	<Details of  relevant Qualification and, or certification>

	<Years>
	<Details of relevant  experience>

	< Attach a copy of evidence
(Curriculum Vitae, qualifications, certificates, etc.) for all individual(s) which will be actively participating in this project>

	6
	Capability Maturity Model (CMM)
	<Name and surname>
	<Details of  relevant Qualification and, or certification>

	<Years>
	<Details of relevant  experience>

	< Attach a copy of evidence
(Curriculum Vitae, qualifications, certificates, etc.) for all individual(s) which will be actively participating in this project>



11.3 SERVICE FUNCTIONAL REQUIREMENT
The bidder must confirm that they comply with the Service Functional Requirements for Strategic Review of ICT Portfolio as reflected in Annex C: Addendum 1 and attach it here.

NOTE: Failing to comply with all the aspect of this section will result in disqualification.

Yes = Comply
No =  not comply (Thus, disqualified)

12 [bookmark: _Toc63804554]. TECHNICAL FUNCTIONAL REQUIREMENT EVIDENCE
12.1 Bidder/Resource Competency
Evidence provide in section 11.2 will be used to assess this requirement. 

12.2 Project Plan and Methodology
Attach a copy a Project Plan with time frames that addresses all the key deliverables of the project here.

12.3 Methodology and Design 
Attach a narrative of Full details to be provided as required here.
Attach samples of previous assessments as requested under Functionality 3b in section 7 here.


12.4 	Bidder References 
Evidence provide in table 1 in section 11.1 above will be used to assess this requirement. 




[bookmark: _Toc61897862][bookmark: _Toc69716596]ANNEX C: ADDENDUM 1
NB:  The bidder must confirm that they comply with the Technical Mandatory Functional Requirements as indicated below as this will be legal contractual binding to provide a Gap Analysis, Recommendation, Action Plan, Roadmap and Project plan in terms of the following Service Elements provided:
a. Application Development;
b. IT Infrastructure Risk Assessment (Hardware/Software);
c. Data Storage 
d. ICT Staffing Structure in the Department.

	Service Requirement 
	Functionality 
	Indicate Comply=Yes / 
Not Comply =No

	1) Application Development
	i) Assess current state business process and structural location (current state analysis and future state recommendations.
ii) Assess application development tools used for developing enterprise and online applications (with a goal of maximizing output).
iii) Review and summarize the suitability of existing technology supporting Department’s business processes.
iv) Measure outputs of processes against appropriate benchmarks and efficiency ratios to determine current Departmental efficiency and effectiveness.
v) Risk (current state analysis and future state recommendations)
vi) Reliability (how does the Department minimize application outages/downtime i.e., server and applications compatibility). 
vii) Dependability/Performance (Is there adequate response time and limited downtime?)
viii) Options/Functionality (Ideas for improvement and enhancing future offerings i.e., online application, mobile apps, 4IR etc.)
ix) Provide implications guidelines and provisions for the application development landscape in respect to the DevOps capability needed to support and maintain the proposed application development landscape for the department.
x) Application Architecture design according to the Government-Wide Enterprise Architecture (GWEA) principles.
xi) Provide a complete Software as a Service (SaaS) services portfolio and catalogue related to the proposed Applications
	

	2) IT Infrastructure Risk Assessment (Hardware/Software)
	IT Infrastructure Risk Assessment (Hardware/Software) 
i) Analyze current state of the ICT Infrastructure.
ii) Identify vulnerabilities.
iii) Make recommendations for future state:
iv) Provisioning options for the infrastructure
v. Provide a complete Infrastructure as a Service (IaaS) services portfolio and catalogue related to the proposed infrastructure. 
vi. Procurement options in respect of lease, owned or managed services for IaaS
vii. Infrastructure architecture design according to GWEA principles
viii. Alignment to the National Institute of Standards and Technology (NIST) principles for cloud and or hyper converged enabled infrastructure

	

	3) Data Storage
	i) Assess current state versus Cloud based
ii) Provide a complete Data Architecture design according to the GWEA principles.
iii) Provide a complete Data as a Service (DaaS) services portfolio and catalogue related to the proposed Data.
iv) Make recommendations for future state in terms of the following:
i. Provisioning options for the Data and Storage Architecture
ii. Procurement options in respect of lease, owned or managed services for DaaS
iii. Data Governance and architecture design according to DAMA and GWEA principles
iv. Alignment to the government related policies and legislation guiding principles for data like POPIA, Archives, ECT Act, etc

	

	4) ICT Staffing Structure in the Department
	i. Review and summarize current IT staffing levels and workloads.
ii. Forecast potential changes in workloads that could impact processing and staffing needs.
iii. Identify whether staffing is appropriate to meet current and future organizational demands and provide recommendations.
iv. Provide a revised proposed operating model which will contain the following:
v. Functions 
vi. Services
vii. Capabilities 
viii. Organisational Structure including governance and support structures
ix. Migration Plan to achieve this future state operating model
	



I, the bidder (Full names)…………………………………………….representing (company 

name) ……………………………………………….. Hereby confirm that I comply with the above 

Technical Mandatory Requirements and understand that it will form part of the contract and is 
legally binding.

Thus done and signed at …………………………………….on this………day of…………….….20…. 

……………………………….								
Signature
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