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RFP 3263-2026: The Implementation of a Multi-Factor Authentication and Non-Repudiation Logical Access Control Solution including maintenance and support for a period of five (05) years.
	Questions
	Answers

	Question 1 — Reseller/Accredited Partner Eligibility as Prime Bidder (Stage 2, Table 3)
Clause Reference: Stage 2, Table 3 — Bidder Certification/Affiliation Requirements
Relevant Wording:
"The Bidder / subcontractor / joint venture (JV), or consortium partner, must be either an Original Equipment Manufacturer (OEM) / Original Software Manufacturer (OSM), or Accredited as Partner/Reseller/Distributor to provide a multi-factor authentication and non-repudiation logical access control solution."
"NOTE (3): Original Equipment Manufacturers (OEM)/Original Software Manufacturers (OSM) using reseller model are not eligible to participate for this bid."
Clarification Sought:
The eligibility criterion expressly identifies "Accredited as Partner/Reseller/Distributor" as a valid participation category alongside OEM/OSM. NOTE 3 states that OEMs/OSMs using a reseller model are not eligible to participate.
Bidders request confirmation of the correct interpretation of NOTE 3 in the context of the eligibility criterion: specifically —
(a) whether NOTE 3 is directed at the OEM/OSM itself (i.e., an OEM/OSM is ineligible where it seeks to participate through a reseller/distributor channel rather than directly), such that an accredited reseller/partner/distributor that holds a valid OEM authorisation letter remains eligible to submit a bid as the prime bidder in its own right; or
(b) whether NOTE 3 is intended to disqualify an accredited reseller/partner/distributor from participating as prime bidder where the reseller distributes an OEM's product.
	
Response: NOTE (3) clearly states that "Original Equipment Manufacturers (OEM)/Original Software Manufacturers (OSM) using reseller model are not eligible to participate for this bid."
It is directed at OEM/OSM using reseller model to provide the MFA and non-repudiation services from bidding against their resellers for the same Bid 

	Question 2 — Server Infrastructure: Ownership and Supply Responsibility (Section 2.3)

Clause Reference: Section 2.3 — Customer Infrastructure and Environment Requirements; Section 2.2 — Delivery Address

Relevant Wording:
"The bidder must provide a turn-key solution with the required Infrastructure and servers."
"The solution will be centrally hosted at a primary location (SITA Centurion) with HIGH AVAILABILITY at a secondary location (Around Gauteng)."

Clarification Sought:
The scope requires the bidder to provide a turn-key solution including infrastructure and servers, hosted at SITA Centurion (primary) and a secondary high-availability location. Accurate costing of this obligation requires clarity on the division of infrastructure responsibility.

Bidders request confirmation of the following —

(a) Is the bidder required to procure, supply, and own all physical server and network infrastructure at both the primary SITA Centurion site and the secondary high-availability site; or



(b) Will SITA/DHA provide the physical hosting environment (data centre facilities, racks, power, cooling, network connectivity, and colocation space) at the primary and secondary locations, with the bidder responsible for supplying, installing, configuring, and maintaining the solution software, application components, and any required hardware appliances within that environment?

(c) If the bidder is required to supply physical server infrastructure: are the servers to be hosted at SITA-managed or DHA-managed facilities, or may the bidder utilise a third-party co-location facility (subject to DHA approval)?
	











Response
(a) The Bidders will be required to procure and supply physical servers and network infrastructure at both the primary SITA Centurion site and the secondary high-availability site, however they would not be requirement to own any infrastructure. 
The department will own the solution infrastructure including the source code
(b) SITA will provide data centre facilities, power, cooling, network connectivity on the primary site and the department will provide the same for the secondary location.


(c) The infrastructure supplied will be hosted at a national key point (SITA-managed facility and DHA managed facility for the secondary site.) No third-party colocation facility.

	Question 3 — User Count: Ceiling and Pricing of Users Exceeding 6 000 (Section 2.1; Section 4.6.2)
Clause Reference: Section 2.1 — Scope of Work; Section 4.6.2 — Costing and Pricing Conditions
Relevant Wording:
"Licences for the Multi-Factor Authentication and Non-repudiation System (for 6 000 users)"
"To perform user enrolment and user onboarding (+-6000 plus additional) process."
Clarification Sought:
The scope references an initial user population of approximately 6,000 users with the qualifier "plus additional." Bidders request clarification on the following —
(a) What is the maximum anticipated total user count for the duration of the 5-year contract, including any projected departmental growth or extension of the system to additional DHA users or sites?

(b) Are users beyond the initial 6,000 to be included within the base bid price (i.e., the bidder must price for an open-ended user expansion at fixed cost), or will users beyond 6,000 be procured as separate contract variations at a pre-agreed per-user rate card?


	








Response:  
(a) The anticipated total user count for the duration of the 5-year contract, including any projected departmental growth or extension of the system to additional DHA users or sites will be +-1500

(b) Users beyond the initial 6,000 must be included within the base bid price (i.e., the bidder must price for an open-ended user expansion at fixed cost)


	Question 4 — Delivery Timeline: Scope of "4–6 Months After Purchase Order" (Section 2.1)
Clause Reference: Section 2.1 — Scope of Work
Relevant Wording:
"Expected to deliver to Head office between 4 - 6 months after the Purchase Order has been issued."
Clarification Sought:
The scope includes head office delivery, integration with multiple DHA core systems, enrolment of 6,000-plus users, and support across DHA offices nationally as listed in Annex D. Bidders request confirmation of —
(a) Whether the 4–6 month milestone refers specifically to delivery and go-live at Head Office (Pretoria, Hallmark Building), with full national rollout — including all user enrolments and support activation across all DHA office locations — governed by a separate agreed project schedule; or
(b) Whether the 4–6 month period is intended to encompass the complete national deployment, including all 6,000-plus user enrolments across all DHA office locations.
	






Response: 


The 4–6 months period is intended to encompass the complete national deployment, including 6,000 user enrolments across all DHA office locations.

	1. Where a bidder is able to demonstrate the required experience in installing, configuring, maintaining, and supporting multi-factor authentication and non-repudiation logical access control solutions, but is unable to provide customer reference letters due to contractual confidentiality obligations or because the capability forms part of an integrated proprietary solution rather than a standalone implementation, would the Department consider accepting alternative forms of objective evidence? 


1. Tamper Detection
The RFP states that the solution must detect when sensitive data or transactions are being amended using built-in intelligence. Could the Department please clarify the expected tamper detection capabilities, including the specific events, data elements, or transaction types that must be monitored and detected? 
1. Hardware Security Module (HSM) Integration
Can the Department confirm whether the proposed solution is expected to integrate with the existing Hardware Security Module (HSM) infrastructure (if the department has one), or whether bidders should propose a new HSM solution as part of their response? 
1. Cryptographic Agility
The RFP specifies that the solution must support crypto agility. Could the Department please clarify its expectations in this regard? Specifically, is this requirement intended to support future cryptographic algorithm migration, cryptographic policy management, post-quantum cryptography readiness, or another specific capability? 
1. User Enrolment and Onboarding

Could the Department provide further detail regarding the user enrolment and onboarding process? In particular, please clarify: 
4. The expected enrolment workflow; 
4. Whether enrolment will be performed centrally, regionally, or at individual offices; and 




1. Existing Evidence Vault and Data Migration

The RFP requires bidders to read the existing authentication and non-repudiation vault and migrate its contents. Could the Department please provide the following information: 

5. The approximate size of the existing vault (in TB); 





























5. The volume of historical transaction evidence and audit data to be migrated; 











5. The current storage platform and technology used; 


















5. Whether the migration is expected to include all historical data or only active records 



1. What type of Users (Internal users? External Users? Both?) 

1. What authentication is needed? 


1. What Authentications Tokens are required? 

1. What is the user interaction with applications and transactions? What is the expected User Experience? 





1. What is the role of Mainframe? 




1. What type of integration is needed on the Mainframe? 







1. What MFA do you need on Mainframe? Inbound or Outbound or both? 



1. Where do the private keys live? 



1. Is this a managed HSM service? 
	1. The requirement is for the bidders to provide reference details from at least one (01) customer to whom a multi-factor authentication and non-repudiation logical access control solution was installed, configured, maintained and supported in the past ten (10) years from the publication date of this bid.
 (NOTE (2): 
Failure to comply fully to the requirements as indicated above will result in disqualification.
2. Temper detection capabilities include cryptographic validation, ledger immutability, and metadata auditing, with Key mechanisms such as digital signatures, hash chaining, and audit logging etc.
The department will provide a list of sensitive transaction requiring MFA and non-repudiation such as birth registration, and amendments etc.


3. The proposed solution would not be expected to integrate with any existing HSM. Please refer to the scope of work 2.1.2 (j)




4. Cyrpto Agility is required for Quantum safety as well as rules change to enable quick response to emerging threats by replacing weak or obsolete cryptographic components swiftly etc 


5. User enrolment
a. Expected workflow – Enrolment is a critical process for the use of biometric authentication therefore a strong identiy credential must be created and user’s biometrics must be reliably recorded.  Reliability may require several samples of the characteristic and a recording device free of lint, dirt, or other interference. The department will provide a list of users, Users will complete required forms and In order to obtain access to the MFA solution, an authorised DHA user is required to present personal identification in the form of an official South African identity document.
b. Enrolment will be performed at individual offices. 


6. Existing Evidence Vault and Data Migration



(1) The approximate size of the existing vault (in TB);  
Question refers to :

2.1.25-   System support and maintenance:     
a. The service provider must ensure that the system is backed up on a daily basis and backup tapes must be handed over to the department for offsite storage on a weekly and monthly basis.
b. The service provider must do a backup restore every 6 months to test the integrity of the backups and a full report on the backup restore must be provided to the Department.
2.1.27-   DATA STORAGE:
c. The storage of all logs, associated with user activity must be stored for 2 -3 years in an online state (readily available).
d. Storage of logs for longer periods such as archiving on permanent media must be stored on media which can be certified to outlive the value period of the logs.  The value period of the logs in this case is 20 years or more.

The size currently used for the production system is 53 TB usable space and in the High Availability center it is 23 TB usable pace
All the transaction data is fully encrypted besides for a set of metadata used to do searches for the reporting as it is specified in the scope of work for this tender
 
The 53 TB is an average of 
10 TB 2 years Life Data, 12 TB 2 years archived Life data, 5 TB Reporting transactions
7 TB System Usage, 16 TB RAID 5 control system, 2 TB space to be allocated as per need

The 23 TB High Availability drive is only a part replication of Life Data, Archive Data and system data

(2) The volume of historical transaction evidence and audit data to be migrated;  

Only 2 years data is kept in life database system and the data is then periodically archived to Tape Backup and has to be able to be retrieved for a period of 20 years. The 2 years live Data has 66 mil records (Transaction data plus user data)
Which then represents:
The average single signed data set transaction is 150KB
The volume of data is 2,8 million transactions per month 
 
The total amount of transaction for the last 21 years and 8 months cannot be given 100% accurate since the data resides on backup tapes but an estimate can be calculated by the multiplication of the one month data volume from above

(3) The current storage platform and technology used;  

The system has 2 storage systems a.1) Production, a.2) High Availability data 
and b) Backup system
 
(a)- Production storage 53 TB on:  
Tear one Vendor Disk Array is connected with Dual controllers to serving platform
And is 53,5TB usable space done with 48 x 1.8TB 10K HDD’s
 
(b)- High Availability 23 TB is storage that resides in the server disk slots on the High Availability servers:
And is 23,5TB usable space done with 24 x 1.8TB 10K HDD’s
 
(c)- Backup Hardware is done on Tear one vendor LTO 6 system
Backup Tape library has 2 x LTO-6 Drives SAN Connected



(4) Whether the migration is expected to include all historical data or only active records  
The migration is to include all historical data to ensure the data is accessible after the current MFA solution has been decommissioned.

7. Both

8. What authentication is needed?  Please refer to the scope of work, 2.1.1
MFA logical access with non-repudiation capabilities

9. ID Tokens

10. Users will log onto windows using their AD credentials and thereafter use the MFA and non-repudiation to logically access DHA applications and sign the transaction transactions using the certificate loaded onto the user's smartcard\token.


11. The Department of Home Affairs IBM mainframe is the core central computer database system managed by the State Information Technology Agency (SITA) that houses critical civil status data, notably the National Population Register and Movement Control System

12. The integration / API has to be done within applicable system namely IBM Mainframe language and Microsoft platform written systems.  The specifications for this integration needs to be done in terms of all specifications given as MFA Access control and ECT Act defined Communication and advanced electronical digital document Signing processes. (Web service, API and WINET middleware)


13. Please refer the Bid specification requirements. The requirement is for Users to use the MFA solution to logical access the mainframe and other DHA applications and digitally sign transaction performed on the mainframe.

14. HSM


15. Is this a managed HSM service? Please refer to the scope of work 2.1.2 (J) and (k)

	The highlight in red is what the question relates to
The highlights in blue are questions

Page 3
2.1 Scope of Work
2.1.1 To develop and implement a multi-factor authentication and non-repudiation biometric access control management system based on but not limited to Smartcards/tokens+ 
Advanced Digital Signatures + 

· In the terms of these specifications is the term Advanced Digital Signature specified to comply with the requirements of the ECT ACT

Page 3 
 2.1.2  (f) The solution must support the Identity Federation

· Must this solution only have the ability to support identity federation in its architecture or must it be the system that delivers identity federation ??
· If this system must be the identity federation allowing users to access multiple applications and services with a single set of credentials by leveraging a trusted relationship between an identity provider (IdP) and service providers (SPs).
· Can you please list the systems (IdP’s and SP’s) between which the Identity Federation is required?

Page 4 
2.1.2 (n) The proposed solution must support identity orchestration thereby ensuring identities and user access policies are consistent.

· Identity Orchestration is an approach that automates and streamlines the management of distributed identity and access management (IAM) systems.
· Can you please list the distributed identity and access management (IAM) systems between which the identity orchestration is required?

Page 4 
2.1.6
To perform user enrolment and user onboarding (+-6000 plus additional) process which encompasses the initial experience in the application. 

· If a new system is provided then these users need to be enrolled onto the new system
· According to the ECTACT users who are enrolled onto such a system have to be enrolled on a face to face basis.
· Must we provide pricing for a face-to-face enrollment of all 6000 users country wide

Page 4
[bookmark: _Toc185099972][bookmark: _Toc185100031][bookmark: _Toc188205572][bookmark: _Toc188219177]2.1.15 Data Security and Data Transfer:
(a) The service provider(s) must provide assurance that data in the current system will be migrated to the new system without compromising the integrity of it.

· What data is the specifications referring to 
· We assume current data is in a sealed encrypted environment
· Will Home Affairs have the seal structure to decrypt and encrypt this data
· How many records is this data 
















Page 5
2.1.19 Application Servers and System Downtime 

(a) Access control and security (who can access and how to access).

By the conclusion of these specification, we see this as logical system Access
Control within the framework of the access control in this RFB 3263 specifications

Page 7
2.1.27 – Data Storage
(a) -The storage of all logs, associated with user activity must be stored for 2 -3 years in an online state (readily available).

	To understand what is the capacity of the data storage system required can you please give the following details
i)- How many data transaction are stored per month
ii) - What is the typical data size of one transaction
iii) - The assumption is that this storage has to be duplicated to the high availability failover site 


Page 7
2.1.25 System Support and Maintenance 
a) The service provider must ensure that the system is backed up on a daily basis and backup tapes must be handed over to the department for offsite storage on a weekly and monthly basis

· Does this specification mean that the tenderer has to tender for a backup system 
· And Backup tapes for 5 years






Page 5 and 6
[bookmark: _Toc185099976][bookmark: _Toc185100035][bookmark: _Toc188205576][bookmark: _Toc188219181][bookmark: _Toc197695714][bookmark: _Toc197877324][bookmark: _Toc197877736] 2.1.20 -    System and Data Audit:
(a)- The service provider(s) must ensure audit trails exist for maintenance records on the system activity, or application processes and user activity. 
· Please give us a list of system activities that an audit trail needs to be kept of ?


 (b) The system must allow for transactions to be digitally signed, and time stamped based on internationally accepted standards.
· Are all required internationally accepted standards specified in this Bid specification document?

(i)-  The solution must ensure that the robustness of the evidence will be acceptable and sound in a court of law
What are the legal obligations and standards required to be met to deliver a sound of law legal requirement in terms the non-repudiation requirements
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3 Requirements
It is specified as: The System Must 
Is the term must be interpreted as mandatory right through this tender document?







Page 14
4.3 [bookmark: _Toc234264035]- Technical Functionality Evaluation Requirements (Stage 3).   

(6) – Minimum Threshold
Table 6 Technical Functionality requirements
Is it correct that these point 1) 2) and 3) are only for evaluation requirements but are not mandatory?









Page 15 to Page 19 
4.3 Technical Functionality Evaluation Requirements (Stage 3)
Table 6 

Evidence 
The Bidder must provide the product specification brochure, architecture design or documentation indicating how the proposed product or solution complies with the technical requirements for system and forensic reports.

[bookmark: _Toc194999529]<provide unique reference to locate substantiating evidence in the bid response – Annex A, section 5.5>
Annex A refers to Annex B which is legally binding – if something is legally binding why is it not specified as mandatory compulsory 




Page 18
Table 9 Proof of Concept
· The points in table 9 have to be shown as a proof of concept

· How much time after we are requested to show proof of concept will be given to present in life demo a prove of concepts 








Page 38
5.1 – Bidder Certification / Affiliation Requirements
NOTE (3): -  
Original Equipment Manufacturers (OEM)/Original Software Manufacturers (OSM) using reseller model are not eligible to participate for this bid. 
Please clarify what this statement means?
As per below reference under Mandatory Requirements the statement refers to a model where a reseller model for this tender is aloud
Page 10
4.2.2 – Technical mandatory Requirements (Stage 2)
Table 3: - Technical Requirements (1) – Bidder Certification /Affiliation Requirements 
(ii) -The Bidder/ subcontractor/ joint venture (JV), or consortium partner, must be either an Original Equipment Manufacturer (OEM) / Original Software Manufacturer (OSM), or Accredited as Partner/ Reseller/Distributor to provide a multi-factor authentication and non-repudiation logical access control solution.





Page 40 
5.3-   The Bidder must confirm that they comply with the Product/Service Functional Requirements by completing Annex B: Addendum 1 and attach it here
A)- The tender does not request pricing nor specifies any infrastructure products to be quoted for, at a minimum for a system like this one needs the following:
· Smart Cards
· Biometric Readers (The product names have been given here)
· Servers
· Storage system
· Networking
· PKI System
· High Availability Failover switch

B) -- It is assumed that in normal Government standard that all Microsoft products are purchased via the departments agreement with a Microsoft partner. In this case it would be Windows server system and SQL Database system.




Page 42
Annex B: Technical Product/Service Functional Requirements ADDENDUM 1
Signature for Annex B Page 46
I, the bidder (Full names) ……………… representing (company name) …………………………Hereby confirm that I comply with the above Technical Product/Service Functional Requirements and understand that it will form part of the contract and is legally binding.

Just to clarify the response format:
· Can we give a comprehensive answer to each point in-Page 3 to 8 under 2.1 Scope of work 
· Page 8 -- 3.1.1 Solution requirement is a short point version of the Scope of Work above can we give a short commitment here since the detailed technology will be described in Scope of Work
· This section Annexure 5 refers to Annexure B
· Annexure B is the same specifications as under 2.1 Scope of work page 3
· As stated above if we give a comprehensive response under 2.1 Scope of work 
· Is it then sufficient if we under Annexure B refer to Scope of Work and naturally legally sign in the required paragraph Annexure B 


Page 43 
Annex B: Technical Product/Service Functional Requirements ADDENDUM 1
[bookmark: _Toc194999524](16) Data Security and Data Transfer:
(d)- The service provider(s) shall ensure security controls are implemented to protect the system resources themselves, and the facilities used to support their operations. In doing so, it can help prevent interruptions -in computer services, physical damage, unauthorized disclosure of information, loss of control over system integrity and theft.
· What security controls is meant by this in terms of the specifications
· Does the supplier also have to provide:
· Firewall systems
· Data Loss Prevention Systems
· Physical Door – Budling systems
· In general terms does all IT system security – racks – firewall – biometric access control - to be fulfilled by this tender. 
· And all physical security like door locks etc. by Home Affairs 
	Response:
Page 3 
2.1.1 Correct, the term Advanced Digital Signature is specified to comply with the requirements of the ECT ACT.








Page 3 
2.1.2 The solution must be the identity federation allowing users to logically access multiple applications and services with a single set of credentials (smartcard\token and biometrics) from the MFA (Please refer to scope of work 2.1.4











Page 4
2.1.6 Yes





Page 4
(a) 
· The specification is referring to the transactions in the current MFA evidence vault
· The data is in a sealed encrypted environment.
· The successful bidder will work with the current MFA provider on the seal structure to decrypt and encrypt the data.
· Only 2 years data is kept in life database system. The data is then periodically archived to Tape Backup and has to be able to be retrieved for a period of 20 years

The 2 years live Data has 66 mil records (Transaction data plus user data)
Which then represents:
The average single signed data set transaction is 150KB
The volume of data is 2,8 million transactions per month 
The total amount of transaction for the last 21 years and 8 months
Is an estimate of: 
This cannot be given 100% accurate since the data resides on backup tapes
But an estimate will be the multiplication of the one-month data volume from above
Page 5
The specification is indeed for a REQUEST FOR PROPOSAL FOR THE IMPLEMENTATION OF A MULTI-FACTOR AUTHENTICATION AND NON-REPUDIATION LOGICAL ACCESS CONTROL SOLUTION INCLUDING MAINTENANCE AND SUPPORT FOR A PERIOD OF FIVE (05) YEARS


Page 7
i)- The volume of data is 2,8 million transactions per month
ii) - The average single signed data set transaction is 150KB
iii) - High availability failover site should deliver same functionality as the primary site in the event of failure. 



Page 7
2.1.25 
· The request is for a turn-key solution. The bid specification paragrap 2.1.25 point (a) state that service providers must ensure that the system is backed up on a daily basis...”and a need for offsite storage.
· Backup tapes can be proposed for 1 year and thereafter the department will procure backup tapes through the departmental SCM processes as well as SITA regulations.



Page 5 and 6
Please ref to the Bid Specification Requirements.
(a) Typical system activities examples include, but is not limited to:
· Creation, enrolment, deletion, or modification of user accounts.
· Changes to user permissions and role assignments.
· Activities related to DHA core application transactions (also refer to the Bid Specification requirements (2.1.20. System and Data Audit requirements)
(b) YES
(j) To meet a sound legal requirement for non-repudiation in electronic transactions, the digital framework must provides irrefutable proof of data origin, receipt, and integrity.  
· This is governed by the Electronic Communications and Transactions Act 25 of 2002 (ECT Act) 
· ISO/IEC 27001


Page 8
Correct, the term should be interpreted as mandatory right through the temnder document.



Page 14 
Point 1), 2) and 3) are for evaluation requirements however they are also mandatory requirements. E.g 2.1.17 Strong identity credential (Identification must be secure and reliable satisfy: Issued based on sound criteria for verifying an individual employee’s identity, strongly resistant to identity fraud, identity theft, tampering, counterfeiting, can be quickly authenticated electronically, issued only by official enrolment officers whose reliability has been established by an official accreditation process.  
Generating of system and forensic report is also a mandatory requirement under the scope of work

Page 15 to page 19
4.3 Technical Functionality Evaluation Requirements 
If bidders are unable to provide evidence as stipulated, they will not score the full points to meet the minimum threshold.

There may be confusion in wording seeing as there is reference to Annex B: Technical Product/Service Functional Requirements ADDENDUM 1
Bidders are expected to comply with all the specified requirements/ deliverables by signing Addendum 1, Failure to do so may result in disqualification as clearly indicated in Mandatory requirements.



Page 18
Please refer to the Substantiating evidence and evaluation criteria in Table 9 to note what is required
Three weeks after the closing date, however qualified bidders will be notified. 

Page 38
The statement means that where an Original Equipment Manufacturer (OEM) or Original Software Manufacturers (OSM) is using a reseller model to sell products, hardware, or software components to third-party channel partners or value-added resellers (VARs) related to this bid, that OEM/OSM will not be eligible to participate for this bid









Page 40
A) Refer to specification document 2.3 Customer Infrastructure and environment requirements.
Bidders are to provide pricing for a turn-key solution including the infrastructure required 






B) The assumption is correct 








Page 42

Bidders are requested to read and confirm compliance by signing Annexure B Addendum 1









Page 43
· All security controls required to prevent unauthorized access to the MFA systems. e.g Bio-racks to ensure only authorized personnel can access the system resources.
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