South African National Biodiversity Institute

PART A
INVITATION TO BID
YOU ARE HEREBY INVITED TO BID FOR REQUIREMENTS OF THE (South African National Biodiversity Institute)
BID NUMBER: | SANBI: [T421/2022 [ CLOSING DATE: [ 17 AUGUST 2022 | CLOSING TIME: [ 11:00am

The appointment of a Service Provider to Design, Implement and Support an Efficient, Effective, and Sufficient Enterprise Document
DESCRIPTION | and Records Management System for the South African National Biodiversity Institute (SANBI) for a period of three (3) years.

BID RESPONSE DOCUMENTS MAY BE DEPOSITED IN THE BID BOX SITUATED AT (STREET ADDRESS)

BID RESPONSE DOCUMENTS MAY BE DEPOSITED IN THE BID BOX SITUATED AT:

Biodiversity Centre

Pretoria National Botanical Garden,
2 Cussonia Avenue,

Brummeria Pretoria

Compulsory briefing session date:

Virtual Compulsory Session will take place on 03 August 2022 from 10H00 to 11H30am.

BIDDING PROCEDURE ENQUIRIES MAY BE DIRECTED TO TECHNICAL ENQUIRIES MAY BE DIRECTED TO:
CONTACT PERSON CONTACT PERSON
TELEPHONE NUMBER TELEPHONE NUMBER
FACSIMILE NUMBER FACSIMILE NUMBER
ITTender@sanbi.org.za
E-MAIL ADDRESS sanbi.tenders@sanbi.org.za E-MAIL ADDRESS
SUPPLIER INFORMATION
NAME OF BIDDER
POSTAL ADDRESS
STREET ADDRESS
TELEPHONE NUMBER | CODE | ! NUMBER |
CELLPHONE NUMBER
FACSIMILE NUMBER CODE | l NUMBER \
E-MAIL ADDRESS
VAT REGISTRATION
NUMBER
SUPPLIER TAX CENTRAL
COMPLIANCE STATUS | COMPLIANCE OR SUPPLIER
SYSTEM PIN: DATABASE

No: MAAA
B-BBEE STATUS TICK APPLICABLE BOX] B-BBEE STATUS LEVEL SWORN [TICK APPLICABLE BOX]
LEVEL VERIFICATION AFFIDAVIT
CERTIFICATE

[] Yes [ INo (] Yes [INo

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899 |
Anytime
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| | |

[A B-BBEE STATUS LEVEL VERIFICATION CERTIFICATE/ SWORN AFFIDAVIT (FOR EMES & QSEs) MUST BE SUBMITTED IN
ORDER TO QUALIFY FOR PREFERENCE POINTS FOR B-BBEE]

ARE YOU THE

ACCREDITED

REPRESENTATIVE IN O [¥es CINo
SUPPLIER FOR THE GOODS

SOUTH AFRICAFOR | [IYes L1 SERVICES WORKS OFFERED?

THE GOODS ? | 1F YES, ANSWER THE

JSERVICES WORKS | [IF YES ENCLOSE PROOF] QUESTIONNAIRE BELOW |

OFFERED?

QUESTIONNAIRE TO BIDDING FOREIGN SUPPLIERS

IS THE ENTITY A RESIDENT OF THE REPUBLIC OF SOUTH AFRICA (RSA)? [ Yes CINO

DOES THE ENTITY HAVE A BRANCH IN THE RSA? [7 ves CINO

DOES THE ENTITY HAVE A PERMANENT ESTABLISHMENT IN THE RSA? [ ves CINo

DOES THE ENTITY HAVE ANY SOURCE OF INCOME IN THE RSA? [1 ves CINO

IS THE ENTITY LIABLE IN THE RSA FOR ANY FORM OF TAXATION? [J YEs [INO

IF THE ANSWER IS “NO” TO ALL OF THE ABOVE, THEN IT IS NOT A REQUIREMENT TO REGISTER FOR A TAX COMPLIANCE STATUS
SYSTEM PIN CODE FROM THE SOUTH AFRICAN REVENUE SERVICE (SARS) AND IF NOT REGISTER AS PER 2.3 BELOW.

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
Anytime
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PART B
TERMS AND CONDITIONS FOR BIDDING
1. BID SUBMISSION:
11, BIDS MUST BE DELIVERED BY THE STIPULATED TIME TO THE CORRECT ADDRESS. LATE BIDS WILL NOT BE ACCEPTED
FOR CONSIDERATION.

1.2. ALL BIDS MUST BE SUBMITTED ON THE OFFICIAL FORMS PROVIDED-(NOT TO BE RE-TYPED) OR IN THE MANNER
PRESCRIBED IN THE BID DOCUMENT.

1.3. THISBID IS SUBJECT TO THE PREFERENTIAL PROCUREMENT POLICY FRAMEWORK ACT, 2000 AND THE PREFERENTIAL
PROCUREMENT REGULATIONS, 2017, THE GENERAL CONDITIONS OF CONTRACT (GCC) AND, IF APPLICABLE, ANY OTHER
SPECIAL CONDITIONS OF CONTRACT.

14. THE SUCCESSFUL BIDDER WILL BE REQUIRED TO FILL IN AND SIGN A WRITTEN CONTRACT FORM (SBD7).

2. TAXCOMPLIANCE REQUIREMENTS
2.1 BIDDERS MUST ENSURE COMPLIANCE WITH THEIR TAX OBLIGATIONS.

2.2 BIDDERS ARE REQUIRED TO SUBMIT THEIR UNIQUE PERSONAL IDENTIFICATION NUMBER (PIN) ISSUED BY SARS TO
ENABLE THE ORGAN OF STATE TO VERIFY THE TAXPAYER'S PROFILE AND TAX STATUS.

2.3 APPLICATION FOR TAX COMPLIANCE STATUS (TCS) PIN MAY BE MADE VIA E-FILING THROUGH THE SARS WEBSITE
WWW.SARS.GOV.ZA.

2.4 BIDDERS MAY ALSO SUBMIT A PRINTED TCS CERTIFICATE TOGETHER WITH THE BID.

2.5 INBIDS WHERE CONSORTIA / JOINT VENTURES / SUB-CONTRACTORS ARE INVOLVED, EACH PARTY MUST SUBMIT A
SEPARATE -TCS CERTIFICATE / PIN / CSD NUMBER.

2.6 WHERE NO TCSPINIS AVAILABLE BUT THE BIDDER IS REGISTERED ON THE CENTRAL SUPPLIER DATABASE (CSD), ACSD
NUMBER MUST BE PROVIDED.

2.7 NOBIDS WILL BE CONSIDERED FROM PERSONS IN THE SERVICE OF THE STATE, COMPANIES WITH DIRECTORS WHO ARE
PERSONS IN THE SERVICE OF THE STATE, OR CLOSE CORPORATIONS WITH MEMBERS PERSONS IN THE SERVICE OF THE
STATE”

NB: FAILURE TO PROVIDE / OR COMPLY WITH ANY OF THE ABOVE PARTICULARS MAY RENDER THE BID INVALID.,

SIGNATURE OF BIDDER: e

CAPACITY UNDERWHICH THIS BID IS SIGNED: e
(Proof of authority must be submitted e.g. company resolution)

DATE: e T T

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
Anytime
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SBD 3.1

PRICING SCHEDULE — FIRM PRICES
(PURCHASES)

NOTE: ONLY FIRM PRICES WILL BE ACCEPTED. NON-FIRM PRICES (INCLUDING
PRICES SUBJECT TO RATES OF EXCHANGE VARIATIONS) WILL NOT BE
CONSIDERED

IN CASES WHERE DIFFERENT DELIVERY POINTS INFLUENCE THE PRICING,
A SEPARATE PRICING SCHEDULE MUST BE SUBMITTED FOR EACH
DELIVERY POINT

Name ofbidder. ... Bid number: SANBI:IT421/2022
Closing Time 11:00 Closing date: 17 August 2022
OFFER TOBE VALID FOR......... DAYS FROM THE CLOSING DATE OF BID.

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
Anytime
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ITEM QUANTITY DESCRIPTION BID PRICE iN RSA CURRENCY
NO.
(ALL APPLICABLE TAXES INCLUDED)
- Required by: et N DT Rt
- At S RRETIE T ee e e e e
- Brand and model =
- Country of origin e
- Does the offer comply with the specification(s)? *YESNO
- If not to specification, indicate deviation(s) ............cocoiiiiiiiiinnnnn,
- Period required fordelivery
*Delivery: Firm/not firm
- Delivery basis = e
Note: All delivery costs must be included in the bid price, for delivery at the prescribed
destination.

** “3|l applicable taxes” includes value- added tax, pay as you earn, income tax, unemployment insurance
fund contributions and skills development levies.

*Delete if not applicable

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
l Anytime
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SBD 4

BIDDER’S DISCLOSURE

1. PURPOSE OF THE FORM
Any person (natural or juristic) may make an offer or offers in terms of this invitation to bid.
In line with the principles of transparency, accountability, impartiality, and ethics as
enshrined in the Constitution of the Republic of South Africa and further expressed in
various pieces of legislation, it is required for the bidder to make this declaration in respect
of the details required hereunder.

Where a person/s are listed in the Register for Tender Defaulters and / or the List of
Restricted Suppliers, that person will automatically be disqualified from the bid process.

2. Bidder’s declaration

2.1 Is the bidder, or any of its directors / trustees / shareholders / members / partners or any
person having a controlling interest1 in the enterprise,
employed by the state? YES/NO

2.1.1 Ifso, furnish particulars of the names, individual identity numbers, and, if applicable, state
employee numbers of sole proprietor/ directors / trustees / shareholders / members/
partners or any person having a controlling interest in the enterprise, in table below.

Full Name Identity Number Name of State
institution

1 the power, by one person or a group of persons holding the majority of the equity of an enterprise, alternatively, the
person/s having the deciding vote or power to influence or to direct the course and decisions of the enterprise.

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
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2.2

2.21

2.3

2.31

3.1

3.3

3.4

34

Do you, or any person connected with the bidder, have a relationship with any person who
is employed by the procuring institution? YES/NO

If so, furnish particulars:

Does the bidder or any of its directors / trustees / shareholders / members / partners or
any person having a controlling interest in the enterprise have any interest in any other
related enterprise whether or not they are bidding for this contract?

YES/NO

If so, furnish particulars:

DECLARATION

[, the undersigned, (NAME)... ... i e e in
submitting the accompanying bid, do hereby make the following statements that | certify to
be true and complete in every respect:

| have read and | understand the contents of this disclosure;

| understand that the accompanying bid will be disqualified if this disclosure is found not to
be true and complete in every respect;

The bidder has arrived at the accompanying bid independently from, and without
consultation, communication, agreement or arrangement with any competitor. However,
communication between partners in a joint venture or consortium2 will not be construed as
collusive bidding.

In addition, there have been no consultations, communications, agreements or
arrangements with any competitor regarding the quality, quantity, specifications, prices,
including methods, factors or formulas used to calculate prices, market allocation, the
intention or decision to submit or not to submit the bid, bidding with the intention not to win
the bid and conditions or delivery particulars of the products or services to which this bid
invitation relates.

The terms of the accompanying bid have not been, and will not be, disclosed by the
bidder, directly or indirectly, to any competitor, prior to the date and time of the official bid
opening or of the awarding of the contract.

2 Joint venture or Consortium means an association of persons for the purpose of combining their expertise, property,
capital, efforts, skill and knowledge in an activity for the execution of a contract.

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
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3.5 There have been no consultations, communications, agreements or arrangements made
by the bidder with any official of the procuring institution in relation to this procurement
process prior to and during the bidding process except to provide clarification on the bid
submitted where so required by the institution; and the bidder was not involved in the
drafting of the specifications or terms of reference for this bid.

3.6 lam aware that, in addition and without prejudice to any other remedy provided to combat
any restrictive practices related to bids and contracts, bids that are suspicious will be
reported to the Competition Commission for investigation and possible imposition of
administrative penalties in terms of section 59 of the Competition Act No 89 of 1998 and or
may be reported to the National Prosecuting Authority (NPA) for criminal investigation and
or may be restricted from conducting business with the public sector for a period not
exceeding ten (10) years in terms of the Prevention and Combating of Corrupt Activities
Act No 12 of 2004 or any other applicable legislation.

| CERTIFY THAT THE INFORMATION FURNISHED IN PARAGRAPHS 1, 2 and 3
ABOVE IS CORRECT.

| ACCEPT THAT THE STATE MAY REJECT THE BID OR ACT AGAINST ME IN TERMS
OF PARAGRAPH 6 OF PFMA SCM INSTRUCTION 03 OF 2021/22 ON PREVENTING
AND COMBATING ABUSE IN THE SUPPLY CHAIN MANAGEMENT SYSTEM SHOULD
THIS DECLARATION PROVE TO BE FALSE.

Position Name of bidder

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899 ‘
Anytime
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SBD 6.1

PREFERENCE POINTS CLAIM FORM IN TERMS OF THE PREFERENTIAL PROCUREMENT
REGULATIONS 2017

This preference form must form part of all bids invited. It contains general information and serves as a
claim form for preference points for Broad-Based Black Economic Empowerment (B-BBEE) Status
Level of Contribution

NB: BEFORE COMPLETING THIS FORM, BIDDERS MUST STUDY THE GENERAL
CONDITIONS, DEFINITIONS AND DIRECTIVES APPLICABLE IN RESPECT OF B-BBEE, AS
PRESCRIBED IN THE PREFERENTIAL PROCUREMENT REGULATIONS, 2017.

1. GENERAL CONDITIONS
1.1 The following preference point systems are applicable to all bids:

- the 80/20 system for requirements with a Rand value of up to R50 000 000 (all applicable
taxes included); and
- the 90/10 system for requirements with a Rand value above R50 000 000 (all applicable
taxes included).
1.2

a) The value of this bid is estimated to not exceed R50 000 000 (all applicable taxes included) and
therefore the 80/20 preference point system shall be applicable; or

b) The 80/20 preference point system will be applicable to this tender.

1.3 Points for this bid shall be awarded for:
(a) Price; and
(b) B-BBEE Status Level of Contributor.

14 The maximum points for this bid are allocated as follows:

PRICE
B-BBEE STATUS LEVEL OF CONTRIBUTOR 20

Total points for Price and B-BBEE must not
exceed

1.5 Failure on the part of a bidder to submit proof of B-BBEE Status level of contributor together with
the bid, will be interpreted to mean that preference points for B-BBEE status level of contribution

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
Anytime
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are not claimed.

1.6 The purchaser reserves the right to require of a bidder, either before a bid is adjudicated or atany
time subsequently, to substantiate any claim in regard to preferences, in any manner required by
the purchaser.

2, DEFINITIONS

(a) “B-BBEE” means broad-based black economic empowerment as defined in section 1 of the
Broad-Based Black Economic Empowerment Act;

(b) “B-BBEE status level of contributor’” means the B-BBEE status of an entity in terms of a
code of good practice on black economic empowerment, issued in terms of section 9(1) of the
Broad-Based Black Economic Empowerment Act;

(c) “bid” means a written offer in a prescribed or stipulated form in response to an invitation by an
organ of state for the provision of goods or services, through price quotations, advertised
competitive bidding processes or proposals;

(d) “Broad-Based Black Economic Empowerment Act” means the Broad-Based Black
Economic Empowerment Act, 2003 (Act No. 53 of 2003);

() “EME” means an Exempted Micro Enterprise in terms of a code of good practice on black
economic empowerment issued in terms of section 9 (1) of the Broad-Based Black Economic
Empowerment Act;

()] “functionality” means the ability of a tenderer to provide goods or services in accordance
with specifications as set out in the tender documents.

(@) “prices” includes all applicable taxes less all unconditional discounts;
(h) “proof of B-BBEE status level of contributor” means:

1) B-BBEE Status level
certificate issued by an authorized body or person;

2) A sworn affidavit as
prescribed by the B-BBEE Codes of Good Practice;

3) Any other requirement
prescribed in terms of the B-BBEE Act;

() “QSE” means a qualifying small business enterprise in terms of a code of good practice
on black economic empowerment issued in terms of section 9 (1) of the Broad-Based
Black Economic Empowerment Act;

() “rand value” means the total estimated value of a contract in Rand, calculated at the time of
bid invitation, and includes all applicable taxes;

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
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3. POINTS AWARDED FOR PRICE
3.1 THE 80/20 OR 90/10 PREFERENCE POINT SYSTEMS

A maximum of 80 or 90 points is allocated for price on the following basis:

80/20 or 20/10
ps=go 1 L= £min or Ps=901—7pt_P_mm)
P min P min
Where
Ps = Points scored for price of bid under consideration
Pt = Price of bid under consideration
Pmin = Price of lowest acceptable bid

POINTS AWARDED FOR B-BBEE STATUS LEVEL OF CONTRIBUTOR

4.1 In terms of Regulation 6 (2) and 7 (2) of the Preferential Procurement Regulations, preference
points must be awarded to a bidder for attaining the B-BBEE status level of contribution in
accordance with the table below:

B-BBEE Status Level of Number of points Number of points
Contributor (90/10 system) (80/20 system)
1 10 20
2 9 18
3 6 14
4 5 12
5 4 8
6 3 6
7 2 4
8 1 2
Non-compliant 0 0
contributor
5. BID DECLARATION
5.1 Bidders who claim points in respect of B-BBEE Status Level of Contribution must complete the

following:

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
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6. B-BBEE STATUS LEVEL OF CONTRIBUTOR CLAIMED IN TERMS OF PARAGRAPHS 1.4
AND 4.1

6.1 B-BBEE Status Level of Contributor: .= (maximum of 10 or 20 points)

(Points claimed in respect of paragraph 7.1 must be in accordance with the table reflected in
paragraph 4.1 and must be substantiated by relevant proof of B-BBEE status level of

contributor.

7. SUB-CONTRACTING

71 Will any portion of the contract be sub-contracted?
(Tick applicable box)

Lves] | nNno | |

711 If yes, indicate:

i)  What percentage of the contract will be subcontracted...........................o %
i) The name of the sub-contractor...............
iii) The B-BBEE status level of the sub-contractor
iv) Whether the sub-contractor is an EME or QSE
Tick applicable box

YES NO

v)  Specify, by ticking the appropriate box, if subcontracting with an enterprise in terms of
Preferential Procurement Regulations,2017:

Designated Group: An EME or QSE which is at last 51% owned EME Q:S/E
by: v

Black people

Black people who are youth

Black people who are women

Black people with disabilities

Black people living in rural or underdeveloped areas or townships
Cooperative owned by black people

Black people who are military veterans

OR

Any EME
Any QSE

8. DECLARATION WITH REGARD TO COMPANY/FIRM
8.1 Name of compPany/ it . e e e e

8.2 VAT registration number: ...

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
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8.3 Company registration number: ... ... . e
8.4 TYPE OF COMPANY/ FIRM

Partnership/Joint Venture / Consortium

g One person business/sole propriety
— Close corporation
ﬁ Company
(Pty) Limited
FI'ICK APPLICABLE BOX]

8.5 DESCRIBE PRINCIPAL BUSINESS ACTIVITIES

8.6 COMPANY CLASSIFICATION

Manufacturer
il .
Supplier
L . . .
. Professional service provider
Other service providers, e.g. transporter, etc.
%ICK APPLICABLE BOX]
8.7 Total number of years the company/firm has been in business:....................oco
8.8 I/we, the undersigned, who is / are duly authorised to do so on behalf of the company/firm, certify

that the points claimed, based on the B-BBE status level of contributor indicated in paragraphs
1.4 and 6.1 of the foregoing certificate, qualifies the company/ firm for the preference(s) shown
and | / we acknowledge that:

i) The information furnished is true and correct;

i) The preference points claimed are in accordance with the General Conditions as indicated in
paragraph 1 of this form;

i) In the event of a contract being awarded as a result of points claimed as shown in
paragraphs 1.4 and 6.1, the contractor may be required to furnish documentary proof to the
satisfaction of the purchaser that the claims are correct;

iv) Ifthe B-BBEE status level of contributor has been claimed or obtained on a fraudulent basis
or any of the conditions of contract have not been fulfilled, the purchaser may, in addition to
any other remedy it may have —

(a) disqualify the person from the bidding process;

(b) recover costs, losses or damages it has incurred or suffered as a result of

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
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that person’s conduct;

(¢) cancel the contract and claim any damages which it has suffered as a result
of having to make less favourable arrangements due to such cancellation;

(d) recommend that the bidder or contractor, its shareholders and directors, or
only the shareholders and directors who acted on a fraudulent basis, be
restricted by the National Treasury from obtaining business from any organ
of state for a period not exceeding 10 years, after the audi alteram partem
(hear the other side) rule has been applied; and

(e) forward the matter for criminal prosecution.

WITNESSES

(T —————— SIGNATURE(S) OF BIDDERS(S)

2. DATE:
ADDRESS

Stop Fraud, Theft and Corruption without Fear or Favour - Call our Hotline 086 011 1899
Anytime
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REQUEST FOR TENDER
FOR

THE APPOINTMENT OF A SERVICE PROVIDER TO DESIGN, IMPLEMENT AND
SUPPORT AN EFFICIENT, EFFECTIVE AND SUFFICIENT ENTERPRISE DOCUMENT
AND RECORDS MANAGEMENT SYSTEM FOR THE SOUTH AFRICAN NATIONAL
BIODIVERSITY INSTITUTE (SANBI) FOR A PERIOD OF THREE (3) YEARS.

South African National Biodiversity Institute (SANBI)
Private Bag X101

Silverton

0184

South Africa

Tender No: SANBI:IT421/2022
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1. Introduction and background

Since its inception SANBI has both created and inherited a large number of documents. These
documents, both paper and electronic, are stored in various offices that are geographically
spread across all 14 offices, in 9 provinces.

The existing method results in electronic documents not being easily accessible or lost. In
addition to the requirement for digitisation, SANBI needs to comply with the National Archives
and Records Service of South Africa Act (Act No.43 of 1996).

SANBI requires the services of an experienced Document and Records Management Service
Provider to implement a digital solution that will enable the Institute to effectively manage
electronic data in various ways and promote efficiency in the collection, filing, storage,
archiving and retrieval of data. This will be done in phases, implementation of the solution, and
digitization of records, and should include comprehensive end user training on the solution.

2. Invitation to tender

Prospective Service Providers are hereby invited to submit a proposal for the Design,
Implementation and Support of an Efficient, Effective and Sufficient Enterprise Document and
Records Management System for SANBI for a period of three (3) years.

The tender process will be co-ordinated by SANBI's Supply Chain Management (SCM)
department, contactable at the following address:

Deputy Director: Supply Chain Management

The South African National Biodiversity Institute (SANBI)
Private Bag X101

Silverton

0184

Email: sanbi.tenders@sanbi.org.za

The tender closes on 17 August 2022 at 11:00.



3. Compulsory briefing session

A virtual compulsory briefing session will take place on 03 August 2022 from 9:00 to 10:30 on
Microsoft Teams. One representative per service provider will be allowed to attend this virtual
scheduled compulsory briefing session.

Bidders may direct technical and bidding procedure enquiries to the email addresses below.
All responses will be communicated via this tender’'s advertisement webpage on the SANBI
website at: www.sanbi.org

o For bidding procedure enquires: sanbi.tenders@sanbi.org.za
« For technical enquires: f.richards@sanbi.org.za

SANBI will not respond to any questions or requests for clarification if received after 05 August
2022. All questions submitted by prospective bidders and responses to these questions by
SANBI will be forwarded to all bidders who attended the compulsory briefing session.

4. Scope of work

SANBI requires the services of an experienced Document and Records Management Service
Provider to implement a digital solution. This will be done in phases, implementation of the
solution, and digitization of records, and should include comprehensive end user training on
the solution.

The appointed Service Provider will be required to design, implement and support an efficient,
effective and sufficient enterprise document and records management system (EDRMS) in
accordance with the full scope defined in the Business Requirements Specification (Annexure
A).

The Service Provider must ensure that the EDRMS is installed with the latest version of the
EDMRS software to SANBI technology standards (Microsoft SQL Server 2019, Windows
Server 2019, MS 0365).

The Service Provider must ensure integration of third-party tools/systems to enable the
required functionality as defined in the Business Requirements Specification (Annexure A).

The Service Provider must migrate existing SANBI content on SANBI infrastructure into the
EDRMS.

The Service Provider must provide a proposed solution architecture, project and solution
implementation methodology.

The Service provider must ensure all security and backup and recovery requirements are
implemented as defined in the Business Requirements Specification (Annexure A).



The Service Provider must provide technical maintenance, configuration and support of the
EDRMS for a period of three (3) years in accordance with an agreed Service Level Agreement.

41 Requirements of the Service Provider

The successful Service Provider is required to comply with all acceptance criteria indicated
in Appendix A of the Business Requirements Specification.

The successful Service Provider is required to complete the table provided in Appendix A of
the Business Requirements Specification.

The successful Service Provider is required to ensure compliance with the metadata
requirements provided in Appendix B of the Business Requirements Specification.

4.2 Deliverables and timeframes

The Service Provider will be appointed for a three (3) year period, commencing in December
2021. The Service Provider must be able to deliver on the scope of work and meet all the
requirements in this Request For Tender (RFT). The Service Provider will be required to
provide reports on the milestones reflected in the table below:

Milestones Deliverables

Milestone One System Architecture and Design, Implementation
Roadmap, Methodology and Project Plan

Milestone Two EDRMS software installation, hardware installations
and workflow configurations

Milestone Three Scanning, digitisation and configuration of SANBI
records and documents

Milestone Four Change Management (Administrator/Training, End
user training)

5. Requirements for Proposals

5.1 Mandatory Documents Required

Each submission must include the following (failure to provide below documentation will
result in the tender being rejected):

o A certified copy or original valid B-BBEE Status Level Certificate or sworn affidavit.

o Note that for this tender, the following pre-qualification criterion for preferential
procurement will be applied: Tenderer having a B-BBEE status level of contributor
Level 1.



Solution or OEM Certificate of Compliance with NARSA or US DOD 5015.2, ISO
15489.
A letter of Good Standing from the office of the Compensation Commissioner as
required by the Compensation for Occupational Injuries and Diseases Act (COIDA), if
applicable. The letter should be issued by the Department of Labour.
A copy of the Central Suppliers Database (CSD) registration report.
Fully completed SBD forms.
Pricing details (see Annexure B). The pricing details must only be included
in the ‘original’ document as per the section on submission below.
Inclusion of pricing in the electronic copy delivered on a USB will
result in the tender being rejected (see Section
5.2 Details Required in the Proposal

The proposal must include the following:

Note

Provide detailed project plan, on all activities and tasks to complete the project.
Provide the migration approach for content for the proposed solution, from current
document storage to proposed solution.

Explain how integration will be done into line of Business Applications.

Explain how the proposed solution will implement electronic document management:
creation, management, and sharing of electronic documents, allowing for storage,
retrieval, tracking, and administration of documents.

Provide a roadmap for deploying additional functionalities as users become more
knowledgeable and document management adoption matures within SANBI.

Explain how the solution will handle Records management: Creation, distribution,
maintenance, usage, archiving and governance of electronic and paper records
meeting regulatory and compliance requirements, and ability to synchronize retention
and disposition rules with classifications.

Provide training for technical staff and end users

: Annexure C should be utilised as a template for completion

6. Pricing

All proposals to include VAT and SANBI will assume that all pricing received is VAT
inclusive and in South African (ZAR).
All pricing will be final and binding.



» All pricing supplied in the Terms of Reference responses shall remain valid for a
period of four (4) calendar months (120) days.

7. Submission

This is a two-envelope tender process. Service Providers are to submit one (1) pack of original
proposals, marked “ORIGINAL” in an envelope, with pricing included, and one (1) electronic
copy on a USB, marked “COPY” in a second envelope. The electronic copy on the USB must
exclude pricing details.

Financial and pricing details must only be included in the pack marked “ORIGINAL”.
NB. Failure to submit:

¢ one pack of original documents with pricing included and
e oOne electronic copy on a usB without pricing data
in the prescribed manner WILL lead to the bid being disqualified.

Tenders must be submitted in the tender box located in the reception area of the Biodiversity
Centre Building at the Pretoria National Botanical Garden, 2 Cussonia Avenue, Brummeria,
Pretoria, during office hours before the tender closing date and time.

Normal office hours are from 08:00 to 16:00 daily. E-mailed and faxed submissions will not be
accepted. Late submissions will be disqualified.

8. Evaluation criteria

In accordance with the National Treasury Instruction Note on the Amended Guidelines in
Respect of Bids that include Functionality as a Criterion for Evaluation (issued 3 September
2010), this bid will be evaluated in two stages:

The first stage will evaluate functionality according to the criteria listed in the table below.

Capability Evaluation Criteria Weight**
Overall Approach 20
e Provide detailed project plan, on all activities and tasks to (10)
complete the project
e Explain how integration will be done into line of Business (10)
Applications
Understanding of the Business Specification Requirements 40

¢ Provide the migration approach for content for the proposed | (10)
solution, from current document storage to proposed
solution.

o Explain how the proposed solution will implement electronic | (10)
document management: creation, management, and sharing
of electronic documents, allowing for storage, retrieval,
tracking, and administration of documents.




e A roadmap for deploying additional functionalities as users

become more knowledgeable and document management adoption  [(5)
matures within SANBI.

¢ Records management: Creation, distribution, maintenance, usage,
archiving and governance of electronic and paper records meeting (5)
regulatory and compliance requirements, and ability to synchronize
retention and disposition rules with classifications.

e Training Approach and Plan (10)

Capacity 20

The service provider should demonstrate the ability to carry out the work
required. Adequate resources should be assigned for the timeous
completion of the project.

e Company Profile. The bidder(s) must include a company profile |(10)
detailing: Company registration documents  (proof of
ownership/shareholding certificate). Also provide an organogram of
the team allocated to the project.

e List of all available resources to be assigned i.e. CVs of personnel
together with proof of their relevant certification in document ((10)
management solutions. The CVs should include details of experience
of implementing document and records management and document
management systems in the Public Sector document and records
management and document management systems in the Public
Sector

Experience (Overall track record) 20

e Quality of references for four relevant current or recent clients, (10)
within the last five years, for which similar work has been
conducted

e Ability to undertake the work, through reference to the scope and
scale of similar work done for past and present clients within the  |(10)
last five years

TOTAL 100

** Service Providers who fail to score a minimum of 70 points out of a possible 100 points
on functionality criteria will not be eligible for further consideration.

Sufficient information must be provided to allow the Bid Evaluation Committee to
evaluate bids against these functionality criteria.

The second stage will evaluate the price and preference points of those bids that meet the
minimum threshold for functionality. In accordance with the Preferential Procurement



Regulations, 2017 pertaining to the Preferential Procurement Policy Framework Act (No. 5 of
2000), the 80/20 point system will be applied in evaluating proposals that qualify for further
consideration, where price constitutes 80 points and a maximum of 20 points will be awarded
based on the bidder's B-BBEE Status Level Certificate.

9. Contract period

The appointment is anticipated to be for a period of three (3) years, potentially commencing in
1 January 2023. The contractual appointment period will be as stipulated in the Independent
Contract Agreement and Service Level Agreement.

10. General Safety, Health and Environmental requirements

All Service Providers entering into a contract with the South African National Biodiversity
Institute (SANBI) shall, as a minimum, comply with the following requirements if applicable:

e The Compensation for Occupational Injuries & Diseases Act (Act 130 of 1996): The
Service Providers will be required to submit a letter of good standing from the office of
the Compensation Commissioner as required by the Compensation for Occupational
Injuries and Diseases, if applicable. The letter should be issued by the Department of
Labour.

11.Fraud and Corruption

e Any effort by a Bidder to influence the bid evaluation, bid comparisons or bid award
decisions in any matter, may result in rejection of the bid concerned.

¢ The SANBI shall reject a submission if the Bidder has committed a proven corrupt or
fraudulent act, or any other improper conduct in bidding for any other work.

» The SANBI may disregard any submission if that Bidder, or any of its directors:

e have abused the Supply Chain Management (SCM) system of any Government
Department/ institution.

¢ have committed proven fraud, corruption, or any other improper conduct in relation to
such system.

e have failed to perform on any previous contract and the proof thereof exists; and/or is
restricted from doing business with the public sector if such a bidder obtained preferences
fraudulently or if such bidder failed to perform on a contract based on the specific goals.

12. General

e All documents submitted in the response to this RFT must be written in English.

e Potential Service Providers should not assume that information and/or documents
previously supplied to SANBI, at any time prior to this RFT, will be considered, and
they shall not make reference to such information and/or documentation in their
response to the RFT.

e The appointment of a successful Service Provider will be subject to all parties
agreeing to mutually acceptable contractual Terms and Conditions. The preferred
form of contract for the professional services as per this RFT will be the Independent
Contract Agreement.



The Independent Contract Agreement will be drawn up between SANBI and the
Service Provider.

Invoices will be paid for deliverables received as agreed in the Independent
Contract Agreement.

Any or all information made available to the Service Provider by SANBI will be
regarded as confidential and shall not be made available to third parties without the
prior written consent of SANBI.

All reports must be in MS Office format (Word or Excel preferred) and electronic
versions of all reports must be submitted.

10



Annexure B: Pricing schedule

Cost

VAT

Milestone One

System architecture and design,
Implementation Roadmap, Methodology and
Project Plan in consideration of the Business
Requirement Specification (Annexure A).
The project plan should also include content
migration to the proposed solution
Development of a NARSSA approved file plan

Development of a retention schedule
Development of a records management policy

Development of user records management
procedures (in addition to system procedures)

Review of registry procedures

Scanning per million pages (unit price) or part
thereof,

Full enablement of an EDRMS that allows
SANBI users the ability to:

Full enablement of an EDRMS that allows
SANBI users ability to:

Create, retrieve, manage, publish, collaborate
and archive SANBI documents as defined in
the Business Requirement Specification
(Annexure A)

All identified legal, operational and business
requirements have been met as defined in the
Business Requirement Specification
(Annexure A)

Milestone Two

EDRMS software, hardware installations and
workflow configurations as defined in the
Business Requirement Specification
(Annexure A)

Milestone Three

Scanning, Digitisation and configuration of
SANBI records as defined in the Business
Requirement Specification (Annexure A)

11



Milestone Four
Change Management

Training

(Administrator/Training, End user training) as
defined in the Business Requirement
Specification (Annexure A)

Please quote per user for training

Procurement of new licences and
Maintenance and Support Costs

Maintenance and Support Costs
Year 2 (Rate per Hour)

Maintenance and Support Costs
Year 3 (Rate per Hour)

Total Solution Costs

Total Vat

Total Costs

Annexure C: Experience

References

ltem

1 2

Project title

Name of Service

Provider

Role of Service

Provider

Client name

Contract value

12




Start and end dates

Challenges, if any

Contact details of a

referee from the
client organisation

Number of systems
migrated or deployed

Number of current

users of the solution

If relevant to the

entire project indicate to
which section of work this
reference is applicable

Brief project
description
(maximum 300
words)

Note: References of at least four (4) current or recent clients for which similar work has
been done in the last five (5) years must be provided.

13
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Introduction

1.1 Aim

The aim of this document is to outline the Electronic Document and Records
Management System (EDRMS) requirements for the South African National Biodiversity
Institute (SANBI).

1.2 Background

Since its inception as a government entity SANBI has created and inherited a large
number of documents. These documents, both paper and electronic, are stored in
various places that are geographically spread across all nine provinces of the country.

This creates a culture of electronic documents not being easily accessible, and paper
documents presenting their own set of problems e.qg.

e being labour-intensive to process;

e requiring substantial storage space;

¢ hard to control,

e easily lost; and

e characterised by slow access times averaging five to fifteen minutes per

document.

In addition to the identified inefficiencies, SANBI needs to comply to the requirements of
the National Archives and Records Service of South Africa (NARSSA) and implement a
solution to manage records in all formats. SANBI has therefore taken the decision to
acquire an Electronic Document and Records Management Solution (EDRMS).

A sustainable SANBI EDRM Solution impacts every department, business process, and

employee working with information. Technology alone will not resolve the issues.

Change management, resources, roles, training, policy, information analysis and

process automation are all critical parts of the Solution.

However, these components cannot work without a core system that has the capacity to

automate the process of creating and reporting information, from beginning to end.
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This document specifies the business needs and requirements from the EDRMS.
1.3 EDRMS Benefits

The EDRMS will ensure the following benefits:

¢ Improved efficiency — Automation and standardisation of content and document

processes will result in the elimination of many unnecessary steps and improve

quick and easy access to information. The Institute can adopt an electronic mind-

set thus improving the process associated with managing, accessing and

distributing said documents.

e Security and Access control - improved management achieved through

standardisation, allocation of access rights, and consistent information security

controls at content and document level compliment working methods and the

availability of audit trails.

e Improve stakeholder and customer service — the ability to quickly service

requests by accurate and consistent flow of information. Consistency in the

processes leads to greater predictability in levels of response to customers and

other key stakeholders.

o Flexibility — the sharing of information as a resource, the capability to use muiti

channels for delivery, and enhance the user experience.

o Interoperability — varied platforms, services, systems, schemas, files, ERP and

more can be brought together into a singular view and information resources can

be shared.

o Capability - makes the Institute more responsive to productivity and performance

objectives. Redundant duplication and manual activities are reengineered for

performance, accuracy and cost effectiveness.

e Communications - employees and other role players are able to collaborate

immediately and effectively on content or decision-making information which is

distributed via electronic channels from an EDRMS enterprise capability.

e Information as a Resource — the capabilities and functionalities in the EDRMS

allow the Institute to position itself to use the information stored in documents

and content, structured and unstructured, effectively across varied channels and

process instantaneously to multiple users, employees and stakeholders.
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¢ Cost Reduction initiatives — manual tasks can be converted to Institute rule driven
process oriented digital information delivery across platforms and institutional
divisions and locations.

e Governance - complete corporate governance, accountability and
responsiveness to regulatory compliance through audit ability in content
management and applied Institute rules, secured stores that reflect accurate and
audited information.

e Performance — quick turnaround times are possible because information is
available when needed. This eliminates much manual process tasking and
possibly even rework. Information resources are shared across multiple
Institution Units and Airports.

e Agility — the ability to find information from many sources more often, more
accurately and more relevant empowers the Institute, Institution Units and
individual users.

e Accuracy — search and retrieval disciplines enable a measure of consistency,
bring with it an improved degree of accuracy through common process and
methodology to searching, finding, collating and managing information retrieved.

e Commonality —the EDRMS practices mature over a period of time, become more
pervasive through the Institute and allows for commonality in approach, method
and principle.

s Reusability — information retrieved and stored is available across the Institute, for
varied use, multiple purposes process and decision points using same toolsets,

technology infrastructure, standards and principles.
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2

Requirements

The following high-level requirements must be met:

The system must manage electronic documents and records

Ability to manage and track physical (paper) records

It must have a User-friendly interface

It must provide for efficient and effective search and retrieval of information.
The ability to integrate with other systems through Application Programming
Interfaces (APIs), to allow users access to information from various systems;
providing a single interface to access to organisational information.
Collaborative functionality that can assist with knowledge sharing

Version control.

Audit trails and functionality to track documents throughout the organisation.
ldentification and reduction of duplicates.

Incorporate file plans and retention schedules

Incorporate security classification schemes

Information Security to manage and protect user access and permissions

For purposes of this document, the EDRMS requirements are presented in a format
similar to the AlIM model as illustrated in Figure 1: Enterprise Content Management (ECM)

processes:
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Figure 1: Enterprise Content Management (ECM) processes
2.1 Capture

21.1 Capturing of documents

A secured, user-friendly Electronic Document and Records Management System
where documents will be captured for centralised access, re-use, management,
storage, and distribution must be implemented.

2.1.2 Application Independence

The Electronic Document and Records Management System must provide functionality
to capture all documents irrespective of format.

These documents can include (but not limited to) the following:

¢ Office documents (mostly in Microsoft office but can include other applications).
e Graphical images and schematics (including technical drawings and plans).

e Digital assets such as photographs and videos.

e Email messages together with attachments.

e Scanned images
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2.1.3 User interface

The user interface must be user friendly and intuitive. Any system installed must be
simple, easy to use and accessible at all times.

2.1.4 Scanning

2.1.4.1 Indexing

The system must be able to integrate with a scanning interface. If a scanning interface
is provided it must provide for Optical Character Recognition (OCR) functionality (to
ensure that full text retrieval is possible on scanned images). OCR functionality can
also be used to determine certain elements on scanned documents (like invoice
number, customer name or numbers etc.)

2.1.5 Unique identifier

When captured the system must provide a unique identifier for the specific document.
Both external (user defined) and internal (system generated) numbering must be
allowed.

2.2 Manage

2.21 Metadata

Metadata is descriptive data that provides context to electronic documents and
records. Without the necessary metadata, a document cannot be considered to be a
record. Metadata gives information about where a document comes from, who the
creator is, when was it created, where it is located, etc. Metadata can be described as
structure information that describes and or enables finding, managing, controlling,
understanding, or preserving other information over time.

2.2.1.1 Required Metadata Elements

The system must be able to include metadata as per NARSSA Minimum Mandatory
Metadata Requirement s. Please see Appendix B: Required Metadata (From NARSSA
Minimum Mandatory Metadata Requirements)

The system must provide flexibility and ease of use balanced with compliance and
records management considerations. The system must have the ability to automate as
many as possible of the recommended minimum metadata fields and to configure
additional metadata fields only where absolutely required for structured retrieval,
workflow, lifecycle management, control, provision of context or reporting. This will
promote ease of use as users will only have to select metadata fields from a drop-
down menu.
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2.2.2 Electronic signatures

As part of managing reviews and approval of documents, the system must allow for
integration with electronic signatures.

Suppliers must provide specifications and costs of their preferred Electronic signature
platforms.

2.2.3 Version Control

The system must provide the ability to store modifications to a document as a new
version or as a revision on a specific version. An audit trail of all modifications must be
available.

2.2.4 Workflow
The system must provide workflow functionality:

s Allow different workflows for different document types.

e Provide workflows which consist of a number of steps, each step being (for
example) movement of a document from one participant to another for action.

e Not practically limit the number of steps in each workflow.

e Provide a function to alert a user participant that a document has been sent to
the user's electronic “in tray” for attention and specify the action required.

¢ Allow the use of E-mail as a notification system.

e Allow pre-programmed workflows to be defined and maintained by the

Administrator.

2.2.5 File Plan

The EDRMS must allow for the use of and incorporation of a NARSSA approved File
Plan. The File Plan is to be used for records management to classify records in terms
of retention, archival value, disposition, retrieval, and security.

2.2.6 Hybrid records Management

The EDRMS must include functionality for managing records and files in both
electronic and physical format. |t must support consistency between paper, electronic
and hybrid records (kept in both formats). It must provide for the ability to track
location and movement of paper files, using bar-code, RFID, or other technologies.

SANBI EDRMS Business Requirements Specification Page 10 of 78



SANBI E3 &

»
Biodiversity for Life

South African National Biodiversity Institute

2.2.7 Integration

The EDRMS must provide ability to integrate with other systems in order to allow for
information to be exchanged thereby maintaining data integrity and documents to be
linked to their system objects or transactions.

2.3 Store

2.3.1 Search and Retrieval

The system must provide for extensive retrieval functionality. The system must provide
for full text retrieval and must allow users to search via metadata fields; content types,
browse the SANBI file plan or Classification Scheme, browse various taxonomies and
allow the user to define profiles in order for information to be pushed to the user when
relevant new reports or records are submitted to the repository. It must also allow
users to save output and search queries.

2.3.2 Searching

The system must provide the ability to search on the content or text of documents (full
text retrieval) using natural language queries — similar to a Google type search on the
internet. This functionality must also support retrieval of documents on specific words
or concepts and must include the use of Boolean operators (and or not etc.).

2.3.2.1 Browsing

The system must provide the ability to browse the File Plan where documents are
aggregated based on metadata or other representation.

2.3.2.2 Metadata Searching

The system must provide the functionality to search on metadata elements and
combinations of metadata elements.

2.3.2.3 Presenting Search Results

The system must present the result set in such a way that direct access to an
individual document can be gained with one click.

2.3.3 Security

The Electronic Document and Records Management System must provide a security
model that will safeguard all files. Functionality must allow for access to documents to
be linked to positions (roles), not persons. It must also make allowance for complex
security in relation to electronic documents. Security must address maintaining access,
availability and integrity of information minimizing the risk of loss, corruption, and
unauthorised access. It is regarded as a critical component of the system.
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The system must also allow the administrator to limit access to documents, files, and
metadata to specified users or user groups. It must also be possible to assign certain
security rules to specific document types.

24 Preserve

2.4.1 Deletion of records

The system must prevent the deletion of an electronic record or any part of its contents
at all times, with the exceptions of:

o Destruction in accordance with a retention schedule.

e Deletion by an Administrator as part of an audited procedure.

2.4.2 Retention
In line with the Retention Periods applicable, the system must:

¢ Provide a function that specifies retention schedules, automates reporting and
destruction actions, and provides integrated facilities for exporting documents
and metadata.
e Provide notification to the administrator when retention period is due.
e Be capable of associating a retention schedule with any document, file or folder
of the classification scheme.
¢ Must be able to accommodate the following type of retentions:
o passage of a specified period of time after the document is created;
o passage of a specified period of time after a specific event;
o specified as “indefinite” or “permanent” to indicate long term preservation
of the documents.

2.5 Deliver

2.5.1 File Format Display

The Electronic Document and Records Management System must provide the
functionality to display all electronic documents irrespective of whether there is a native
application or viewer available.

2.5.2 Collaboration

Collaboration relies on openness and knowledge sharing but also some level of focus
and accountability on the part of the Institute. Governance must be established
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addressing the creation and closing of team workspaces with assighment of
responsibility for capturing the emergent results of the collaborative effort for
preservation in the repository.

In addition, a central location to capture best practices, share information, and promote
standardized Institute processes is imperative, whereby staff can capture and share
collective team knowledge or important information through:

o Tracking updates and information with alerts or Really Simply Syndication (RSS)

¢ Using blogs to share or promote information

e Capturing community knowledge or documenting internal processes by using a
wiki

o Using surveys or discussions to gather information or encourage dialogue
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Document Management 1200
Records Management 1074
Collaboration 1074
Electronic Signatures 100

Workflow 1200

Pricing must be per user, to allow for flexibility in increasing or reducing the number of licences to be procured.

2.6.3 Integration with Microsoft Sharepoint and Office 365

SANBI has licences for Microsoft 365 including Sharepoint. Vendors may opt to use Sharepoint functionality where feasible and then add
additional functionality if required using add-on products. If Sharepoint is included in the solution, Adoption and Change Management of
Sharepoint must form part of the solution. Design and configuration of Sharepoint sites, libraries, metadata and records management
compliance and policies must form part of the solution.

Currently Sharepoint is On Premise.

Vendors may also decide to use a complete suite of products to replace Sharepoint.

2.6.4 Professional services

Design and implementation costs will comprise a large part of the solution. Vendors are to show the proposed approach in detail, outlining
activities and costs in detail.

2.6.5 Development of policies and procedures
The following must be included in the pricing:

e Development of a NARSSA approved file plan
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Development of a retention schedule

Development of a records management policy

Development of user records management procedures (in addition to system procedures)
Review of registry procedures

2.6.6 Migration and back-scanning

Volumes of paper records to be back scanned, and electronic records to be migrated have not been ascertained yet. Vendors are to provide
unit prices for scanning per million pages or part thereof, and per terabyte for migration of electronic records.

2.6.7 Training

All users are to be trained on the functionality of the EDRMS system.

Super User Training should also be provided with one Super User providing the role of first line support to ten users.

Two administrators should be trained with one administrator performing the function of a dedicated EDRMS administrator.

In line with this the following number of users should be trained:

Type of Training No of Users
User Training 1500

Super User Training 150
Administrator Training At least 5

2.6.8 Change Management

The proposed change management methodology and plan must be included
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2.6.9 Project Management

The project management methodology and approach must be included. Project management should follow a recognised standard such as
Prince 2 or PMBok.

A proposed project plan must be included.
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The following table must be completed, as follows:

The Compliance column must be completed with either Yes, No or Partly. If compliance is “partly” then an explanation must be provided.

No Component Area
1. Scanning Access
2. Scanning Batch
3. Scanning Batch
4 Scanning Capture
5. Scanning Capture
8. Scanning Control

Requirement Compliance
(Yes, No,
Partly)
SCANNING

The EDRMS must allow authorised
users to be able to open digitised
records directly from the EDRMS.

The EDRMS must allow batch/bulk
import of digitised images.

The EDRMS must separate records in a
batch using barcode separation, patch
codes or separator sheets.

The EDRMS must allow single/ad hoc
import of a digitised image.

The EDRMS must provide for a
confirmation box for editing, saving, and
deleting images.

The EDRMS must alert/prompt users of
outstanding indexing of digitised
records, quality assurance and
exceptions handling, if applicable.
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No Component Area

7. Scanning Control

8. Scanning Control

9. Scanning Control

10. Scanning Control

11. Scanning Control

12. Scanning Control

13. Scanning Image
Enhancement

13.1.  Scanning Image
Enhancement

13.2.  Scanning Image
Enhancement

Requirement Compliance

(Yes, No,
Partly)

The EDRMS must keep an audit trail of
the verification process.

The EDRMS must make provision for
thumbnail viewing of digitised pages per
record.

The EDRMS must provide for digitised
re-import in mid-batch in case of
interruption.

The EDRMS must provide for the
management of digitised images as
multiple pages of a single record.

The EDRMS must ensure that QA and
verification includes a matching count of
physical pages with digitised pages.
The EDRMS must ensure that the
number of pages of a digitised imaged
are managed for each record digitised.
The EDRMS must ensure that the
following functions are performed
automatically as well as manually:

o Deskew.

¢ Despeckle/background clean-up.
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No Component Area
133.  Scanning Image
Enhancement
13.4.  Scanning Image
Enhancement
13.5.  Scanning Image
Enhancement
13.6.  Scanning Image
Enhancement
14, Scanning Image
Enhancement
141.  Scanning Image
Enhancement
14.2.  Scanning image
Enhancement
14.3.  Scanning Image
Enhancement
15. Scanning Image Quality

Requirement Compliance

(Yes, No,
Partly)

¢ Black border removal.
e Blank page removal.

¢ Enhancing characters (for example,
where they are faint or incomplete).

* Hole filling (from hole punches).

The EDRMS must ensure that
authorised users are able to perform the
following image enhancements
manually:

¢ Rotate.

e Trim.

e Rearrange, remove, or add pages to a
record.

The EDRMS must ensure that various
Scanning profiles are available for
different combinations of technical
resolution, bit depth, formats and
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No Component Area
151.  Scanning fmage Quality
15.2.  Scanning Image Quality
15.3.  Scanning Image Quality

Requirement Compliance
(Yes, No,

Partly)

compression based on specific formats
of the original paper record:

e Text only, black, and white:

O
O
O

o

Resolution: Minimum 300 ppi,
Bit Depth: 1 bit (bi-tonal),
Format: TIFF PNG PDF/A
containing TIFF or JPEG 20004,
Lossless compression.

¢ Documents with watermarks, grey
shading grey graphics:

O
@]
o]

o]

Resolution: Minimum 600 ppi,
Bit Depth: 8-bit grey scale,
Format: TIFF PNG JPEG 2000
PDF/A containing TIFF or JPEG
2000,

Lossless compression.

o Documents with discrete colour used
in text or diagrams:

[¢]
O
o]

Resolution: Minimum 600 ppi,
Bit Depth: Minimum 8-hit colour,
Format: TIFF PNG JPEG 2000
PDF/A containing TIFF or JPEG
2000,

Lossless compression.
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No Component Area Requirement Compliance
(Yes, No,
Partly)
154.  Scanning Image Quality e Black and white photographs:

o Resolution: Sufficient to provide >
3000 pixels across long
dimensions,

o Bit Depth: 8-bit grey scale,

o Format: TIFF PNG JPEG 2000
PDF/A containing TIFF or JPEG
2000

o Lossless compression.

16.5.  Scanning Image Quality e Colour photographs:

o Resolution: Sufficient to provide >
3000 pixels across long
dimensions,

o Bit Depth: 24-bit colour,

o Format: TIFF PNG JPEG 2000
PDF/A containing TIFF or JPEG
2000,

o Lossless compression.

15.6.  Scanning Image Quality  « Black and white negatives:

o Resolution: Sufficient to provide >
3000 pixels across long
dimensions,

o Bit Depth: 8-bit grey scale or 24-bit
colour,
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No Component Area
15.7. Scanning Image Quality
16. Scanning Metadata
17. Scanning OCR

Requirement Compliance

(Yes, No,
Partly)
o Format: TIFF PNG JPEG 2000
PDF/A containing TIFF or JPEG
2000,
o Lossless compression.

s Colour negatives and transparencies:

o Resolution: Sufficient to provide >
3000 pixels across long
dimensions,

o Bit Depth: 24-bit colour,

o Format: TIFF PNG JPEG 2000
PDF/A containing TIFF or JPEG
2000,

o Lossless Compression.

The EDRMS must ensure that metadata
fields/attributes used in the indexing
solution are tightly integrated with the
metadata defined in the EDRMS to
minimise synchronisation issues.

The EDRMS must ensure that
authorised users are able to capture
OCR data and manually copy it to other
records, metadata (after record is stored
in the EDRMS), etc.
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No

18.

19.

20.

21,

22,

Component

Scanning

Scanning

Scanning

Scanning

Scanning

Area

OCR

OCR

Output

Output

Storage

Requirement Compliance
(Yes, No,
Partly)
The EDRMS must ensure that OCR
accuracy is above 95%.
The EDRMS must ensure that Optical
Character Recognition (OCR) is
performed on digitised images.

The EDRMS must ensure that the
Scanning output do not affect the layout
of the original paper version.

The EDRMS must ensure that the
output format of digitised records is
searchable PDF/A that includes an
accurate resemblance of the original
record in an image as well as the OCR
data.

Before original physical records are filed
in the specific physical registry, the user
who indexed the record during Scanning
must receive a notification from the
EDRMS specifying the File Plan Ref # in
order to file in the same location as
stored in the EDRMS.

Document Management
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No Component Area

23. Document Capture
Management

24, Document Capture
Management

25, Document Capture
Management

26, Document Capture
Management

27. Document Capture
Management

28, Document Capture
Management

29. Document Capture
Management

Requirement Compliance

(Yes, No,
Partly)

The EDRMS must provide for storing
redlining, annotations, and highlighting
separately but associates them with the
original.
The EDRMS must be able to manage
virtual documents (documents linked in
a virtual structure).
The EDRMS must ensure that
documents can be edited whilst
preventing records from being edited.
The EDRMS must only allow an author
to edit a document once it has been
checked out.
The EDRMS must provide a check-out
facility which locks the original
document and identify documents which
authors have checked out.
The EDRMS must provide the
functionality to check in / check out
single files or objects as well as batch or
mass methods for document check-
in/check-out.
The EDRMS must provide functionality
for an author of a document to check-in
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No

30.
3.

32.

33.

34.

35.

36.

Component

Document
Management

Document
Management

Document
Management

Document
Management

Document
Management

Document
Management

Document
Management

Area

Capture
Capture

Capture

Capture

Capture

Document
Management

Document
Management

Requirement Compliance

(Yes, No,
Partly)

or unlock a document checked out by
another author.

The EDRMS must create a new version
of a document/record upon check-in.

The EDRMS must facilitate the use of
templates.

The EDRMS must ensure that users
have the ability to drag and drop files
from the Windows environment to the
EDRMS.

The EDRMS must ensure that users
have the ability to save a document to
the EDRMS directly from within Office
Applications

The EDRMS must ensure that version
control can include revisioning.

The EDRMS must allow created
documents to be stored in their native
formats.

The EDRMS must be able to import any
file type.
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No Component Area
37. Document Document
Management Management
38. Bulk Importing Bulk Importing
39. Bulk Importing Bulk Importing

Requirement Compliance
(Yes, No,

Partly)

The EDRMS must be able to manage
the following files Microsoft Word,
Microsoft Excel, Microsoft PowerPoint,
Microsoft Project, Microsoft Visio, PDF,
HTML, MS Outlook, Lotus Notes, JPEG,
GIF, PNG, BMP, TIFF, CSV, RTF,
Voice, Digitised sounds, Executable
documents, Compressed documents

Bulk Importing
The EDRMS must be able to capture
in bulk records exported from other
systems, including capture of:
electronic records in their existing
format, without degradation of content
or structure, retaining any contextual
relationships between the components
of any individual record;

electronic records and all associated
records management metadata,
retaining the correct contextual
relationships between individual
records and their metadata attributes

SANBI EDRMS Business Requirements Specification

Page 27 of 78

Comments and explanations if
needed



SANBIEAEAES

South African National Biodiversity Institute

No Component Area
40. Bulk Importing Bulk Importing
41. System System
Portability Portability
42. System System
Portability Portability

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must be able to produce a
report detailing any failure during a
transfer, export or
destruction.
The report must identify any records
destined for transfer
that have generated processing error,
and any records that are not
successfully
o transferred,
s exported or
e destroyed.

System Portability

The EDRMS must have an up-to-date,
commonly used and supported software
framework, be web-based, and be
accessible via standard internet
browsers, mobile web devices, and
tablets

The EDRMS must provide all the
functionality of the system via remote
access
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No Component Area

43, Metadata Administrative

Metadata
44, Metadata Administrative
Metadata
45. Document Document
Management Management
451. Metadata Administrative
Metadata

451.1. Metadata Administrative

Metadata

Requirement Compliance

(Yes, No,
Partly)
Metadata

The EDRMS must allow the
administrator to change any user-
entered metadata element.
The EDRMS must allow the
administrator to pre-define (and re-
define) the metadata elements
associated with each record, including
whether each element is mandatory or
optional.
The EDRMS must allow the following
metadata to be captured by default;
¢ Unigue Identifier: EDRMS must be
able to generate a sequentially
assigned alpha numeric identifier with
no intelligence and structure in the
numbering. The EDRMS must further.
¢ enable the identifier to be numeric or
alpha numeric, or to include the
concatenated identifiers of the volume
and electronic records above the
records in the File Plan.
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No Component Area

452. Metadata Descriptive
Metadata

453. Metadata Administrative
Metadata

454. Metadata Administrative
Metadata

455, Metadata Administrative
Metadata

456. Metadata Administrative
Metadata

457. Metadata Administrative

Metadata

Requirement Compliance

(Yes, No,
Partly)

be able to display the unigue
identifiers of related items.

Date /Time of last edit: The EDRMS
must be able to display record date
time of last edit based on a
standardised convention to be used
for the date and time of last edit.

Date Booked-in/Checked out: The
EDRMS must be able to indicate date
record was booked-in/checked out of
the system.

Date Distributed: The EDRMS must
be able to capture the date/time the
document/record was distributed
based on a standardised convention.
Date/Time Created: The EDRMS must
be able to generate/display date/time
the document was created in the
system based on a standardised
convention.

Application format: The EDRMS must
capture information regarding the
application (used for processing the
original application file).
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No Component Area
458. Metadata Descriptive
Metadata
459. Metadata Descriptive
Metadata
4510. Metadata Descriptive
Metadata
45.11. Metadata Descriptive
Metadata
4512. Metadata Descriptive
Metadata
4513. Metadata Descriptive
Metadata

Requirement Compliance
(Yes, No,

Partly)

e Author: The EDRMS must be able to

capture the author of a document as a
multiple entry. Author referring also to
co-authors, co-collaborators,
committees, groups, etc. based on a
standardised convention to be used.

Creator: The EDRMS must be able to
capture the creator of a document as
a single entry based on a
standardised convention to be used.
Originating Domain: The EDRMS
must allow user to indicate from which
Institute unit a document originates.
Record Title: The EDRMS must be
able to display an assigned title or
description of the record.

Document Types: The EDRMS must
support the definition of different
document (or record types) that are
associated with a specified set of
metadata to be applied at capture.
Record Type: The EDRMS must be
able to display and allow for a default
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No Component Area
45.14. Metadata Descriptive
Metadata
4515, Metadata Descriptive
Metadata
4516. Metadata Descriptive
Metadata
4517. Metadata File Plan

Administration

4517.1. Metadata File Plan

Administration

Requirement Compliance

(Yes, No,
Partly)

setting of a list of predefined record
types

Version Indicator/Number: The
EDRMS must be able to generate the
creation version of the record in the
electronic repository according to a
standardised convention.

Revision Indicator/Number: The
EDRMS must be able to generate a
sequential number for each revision of
a document before it is finalised and
declared as a record based on a
standardised convention.

State Indicator: The EDRMS must
allow user to select from a list of
predefined document lifecycle states
that are based on standardised
conventions to be used.

File Plan Metadata; The EDRMS must
support metadata for all the levels
within the File Plan.

The EDRMS must allow the
inheritance of metadata values from
ali the levels in a File Plan down to the
record level
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No Component Area
45.18. Metadata Records
Management
Metadata
45.19. Metadata Security
Metadata
4520. Metadata Security
Metadata
45201, Metadata Security
Metadata
45.20.2. Metadata Security
Metadata

Requirement Compliance

(Yes, No,
Partly)
¢ Physical Location: The EDRMS must

display the physical location of a
record.

e Access Control List: During creation of
arecord, the EDRMS must allow
users to choose who can view the
records based on the access control
list.

e Access restriction review Date: The
EDRMS must capture the access
restriction review date.

e The EDRMS must be able to capture
and store information about violations
(that is, a user’s attempts to access a
record or record, including volumes, to
which they are denied access), and
(where violations can validly be
attempted) attempted violations of
access control mechanisms.

e The EDRMS must ensure that only
authorised users and administrators
can change the content of records
management metadata elements.
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No

45.21.

45.22.

45.23.

46.

47.

48.

Component

Metadata

Metadata

Metadata

Records
Management

Records
Management

Records
Management

Area

Security
Metadata

Structural
Metadata

Structural
Metadata

Classify

Classify

Classify

Requirement Compliance

(Yes, No,
Partly)

o Security Classification: EDRMS must

allow user to select a security

classification from a list of predefined

security classifications.
¢ Original Format: EDRMS must be able

to capture the original record format.

¢ Rendered Format: EDRMS must be
able to capture the formats to which
records have been rendered.

Records Management

The EDRMS must support the use of an
institutional File Plan.

The EDRMS must support a File Plan
that can represent records (at the
function, activity, transaction level)
organised in a hierarchy with a minimum
of three levels.

The EDRMS must support the initial and
on-going construction of the File Plan.
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No Component Area

49, Records Classify
Management

50. Records Create
Management

50.1. Records Create
Management

50.2. Records Create
Management

50.3. Records Create
Management

504. Records Create
Management

51. Records Create
Management

52. Records Create
Management

521. Records Create

Management

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must allow the creation of
more than one view for the same File
Plan.
If the EDRMS provides functionality to
capture e-mail as records it must:

¢ Provide capability to capture the e-
mail and the attachment as a single
record.

¢ Provide capability to capture the e-
mail and the attachments as separate
records.

¢ Provide capability to capture the e-
mail and the attachments as separate
but linked records.

¢ Provide capability to capture only the
attachments as a record.

The EDRMS must prevent the
destruction or deletion of any record by
a user.
The EDRMS must prevent the
destruction or deletion of any record by
an administrator, with the exceptions of:
e destruction in accordance with a
disposal authority; and
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No Component Area

52.2. Records Create
Management

53. Records Create
Management

54,

55. Search & File Formats
Retrieval

56. Search & metadata
Retrieval

57. Search & metadata
Retrieval

Requirement Compliance

(Yes, No,
Partly)
¢ authorised deletion by an
administrator.
The EDRMS may permit the
administrator to set limitations on the
quantity of items associated with a
record if required for Institute purposes.
Alert the Records Manager to records
due for disposition before
implementing disposal actions, and on
confirmation from the Records
Manager must be capable of initiating
the disposal actions specified in
this section

Search and Retrieval

The EDRMS must allow full text
searches on OCR'ed records.

The EDRMS must allow users to
conduct searches on a combination of
both metadata and full text.

The EDRMS must allow users to set
metadata fields to be displayed as
default fields on the retrieval screen.
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No Component Area
58. Search & Records
Retrieval Management
59. Search & Search
Retrieval execution
60. Search & Search
Retrieval execution
61. Search & metadata
Retrieval
62. Search & Search
Retrieval Execution
63. Search & Search
Retrieval Operators &
symbols
64. Search & Search results
Retrieval

Requirement Compliance

(Yes, No,
Partly)

The EDRMS must allow searching
within a single record or across more
than one record in the File Plan.

The EDRMS must enable user to
browse the File Plan.

The EDRMS must provide word
proximity searching that can specify that
a word has to appear within a given
distance of another word in the record to
qualify as a search result

The EDRMS must enable users to
search using all metadata fields and to
sort on all fields.

The EDRMS may provide for an option
to display the latest additions to a
domain(s) in a user-defined date/time
parameter.

The EDRMS must allow specialised
users or system administrators to
"tweak" the retrieval system to balance
precision and recall.

The EDRMS must allow full text
searches.
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No Component Area

65. Search & Search results
Retrieval

66. Search & Search results
Retrieval

67. Search & Search results
Retrieval

68. Search & Search results
Retrieval

69. Search & Search results
Retrieval

Requirement Compliance

(Yes, No,
Partly)

The EDRMS must allow users to browse
taxonomies.

The EDRMS must enable users to

define personalised search results

screens.

The EDRMS must provide users with a

functionality to add and save favourite

searches.

The EDRMS must provide a highlight

function for search terms indicated

search results screen as well as in the

document after opening.

The EDRMS must provide display

formats configurable by users or

administrators for

search results, including such features

and functions as:

¢ select the order in which the search
results are presented;

o specify the number of search results
displayed on the screen;

¢ set the maximum number of search
results;

¢ save the search results; and
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No Component Area

70. Search & Search results
Retrieval

71. Printing Printing

72. Printing Printing

73. Printing Printing

74, Email Email
Management Management

Requirement Compliance

(Yes, No,
Partly)
¢ choose which records management
metadata fields are displayed in
search result lists.

Provide relevance ranking of the search
results

Printing

The EDRMS must provide the user with
flexible options for printing records

The EDRMS must allow the user to be
able to print out a summary list of
selected records

(for example, a user specified subset of
records management metadata
elements (for example, Title, Author,
Creation date) for each record

The EDRMS must allow the user to print
the results list from all searches

Email Management

The EDRMS must allow users to
capture emails (text and attachments)
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No

75.

76.

77.

78.

79.

Component

Email
Management

Email
Management

Email
Management

Collaboration

Collaboration

Area

Email
Management

Email
Management

Email
Management

Real-time
information
exchange.

Content
sharing.

Requirement Compliance

(Yes, No,
Partly)

as single records as well as individual
records linked by metadata.

The EDRMS must allow individual users
to capture email messages (and
attachments) from within their email
application.

The EDRMS must allow users to choose
whether to capture emails with
attachments as:

e email text only;

¢ email text with attachments; or

e an attachment only

The EDRMS must ensure the capture of
email transmission data as metadata
persistently linked to the email record.

Collaboration

The EDRMS must support chat rooms,
discussion threads, virtual meetings,
application and desktop sharing, and
white boarding.

The EDRMS must allow users to access
shared documents, illustrations,
photographs, presentations, animation,
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No

80.

81.

82.

83.

Component

Collaboration

Collaboration

Collaboration

Collaboration

Area

Project-based
tools.

Inter-
enterprise
workflow.,

Virtual teams.

Integration
with EDRMS
platform.

Requirement Compliance

(Yes, No,
Partly)

video, and other content from a variety
of sources.

The EDRMS must provide tools, such
as calendars and automatic e-mail
alerts, in shared workspaces to support
project teams and manage the
complexity of project activity.

The EDRMS must enable contributors
from any institution anywhere in the
world to participate seamlessly in
collaborative projects.

The EDRMS must provide a workspace
for ad hoc assemblies of contributors
across disparate functional
departments, institutions, geographies,
and time zones.

The EDRMS must leverage core
EDRMS functionalities, such as
centralized repositories, workflows, and
library services.
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No Component Area
84. Collaboration Robust
security
features.
85. Workflow Workflow
Design
86. Workflow Workflow
Design
87. Workflow Workflow
Design
88. Workflow Workflow
Design

Requirement

The EDRMS must provide secure
workspaces for collaboration and the
ability to invoke SSL encryption, support
for digital certificates, and other security
features.

Workflow

The EDRMS must allow for multiple
workflow instances, submitted by
multiple users or a single user, must be
managed sequentially or concurrently
with or without scheduling.

The EDRMS calendar must distinguish
workdays, holidays, and start and end
times for the workflow engine.

The EDRMS may allow for user update-
able calendar to ensure workflows are
not assigned to absent staff.

The EDRMS must allow for the
integration of third party or external
workflow engines.
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No Component Area
89. Workfiow Workflow
Design
90, Workflow Workflow
Design
91. Workflow Workflow
Design
92. Workflow Workflow
Design
93. Workflow Workflow
Design
9, Workflow Workflow
Design
95. Workflow Workflow
Design
96. Workflow Workflow
Design
97. Workflow Workflow
Design

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must allow a variety of
roles within a workflow to be
established.
The EDRMS must allow all document /
record types to be attached to a
workflow.
The EDRMS must allow assigning of
workflow to roles and users.

The EDRMS must allow assignment of a
workflow to a user, role and or position.

The EDRMS must allow non-technical
authors to create simple workflows.

The EDRMS must allow target date and
times to be assigned to workflows.

The EDRMS must allow the assignment
of a mandatory or optional status to a
workflow or workflow step.

The EDRMS must allow the re-routing of
workflow automatically if not responded
to within a certain time frame.

The EDRMS must allow workflow to be
assigned based on record type.
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No Component Area
98. Workflow Workflow
Design
99, Workflow Workflow
Design
100.  Workflow Workflow
Design
101. Workflow Workflow
Design
102. Workflow Workflow
Design
103. Workflow Workflow
Design
104. Workflow Workflow
Design

Requirement

The EDRMS must be able to restrict
workflows to specific content object
types.

The EDRMS must cater for substitutions
on role, position, person, and user.

The EDRMS must provide for workflow
processes that supports parallel actions.

The EDRMS must provide for workflow
processes that supports sequential
actions.

The EDRMS must provide workflow
templates.

The EDRMS must allow workflow steps
to access the related content object, the
content object's metadata schemas,
metadata elements, and metadata
element values (including linked or
related content objects), with the ability
to update metadata element values.
The EDRMS must assign a mandatory
or optional status to a workflow or
workflow step.

SANBI EDRMS Business Requirements Specification

Page 44 of 78

Compliance
(Yes, No,
Partly)

Comments and explanations if
needed



South African National Biodiversity Institute

No Component Area
105. Workflow Workflow
Design
106. Workflow Workflow
Design
107. Workflow Workflow
Design
108. Workflow Workflow
Design
109. Workflow Workflow
Design
110.  Workflow Workflow
Design
111.  Workflow Workflow
Design

Requirement Compliance

(Yes, No,
Partly)
The EDRMS workflow engine must be
able to deal with dependencies (i.e. task
only can be executed when its input
data become available or when a
dependent task is completed).
The EDRMS must provide the
functionality to configure basic routing,
simple workflows as well as more
complex workflows based on lifecycle
and flow inclusive of rules.
Workflow design must enable
prototyping of task applications.

Workflow modelling tools (as part of the
EDRMS) must include provisions for
expressing roles, positions, structures,
dependencies and parameterized inputs
or constraints.

Workflow must allow rules for
escalations.

Workflow must be extended to objects
other than documents or records (i.e.
Folder or another object).

Workflows must be graphically
designed.
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No Component Area
112. Workflow Workflow
Management
113. Workflow Workflow
Management
114. Workflow Workflow
Management
115. Workflow Workflow
Management
116. Workflow Workflow
Management
117. Workflow Workflow
Management
118. Workflow Workflow
Management
110. Workflow Workflow
Notifications
120. Workflow Workflow
Notifications

Requirement Compliance

(Yes, No,
Partly)

The EDRMS must allow authorised
users to delegate rights to users.

The EDRMS must allow authorised
users to enable and disable notification
features.

The EDRMS must allow non-technical
users to change workflow processes.

The EDRMS must allow users to
interact with workflow via client and
email.

The EDRMS must enable authorised
users to cancel workflow in a controlled
fashion.

The EDRMS must manage and track
sequential and parallel workflow actions.

The EDRMS must allow workflow steps
to re-assign in real time.

The EDRMS must allow a single
notification within a defined timeframe.

The EDRMS must be able to
immediately notify users when an event
occurs that is set to trigger the
notification.
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No Component Area
121. Workflow Workflow
Notifications
122. Workflow Workflow
Notifications
123. Workflow Workflow
Notifications
124, Workflow Workflow
Reporting
125. Workflow Workflow
Reporting
126. Workflow Workflow
Reporting
127. Workflow Workflow
Reporting

Requirement Compliance

(Yes, No,
Partly)

The EDRMS must prevent users from
switching notifications off.

The EDRMS must provide notification
and/or escalations to overdue workflow
actions.

The EDRMS must provide reminder
notifications as scheduled tasks
deadlines approaches.

The EDRMS must allow a full audit trail
of triggers, events, participants of a
workflow.

The EDRMS must be store workflow
execution history.

The EDRMS Workflow engine must
track the execution of workflows and
must record and display relevant states /
status of all the executing workflows.
The EDRMS Workflow system must
report on parameters such as
Role/Position/Participant status
(creators, Reviewers, Approvers, Quality
Controllers, Ready, waiting on a
dependency, Running, finished (success
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No Component Area

128. Workflow Workflow Use

129.  Electronic Electronic
Signature Signature
130. Electronic Electronic
Signature Signature
131.  Electronic Electronic
Signature Signature
132.  Electronic Electronic
Signature Signature

Requirement Compliance

(Yes, No,
Partly)

or failure), Participant time parameters,
Start time, Elapsed time, Finish time.

The EDRMS must display workflow
steps actions and requirements in a text
report display.

Electronic Signatures

The EDRMS must be able to retain the
information relating to electronic
signatures, encryption, and details of
related verification agencies

The system must include features which
allow the integrity of documents bearing
electronic signatures to be maintained
(and to prove it has been maintained).

The EDRMS must have a natural
signature capability, as well as an option
for auto generation of an E-signature
The EDRMS must be able to retain and
preserve as metadata, details about the
process of verification for an electronic
signature
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No Component Area
133, Electronic Electronic
Signature Signature
134.  Electronic Electronic
Signature Signature
135.  Electronic Electronic
Sighature Signature
136.  Security Security:
General
137.  Security Security:
General

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must be capable of

checking the validity of an electronic
signature

The EDRMS should have multiple
interfaces for different functions. For
example, there should be a capability to
provide an E-signature through different
devices (mobile, tablet, laptops, desktop
computer)

The EDRMS must have the ability to
automatically detect if changes have
been made to a document after it has
been signed, and if so, must nullify the
signature on the edited document.

Security

The EDRMS must have the ability to
implement industry best practice
information security management.
(ISO/IEC 17799).

The EDRMS must be able to
immediately revoke all access and
privileges from a specified group or
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No Component Area
138.  Security Security:
General

139.  Security
Audit Trails

140.  Security
Audit Trails

141.  Security
Audit Trails

142.  Security
Monitoring

143.  Security
Monitoring

Accountability:

Accountability:

Accountability:

Accountability:

Accountability:

Requirement Compliance

(Yes, No,
Partly)

selected user(s), thereby preventing
access to the EDRMS.

The EDRMS must be capable of
implementing a default ‘deny' access
policy for users and content objects.
The EDRMS must link electronic
signatures to the specific content object
and stored as part of the document.
The EDRMS must keep audit trials of all
permission and authorisation changes
made to objects, indicating
responsibility, action type, date, and
time.

The EDRMS must retain audit trials of
all actions performed on objects,
indicating responsibility, action type,
date, and time.

The EDRMS must allow reporting on
audit trials for security.

The EDRMS must enable the
downloading of audit trails to utilise for
reporting, i.e. .csv files.
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No Component Area

144.  Security
User
Authentication

145.  Security
User
Authentication

146.  Security
User
Authentication

147.  Security
User
Authentication

148.  Security Authorisation:
Privilege

Management

149.  Security Authorisation:
Privilege

Management

Authentication:

Authentication:

Authentication:

Authentication:

Requirement Compliance

(Yes, No,
Partly)

The EDRMS must ensure that
signatures are date and time stamped.

The EDRMS must ensure that
signatures include the identity of the
person providing the signature as well
as a justification for signing.

The EDRMS must ensure remote
devices and external EDRMSs use
strong authentication mechanisms when
accessing EDRMS resources.

The EDRMS must ensure that
authentication is encrypted when stored
or transmitted.

The EDRMS must ensure that, based
on permission levels (Read Permission),
the hit list only shows
documents/records that the user has
access to.

Must the defauit access restriction for a
specific document need to be adjusted,
the EDRMS must allow the option to
specify the audience (person / group /
role / function / area) as well as the
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No Component Area

150.  Security Authorisation:
Privilege
Management

151.  Security Authorisation:
Privilege
Management

152.  Security Authorisation:
Privilege
Management

1563.  Security Authorisation:
Privilege
Management

154.  Security Authorisation:
Privilege
Management

Requirement Compliance
(Yes, No,
Partly)

necessary permissions that must be
allocated.

The EDRMS must ensure that the
administrator is able to alter the security
category of individual records.

The EDRMS must ensure that an end
user cannot use the EDRMS in any way
to identify the presence of objects which
they are not unauthorised to see.

The EDRMS must allow establishment
of discrete access rights for all objects
(including custom objects and
functions).

The EDRMS must allow nominated end-
users to assign security levels and
temporary privileges to nominated users
to access nominated content objects to
which the end user already has access
(e.g.; delegate rights downstream).

The EDRMS must allow nominated end-
users to have temporary privileges to
nominated content objects in a
workflow.

SANBI EDRMS Business Requirements Specification

Page 52 of 78

Comments and explanations if
needed



SANBI A

South African National Biodiversity Institute

No Component Area

155.  Security Authorisation;
Privilege

Management

156.  Security Authorisation:
Privilege

Management

157. Security Authorisation:
Privilege
Management
158.  Security Authorisation:
Privilege
Management
159.  Security Authorisation:
Privilege
Management
Authorisation:
Privilege
Management

160.  Security

161.  Security Authorisation:
Privilege

Management

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must assign security levels

to individual authors/users or groups of
authors/users.

The EDRMS must assign security levels
to individual content objects or content
collections.

The EDRMS must grant or withhold
specific permissions based on role and
assigned security level of content object
and directory.

The EDRMS must provide ability for
administrators (or nominated roles) to
override access controls to
release/unlock content objects.

The EDRMS must provide security
levels that can be set by the EDRMS
administrator and nominated roles.

The EDRMS must restrict access to
metadata element values based on the
security.

The EDRMS must restrict content object
metadata element value view access
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No Component Area

162.  Security Authorisation:
Privilege

Management

163.  Security Authorisation:
Privilege
Management
164.  Security Authorisation:
Privilege
Management

Authorisation:
Privilege
Management

165.  Security

166.  Security Authorisation:
Privilege

Management
Authorisation:
Privilege

Management

167.  Security

Requirement Compliance

(Yes, No,
Partly)

rights, based on a discrete role or
privilege.

The EDRMS must restrict content object
print access rights, based on a discrete
role or privilege.

The EDRMS must restrict content
objects search and reporting access
rights, based on a discrete role or
privilege.

The EDRMS must restrict modifications
to metadata element values based on
the security

The EDRMS must restrict object delete
and destroy access rights, based on a
discrete role or privilege.

The EDRMS must restrict object delete
and destroy access rights, based on a
discrete role or privilege.

The EDRMS must restrict object editing,
access rights, based on a discrete role
or privilege.
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No Component Area

168.  Security Authorisation:
Privilege

Management

169.  Security Authorisation:
Privilege

Management

170.  Security Authorisation:
Privilege

Management

171.  Security Authorisation:
Role

Management
Authorisation:
Role

Management

172.  Security

173.  Security Authorisation:
Role

Management

Authorisation:
Role
Management

174.  Security

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must restrict object view

only access rights, based on a discrete
role or privilege.

The EDRMS must restrict viewing
metadata element values based on the
security.

The EDRMS must separate internal and
external authors/users to ensure explicit
privacy.

The EDRMS must restrict access using
authentication processes.

The EDRMS must assign authors/users
to one or multiple roles on a permanent
basis.

The EDRMS must assign role access
requirements to a content object in the
user repository.

The EDRMS must be capable of
assigning a user multiple roles on a
temporary basis.
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No

175.

176.

177.

178.

179.

180.

181.

182.

Component

Security

Security

Security

Security
Security

Security

Security

Security

Area

Authorisation:

Role
Management

Authorisation:

Role
Management

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Requirement

The EDRMS must define role access
requirements to content collections in
the user repository.

The EDRMS must define roles within
repository

The EDRMS must restrict create rights
to documents according to group.

The EDRMS must restrict create rights
to documents according to type of
author.

The EDRMS must restrict delete rights
to documents according to author
profiles.

The EDRMS must restrict delete rights
to documents according to group.

The EDRMS must restrict delete rights
to documents according to type of
author.

The EDRMS must restrict modify rights
to documents according to author
profiles.

Compliance
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No

183.

184.

185.
186.
187.
188.
189.
190.

191.

Component

Security

Security

Security
Security
Security
Security
Security
Security

Security

Area

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles

Authorisation:

User Profiles
Identification:
Directory

Management

Requirement

The EDRMS must restrict modify rights
to documents according to group.
The EDRMS must restrict modify rights

to documents according to type of
author.

The EDRMS must restrict read rights to
documents according to author profiles.
The EDRMS must restrict read rights to
documents according to group.

The EDRMS must restrict read rights to
documents according to type of author.
The EDRMS must restrict write rights to
documents according to author profiles.
The EDRMS must restrict write rights to
documents according to group.

The EDRMS must restrict write rights to
documents according to type of author.
The EDRMS must integrate with a user
profile directory structure where user
profile attributes are available and
updateable from within the repository.
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No Component Area

192.  Security Identification:
Directory

Management

193.  Security Identification:
Directory

Management

194,  Security Identification:
External User
Identity
Integration
195.  Security Identification:
External User
Identity
Integration
Identification:
Logon
Procedures

195.1.  Security

Requirement Compliance

(Yes, No,
Partly)

The EDRMS must store agency
management structure hierarchically,
i.e. a unique 1D for each staff member,
their location, reporting structure: e.g.:
Division, Unit, Workgroup, Manager,
External user/structure.

The EDRMS must support a
staff/location data directory that can be
synchronised automatically via two-way
interface with an external master
directory.

The EDRMS must have the ability to
integrate with a groups/rights repository
in real-time:

Where the groups/rights repository is a
Microsoft Active Directory

The EDRMS must have the ability to
synchronise with a user repository at
scheduled times:

The number of logon attempts must be
limited by the EDRMS.
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No Component Area

196.  Security ldentification:
Logon

Procedures

197.  Security Identification:
Logon

Procedures

Identification:
Password
Management

198.  Security

198.1. Identification:
Password

Management

Security

198.2. Identification:
Password

Management

Security

198.3. ldentification:
Password

Management

Security

198 4. Identification:
Password

Management

Security

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must, after the number of

logon attempts has been exceeded
enforce a cool-off period.

The EDRMS must ensure that
application identifiers do not display until
the logon process has been successfully
completed.

The EDRMS must provide username
and password management facilities
such that:

e username length can be enforced.

¢ password length and composition can
be enforced.

¢ password changes must be enforced
after defined periods.

e password changes must be enforced
after first use.
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No Component Area

198.5. Security Identification:
Password

Management

198.6. Security Identification:
Password

Management
199.  General Audit Trail
200.  General Audit Trail
201.  General Audit Trail

Requirement Compliance

(Yes, No,
Partly)

¢ passwords cannot be reused.

e usernames cannot be reused.

Audit Trails

The EDRMS must allow all
authentication attempts (whether
successful or not) to be tracked in the
audit log to enable subsequent analysis
of any authentication issue.

The EDRMS must provide enable every
event that is captured for audit trail
purposes to include a user identifier and
time stamp, if the activity is part of a
workflow, the thread of events need to
be recorded in the audit trail.

The EDRMS must include the following
in the audit trail record

¢ Date and time of event.
e User identity.
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No Component Area
202.  Records Store
Management
203. Records Manage
Management
204,  Records Manage
Management

Requirement

Event type.

Success or failure of action.

Name of object, if any.

Origin of a request for
identification/authentication / access
request or permission (e.g. computer
ID and User ID).

Hybrid Records Management

The EDRMS must be able to define in
the classification scheme non-electronic
records and volumes, and must allow
the presence of nonelectronic records in
these volumes to be reflected and
managed in the same way as electronic
records

The system must allow both kinds of
records to be managed in an integrated
manner,

The EDRMS must allow a different
records management metadata element
to set to be configured for non-electronic
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No Component Area
205. Records Manage
Management
206. Records Manage
Management
207.  Records Manage

Management

Requirement Compliance

(Yes, No,
Partly)
and electronic records; nonelectronic
records management metadata must
include information on the physical
location of the non-electronic record.

The EDRMS must ensure that retrieval
of non-electronic records displays the
records management metadata for both
electronic and non-electronic records
associated with it.

The EDRMS must include features to
control and record access to non-
electronic records, including controls
based on security category, which are
comparable with the features for
electronic records.

The EDRMS must support tracking of
non-electronic records by the provision
of request, check-out and check-in
facilities that reflect the current location
of the item concerned.
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No Component Area

208. Records Manage
Management

209.  Records Manage
Management

210.  Records Manage
Management

211,  Records Manage

Management

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must be capable of offering
check-out and check-in facilities for
nonelectronic
records profiled in the system, in
particular enabling the ability to record a
specific user or location to which a non-
electronic record is checked out, and to
display this information if the
nonelectronic
record is requested by another user
The EDRMS must support the retention
and disposal protocols and routinely
apply to both electronic and non-
electronic elements.

The EDRMS must ensure that a non-
electronic record is allocated the same
security category as an associated
electronic record.

The EDRMS must be capable of offering
a request facility for non-electronic
records profiled in the hybrid records
system, enabling a user to enter a date
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No Component Area
212, Records Dispose
Management
213, Records Dispose
Management
214, System System
Integration Integration

Requirement Compliance

(Yes, No,
Partly)
that the non-electronic element is
required and generating a consequent
message for transmission to the current
holder of that nonelectronic records or
the Records Manager, according to
configuration
The EDRMS must support the
application of the same disposition
authority to both the
electronic and non-electronic records
that make up a hybrid record.
The EDRMS must require the Records
Manager to confirm that the non-
electronic record has been transferred,
exported, or destroyed before
transferring, exporting, or destroying the
electronic part.

System Integration

The EDRMS must be able to integrate
with SANBI Systems which include but
not limited to the following:

Sage

lqual

HR Manage

Barnowl
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No Component Area

215, System Administrator
Functions Functions
216.  System Administrator
Functions Functions
217.  System Administrator
Functions Functions
218.  System Administrator
Functions Functions

Requirement Compliance
(Yes, No,
Partly)
DSpace/Opus
Seis
BGIS

System Functions

The EDRMS must allow the
administrator to retrieve, display and re-
configure system parameters and to re-
allocate users and functions between
user roles.

The EDRMS must provide back-up
facilities so that records and their
records management metadata can be
recreated using a combination of
restored back-ups and metadata.

The EDRMS must provide recovery and
rolback facilities in the case of system
failure or update error and must notify
the authorised users of the results.

The EDRMS must monitor available
storage space and notify the
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No Component Area

219.  System Administrator
Functions Functions

220.  System Administrator
Functions Functions

Requirement Compliance

(Yes, No,
Partly)
administrator when action is needed
because available space is at a low

level or because it needs other
administrative attention

The EDRMS must allow the Records
Manager to make bulk changes to the
classification scheme, ensuring all
records management metadata are
handled correctly and completely at all
times, in order to make the following
kinds of organisational change:

« division of an organisational unit into
two;

« combination of two organisational units
into one;

* movement or re-naming of an
organisational unit; and

» division of a whole organisation into
two organisations.

The EDRMS must support the
movement of users between
organisational units.
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No Component Area

221, System Administrator
Functions Functions
222. System Administrator
Functions Functions
223.  System Back Up and
Functions Recovery
224,  System Back Up and
Functions Recovery
225,  System Back Up and
Functions Recovery

Requirement Compliance

(Yes, No,
Partly)
The EDRMS must allow the definition of

user roles and must allow several users
to be associated with each role.

The EDRMS must communicate any
errors encountered in saving data to
storage media

The EDRMS must provide automated
back-up and recovery procedures.

The EDRMS must allow authorised
users to schedule back-up routines by:
« specifying the frequency of back-up;
and

« allocating storage media, system, or
location for the back-up (for example,
offline storage, separate system, remote
site).

The EDRMS must allow only the
administrator to restore from electronic
records management system back-ups.
Full integrity of the data must be
maintained after restoration.
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No Component Area Requirement Compliance = Comments and explanations if
(Yes, No, needed
Partly)
226.  System Back Up and The EDRMS must allow only authorised
Functions Recovery users to roll-forward the electronic

records management system from a
back-up to a more recent state,
maintaining 62 full integrity of the data.

227.  System Back Up and The EDRMS must be able to notify
Functions Recovery users whose updates may have been
incompletely recovered, when they next
use the system, that a potentially
incomplete recovery has been executed.

Training

228.  Training Training Plan A comprehensive training plan that
outlines the objectives, needs, strategy,
and curriculum to be addressed
when training users on the EDRMS
must be provided.

229.  Training User Training  Users must be trained in the use of the
EDRMS system, covering all
functionality the system offers
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-No

230.

231.

232.

233.

234.

235.

Component

Training

Training

Training

Training

Change
Management

Change
Management

Area

Super User
Training

Train the
Trainer
Administrator
Training

Training
Manuals

Change
Management
Strategy and
Plan

Change
Management
Activities

Requirement Compliance

(Yes, No,
Partly)
This group of users must be trained to
be the first line of support when users
encounter issues with the system
The users will eventually train users on
the system
These users must be trained to
administer the system and be able to
add users, customise the database,
create a predefined workflow and other
administrative functions.

Manuals must be created and
customised for all the above-mentioned
courses and these manuals become the
property of SANBI.

Comments and explanations if
needed

Change Management

A change management strategy and
plan detailing the direction and purpose
for all change management activities
must be provided

All activities included in the Change
Management plan must be executed.
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Appendix B: Required Metadata (From NARSSA Minimum Mandatory Metadata Requirements)

* Metadata Element

_ Description

IDENTITY :

Unique identifier*

The system ID that uniquely identifies a particular record and distinguishes an object from others in a
database.

Record title*

The title of the record given to it by the user.

Must be a sensible name to assist with identification and retrieval.

To be done according to a file naming convention where applicable.

For e-mail messages usually the subject line of the message,

however if the subject line is not a sensible description of the content of the message it must be able to
be edited in the metadata capturing form.

Main series description

The main series title as it appears in the file plan.
To populate automatically when lowest level subject is chosen.

Sub-series description

The sub series as it appears in the file plan.
To populate automatically when lowest level subject is chosen.
Repeatable depending on number of levels in the file plan.

File plan subject*

The formal subject of the folder as it appears in the file plan. To be picked by the user when creating a
record or by the indexer at scanning time.

Folder volume/part number*

The consecutive number of the file/folder part as it appears in the file plan.
The system must only allow filing in open folders and must populate the volume number automatically
when a subject is chosen,
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Metadata Element

Description

Author/originator/creator*

The intelligent name, rather than login id, of the person or team that is the author of the record. Preferably
picked up from the network log-in.

The person by who an e-mail was sent. Preferably picked up from the e-mail transmission data.

The person who signed the paper-based record that was scanned/profiled into the system. This would be
a user entry at scanning station.

Originating organization

The name of the specific unit in the organization in which the original record was created. Preferably
picked up from the network log in if created internally.

If the record was e-mailed this must preferably be picked up from the transmission data. If not, possible it
must be user defined.

If received from outside in paper-based format and scanned/indexed into the system it must be user
defined at the scanning station at time of indexing.

Originating sub-office/unit

The name of the specific sub office/directorate/branch in the organization where the record was created.
This must preferably be picked up from the network log in.

If the record was e-mailed the information must be picked up from the =m:m3_mm_03 data.

If received from outside in paper-based format and scanned/indexed into the system it must be
captured at time of indexing.

Name of person who
declared the record

The intelligent name, rather than login id, of the person that declared the record.
It is the point at which the record came under the full control of the system.
The information is necessary to prove the integrity of a record for admissibility purposes.
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Metadata Element

Description

Addressee

Mandatory for e-mail. Preferably picked up from transmission data. Optional for other record types.
Identifying the person(s) the record was dispatched to.

Distribution list/Recipients

Mandatory for e-mail. Preferably picked up from transmission data.
The intelligent names of all recipients of an e-mail message.

ATIONSHIPS

Related file/folder

Identifies instances where records have direct relationships to other records, e.g. in a specific business
process.

Will assist in managing disposal conflicts, and the provision of information in terms of the Promotion of
Access to Information Act, as well as with issues of legal admissibility.

Linkage between record
elements

To enable the linking together of physically separate records or elements that constitute the complete
record (for example, an attachment to an e-mail message, an e-form and its data, metadata).

DATE INFORMATION

Creation date

[ the date that the document was first created prior to being declared as a record or the date of the e-mail

sent/received. This must be generated by the system
The date on the paper-based record that was scanned /indexed into the system.
The date format is ccyy-mm-dd.

Date checked in

The date the record was checked into the system. The date format is ccyy-mm-dd.
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Metadata Element

Description

Date declared as record

The date on which the document was declared as a record and entered into the electronic repository.
It is the point at which the record came under the full control of the system.

The information is necessary to prove the integrity of a record for admissibility purposes.

The date format is ccyy-mm-dd.

Folder open/close dates*

The date the folder was created (or on which the first record was added) and the date the folder was
closed (or on which the last record was added).
The date format is ccyy-mm-dd.

Part/volume open/close
dates®

The date the specific part or volume of the folder was created (or on which the first record was added) and
the date the part or volume of the folder was closed (or on which the last record was added).
This date will be used to calculate retention periods. The date format is ccyy-mm-dd.

Date/time delivered

Mandatory for e-mail.

The date and time an e-mail was delivered into another system.

The information is necessary to prove the integrity of a record for admissibility purposes.
The date format is ccyy-mm-dd.

Date/time received

Mandatory for e-mail.

The date and time an e-mail was received.

The information is necessary to prove the integrity of a record for admissibility purposes.
The date format is ccyy-mm-dd.
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Metadata Element

Description

Date of last edit

Date of last changes made to the document before it was declared a record.
The information is necessary to prove the integrity of a record for admissibility purposes.
The date format is ccyy-mm-dd.

Record version creation date

Creation date of record version in the electronic repository. The information is necessary to prove the
integrity of a record for admissibility purposes.
The date format is ccyy-mm-dd.

VERSION CONTROL

Document revision number

A mmn:m::m_. number for each revision of a document, before it is finalized and declared a record.

Record version number

A sequential number for each version of a record kept in the electronic repository.

ACCESS CONTROL

Access restrictions

| Identifying restrictions on access to the record as a whole by indicating permission to user and m._‘.oc_uw.

Will be inherited from the file plan, and the record type.

Access restriction review
date

The date, preferably annual, on which the access restrictions must be reviewed.

Security classification

Level of security classification, which will have implications for user access restrictions, as indicated
by the Minimum Information Security Standard.
Will be inherited from the file plan and record type or set by users.

Sensitivity review date

The date at, or time period after, which a review of the security classification is appropriate.

DISPOSAL CONTROL
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Metadata Element

Description

Disposal instruction

The action to be taken at the end of the life cycle of the record, e.g. destroy/delete or keep permanently.
Inherited from the specific record type and the disposal schedule.
Based on written disposal authority issued by National Archives and Records Service.

Retention period

The standard period of time for which records must be retained before the disposal action is carried out.
Inherited from the specific record type and the disposal schedule.

Disposal authority number*

The unique disposal authority number issued by the National/Provincial Archives that authorises the action
to be taken against the record.
Inherited from the specific record type and the disposal schedule.

Disposal action review date

The date on whichthe scheduled disposal action was reviewed.
The date format is ccyy-mm-dd.

Disposal action review
comments

A textual description indication why the disposal action was reviewed and what decision has been
taken against the record.

Destruction/ transfer date*

The date on which the records were destroyed/transferred. The date format is ccyy-mm-dd.

Identity of person
authorizing the
review/destruction/
transfer*

The intelligent name, rather than login id, of the person that authorised the review of the disposal
instruction of the records and/or who authorised the destruction/deletion/transfer of the records.

Transfer location

A textual description of the location the records were transferred to.

SANBI EDRMS Business Requirements Specification

Page 76 of 78




Biodiversity for Life . - .

South African National Biodiversity Institute

Metadata Element

Record type

_.
L

rmﬁoﬂmmm medium

Description

A description identifying the logical document/record types — e.g. report, memo, letter, which may be a
useful aid to identification or processing choices, and which is used as a disposal mechanism.
When not inherited from a document template, the user must define from a pick list.

Indicates the medium on which a record is kept m.@. paper, CD, magnetic tape, etc.

Format

The physical application format type/file e.g. the 3-letter file type, such as .doc, .ppt, .gif, .msg,
used ina Windows environment.

Presentation format

Linking between versions where the same record is held in different formats for preservation and for
viewing, or where sensitivity editing has resulted in creation of a variant version.

Language

Identify the language the records were created in to enable retrieval and linking to translations that
might exist.

its contents.
Also the location of electronic records within a hierarchical storage management system.

Physical storage location of Emjv‘m_um‘m.cwmma file and

Identifying label for paper files, or the paper or hard copy element of hybrid assemblies, only.

Information regarding the n_m:oﬂa..mvu__om:o: and format on which the records were generated.
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Metadata Element

Description

Vital record indicator

An indication if the records:

protect the enduring civil, lega!, financial, property and other rights of the citizens of a country. These
records may never be destroyed.

They are needed to continue operational responsibilities under disaster conditions. Office is to decide
how many years’ worth of records are needed to continue operating in disaster conditions — this will
influence the retention period.

protect the legal and financial rights of the governmental body. Office is to decide how many years’ worth
of records are needed to continue operating in disaster conditions — this will influence the retention period.

Vital record review date

The date at, or time period after, which a review of the vital record status is appropriate.

AUDIT INFORMATION

Audit trail

Identification of users who have taken significant actions on the record 58:.@: its _:mo<o_m_ .ﬁ:m action
taken (for example: create, edit, copy to new version, delete/transfer, etc), the date the action was taken.
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