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STATE INFORMATION TECHNOLOGY AGENCY (SOC) LTD
Registration number 1999/001899/30
	
[bookmark: _GoBack]REQUEST FOR BID 
	RFB REF. NO:
	RFB 2450/2021

	[bookmark: _Hlk69745309]DESCRIPTION
	Procurement Of Network Access Control And Service Level Agreement For A Period Of Three (3) Years For The Presidency Office

	RFQ CLOSING DETAILS
	DATE: 31 MAY 2021
TIME: 11h00 (SOUTH AFRICAN TIME)
PLACE: TENDER OFFICE, PONGOLA IN APOLLO, 459 TSITSA STREET, ERASMUSKLOOF, PRETORIA (HEAD OFFICE)

	PUBLIC OPENING OF RFB RESPONSES
	DATE:  31 MAY 2021
TIME: 12h00 (SOUTH AFRICAN TIME)
PLACE: TENDER OFFICE, PONGOLA IN APOLLO, 459 TSITSA STREET, ERASMUSKLOOF, PRETORIA (HEAD OFFICE)

	RFQ VALIDITY PERIOD
	120 DAYS FROM THE CLOSING DATE



NOTE: PROSPECTIVE BIDDERS MUST REGISTER ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE PRIOR TO SUBMITTING BID. 
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[bookmark: _Toc66276497]INTRODUCTION
[bookmark: _Toc66276498][bookmark: _Toc435315878]PURPOSE AND BACKGROUND
[bookmark: _Toc66276499]PURPOSE
The purpose of this RFB is to invite Suppliers (hereinafter referred to as “bidders”) to submit bids to provide “Network Access Control (NAC) Solution with Maintenance and Support for The Presidency of the Republic of South Africa for a period of thirty six months.”
[bookmark: _Toc435315879][bookmark: _Toc66276500]BACKGROUND
The Department is in need of a NAC solution to enable compliance, authentication and trusted endpoint devices and nodes to access the Department’s network resources and infrastructure. The NAC solution shall also monitor and control (access or deny) computer activities once they are on the computer infrastructure.
[bookmark: _Toc66276501]SCOPE OF BID
[bookmark: _Toc66276502]SCOPE OF WORK

(a) Provide a Network Access Control (NAC) solution that will create and manage identity and access management, ensure security program is followed, and remove, prevent and mitigate security risks to the entire network environment. NAC shall include hardware, tools and applications that define, restrict and regulate what an individual or computer component can or cannot do on a computer network environment.
(b) Provide software, licence(s)  and  TWO NEW HARDWARE EQUIPMENT for NAC which shall be deployed at High Availability (HA) to the Department.
(c) Provide professional service by performing project initiation, planning and execution (installation and configuration) and Project monitoring and controlling and also project documentation and installation and configuration. 
(d) Automate compliance assessment and enforce remediation controls for continuous compliance and block, remediate non-compliance devices.
(e) Provide maintenance of NAC solution which shall include, Incident Response (mean-time-to-respond: 6 hours), Incident Restore (mean-time-to-resolve: 48 hours), health check, reconfiguration and maintenance of the devices including upgrades, patches, backup of setting and any unforeseen issues that might arise for 36 hours per year for 3 years in terms of the contract. 

[bookmark: _Toc66276503]DELIVERY ADDRESS

[bookmark: _Toc435315881][bookmark: _Toc457915412]The goods or services must be supplied or provided at the following physical address:
 Union Buildings, 
Government Ave, 
Pretoria, 0002.

[bookmark: _Toc66276504]CUSTOMER INFRASTRUCTURE AND ENVIRONMENT
The ICT environment consist primarily of Microsoft Windows operating system (Windows operating system on workstations and servers with MS SQL databases), Cisco devices, storage devices, VMware infrastructure and other network security appliances.

TECHNICAL REQUIREMENT OVERVIEW

[bookmark: _Toc435315884][bookmark: _Toc66276506]PRODUCT REQUIREMENT

(1) TWO NEW HARDWARE EQUIPMENT for Network Access Control solution which shall also include the following:

a) A High Availability (HA) New hardware - appliances which contain Network Access Control functionality.

b) Dashboard Device Profile Views: 

(i) To display all types of devices and / or nodes which are being used and connected on the departmental wired or wireless network. 
(ii) Display all unknown devices which are connected and / or trying to connect to the departmental wired or wireless network. 
(iii) Classification of every devices & categorises appropriately.
(iv) Display where the devices and users are connecting from, e.g. which switch and switch port. 
(v) Display and report devices which are connected and trying to port scan the departmental wired or wireless network.
(vi) Display network segment, compliance, MAC address, IP address, different types of device, different types of operating system, switch where they connect from and complaint or non-complaint action taken against the devices.
(vii) Display usage statistics and device details to know what network segment and system policy are complying from.
c) Centralized System Policy Management:
(i) To identify, prevent and quarantine unknown devices and users which are trying to connect to the departmental wired or wireless network.
(ii) To restrict and regulate known officials, guests, and contractors’ computers which are trying to connected to the departmental wired or wireless network. 
(iii) Identify compliant and non-compliant endpoints (nodes)
(iv) Show the detailed classification, or type of endpoint, e.g.: computer, printer, switches, etc
(v) Enable differentiated access for guest and BYOD devices
(vi) Enforce network access policies with or without 802.1X authentications, and without agents
(vii) Help ensure endpoints are properly configured and initiated remediation for critical configuration violations, including weak or default password.
(viii) Help ensure required applications and security agents are installed, running and up-to-date.
(ix) Take action against suspicious, rogue or shadow IT devices on the network.
(x) Limit or block network access for compromised or malicious devices.
(xi) Disable or block unauthorised applications that could introduce risk or put an unnecessary burden on network bandwidth or resource productivity.
(xii) Identify high-risk vulnerabilities and missing critical patches and initiate remediation actions.
(xiii) Proactively target remediation actions such as installing required security software, updating agents or applying security patches.
(xiv) Quarantine or isolate noncompliant devices until compliance deviations have been addressed.
(xv) Quickly isolate and contain compromised or malicious devices to avoid lateral propagation of malware.

d) Nodes Asset discovery:
(i) Classification of computers or nodes
(ii) Display where the devices and users are connecting from (Topology)
(iii) Types of operating system.
(iv) Types of applications
(v) Open ports on the internal network.

e) The solution should be able to integration with other security solutions:
(i) Vulnerability Assessment Management Solution, 
(ii) Next Generation Firewall,
(iii) Configuration Management Database,
(iv) Extensible Provisioning Protocol, 
(v) Privileged Access Management, 
(vi) Endpoint Detection and Response, 
(vii) Other Network Access Control, 
(viii) Unified Endpoint Management.

f) Reporting 
Report the following subcategories:
1) Dashboard Device Profile Views and their sub bullets number (b), 
2) Centralized System Policy Management and their sub bullets number (c), 
3) Nodes Asset discovery and their sub bullets and their sub bullets number (d).
4) Send alerts \ notifications via email of endpoint which are blocked, quarantine or non-compliant

(2) Service Level Agreement for the maintenance of the  Network Access Control
solution for three years  (payable on an annual basis)


[bookmark: _Toc435315885][bookmark: _Toc66276507]SOLUTION REQUIREMENT
The Presidency requires the following solutions:
i. [bookmark: _Toc435315886]Two New NAC hardware – appliances for HA, 
ii. NAC software, NAC Licence(s) and
iii.  SLA for the maintenance, reconfiguration of the NAC software and hardware devices for the period of three years which include: incident response, incident restore, upgrades, patches, backup of data & settings and any unforeseen issues that might arise. 
[bookmark: _Toc66276508]PROJECT AND SERVICES REQUIREMENTS

[bookmark: _Toc61897831]PROJECT DELIVERY SCHEDULE AND PERFORMANCE
(a) Project Management: 
(i) Project initiation, 
(ii) Project planning 
(iii) Project execution (installation and configuration) 
(iv) Project monitoring and controlling 
(v) Project documentation. 
(vi) The bidder shall also present for approval a formal project plan up-front, specifying the implementation activities (including data migration if any).

(b) Professional service to install, configure and maintain NAC as per scope of work and 3.1 PRODUCT REQUIREMENT. (Installation and configuration shall be performed at Pretoria Office.
(c) Enter into formally agreed SLA for the maintenance of NAC devices which shall include, Incident Response (mean-time-to-respond: 6 hours), Incident Restore (mean-time-to-resolve: 48 hours), provide health check, reconfiguration and maintenance of the NAC solution including upgrades, patches, backup of data and any unforeseen issues that might arise preferable each year for 36 hours for period of contract which is three (3) years.
SERVICE DELIVERY SCHEDULE AND PERFORMANCE METRICS
The bidder shall be present during the above-mentioned project delivery period and present for approval a service level agreement (with related service metrics) for the maintenance and support of the NAC devices for a period of three years. The penalties will be instituted should the Bidder fail to meet the service delivery schedule and performance metrics. 











[bookmark: _Toc66276509]BID EVALUATION STAGES
1. The bid evaluation process consists of several stages that are applicable according to the nature of the bid as defined in the table below.
1. The bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation.

	Stage
	Description
	Applicable for this bid

	Stage 1	
	Administrative pre-qualification verification
	YES

	Stage 2
	Technical Mandatory requirement evaluation
	YES

	Stage 3
	Special Conditions of Contract verification
	YES

	Stage 4	
	Price / B-BBEE evaluation
	YES



[bookmark: _Toc435315888][bookmark: _Toc61897832][bookmark: _Toc66276510]ADMINISTRATIVE PRE-QUALIFICATION
[bookmark: _Toc61897833][bookmark: _Toc66276511][bookmark: _Toc435315889]ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
[bookmark: _Toc61897834][bookmark: _Toc66276512]ADMINISTRATIVE PRE-QUALIFICATION VERIFICATION
(1) The bidder must comply with ALL of the bid pre-qualification requirements in order for the bid to be accepted for evaluation.
(2) If the Bidder failed to comply with any of the administrative pre-qualification requirements, or if SITA is unable to verify whether the pre-qualification requirements are met, then SITA reserves the right to-
(a) Reject the bid and not evaluate it, or
(b) Accept the bid for evaluation, on condition that the Bidder must submit within 7 (seven) days any supplementary information to achieve full compliance, provided that the supplementary information is administrative and not substantive in nature.
[bookmark: _Toc435315890][bookmark: _Toc61897835][bookmark: _Toc66276513]ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
(1) Submission of bid response: The bidder has submitted a bid response documentation pack –  
3. that was delivered at the correct physical or postal address and within the stipulated date and time as specified in the “Invitation to Bid” cover page, and;
(d) in the correct format as one original document, two copies and a copy on memory stick.
(2) Attendance of briefing session: If a briefing session is called, then the bidder has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidders response document. The attendance of the briefing session is not compulsory.
(3) Registered Supplier. The bidder is, in terms of National Treasury Instruction Note 3 of 2016/17, registered as a Supplier on National Treasury Central Supplier Database (CSD).

[bookmark: _Toc435315892][bookmark: _Toc61897836][bookmark: _Toc66276514]
TECHNICAL MANDATORY
[bookmark: _Toc61897837][bookmark: _Toc66276515]INSTRUCTION AND EVALUATION CRITERIA
(1) The bidder must comply with ALL the requirements as per section 6.2 below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
(2) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.
(3) The bidder must complete the declaration of compliance as per section 6.3 below by marking with an “X” either “COMPLY”, or “NOT COMPLY” with ALL of the technical mandatory requirements, failing which it will be regarded as “NOT COMPLY”.
(4) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid to proceed to the next stage of the evaluation.
(5) No URL references or links will be accepted as evidence.

[bookmark: _Toc435315893][bookmark: _Ref455335758][bookmark: _Toc61897838][bookmark: _Toc66276516][bookmark: _Toc435315895]TECHNICAL MANDATORY REQUIREMENTS
	TECHNICAL MANDATORY REQUIREMENTS
	Substantiating evidence of compliance
(used to evaluate bid)
	Evidence reference
(to be completed by bidder)

	(1) BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
The bidder must be accredited with the OEM/OSM on an enterprise level for the supply, installation and maintenance  of the proposed Network Access Control solution.
	Attach to ANNEX B a copy of documentation (valid certificate, license, letter or sworn affidavit) indicating that the bidder is a registered  enterprise OSM/OEM partner or distributor to provide Network Access Control solution.


NOTE: SITA reserves the right to verify the information provided.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 9.1>

	1. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
The bidder must have provided a project for the Supply and installation of Network Access Control to at least one (1) customer. 
	Provide reference letter from a customer to whom Network Access Control project was delivered or an affidavit detailing to whom Network Access Control project was delivered.
 NB: SITA reserves the right to verify information provided
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 9.2, table 1>

	1. PRODUCT / SERVICE FUNCTIONAL REQUIREMENT
The bidder must confirm compliance to the functional Product / Service Functional requirements which is; 
a) Two New Network Access Control (NAC) hardware – appliances for High Availability, 
b) NAC software, NAC Licence(s), 
c) NAC installation & configuration as per 3.1 PRODUCT REQUIREMENT,  3.2 SOLUTION REQUIREMENT and 
d) maintenance & reconfiguration of the NAC Software  and hardware.
	The bidder must confirm that they comply with the Product / Service Functional Requirements by completing Annex C: Addendum 1.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 9.3 and Annex C: Addendum 1>



[bookmark: _Toc435315904][bookmark: _Ref455335890][bookmark: _Toc61897839][bookmark: _Toc66276517]DECLARATION OF COMPLIANCE
	
	Comply
	Not Comply

	The bidder declares by indicating with an “X” in either the “COMPLY” or “NOT COMPLY” column that –

5. The bid complies with each and every TECHNICAL MANDATORY REQUIREMENT as specified in SECTION 6.2 above; AND
5. Each and every requirement specification is substantiated by evidence as proof of compliance.
	
	


[bookmark: _Toc435315906]

[bookmark: _Toc435315925][bookmark: _Toc61897847]
[bookmark: _Toc435315921][bookmark: _Toc26446161][bookmark: _Toc66276518]SPECIAL CONDITIONS OF CONTRACT (SCC)
[bookmark: _Toc26446162][bookmark: _Toc66276519]SPECIAL CONDITIONS OF CONTRACT
[bookmark: _Toc26446163][bookmark: _Toc66276520]INSTRUCTION
(1) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(2) [bookmark: _Ref455588887]SITA reserves the right to:
(a) Negotiate the conditions, or
(b) Automatically disqualify a bidder for not accepting these conditions. 
(3) [bookmark: _Toc435315923][bookmark: _Ref455338564]In the event that the bidder qualifies the proposal with own conditions, and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 7.1(2) above.
(4) The bidder must complete the declaration of acceptance as per section 7.3 below by marking with an “X” either “ACCEPT ALL” or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified.
[bookmark: _Ref455589115][bookmark: _Ref455589123][bookmark: _Ref455589162][bookmark: _Toc26446164][bookmark: _Toc66276521]SPECIAL CONDITIONS OF CONTRACT
(1) CONTRACTING CONDITIONS
5. Formal Contract. The Supplier must enter into a formal written Contract (Agreement) with The Presidency of South Africa .
5. Right of Award. The Presidency  reserves the right to award the contract for required goods or services to multiple Suppliers.
5. Right to Audit. SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
5. Sub-Contracting. If the bidder intends making use of a sub-contractor to provide services for or during the project or contracting period, it must be specified in the bid, but the governance or all other actions between the bidder and the sub-contractor shall remain transparent to both SITA and The Department.
(2) DELIVERY ADDRESS. The Bidder must deliver the required products or services at The Department in Pretoria.


(3) SCOPE OF WORK AND DELIVERY SCHEDULE
5. The supplier must complete the scope described in Section 2 (Scope of Bid) and Section 3 (Technical Requirement Overview);
(g) The supplier must use the following Work break-down structure (WBS):
	WBS
	Statement of Work
	Delivery Timeframe

	1. 
	Project Management: 
(a) Project initiation, 
(b) Project planning 
(c) Project execution (installation and configuration) 
(d) Project monitoring and controlling 
(e) Project documentation.
	Solution delivery is required over a maximum period of Three Months.

	2. 
	Project execution:
(a) Professional service to install and configure 
NAC as per 2.1 SCOPE OF WORK and 3.1.  PRODUCT REQUIREMENT. (Installation and Configuration shall be performed at Pretoria Office).
	

	3. 
	Enter into formally agreed SLA for the maintenance of NAC devices which shall include, Incident Response (mean-time-to-respond: 6 hours), Incident Restore (mean-time-to-resolve: 48 hours), reconfiguration, provide health check, and maintenance of the NAC solution including upgrades, patches, backup of data and any unforeseen issues that might arise preferable each year for 36 hours for the period contract of three (3) years.
	Required over a maximum period of Three Years. 



(h) All deliverables and the time scale per deliverable will be pre-defined and agreed on, and the plan/schedule will be used as quality gate for the delivery and acceptance of deliverables, i.e. no deliverables will be signed (or paid for) if any other scheduled deliverable is outstanding.


1. SERVICES PERFORMANCE METRICS
The Supplier must perform according to the following performance matrics:
.
	SBS
	Service Element
	Service Level

	1. 
	System availability
	70% on a monthly basis

	2. 
	Call Centre availability
	8h x 5d, 08:00 am – 16:30 pm

	3. 
	Incident Response
	Mean-time-to-respond:  6 hours

	4. 
	Incident Restore
	Mean-time-to-resolve: 48 hours

	5. 
	Health Check and Maintenance of the system.
	Each year for 36 hours in terms of contract



(a) All relevant clauses that deal with non-performance will be detailed, and SITA reserves the right to cancel the service contract due to non-performance on a two month notice period.
(b) Office hours at The Department are between 8:00 to 16:30; all office-related project activities will have to be performed during that time.
(c) After hours shall form part of the remediation and included in the SLA
(d) Delivery of any system component must be done such that no system/service interruptions occur. 

1. [bookmark: _Toc435315901]SCOPE OF TECHNICAL SOLUTION DEVELOPMENT
(a)	The Supplier is responsible to perform the work as outlined in Scope of work specified in section 2.1.

1. SUPPLIER PERFORMANCE REPORTING
To be negotiated during contracting

1. CERTIFICATION, EXPERTISE AND QUALIFICATION
(a) The Supplier represents that, 
(i) it has the necessary expertise, skills, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition and;
(ii) it is committed to provide the Products and Services; and
(iii) Perform all obligations detailed herein without any interruption to the Customer.
(b) [bookmark: _Toc448483301][bookmark: _Toc448483304]The Supplier must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations performing services similar to the Services;
(c) The Supplier must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in the Statement of Work or Service Definition;
(d) Original Equipment Manufacturer (OEM) or Original Software Manufacture (OSM) work. The Bidder must ensure that the work or service is performed by resources that are certified by the OEM or OSM.
1. LOGISTICAL CONDITIONS
(a) [bookmark: _Toc448483118]Hours of work: 08:00 to 16:30
(b) In the event that The Department grants the Bidder permission to access The Department's Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Bidder must adhere to The Department relevant policies and procedures (the policy and procedures are available to the Bidder on request). or in the absence of such policy and procedures, in terms of best industry practice. On-site and remote Support. By default all support services must be performed on-site.
(c) Support and Help Desk. The Supplier must provide a formal support and help desk for incidents and problems both during implementation and during production afterwards.
1. SKILLS TRANSFER AND TRAINING
11. The Supplier must provide skills transfer on the proposed solution or product to management and technical staff to enable The Presidency to operate and support the product or solution.
1. REGULATORY, QUALITY AND STANDARDS
(a) The Bidder must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards.
(b) The Supplier must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards, ISO27001, and Protection of Personal Information Act (POPIA).

1. PERSONNEL SECURITY CLEARANCE
(a) The Supplier personnel who are required to work with GOVERNMENT CLASSIFIED information or access government RESTRICTED areas must be a South African Citizen and at the expense of the Supplier be security vetted (pre-employment screening, criminal record screening and credit screening).
(b) The supplier personnel who required to work with information related to NATIONAL SECURITY must have a valid security clearance or must supply CONFIDENTIAL at the expense of the supplier from the South African State Security Agency or duly authorised personnel Security Vetting entity of SA Government.
(c) The Supplier must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.

1. CONFIDENTIALITY AND NON-DISCLOSURE CONDITIONS
(a) The Supplier, including its management and staff, must before commencement of the Contract sign a non-disclosure agreement regarding Confidential Information.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
1. [bookmark: _Toc448483285]GUARANTEE AND WARRANTIES. The Supplier warrants that:
(a) [bookmark: _Toc448483286]as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever; 
(b) [bookmark: _Toc448483287]the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
(c) [bookmark: _Toc448483289]the Product possesses all material functions and features required for The Department
’s Operational Requirements;
(d) [bookmark: _Toc448483290]the Product remains connected or Service is continued during the term of the Contract;
(e) [bookmark: _Toc448483294]all third-party warranties that the Supplier receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to  Department without reducing or limiting the Supplier’s obligations under the Contract;
(f) [bookmark: _Toc448483296]no actions, suits, or proceedings, pending or threatened against it or any of its third party suppliers or sub-contractors that have a material adverse effect on the Supplier’s ability to fulfil its obligations under the Contract exist;  
(g) [bookmark: _Toc448483297]The Department is notified immediately if it becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the Supplier’s ability to fulfil the obligations under the Contract;
(h) [bookmark: _Toc448483298]any Product sold to the Department after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest;
(i) [bookmark: _Toc448483299]The Department ’s use of the Product and Manuals supplied in connection with the Contract does not infringe any Intellectual Property Rights of any third party; 
(j) [bookmark: _Toc448483300]the information disclosed to the Department  does not contain any trade secrets of any third party, unless disclosure is permitted by such third party;
(k) [bookmark: _Toc448483302]it is financially capable of fulfilling all requirements of the Contract and that the Supplier is a validly organized entity that has the authority to enter into the Contract; 
(l) [bookmark: _Toc448483303]it is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract;
(m) [bookmark: _Toc448483305]the prices, charges and fees to the Department  as contained in the Contract are at least as favourable as those offered by the Supplier to any of its other customers that are of the same or similar standing and situation as the Department; and
(n) [bookmark: _Toc448483306]any misrepresentation by the Supplier amounts to a breach of Contract. 



1. [bookmark: _Toc402958037][bookmark: _Toc448483311][bookmark: _Toc448872276]INTELLECTUAL PROPERTY RIGHTS 
(a) [bookmark: _Toc448483312][bookmark: _Ref348437513]The Department retains all Intellectual Property Rights in and to the Department’s Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of  the Department ’s Intellectual Property for the sole purpose of providing the Products or Services to the Department pursuant to this Contract; provided that the Supplier must not be permitted to use the Department ’s Intellectual Property for the benefit of any entities other than the Department without the written consent of the Department, which consent may be withheld in  the Department’s sole and absolute discretion. Except as otherwise requested or approved by the Department, which approval is in the Department’s sole and absolute discretion, the Supplier must cease all use of the Department’s Intellectual Property, at of the earliest of: 
(i) [bookmark: _Toc448483313]termination or expiration date of this Contract; 
(ii) [bookmark: _Toc448483314]the date of completion of the Services; and 
(iii) [bookmark: _Toc448483315]the date of rendering of the last of the Deliverables. 
(b) [bookmark: _Toc448483316]If so required by the Department, the Supplier must certify in writing to the Department that it has either returned all Department’s Intellectual Property to the Department or destroyed or deleted all other   Intellectual Property of the Department in its possession or under its control.
(c) [bookmark: _Toc448483317]The Department, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) [bookmark: _Toc448483320]Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.
[bookmark: _Toc435315924][bookmark: _Ref455338474][bookmark: _Toc26446165]DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	(1) The bidder declares to ACCEPT ALL the Special Conditions of Contract as specified in section 7.2 above by indicating with an “X” in the “ACCEPT ALL” column, OR
(2) The bidder declares to NOT ACCEPT ALL the Special Conditions of Contract as specified in section 7.2 above by:
16. indicating with an “X” in the “DO NOT ACCEPT ALL” column, and
16. providing reason and proposal for each of the conditions that is not accepted.
	
	

	Comments by bidder:
Provide reason and proposal for each of the conditions not accepted as per the format:
Condition Reference:
Reason:
Proposal:


[bookmark: _Toc66276522]COSTING AND PRICING
[bookmark: _Ref455599421][bookmark: _Toc61897848][bookmark: _Toc66276523][bookmark: _Toc435315926]COSTING AND PRICING
[bookmark: _Toc61897849][bookmark: _Toc66276524]COSTING AND PRICING EVALUATION
(1) In terms of Preferential Procurement Policy Framework Act (PPPFA), the following preference point system is applicable to all Bids:
(a) the 80/20 system (80 Price, 20 B-BBEE) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 
(b) the 90/10 system (90 Price and 10 B-BBEE) for requirements with a Rand value above R50 000 000 (all applicable taxes included).
(2) This bid will be evaluated using the preferential point system of 80/20, subject to the following conditions –
(a) If the lowest acceptable bid price is up to and including R50 000 000 (all applicable taxes included) then the 80/20 preferential point system will apply to all acceptable bids; or 
(b) If the lowest acceptable bid price is above R50 000 000 (all applicable taxes included) then the 90/10 preferential point system will apply to all acceptable bids;
(3) The bidder must complete the declaration of acceptance as per section 8.4 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 
(4) Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions. These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.

[bookmark: _Toc435315929][bookmark: _Ref455341462][bookmark: _Toc61897850][bookmark: _Toc66276525]COSTING AND PRICING CONDITIONS
(1) SOUTH AFRICAN PRICING. The total price must be VAT inclusive and be quoted in South African Rand (ZAR).	
(2) TOTAL PRICE
(a) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(b) The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
(c) Service Level Agreement for the maintenance of the  Network Access Control
solution for three years  (payable on an annual basis).
(d) Health check and maintenance of the devices including upgrades, patches, backup of setting and any unforeseen issues that might arise in terms of hours ( 36 hours per year for 3 years as per the contract). Payment will be done base on the number of hours utilised.
(e) All additional costs must be clearly specified.	
(3) [bookmark: _Toc435315931]BID EXCHANGE RATE CONDITIONS. The bidders must use the exchange rate provided below to enable SITA to compare the prices provided by using the same exchange rate:
	Foreign currency
	South African Rand (ZAR) exchange rate 

	1 US Dollar
	

	1 Euro
	

	1 Pound
	


[bookmark: _Ref455341955][bookmark: _Toc57764329][bookmark: _Toc61897851][bookmark: _Toc66276526]BID PRICING SCHEDULE
Note: Bidders will complete the bid pricing schedule in the Excel spreadsheet format provided and include this as part of the hard copy submission documents and on the memory stick to be submitted .

[bookmark: _Toc435315930][bookmark: _Ref455338328][bookmark: _Ref455597629][bookmark: _Toc61897852][bookmark: _Toc66276527]DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	(1) The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in section 8.2 above by indicating with an “X” in the “ACCEPT ALL” column, or
(2) The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in section 8.2 above by - 
16. Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
16. Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:
Provide the condition reference, the reasons for not accepting the condition.



[bookmark: _Toc51687858][bookmark: _Toc55568543][bookmark: _Toc57764342][bookmark: _Toc61897856]
ANNEX B:	BIDDER SUBSTANTIATING EVIDENCE
9.0 [bookmark: _Toc51626306][bookmark: _Toc51687859][bookmark: _Toc55568544][bookmark: _Toc57764343][bookmark: _Toc61897857][bookmark: _Toc66276528][bookmark: _Toc51626308]MANDATORY REQUIREMENT EVIDENCE
[bookmark: _Toc61897858][bookmark: _Toc66276529]9.1 	BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
Attach a copy of documentation (valid certificate, license, letter or an affidavit) indicating that the bidder is a registered OSM/OEM partner or distributor to provide Network Access Control solution. here.

9.2 [bookmark: _Toc51626309][bookmark: _Toc51687862][bookmark: _Toc55568546][bookmark: _Toc57764345][bookmark: _Toc61897860][bookmark: _Toc66276531]BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
Complete table below, noting that:
a) Bidder must provide reference from at least one (1) customer to whom a  project for the Supply and Installation of Network Access Control  was delivered and;

b) Scope of work must be related.

Table 1: References
	No
	Company name
	Reference Person Name, Tel and/or email
	Project Scope of work 

	1
	<Company name>
	<Person Name>
<Tel>
<email>
	< Provide reference from a customer to whom a project for the supply and installation of  Network Access Control System was provided> 


[bookmark: _Toc61897861][bookmark: _Toc66276532]
9.3 PRODUCT / SERVICE FUNCTIONAL REQUIREMENT

The bidder must confirm that they comply with the Product / Service Functional Requirements for 
a) Supply of Two New Network Access Control (NAC) Hardware – Appliances for High Availability, 
b) NAC software, 
c) NAC Licence(s), 
d) NAC installation & configuration as per 3.1 PRODUCT REQUIREMENT and 
e) Maintenance of the NAC Software and Hardware devices(e.g. firmware,reconfiguration, etc) for the period of three years by completing Annex C: Addendum 1.



[bookmark: _Toc61897862][bookmark: _Toc66276533]ANNEX C: ADDENDUM 1
NB:  The bidder must confirm that they comply with the following Technical Mandatory  Functional Requirements  as indicated below as this will be legal contractual binding:
	Item
	Description
	Indicate (Comply Yes/No)

	1) Product Functional Requirement:
	i) Two New Network Access Control (NAC) Hardware – Appliances for High Availability
	

	
	ii)  NAC software, 
	

	
	iii)  NAC Licence(s),
	

	2) Service Requirements :
	iv) NAC installation
v) Configuration as per 3.1 Product  requirements 
vi) SLA for maintenance and / or reconfiguration of the NAC Software and Hardware devices  
vii)  Health check and maintenance of the devices including upgrades, patches, backup of setting and any unforeseen issues that might arise in terms of hours 
	





I, the bidder (Full names)………………………………………………………….representing (company name)…………………………………………………………….. Hereby confirm that I comply with the above Technical Mandatory Requirements and understand that it will form part of the contract and is legally binding.

Thus done and signed at …………………………………….. on this………day of……………..….20…. 

……………………………….								
Signature
Designation:
image1.wmf

