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1 Description of the works
1.1 Executive overview 
The contract is for the Design, Supply, Delivery, Installation and Commissioning of Security Information and Event Management (SIEM) system including associated Network Management System (NMS) on an as and when required basis for a period of five (5) years. 

A separate service contract will be setup parallel to this to cover support, maintenance and training

1.2 Employer’s objectives and purpose of the works
The purpose of the contract is to establish a system capable of fulfilling the Employer’s business objectives which include collecting log and event data from various network and related systems own by employer, analyse and produce dashboards. The built system shall be reliable, scalable, and support future requirements and meet all performance requirements as stipulated in the technical specifications.

· After installation the system shall be operated and maintained by the Employer.

·   The Contractor shall provide support for all supplied equipment in terms of repairs and provision of spares for a minimum period of 10 years after the manufacture discontinuation date of the offered equipment. 

1.3 Interpretation and terminology
The following abbreviations are used in this Works Information:

	Abbreviation
	Meaning given to the abbreviation

	NMC
	Network Management Centre

	NMS
	Network Management System

	NRFU
	Network Ready for Use

	SIEM
	Security Information and Event Management

	OEM
	Original Equipment Manufacturer


2 Management and start up.

2.1 Management meetings

Regular meetings of a general nature may be convened and chaired by the Project Manager as follows:

Meetings of a specialist nature may be convened as specified elsewhere in this Works Information or if not so specified by persons and at times and locations to suit the Parties, the nature and the progress of the works.  Records of these meetings shall be submitted to the Project Manager by the person convening the meeting within five days of the meeting.  
All meetings shall be recorded using minutes or a register prepared and circulated by the person who convened the meeting.   Such minutes or register shall not be used for the purpose of confirming actions or instructions under the contract as these shall be done separately by the person identified in the conditions of contract to carry out such actions or instructions.  

	Title and purpose
	Approximate time & interval
	Location
	Attendance by:

	Project Progress Meeting

Address Delivery, installation scheduling, SHEQ and to address medium to high-risk matters
	As and when required
	To be advised
	Supplier and Purchaser representatives (Project Managers and Engineers)

	Supplier Liaison Meeting

Overall contract progress and feedback, technical matters arising, procurement, SHEQ and general issues.
	Monthly 
	To be advised
	Supplier and Purchaser Representative

	Supplier Executive Meeting

Address Supplier relations

Address medium to high-risk matters
	Quarterly
	Simmerpan
	Supplier and Purchaser representatives at Middle/Executive Management


Meetings of a specialist nature may be convened as specified elsewhere in this Service Information or if not so specified by persons and at times and locations to suit the Parties, the nature and the progress of the service.  Records of these meetings shall be submitted to the Service Manager by the person convening the meeting within five days of the meeting.  

All meetings shall be recorded using minutes or a register prepared and circulated by the person who convened the meeting.   Such minutes or register shall not be used for the purpose of confirming actions or instructions under the contract as these shall be done separately by the person identified in the conditions of contract to carry out such actions or instructions.

2.2 Documentation control

All contractual correspondence between Supplier and Purchaser shall be in the form of a properly compiled letter, dated and bearing the approved letterhead.

The Purchaser shall maintain a record of all contractual communications.

For all documentation the Supplier shall comply with Purchaser’s 32-4 Document Template for procedures, standards, work instructions, guidelines, etc. All documents that shall become the property of the Purchaser and shall comply with 32-4 Purchaser Telecommunications Documentation Template

Technology roadmaps including product lifecycle information for specific items, forms part of the contract and any changes shall be communicated and approved by both parties

2.3 Health and safety risk management
The Divisional Safety Risk Managers who will be responsible for the allocation of resources to assist P&SCM with the above processes are as follows:

·  Generation: Roley McIntyre

·  NTCSA: Tony Patterson

·   Distribution: Alex Stramrood

·   Enterprises: Jace Naidoo

·   Corporate: Kerseri Pather
The Contractor shall comply with the health and safety requirements contained in Annexure ___________ to this Works Information.

In addition to the requirements of the laws governing health and safety, NTCSA may have some additional requirements particular to the service and the Affected Property for this contract.  The text below provides for these being attached as an Annexure to this Service Information. 

The Safety Risk Manager or his representative having jurisdiction over the service shall provide the relevant Occupational Health & Safety (OHS), Specification, HIRA, Evaluation criteria, Acknowledgement of OHS rules for incorporation into this Service Information. The OHS specification / scope shall be signed off by the Safety Risk Manager or his representative confirming that the applicable safety criteria have been taken into account.

The Commodity Manager / Buyer shall refer the tender to the Safety Risk Manager or his representative to evaluate against enquiry-specific safety criteria.

The Safety Risk Managers who will be responsible for the allocation of resources to assist P&SCM with the above processes are as follows:

System Operator: Telecommunications- Craig Pitt

The Contractor/supplier shall comply with the health and safety requirements contained in the enquiry documents.

2.4 Environmental constraints and management
The Contractor shall comply with the environmental criteria and constraints stated in Annexure ________ 
The Contractor/supplier shall comply with the environmental criteria and constraints stated in the enquiry documents.

2.5 Quality assurance requirements

The Contractor shall have an established Quality Management System according to the ISO9001:2015 Requirements. The Contractor shall manage Documentation and Records in accordance with ISO 9001:2015 requirements. The contractor shall have a Quality Method statement based on scope for each activity tendered for detailing the systems that will be implemented to meet the applicable requirements and records/reports to be submitted to the Employer as evidence of successfully meeting the requirements for each activity stated in the EAS scope of work.

The Contractor shall comply with all quality assurance requirements and criteria stated in the enquiry documents.

2.6 Invoicing and payment

Within one week of receiving a payment certificate from the Project Manager in terms of core clause 51.1, the Contractor provides the Employer with a tax invoice showing the amount due for payment equal to that stated in the Project Manager’s payment certificate.  

The Contractor shall address the tax invoice to NTCSA SOC Ltd.
The Contractor shall send the tax invoice to the following email address:

_invoicesntcsalocal@ntcsa.co.za ________________________ 

and include on each invoice the following information

· Name and address of the Contractor and the Project Manager; 

· The contract number and title;

· Contractor’s VAT registration number;

· The Employer’s VAT registration number 4710303126;

· Description of service provided for each item invoiced based on the Price List;

· Total amount invoiced excluding VAT, the VAT and the invoiced amount including VAT;

· (add other as required)

Add procedures for invoice submission and payment (e. g. electronic payment instructions)

2.7 Insurance provided by the Employer
First read ECC3 Core Clause 87.1 and then add anything necessary for the management of insurance related issues such as a cross reference to where procedures for making claims can be found.  Also provide contact details for persons capable of being able to answer any insurance related queries the Contractor may have, as well as to whom the information required by Marine Insurance may be addressed.  
2.8 Contract change management 
Changes to the contract shall be approved by the relevant Authority of the Employer.
2.9 Provision of bonds and guarantees
Not Applicable
2.10 Training workshops and technology transfer

A separate support, maintenance and training contract will be established in parallel to this one, which will cover the following aspects: 

· Planning (intermediate and advanced). 

· Installation and Commissioning (including equipment configurations).

· Maintenance of the supplied EAS equipment.

· Network Management systems (for both administrators and operators) training

 

The Contractor shall provide a certified trainer who can provide accreditation to the Employer’s trainees.
3 Engineering and the Contractor’s design
3.1 Employer’s design
The Employer shall provide the Contractor with all information required to complete designs e.g. required performance specifications, underlying transmission medium performance, etc.  

The Employer shall verify and accept the designs prior to implementation thereof.  However, such inspection and acceptance of the designs shall not relieve the Contractor of their responsibility to meet all the performance requirements, and it shall not prevent subsequent rejection of the design if it is found to perform below specification during commissioning and testing.  

For each task order and prior to installation, the Employer shall travel to each site and compile a site survey report providing details of the availability of site specific requirements for successful installations. However the Employer may request the Contractor to perform this work.  

After the Contractor site visits and the site visit report has been issued to the Employer, the Employer shall provide any missing infrastructure and facilities not supplied with the equipment (e.g. DC supply) that are necessary for the completion of the site works as indicated in the Contractor’s site survey report.  
The Employer shall organise access to all sites for the Contractor as per the agreed programme.

Also refer to the High Level and Low Level Design requirements specified in section 3.2 of 240-135089195 Generic Requirements for Telecoms Contract.

3.2 Parts of the works which the Contractor is to design

The Contractor shall design the overall structure of the EAS solution, architecture and cut-over plans based on the functional specification submitted by the Employer. These designs shall be approved and signed off by the Employer prior to implementation.

3.3 Procedure for submission and acceptance of Contractor’s design
The design shall be submitted to the project manager for the relevant task order. 
The Contractor will be required to produce both the high level and low level designs for the EAS solution. The Contractor will be required to present these designs to the Employer’s relevant technical approval committees for acceptance. The Employer (technical committees) shall evaluate submitted design and approve/reject the submission. The Employer shall then notify the Contractor of acceptance or alternatively provide reasons for not accepting the design.

3.4 Other requirements of the Contractor’s design

The Contractor will need to engage with Employer’s personnel via a series of workshops to obtain clarity and/or input into the design. The supplier will be required to take the lead in the workshops to ensure that the design produced are of the good quality as they will be expected to be subject matter expect.

Contractor’s design must take into account existing and future network migration plans as advised by the Employer.

3.5 Use of Contractor’s design

The Contractor’s design may be used for other planning purposes (in other technology platforms) internal to the Employer.

3.6 Design of Equipment
Not applicable
3.7 Equipment required to be included in the works
See attached contract price list.

3.8 As-built drawings, operating manuals and maintenance schedules

The Contractor shall provide an as-built document that is unique to each site in a project after installation, testing, commissioning and acceptance.  This document shall provide wiring interconnection tables or drawings, dimensioned sketches of equipment layouts, equipment configurations and similar information.  Commissioning test results shall also be placed in the as-built document.  An additional copy of these documents shall be supplied to the Employer’s Project Manager of the project.

4 Procurement
There is a cross reference from the definition of Disallowed Cost in Options C D and E to the Works Information regarding procurement procedures.  This part of the Works Information MUST include any such procedures to be able to administer this procedure.  Options A & B may also require constraints on procurement procedures.  
4.1 People
4.1.1 Minimum requirements of people employed on the Site
Specify any constraints relating to people employed to Provide the Works; for example permits for foreigners, training (other than H & S), use of labour from designated areas and industrial relations.
4.1.2 BBBEE and preferencing scheme

Specify constraints which Contractor must comply with after contract award in regard to any Broad Based Black Economic Empowerment (B-BBEE) or preferencing scheme measures.
4.1.3 Accelerated Shared Growth Initiative – South Africa (ASGI-SA) 

If the ASGI-SA requirements are to be included in this contract specify constraints which Contractor must comply with after contract award in regard to any ASGI-SA requirements.  The ASGI-SA Compliance Schedule completed in the returnable tender schedules is reproduced here.  If ASGI-SA does not apply, delete this paragraph.
The Contractor complies with and fulfils the Contractor’s obligations in respect of the Accelerated and Shared Growth Initiative - South Africa in accordance with and as provided for in the Contractor’s ASGI-SA Compliance Schedule stated below

.
[Insert the agreed ASGI-SA Compliance Schedule here]

The Contractor shall keep accurate records and provide the Project Manager with reports on the Contractor’s actual delivery against the above stated ASGI-SA criteria.   [Elaborate on access to and format of records and frequency of submission etc.]
The Contractor’s failure to comply with his ASGI-SA obligations constitutes substantial failure on the part of the Contractor to comply with his obligations under this contract.
4.2 Subcontracting
4.2.1 Preferred subcontractors

ECC does not make use of nominated subcontracting, but the Employer may list which subcontractors or suppliers the Contractor is required to enter into subcontracts with.  This is usually only required where Plant and Materials need to be obtained from a particular supplier or group of suppliers in order to comply with operational standards.
4.2.2 Subcontract documentation, and assessment of subcontract tenders

Specify any constraints on how the Contractor is to prepare subcontract documentation, whether use of the NEC system is compulsory or not (compulsory is recommended) and how subcontract tenders are to be issued, received, assessed (using a joint report?) and awarded.
4.2.3 Limitations on subcontracting

The Employer may require that the Contractor must subcontract certain specialised work, or that the Contractor shall not subcontract more than a specified proportion of the whole of the contract.  

4.2.4 Attendance on subcontractors

State requirements for attendance on Subcontractors, if any

4.3 Plant and Materials
4.3.1 Plant & Materials provided “free issue” by the Employer
Not Applicable
4.3.2 Spares and consumables
The Contractor should have spares available should the installed equipment malfunction during and after installation while the defects/warranty period is still intact and when a need for replacement equipment arises. The Contractor shall submit a list of spares holding to the Project Manager.
4.4 Tests and inspections before delivery

The Contractor shall demonstrate that the works can operate as guaranteed by the Contractor (in Contractor’s Works Information) or specified by the Employer either here or elsewhere in this Works Information. 

The Contractor shall provide the Employer with a full set of factory acceptance tests results for all equipment supplied on or before delivery.  These should indicate that the equipment meets its specification.  The equipment shall not be dispatched from the factory for delivery to the Employer until it has passed its Factory Acceptance Tests.  

The Employer shall appoint a representative to inspect and accept the equipment on delivery both at the Contractor’s stores and at site prior to installation.  Such inspection shall not relieve the Contractor of their responsibility to meet all the requirements of the various specifications, and it shall not prevent subsequent rejection if equipment is later found to be defective when tested after installation.  

All equipment shall be shipped to the Contractor’s stores from the factory and there it shall be inspected and accepted by the Employer for completeness as per the order prior to delivery to site.  Such inspection shall not relieve the Contractor of their responsibility to meet all the requirements of the various specifications, and it shall not prevent subsequent rejection if equipment is later found to be defective when tested after installation.  

The Contractor shall stage-test all equipment prior to installation on their premises and provides a test certificate to the Employer.

4.5 Cataloguing requirements by the Contractor
The Contractor shall provide all information necessary for the Employer to catalogue all offered equipment, goods and services as required

5 Construction
Not Applicable

5.1.1 Employer’s Site entry and security control, permits, and Site regulations
Contractor to take note of access gate practices in site located in farms and comply with security access control protocols in office sites and power stations

5.1.2 Title to materials from demolition and excavation

Any equipment/material removed from the site belongs to NTCSA and will follow the disposal procedures as provided in the Environmental Guidelines
5.1.3 Publicity and progress photographs 

Not Applicable
5.1.4 Contractor’s Equipment

Not Applicable
5.1.5 Equipment provided by the Employer
Not Applicable
5.1.6 Site services and facilities
Not Applicable
5.1.7 Facilities provided by the Contractor
Not Applicable.
5.1.8 Existing premises, inspection of adjoining properties and checking work of Others

Not Applicable.
5.1.9 Survey control and setting out of the works
Not Applicable
5.1.10 Excavations and associated water control

Not Applicable.
5.1.11 Underground services, other existing services, cable and pipe trenches and covers

Not applicable.
5.1.12 Control of noise, dust, water and waste 
Not Applicable
5.1.13 Giving notice of work to be covered up
The Supervisor will be part of the meetings were stages of the roll-out of the projects and the implementation plan will be discussed and agreed upon by the relevant stakeholders
5.2 Completion, testing, commissioning and correction of Defects

5.2.1 Work to be done by the Completion Date

This is mandatory.  Core clause 11.2(2) defines Completion as when the Contractor has done all the work which the Works Information states he is to do by the Completion Date.  Rather than list all work to be done by the Completion Date, state that all work is to be done by the Completion Date except for [●].  For example:
On or before the Completion Date the Contractor shall have done everything required to Provide the Works except for the work listed below which may be done after the Completion Date but in any case before the dates stated.  The Project Manager cannot certify Completion until all the work except that listed below has been done and is also free of Defects which would have, in his opinion, prevented the Employer from using the works and Others from doing their work.
	
	Item of work
	To be completed by

	
	As built drawings of      
	Within       days after Completion

	
	Performance testing of the works in use as specified in paragraph       of this Works Information.
	See performance testing requirements.

	
	
	


5.2.2 Use of the works before Completion has been certified

The Works will only be used after completion of the whole project as per the site requirements
5.2.3 Commissioning
Acceptance Test Procedure (ATP) will be used during the commissioning stage of the project
5.2.4 Start-up procedures required to put the works into operation
To put the works into operation the Employer will require the Contractor to do this and be in attendance whilst he does it, as the responsible person
5.2.5 Take over procedures

Take over will only happen after the Completion of the Works.
5.2.6 Access given by the Employer for correction of Defects

The Project Manager arranges for the Employer to allow the Contractor access to and use of a part of the works which has been taken over if needed to correct a Defect.  

5.2.7 Performance tests after Completion

Acceptance Test Procedure will be done after completion as the means of performance tests.

5.2.8 Training and technology transfer

A separate support, maintenance and training contract will be established in parallel to this one.

5.3 Process control and IT works
The Contractor is referred to the following documents regarding the project scope, technical specification and other applicable standard/specifications:

a) 240-88011210 Telecoms Environmental Alarms (EAS) Specification

b) 240-86458714 Generic Requirements Specification for a Telecommunications Network Management Solution

c) 240-135089195 Generic Requirements for Telecoms Contracts

d) 240-60725640 Specification for Standard (19 inch) Equipment Cabinets

e) 240-79669677 Demilitarized Zone (DMZ) Deigns for Operational Technology

f) 240-132190480 Telecommunications Equipment Installation Standard

g) 240-55410927 Cybersecurity standard for Operational Technology

h) 240-56576361Telecommunication Transport Network Equipment Installation and Commissioning Standard

i) 32-214 IT OT-Third Party Access Control Procedure

j) 240-55410927 Cybersecurity Standard for Operational Technology

A separate contract will be established in parallel for the support, maintenance and training.
· List of drawings

a) Drawings issued by the Employer
This is the list of drawings issued by the Employer at or after the Contract Date and which apply to this contract.
Note:  Some drawings may contain both Works Information and Site Information.

	Drawing  number
	Revision
	Title

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Detailed site list/drawings will be provided as per individual Task/Purchase Order issued to the Contractor

C3.2
Contractor’s Works Information

	This section of the Works Information will always be contract specific depending on the nature of the works.

It is most likely to be required for design and construct contracts where the tendering contractor will have proposed specifications and schedules for items of Plant and Materials and workmanship, which once accepted by the Employer prior to award of contract now become obligations of the Contractor per core clause 20.1.
Typical sub headings could be

a) 
Contractor’s design

b)
Plant and Materials specifications and schedules

c)
Other



This section could also be compiled as a separate file.
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