Note: All tenders and quotations are done via our eProcurement system.

The information given below is an extract of the scope of work.
To access/open the full set of tender documentation, you must be registered on CSD.

If you have a MAAA CSD registration number and receiving email notifications from PetroSA Procurement you are
already registered, please login as indicated below:

Username: MAAA...
User Code: MAAA...
Password: newuser

Contact the call center on +27 21 939-3131 or email: email: supplier@petrosa.co.za if you are having problems
with your login.

If you do not have a MAAA CSD registration number, please click on “Not Registered Yet” and register. Click
on the link below to download a “how to” guide to assist you.

http://www.procurement.petrosa.com/Downloads/Documents/SupplierSelfRegistration.pdf

AHTO0000027050
SCOPE OF WORK

Tenable Nessus Professional Software Vulnerability Management

1. Background

PetroSA requires to renew its Tenable Nessus Professional Software
Vulnerability license for a further three (3) years (payable annually), which will be
used to do vulnerability assessments on the entire PetroSA technology
landscape. The Tenable Nessus Professional Software is expected to integrate
with all existing business processes and solutions. The offered solution must be
cost-effective, flexible, reliable, and highly secure. The scope of work for the
Tenable Nessus Professional Software Vulnerability Management Software
comprises of the below requirements and specifications.

2. Requirements and Specifications
The selected service provider will be required to:

o Provide the Tenable Nessus Professional Software License for one (1) year -
(Unlimited IP addresses), with two further periods of annual renewal.

o The Tenable Nessus Professional Software Vulnerability Management Software

should be able to do accurate vulnerability scanning for all PetroSA networked
devices.
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The software vendor should provide a one (1) year advanced support for the
Tenable Nessus Professional Software.

The Tenable Nessus Professional Software solution should allow PetroSA ESS
(Enterprise System Security) staff to run ad-hoc vulnerability scans on the
environment, to scan new devices, web applications, and other systems.

The Tenable Nessus Professional Software must be able to keep an audit trail.
Elimination Criteria

The Technical Lead must have a minimum of three (3) years technical lead
experience on Vulnerability Management. Tenderer to provide a copy of the CV
of the Technical Lead who will be responsible for the Vulnerability Management
program — refer Returnable Schedule.

Tenderer must illustrate the current capability to meet PetroSA Vulnerability
Management business requirement, reflecting same via a Proposal, which
include the years of experience in providing and implementing Vulnerability
Management programs. Is the proposal attached and does it contain years of
experience? Refer Returnable Schedule.

Tenderer to provide a minimum of two (2) attestation letters from respective
customers to confirm the implementation of a vulnerability management program
or service. Are two (2) attestation letters attached — refer Returnable Schedule?

Has the Tenderer completed and attached the Commercial Bid Analysis (CBA)?
An all-inclusive Quotation must be attached to the Tender on ISS stipulating the
specifications required.

ENQUIRIES

Any enquiries regarding this tender should be addressed to Caroline Widmer in
the Tender Office at telephone no. (021) 929-3006, or e-mail address
caroline.widmer@petrosa.co.za.

Log onto the PetroSA website and access the full RFQ on the e-Procurement
system. www.procurement.petrosa.com

No emailed tenders will be accepted.
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