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STATE INFORMATION TECHNOLOGY AGENCY (SOC) LTD
Registration number 1999/001899/30
	
BID SPECIFICATION
	[bookmark: _Hlk131078414]RFB REF. NO:
	RFB 2739/2023

	[bookmark: _Hlk131076599]DESCRIPTION
	PROCUREMENT OF INFORMATION SECURITY AWARENESS SOLUTION FOR SITA AND CLIENTS FOR 3 YEARS.

	RFB CLOSING DETAILS
	DATE:  25 MAY 2023
TIME: 11:00 am (SOUTH AFRICAN TIME)
PLACE: SITA ERASMUSKLOOF TENDER OFFICE

	CLOSING DATE FOR QUESTIONS
	[bookmark: _GoBack]15 MAY 2023

	PUBLIC OPENING OF RFB RESPONSES
	N/A

	RFB VALIDITY PERIOD
	120 DAYS FROM THE CLOSING DATE


[bookmark: _Hlk56671764]PROSPECTIVE BIDDERS MUST REGISTER ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE PRIOR TO SUBMITTING BIDS
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[bookmark: _Toc121300328]INTRODUCTION
[bookmark: _Toc121300329][bookmark: _Toc435315878]PURPOSE AND BACKGROUND
[bookmark: _Toc121300330]PURPOSE
[bookmark: _Toc435315879][bookmark: _Toc457915408]The purpose is to obtain approval for the procurement of an Information Security Awareness Solution for State Information Technology Agency (SITA) and clients with monitoring, maintenance and support for three (3) years. 

[bookmark: _Toc121300331]BACKGROUND
State Information Technology Agency (SITA) had documented and formally approved the SITA Information Security Policy. Page 9, section 3.2.5 of the SITA Information Security (IS) Policy states that:
“(a) The SITA Information System Security department must ensure that information security awareness, programs are conducted on a regular basis to ensure that users are aware of and remain up to date with information security policies, threats, and concerns. 
(b) Users are responsible to ensure that they obtain knowledge on how to protect SITA information and ICT assets. 
(c) Information and system owners are responsible to ensure that all administrators obtain appropriate knowledge required to deliver effective service to all SITA business areas and obtain required knowledge to protect information assets. 
(d) The SITA Human Capital Management (HCM) department in conjunction with the Information System Security department t must ensure that information security education and training are conducted on a regular basis to ensure that users are aware of and remain up to date with information security policies, threats, and concerns.”

[bookmark: _Toc121300332]SCOPE OF BID
[bookmark: _Toc121300333]SCOPE OF WORK 
The scope of the information security awareness solution includes:
(a) Licenses, maintenance and support of the solution for 3-years.
(i) Three thousand and two-hundred (3200) licenses for phishing and USB Simulation (Self Service), Security awareness materials, all training content available at time of purchase. Access to newly released content throughout the license term.
(ii) One (1) license for design and implement a specific security awareness and training program.
(iii) The solution must be integration with SITA private cloud, Active directory and Microsoft Exchange to ensure awareness automation and reporting.
(iv) Location must be within the borders of South Africa, all log data from SITA must remain within the borders of South Africa and provided to SITA at the end of the contract.
(v) The implementation of the solution must take place such that the security awareness service is fully operational. 
(vi) Provide skills transfer to resources appointed by SITA, to upskill and develop technical competencies for the duration of the contract.
(b) The on-demand Pay-As-You-Use (PAYU) model service must not hold SITA accountable for any financial value where the contracted budget amount is not utilised during the contracted duration as a result of business service opportunities not materialising. Quotation and individual order process must be followed through the SITA internal business service proposal and acceptance process (i.e. signed off by delegated authorities).
[bookmark: _Toc121300334]DELIVERY ADDRESS
[bookmark: _Toc435315881]Goods or services must be supplied or provided at the following physical address. 

	No
	Physical Address
	GPS Coordinates (optional)

	1
	1108 John Vorster Dr, Brakfontein 399-Jr, Centurion, 0157
	-25.8710542,28.192326



TECHNICAL REQUIREMENT OVERVIEW

This section provides target architecture for the information system security awareness service requirements. 
[bookmark: _Toc121300336]Technical and functional requirements
[bookmark: _Toc48302491][bookmark: _Toc30505171][bookmark: _Toc463282491][bookmark: _Toc463284086][bookmark: _Toc463435585]The following must be included in the Security Awareness Solution: 
(a) Automated awareness security solution.
(b) Deliver training based on actual threats, user behaviour, and knowledge gaps.
(c) Security awareness and program materials must be fully customizable.
(d) Must include a Phish Alarm and Phish Alarm analyser. (Users can report suspicious emails with one click.)
(e) Focus training efforts on vulnerable users that are being targeted by attackers.
(f) Identify knowledge gaps and view knowledge improvement.
(g) Simulated Phishing attacks. (Mail attacks)
(h) Simulated USB attacks.
(i) Simulated Smishing attacks. (Mobile attacks)
(j) The awareness material must include posters, articles, newsletters, screensavers, infographics, videos, quizzes and emailers.
(k) Responsive reporting that allows you to benchmark, track, and trend user performance, knowledge, and key metrics to demonstrate program success. 
(l) Must be able to run on one dashboard and provide reporting.
(m) Physical Security Awareness. (Tailgating, clean desk, access control, etc.) 
(n) Awareness log data must be centrally managed and configured to ensure protection of logs and secure storage.
(o) The solution must make provision to support all client hosted on SITA’s private cloud and for consulting services with other clients who request the solution/service.

[bookmark: _Toc435315887][bookmark: _Toc121300337]BID EVALUATION STAGES
1. The bid evaluation process consists of several stages that are applicable according to the nature of the bid as defined in the Table below.
1. The bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation.
Table 4 - Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid

	Stage 1	
	Administrative Pre-Qualification Verification
	YES

	Stage 2
	Mandatory Requirement Evaluation
	YES

	Stage 3
	Special Conditions Of Contract Verification
	YES

	Stage 4	
	Price / B-BBEE Evaluation
	YES



[bookmark: _Toc435315888]

11 of 36
CONFIDENTIAL

[bookmark: _Toc121300338][bookmark: _Hlk38321616]ADMINISTRATIVE PRE-QUALIFICATION
[bookmark: _Toc121300339][bookmark: _Toc435315889]ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
[bookmark: _Toc121300340]ADMINISTRATIVE PRE-QUALIFICATION VERIFICATION
1. The bidder must comply with ALL of the bid pre-qualification requirements in order for the bid to be accepted for evaluation.
If the Bidder failed to comply with any of the administrative pre-qualification requirements, or if SITA is unable to verify whether the pre-qualification requirements are met, then SITA reserves the right to – 
(a) Reject the bid and not evaluate it, or
(b) Accept the bid for evaluation, on condition that the Bidder must submit within 7 (seven) days any supplementary information to achieve full compliance, provided that the supplementary information is administrative and not substantive in nature.

[bookmark: _Toc435315890][bookmark: _Toc121300341]ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
1. Submission of bid response: The bidder has submitted a bid response documentation pack –  
(a) that was delivered at the correct physical or postal address and within the stipulated date and time as specified in the “Invitation to Bid” cover page, and;
(b) in the correct format as one original document, two copies and one CD.
Attendance of briefing session: If a briefing session is called, then the bidder has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidders response document. The attendance of the briefing session is not compulsory.
Registered Supplier. The bidder is, in terms of National Treasury Instruction Note 3 of 2016/17, registered as a Supplier on National Treasury Central Supplier Database (CSD).

[bookmark: _Toc435315891]
[bookmark: _Toc121300342]MANDATORY REQUIREMENTS
[bookmark: _Toc121300343][bookmark: _Toc435315892]MANDATORY REQUIREMENTS
[bookmark: _Toc121300344]INSTRUCTION AND EVALUATION CRITERIA
1. [bookmark: _Hlk38320786]The bidder must comply with ALL the MANDANTORY REQUIREMENTS in Section 6.2 below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
1. The bidder must attach documentation from OSM/OEM as evidence for the functional and/or technical specifications mentioned in MANDOTARY REQUIREMENTS.
1. The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. 
1. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.
1. SITA reserves the right to verify all documentation or information provided as evidence.
(9) BIDDER DECLARATION: The bidder MUST declare by indicating in each row of MANDOTARY REQUIREMENTS table in Section 7.2 below with an “X” in either the “COMPLY” or “NOT COMPLY” column that –
(a) The bid complies with the requirement as specified in “MANDATORY REQUIREMENTS ” column; AND
(b) The Mandatory Requirement specification is substantiated by evidence attached or provided in Annex A.8 as proof of compliance.
[bookmark: _Toc435315893]The bidder must comply with ALL the MANDATORY REQUIREMENTS (in Section 6.2 below) in order for the bid to proceed to the next stage of the evaluation.


[bookmark: _Toc121300345]MANDATORY REQUIREMENTS
[bookmark: _Ref28616458]Table 5: Mandatory Requirements
	


MANDATORY REQUIREMENTS
	


SUBSTANTIATING EVIDENCE OF COMPLIANCE
	BIDDER DECLARATION

	
	
	
COMPLY
	NOT COMPLY

	(1) BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
The bidder must be an OEM certified partner or channel with active status for information system security awareness services.
	Provide a copy of a valid certificate or letter from OSM indicating:
1. the bidder name, 
1. the bidder is an OSM or a partner to provide a penetration test services
1. date the partnership was established
NB: SITA reserves the right to verify if the partnership is valid.
NB: All letters or certificates must be dated and signed on a letterhead of the entity that issued it.
	
	

	(2) BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
The bidder must provide reference of project or service scope of work where the information system security awareness services like SITA’s requirement and has been carried out to at least two (2) customers during the past three (3) years.
	Provide a letter of affirmation from a Business or Government customer to whom the project or service was delivered. Each letter must be dated, signed and on a letterhead of the customer and indicates:
(a) The customer Company name and physical address;
(b) Customer contact person’s name, telephone number and email address;
(c) That the bidder has provided penetration test services 
(d) Project Start and End Date.
	
	

	(3) PLATFORM FEATURES
Web-based integrated security awareness training platform with an intuitive (easy to use) user interface.

	Provide reference details from at least two (2) customers to whom projects for at least one (1) project of the following platform services was delivered in the last five (5) years: 
(a) Training platform must be accessible through a computer and a mobile device web browser (Chrome, Microsoft edge and Mozila FireFox) 

(b) Must support single sign on for users, integration with Active Directory (AD), Cloud based and two-factor-authentication for administrators.
	
	

	(4) CUSTOMISATION
Security awareness and program materials must be fully customizable.

	Provide reference details from at least two (2) customers to whom projects for at least one (1) project of the following customisable services was delivered in the last five (5) years: 
(a) Availability of pre-built training plans, with training content that can be personalised, for specific roles or groups and compliance training. 
(b) Function for creating or uploading new learning content such as to orchestrate policy awareness or enforcement and track responses for policy roll-out. 
(c) Customisable training materials for offline reinforcement on cybersecurity topics in editable format for posters, wallpapers, newsletters, booklets, infographics, and web banners.
(d) The cybersecurity training platform must support English as a standard language with captions on all video content which can be turned off if required, and state any other South African languages supported.
	
	

	(5) HOSTING
All log data from SITA must remain within the borders of South Africa and provided to SITA at the end of the contract.

	Provide reference details from at least two (2) customers to whom projects for at least one (1) project of the following services was delivered in the last five (5) years: 
(a) Hosted on a secure Cloud platform in a data centre in South Africa (SA).

(b) Detail Cloud hosting location and what security controls are in-place to adequately protect SITA and Clients data from unauthorised access and how the Bidder would ensure uninterrupted continuity of services. 

(c) Provide relevant certification or information for Data Security compliance for the proposed solution and where that is hosted.

(d) Privacy and compliance information for Data Protection, compliance with POPIA or equivalent privacy regulations. 
	
	



[bookmark: _Toc435315906][bookmark: _Toc435315916]

[bookmark: _Toc435315921][bookmark: _Toc121300346]SPECIAL CONDITIONS OF CONTRACT (SCC)
[bookmark: _Toc28640934][bookmark: _Toc121300347]SPECIAL CONDITIONS OF CONTRACT
[bookmark: _Ref455588818][bookmark: _Ref455588837][bookmark: _Toc28640935][bookmark: _Toc121300348]INSTRUCTION
1. The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(11) [bookmark: _Ref455588887]SITA reserves the right to –
(a) Negotiate the conditions, or
(b) Automatically disqualify a bidder for not accepting these conditions. 
(12) [bookmark: _Toc435315923][bookmark: _Ref455338564]In the event that the bidder qualifies the proposal with own conditions, and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 8.1(2) above.
(13) The bidder must complete the declaration of acceptance as per section 8.3 below by marking with an “X” either “ACCEPT ALL” or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified.
[bookmark: _Ref455589115][bookmark: _Ref455589123][bookmark: _Ref455589162][bookmark: _Toc28640936][bookmark: _Toc121300349]SPECIAL CONDITIONS OF CONTRACT
1. CONTRACTING CONDITIONS
14. Formal Contract. The Supplier must enter into a formal written Contract (Agreement) with SITA.
14. Right of Award. SITA reserves the right to award the contract for required goods or services to multiple Suppliers.
14. Right to Audit. SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
14. [bookmark: _Hlk38320299]Performance Security. In terms of section 7.1 of the General Conditions of Contract, a successful bidder must provide to SITA within 30 days after award of the contract a performance security to the amount of at least 10% of the bid price.
1. [bookmark: _Hlk38320321]DELIVERY ADDRESS. The supplier must deliver the required products or services at the address specified in Section 2.2, Delivery Address.
1. [bookmark: _Hlk38320413]SCOPE OF WORK. 
16. The supplier must complete the implementation of the scope of work specified Section 2.1, Scope of Work.
16. The proposed solution must provide all functional and/or technical specifications mentioned in Mandatory and Non-Mandatory Sections (Section 5.2 and Section 6.3). Thus, any expenses incurred in the amendments, enhancements and customization that the supplier must implements are included in the agreed Bid Total (see BID PRICING SCHEDULE in Annex A.4 below).
1. [bookmark: _Hlk38320205]SERVICES PERFORMANCE METRICS. The Supplier must perform according to the following performance metrics:
	SBS
	Service Element
	Service Level

	1. 
	Information System Security Awareness Services for SITA and Clients
	8h x 5d, 07:30 – 16:30 



1. [bookmark: _Toc435315901]CERTIFICATION, EXPERTISE AND QUALIFICATION
(a) The Supplier represents that, 
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition;
(ii) it is committed to provide the Products or Services; and
(iii) perform all obligations detailed herein without any interruption to the Customer.
(b) [bookmark: _Toc448483301][bookmark: _Toc448483304]The Supplier must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations; and
(c) [bookmark: _Hlk38320017]The Supplier must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition.
1. [bookmark: _Hlk38320036]LOGISTICAL CONDITIONS
(a) [bookmark: _Toc448483118]In the event that SITA grants the Supplier permission to access SITA's Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Supplier must adhere to SITA's relevant policies and procedures (which policy and procedures are available to the Supplier on request) or in the absence of such policy and procedures, in terms of, best industry practice.
(b) Tools of Trade. The Supplier must use the procured tools of trade to provide the solution.
(c) On-site and Remote Support. The Supplier must be on-site for installation and configurations if required and be able to provide remote support.
1. [bookmark: _Hlk38319912]SKILLS TRANSFER AND TRAINING
(a) The Supplier must provide skills transfer to ISS management and appointed technical staff to enable SITA to operate and support the product or solution after implementation.
1. REGULATORY, QUALITY AND STANDARDS
(a) The Supplier must for the duration of the contract ensure compliance with General Quality Standards
1. [bookmark: _Hlk38319741]PERSONNEL SECURITY CLEARANCE
(a) The Supplier personnel who are required to work with information related to NATIONAL SECURITY must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance to the level of CONFIDENTIAL to SECRET at the expense of the Supplier from the South African State Security Agency or duly authorised Personnel Security Vetting entity of SA Government.
(b) The Supplier personnel who are required to work with GOVERNMENT CLASSIFIED information or access government RESTRICTED areas must be a South African Citizen and at the expense of the Supplier be security vetted (pre-employment screening, criminal record screening and credit screening).
(c) The Supplier must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.
1. CONFIDENTIALITY AND NON-DISCLOSURE CONDITIONS
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
1. [bookmark: _Toc448483285]GUARANTEE AND WARRANTIES. The Supplier warrants that:
(a) [bookmark: _Toc448483286]The warranty of goods supplied under this contract remains valid for twelve (12) months after the goods, or any portion thereof as the case may be, have been delivered to and accepted at the final destination indicated in the contract, or for eighteen (18) months after the date of shipment from the port or place of loading in the source country, whichever period concludes earlier;
(b) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever; 
(c) [bookmark: _Toc448483287]the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
(d) [bookmark: _Toc448483288]during the Warranty period any defective item or part component of the Product be repaired or replaced within 3 (three) days after receiving a written notice from SITA;
(e) [bookmark: _Toc448483292][bookmark: _Toc448483289]the Products is maintained during its Warranty Period at no expense to SITA; 
(f) the Product possesses all material functions and features required for SITA’s Operational Requirements;
(g) [bookmark: _Toc448483290]the Product remains connected or Service is continued during the term of the Contract;
(h) [bookmark: _Toc448483294]all third-party warranties that the Supplier receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to SITA without reducing or limiting the Supplier’s obligations under the Contract;
(i) [bookmark: _Toc448483296]no actions, suits, or proceedings, pending or threatened against it or any of its third party suppliers or sub-contractors that have a material adverse effect on the Supplier’s ability to fulfil its obligations under the Contract exist;  
(j) [bookmark: _Toc448483297]SITA is notified immediately if it becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the Supplier’s ability to fulfil the obligations under the Contract;
(k) [bookmark: _Toc448483298]any Product sold to SITA after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest;
(l) [bookmark: _Toc448483299]SITA’s use of the Product and Manuals supplied in connection with the Contract does not infringe any  Intellectual Property Rights of any third party; 
(m) [bookmark: _Toc448483300]the information disclosed to SITA does not contain any trade secrets of any third party, unless disclosure is permitted by such third party;
(n) [bookmark: _Toc448483302]it is financially capable of fulfilling all requirements of the Contract and that the Supplier is a validly organized entity that has the authority to enter into the Contract; 
(o) [bookmark: _Toc448483303]it is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract;
(p) [bookmark: _Toc448483305]the prices, charges and fees to SITA as contained in the Contract are at least as favourable as those offered by the Supplier to any of its other customers that are of the same or similar standing and situation as SITA; and
(q) [bookmark: _Toc448483306]any misrepresentation by the Supplier amounts to a breach of Contract. 
1. [bookmark: _Toc402958037][bookmark: _Toc448483311][bookmark: _Toc448872276]INTELLECTUAL PROPERTY RIGHTS 
(a) [bookmark: _Toc448483312][bookmark: _Ref348437513]SITA retains all Intellectual Property Rights in and to SITA's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's Intellectual Property for the sole purpose of providing the Products or Services to SITA pursuant to this Contract; provided that the Supplier must not be permitted to use SITA's Intellectual Property for the benefit of any entities other than SITA without the written consent of SITA, which consent may be withheld in SITA's sole and absolute discretion. Except as otherwise requested or approved by SITA, which approval is in SITA's sole and absolute discretion, the Supplier must cease all use of SITA's Intellectual Property, at of the earliest of: 
(i) [bookmark: _Toc448483313]termination or expiration date of this Contract; 
(ii) [bookmark: _Toc448483314]the date of completion of the Services; and 
(iii) [bookmark: _Toc448483315]the date of rendering of the last of the Deliverables. 
(b) [bookmark: _Toc448483316]If so required by SITA, the Supplier must certify in writing to SITA that it has either returned all SITA Intellectual Property to SITA or destroyed or deleted all other SITA Intellectual Property in its possession or under its control.
(c) [bookmark: _Toc448483317]SITA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) [bookmark: _Toc448483320]Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.



[bookmark: _Toc435315924][bookmark: _Ref455338474][bookmark: _Toc28640937][bookmark: _Toc121300350]DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Special Condition of Contract as specified in section 8.2 above by indicating with an “X” in the “ACCEPT ALL” column, OR
1. The bidder declares to NOT ACCEPT ALL the Special Conditions of Contract as specified in section 8.2 above by - 
27. Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
27. Provide reason and proposal for each of the conditions that is not accepted. 
	
	

	Comments by bidder:
Provide reason and proposal for each of the conditions not accepted as per the format:
Condition Reference:
Reason:
Proposal:




[bookmark: _Toc435315925][bookmark: _Toc28640938][bookmark: _Toc121300351]COSTING AND PRICING
[bookmark: _Toc435315926]



QUALIFICATION NOTICE

To safeguard the integrity of the bidding process, the technical and financial proposals should be submitted in separate sealed envelopes, as per “National Treasury: Supply Chain Management a guide for Accounting Officers / Authorities, 2004”, section 5.9.4; therefore

All bid Pricing Schedules, as indicated in section 9 COSTING AND PRICING, must be submitted in a SEPARATE SEALED ENVELOPE, failing which the bid WILL BE DISQUALIFIED.



[bookmark: _Ref455599421][bookmark: _Toc28640939][bookmark: _Toc121300352]COSTING AND PRICING
[bookmark: _Toc28640940][bookmark: _Toc121300353]COSTING AND PRICING EVALUATION
1. ALL PRICING SCHEDULES MUST BE SUBMITTED IN A SEPARATE SEALED ENVELOPE, failing which the BID will be DISQUALIFIED.
1. This bid will be evaluated using the PPPFA preferential points scoring system as follows:
29. The 80/20 system (80 Price, 20 B-BBEE) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 
29. the 90/10 system (90 Price and 10 B-BBEE) for requirements with a Rand value above R50 000 000 (all applicable taxes included).
1. The bidder must complete the declaration of acceptance as per section 7.3 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 
1. Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions. These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.

[bookmark: _Toc435315929][bookmark: _Ref455341462][bookmark: _Toc28640941][bookmark: _Toc121300354]COSTING AND PRICING CONDITIONS
1. The bidder must submit the Pricing Schedule(s) as prescribed in section 8.4 as well as the relevant enclosed Standard Bidding Document SBD 3.1, 3.2 or 3.3.	
1. The total price must be VAT inclusive and be quoted in South African Rand (ZAR).	
1. TOTAL PRICE
(a) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(b) The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
(c) All additional costs must be clearly specified.	

[bookmark: _Toc435315930][bookmark: _Ref455338328][bookmark: _Ref455597629]

[bookmark: _Toc28640942][bookmark: _Toc121300355]DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in section 8.2 above by indicating with an “X” in the “ACCEPT ALL” column, or
1. The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in section 8.2 above by - 
36. Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
36. Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:
Provide the condition reference, the reasons for not accepting the condition.






[bookmark: _Toc435315932][bookmark: _Ref455341955][bookmark: _Toc28640943][bookmark: _Toc121300356]BID PRICING SCHEDULE
a) Bidder must complete the pricing as per table below (or as per the attached spread sheet if applicable).
b) Line Prices are all VAT EXCLUDING, and TOTAL PRICE is VAT INCLUSIVE

	No
	Product/Service description
	Quantities
	Price 
Year 1
(VAT excl.)
	Price 
Year 2
(VAT excl.)
	Price 
Year 3
(VAT excl.)
	Total Price

	1. 
	Licences, maintenance and support inclusive of phishing and USB simulation (Self Service), security awareness materials, all training content available at time of purchase
	3200
	
	
	
	

	2. 
	Design and implement a specific security awareness and training program
	1
	
	
	
	

	3. 
	SUBTOTAL (VAT Excl.)
	

	4. 
	VAT (15%)
	

	5. 
	BID TOTAL (VAT Incl.)
	



[bookmark: _Toc121300357]RATE OF EXCHANGE PRICING INFORMATION
Provide the TOTAL BID PRICE for the duration of Contract and clearly indicate the Local Price and Foreign Price, where –
(b) Local Price means the portion of the TOTAL price that is NOT dependent on the Foreign Rate of Exchange (ROE) and;
(c) Foreign Price means the portion of the TOTAL price that is dependent on the Foreign Rate of Exchange (ROE).
(d) Exchange Rate means the ROE (ZA Rand vs foreign currency) as determined at time of bid.





	No
	Description
	Price YEAR 1
(Vat Excl.)
	Price YEAR 2
(VAT Excl.)
	Price YEAR 3
(VAT Excl.)

	1. 
	LOCAL Price (ZAR)
	
	
	

	2. 
	FOREIGN Price (ZAR)
	
	
	

	3. 
	Exchange Rate
	
	
	

	4. 
	SUBTOTAL (VAT Excl.)
	
	
	

	5. 
	VAT (15%)
	
	
	

	6. 
	TOTAL (VAT Incl.)
	
	
	

	7. 
	BID TOTAL
	
	
	






National Treasury Procurement: Standard Bidding Document on next pages
*** SELECT APPLICABLE SBD 3.1, 3.2 OR 3.3 FOR THIS BID



SBD 3.1
PRICING SCHEDULE – FIRM PRICES
(PURCHASES)

NOTE:	ONLY FIRM PRICES WILL BE ACCEPTED. NON-FIRM PRICES (INCLUDING PRICES SUBJECT TO RATES OF EXCHANGE VARIATIONS) WILL NOT BE CONSIDERED

	IN CASES WHERE DIFFERENT DELIVERY POINTS INFLUENCE THE PRICING, A SEPARATE PRICING SCHEDULE MUST BE SUBMITTED FOR EACH DELIVERY POINT 

	
Name of bidder: …………………………………………………………		Bid number: 

Closing Time: 11:00                                               			Closing date: 




OFFER TO BE VALID FOR ……… DAYS FROM THE CLOSING DATE OF BID.
_______________________________________________________________________________
ITEM	QUANTITY	DESCRIPTION				BID PRICE IN RSA CURRENCY
NO.						            			** (ALL APPLICABLE TAXES INCLUDED)


_______________________________________________________________________________

· Required by: THE STATE INFORMATION TECHNOLOGY AGENCY SOC LTD

-	At:									…………………………………………………
							
										…………………………………………………

· Brand and model:						…………………………………………………
						
· Country of origin:						…………………………………………………
	
-	Does the offer comply with the specification(s)?	*YES/NO

· If not to specification, indicate deviation(s)		………………………………….
		
· Period required for delivery					………………………………….
										*Delivery: Firm/not firm

· Delivery basis 							……………………………………

Note:	All delivery costs must be included in the bid price, for delivery at the prescribed destination.

** “all applicable taxes” includes  value- added tax, pay as you earn, income tax, unemployment  insurance fund contributions and skills development levies.
*Delete if not applicable

[bookmark: _Toc435315936]SBD 3.2
PRICING SCHEDULE – NON-FIRM PRICES
(PURCHASES)

NOTE: 	PRICE ADJUSTMENTS WILL BE ALLOWED AT THE PERIODS AND TIMES SPECIFIED IN THE BIDDING DOCUMENTS. 

IN CASES WHERE DIFFERENT DELIVERY POINTS INFLUENCE THE PRICING, A SEPARATE PRICING SCHEDULE MUST BE SUBMITTED FOR EACH DELIVERY POINT 

	Name of Bidder: ……………………………………………………………			Bid number: 

Closing Time 11:00									Closing date: 



OFFER TO BE VALID FOR ……… DAYS FROM THE CLOSING DATE OF BID.

________________________________________________________________________________
ITEM                QUANTITY		DESCRIPTION			BID PRICE IN RSA CURRENCY
NO.										**(ALL APPLICABLE TAXES INCLUDED) 


________________________________________________________________________________

· Required by:  THE STATE INFORMATION TECHNOLOGY AGENCY SOC LTD

-	At:									…….…..……………………………….
								
· Brand and model							……..………………………………….
						
· Country of origin							……...………………………………….

-	Does the offer comply with the specification(s)?	*YES/NO

· If not to specification, indicate deviation(s)		………………………………………….
		
· Period required for delivery					………………………………………….

-	Delivery: 								*Firm/not firm


** “all applicable taxes” includes  value- added tax, pay as you earn, income tax, unemployment  insurance fund contributions and skills development levies.

*Delete if not applicable


SBD 3.3
PRICING SCHEDULE
(Professional Services)


NAME OF BIDDER: ………………………………………………………………	BID NO:

CLOSING TIME: 11:00  		     					CLOSING DATE: 


OFFER TO BE VALID FOR ………… DAYS FROM THE CLOSING DATE OF BID.
_______________________________________________________________________________________
ITEM 		DESCRIPTION						BID PRICE IN RSA CURRENCY
NO										**(ALL APPLICABLE TAXES INCLUDED)
_______________________________________________________________________________________

1.	The accompanying information must be used for the formulation
	of proposals.

2.	Bidders are required to indicate a ceiling price based on the total
	estimated time for completion of all phases and including all
	expenses inclusive of all  applicable taxes for the project.	 R………..…………………………………………………...

3.	PERSONS WHO WILL BE INVOLVED IN THE PROJECT AND 
	RATES APPLICABLE (CERTIFIED INVOICES MUST BE 
	RENDERED IN TERMS HEREOF)

4.	PERSON AND POSITION						HOURLY RATE		DAILY RATE

	-----------------------------------------------------------------		R---------------------		-----------------
	-----------------------------------------------------------------		R---------------------		-----------------
-----------------------------------------------------------------		R---------------------		-----------------

5.	PHASES ACCORDING TO WHICH THE PROJECT WILL BE
	COMPLETED, COST PER PHASE AND MAN-DAYS TO BE SPENT

	-----------------------------------------------------------------		R-----------------------		----------------- days
	-----------------------------------------------------------------		R-----------------------		----------------- days
-----------------------------------------------------------------		R-----------------------		----------------- days
-----------------------------------------------------------------		R-----------------------		----------------- days


5.1	Travel expenses (specify, for example rate/km and total km, class
	of air-travel, etc).  Only actual costs are recoverable.  Proof of the
	expenses incurred must accompany certified invoices.

	DESCRIPTION OF EXPENSE TO BE INCURRED		RATE		QUANTITY	AMOUNT

	……………………………………………………………………		………………	……………..	R………………….		……………………………………………………………………		………………	……………..	R………………….
……………………………………………………………………		………………	……………..	R………………….
……………………………………………………………………		………………	……………..	R………………….
											TOTAL:  R………………………..

** ”all applicable taxes” includes  value- added tax, pay as you earn, income tax, unemployment  insurance fund contributions and skills development levies.

5.2	Other expenses, for example accommodation (specify, eg. Three
	star hotel, bed and breakfast, telephone cost, reproduction cost,
	etc.).  On basis of these particulars, certified invoices will be checked
	for correctness.  Proof of the expenses must accompany invoices.

	DESCRIPTION OF EXPENSE TO BE INCURRED		RATE		QUANTITY	AMOUNT

	……………………………………………………………………		………………	……………..	R…………………..		……………………………………………………………………		………………	……………..	R…………………..
……………………………………………………………………		………………	……………..	R…………………..
……………………………………………………………………		………………	……………..	R…………………..
											TOTAL:  R………………………….
6.	Period required for commencement with project after
	acceptance of bid						………………………………………………………………

7.	Estimated man-days for completion of project	……………………………………………………………….

8.	Are the rates quoted firm for the full period of contract?				*YES/NO
	 	
9.	If not firm for the full period, provide details of the basis on which
	adjustments will be applied for, for example consumer price index.														……………………………………………………………….
									……………………………………………………………….
									……………………………………………………………….
									……………………………………………………………….
	
	
[bookmark: _Hlk38318788]	*[DELETE IF NOT APPLICABLE]

[bookmark: _Toc121300358][bookmark: _Toc435315938]TECHNICAL SCHEDULES
[bookmark: _Toc121300359]Technical Schedules
Include the schedules that that are referenced in the technical specifications sections.
[bookmark: _Toc435315937][bookmark: _Ref455087181][bookmark: _Ref455087214][bookmark: _Ref455087305][bookmark: _Ref455087383][bookmark: _Ref455350371][bookmark: _Ref455350395][bookmark: _Ref455350534][bookmark: _Ref455437622][bookmark: _Toc121300360]LOCATION SCHEDULE
[bookmark: _Toc121300361]EQUIPMENT AND QUANTITY SCHEDULE
[bookmark: _Toc121300362]SOLUTION ARCHITECTURE
[bookmark: _Toc435315939][bookmark: _Toc121300363]SERVICES AND PERFORMANCE SCHEDULE
[bookmark: _Toc435315940][bookmark: _Toc121300364]PROJECT AND DELIVERY SCHEDULE
 
[bookmark: _Toc435315942]

[bookmark: _Toc121300365]Terms and definitions
1. [bookmark: _Toc121300366]ABBREVIATIONS
Adv.		Advocate
BBBEE	Broad Based Black Economic Empowerment
BSCOM	Bid Specification Committee
CRM		Customer Relations Manager
CSD		Central Supplier Database
DoA		Delegation of Authority
EME		Exempted Micro Enterprise
GCC		General Condition of Contract
GPS		Global Positioning System
ICT		Information and Communication Technology
IEC		International Electro-technical Commission
ISO		International Standardization Organization
N/A		Not Applicable
NT		National Treasury
OEM		Original Equipment Manufacturer
OSM		Original Software Manufacturer
POC		Proof of Concept
PPPFA	Preferential Procurement Policy Framework Act
QSE		Qualifying Small Enterprise
RFA		Request for Acreditation
RFB		Request for Bid
RFP		Request for Proposal
RFQ		Request for Quotation
RSA		Republic of South Africa
SBD		Standard Bidding Document
SCC		Special Condition of Contract
SCM		Supplier Chain Management
SITA		State Information Technology Agency
SMME	Small Medium and Micro Enterprise
TCV		Total Contract Value
USD		United States Dollar
VAT		Value Added Tax
WCED	Western Cape Education Department
WCG		Western Cape Government
ZAR 		South African Rand


[bookmark: _Toc121300367]DEFINITIONS
None
[bookmark: _Toc121300368][bookmark: _Toc435315946]BIDDER SUBSTANTIATING EVIDENCE
This section is reserved for the bidder to provide information related to the substantiating evidence or comments in the format as required by the bid specification (e.g. text, graphical representation, diagrams, statistical reports, lists, reference letters, copies of product of solution documentation, certificates, licences, memberships, etc.). 

The lines of business (LoB) can provide structured tables/guidelines to be completed by bidders for specific evidence required.

Note: The evidence provided in this section will be used by the bid evaluation committee to evaluate the bid. Therefore, each piece of substantiating evidence must be cross referenced to requirements specification section.
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