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BID SPECIFICATION
	RFQ  No:
	RFB 2656-2022

	Description
	PROVIDE THE HOSTING, MAINTENANCE, DEVELOPMENT AND SUPPORT OF THE WCED EPORTAL FOR A THREE (3) YEAR PERIOD.

	Physical / Virtual Briefing Session 


	Date:  19 October 2022
Time: 10:00 AM

Place: MS Teams

Note: Compulsory Briefing Session will be done virtually. kindly RSVP (xoli.moyane@sita.co.za) before 17 October 2022 at 12h00 pm via email for the link 

	Closing Date for questions / queries
	24 October 2022

	Bid Response Submission Address 
	Tender Office

459 Tsitsa Street, Erasmuskloof, Pretoria, 0105

	RFx Closing Details and Time
	Date: 03 November 2022 

Time: 11:00 am (South African Time)


	RFx Validity Period
	120 Days from the Closing Date 
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ANNEX A: INTRODUCTION
1. PURPOSE AND BACKGROUND
PURPOSE
The purpose of this RFB is to invite Suppliers (hereinafter referred to as “bidders”) to submit bids for the “Provision of a Cloud hosting service for an ePortal website inclusive of data migration and web development service and ongoing web support service for a period of three (3) years”. 

BACKGROUND
The Western Cape Education Department (WCED) requires the development and migration of an ePortal website together with ongoing development and enhancements after the launch. The monthly hosting of the ePortal website in the Azure Cloud is also required to ensure high availability to all the categories of users and the continued monitoring and maintenance of the systems and software used to host the ePortal must also be provided.

The first version of the ePortal was developed in 2015 and the WCED requires continuous updates in terms of the ePortal to expand functionality and to make it work optimally for users. The Western Cape Education Department has invested over the years in the development of the ePortal and would like to sustain and improve the services of this product going forward.  

ePortal Vision

“The vision of the WCED ePortal is to be the preferred educational site for digital content for especially Western Cape schools, inclusive of learners, educators, parents and school management. The WCED wants to achieve this through the designing, development and curation of appropriate South African interactive digital content that is aligned to the curriculum or as enhancement resources, hosted within a curriculum-focused ecosystem, mainly comprising a repository. Towards this aim, we need to have access at no or little cost to the user.”

The ePortal provides an Open Education Resource gateway and resources are created on a not-for-profit basis. All resources are Open Educational Resources (OER) and exist in the public domain, meaning they can be shared freely with schools across South Africa.

The ongoing vision for the existing ePortal is to continue to drive the digital content delivery platform while continually driving integration with other platforms to create a seamless digital platform. 
2. SCOPE OF BID
2.2. SCOPE OF WORK
WCED has a business requirement to have the current ePortal redeveloped. Bidders are required to build a new ePortal website for WCED, the source code and end product being the property of WCED. The premise of the request is that the development of the new ePortal website build must be based on the existing ePortal website in terms of overall design and operation while the new development should also incorporate and utilise modern technological and web development advances combined with updated techniques and current methodologies.

The bidder should have a background in education and experience and qualification(s) in web development. The bidder will be responsible for the required hosting, support and maintenance services as well as backend and front-end development of the ePortal.  

Over the lifetime of the bid, the contracted bidder will be required to provide the following services:

	Service
	Service Description

	1. Build and provide a hosting service for an ePortal website
	The ePortal website must be hosted on a secure -webserver-based infrastructure in the Azure Cloud. The server infrastructure must include the following components:

a) Ubuntu Base OS

b) Drupal 9 CMS

c) MySQL

d) Azure Web Application Firewall Application Gateway

e) Storage to host the Metadata

f) Apache Web Server 

g) Network connectivity to the Cloud Server (must be accessible from anywhere in the WWW)

	2. Perform Website Development
	Build an ePortal website product that remains the property of WCED. The new ePortal must be similar, equal or better in all ways compared to the current ePortal website. The site must be developed using the existing ePortal website’s content to create a similar look, feel, functionality and content as the existing ePortal. In, addition, it must be enhanced and modernised according to current trends and best practices. 

Additional guidelines regarding the look, feel, functionality and style are provided in the Technical Requirement Overview (paragraph 3) – 3.0
ePortal Site development is inclusive of:

a) The migration, linking and mapping of all content  currently residing on Google Drive to Microsoft Azure. 
b) The migration of all HTTP links to external websites.

c) The migration of existing user and user registration data.

d) The data migration from the current ePortal.

e) Providing the functionality and navigation look and feel of the existing ePortal website

	3. Build a High Availability (HA) site and provide a Disaster Recovery (DR) solution
	The bidder must ensure that the design and implementation of the service/site must make provision for multiple levels of redundancy and failover such as: Server-to-server failover, Load Balancing, network redundancy.

In  addition, a Disaster Recovery (DR) Solution must be provided that can be implemented during periods of disaster. The DR solution must include a complete site rebuild.

	4. Perform Site Backups
	Ensure that daily, weekly and monthly backups of the ePortal website are taken.

In addition, a complete off-site backup must be provided in the electronic form to the WCED monthly.

Daily and weekly backups of the Google Drive content must also be performed within migration interim period to Microsoft Azure.

Provide processes and a how-to guide to perform a complete daily, weekly, monthly backup using a partial (differential) or complete (full) backup process.

Provide a process for a restore – complete site restore or individual files only restore. 

Provide database only backup and restore processes.

	5. Create and provide site documentation – Design and Development Phase
	Before go-live, provide a complete set of documentation of the design of the site and all components included in the design, its purpose, operation and functionality.

This site documentation must be provided during operational readiness checks before going live with the ePortal.

Provide and maintain a Site Map for the entire ePortal.

	6. Create and provide site documentation – Operations Phase
	Operational site documentation must be provided within 30 days of the start-up of the ePortal. Inclusive of daily operations, monitoring operations, development practices, change management procedures, patching and security.

	7. Create and provide process documentation
	The bidder must provide complete process documentation, how-to documents and SOPs, for hosting and managing the ePortal inclusive of the following.

a) Detailed instructions to build the ePortal host (set up files and INI file creation and editing)

b) Manage and maintain Change Control documentation for system maintenance, security patches, minor updates, major upgrades

c) Full SDLC documentation

d) Full System Handover Documentation

e) Full SOP documentation for Daily, Weekly, Monthly processes

f) Full System build documentation.
Process documentation regarding and relating to all passwords and critical files used to manage by the ePortal website.

Bidder to maintain a sitemap of all content on the ePortal web. Bidder must maintain the site map as new functionality is added.

	8. Create and provide an Exit Plan / Handover Plan
	The bidder must provide an Exit Plan as part of the proposal for when the service comes to the end of the contract. This should include migrating the ePortal System, including the repository and associated data, from the service provider to the next service provider, in a transferable format as will be determined and specified by the WCG/WCED.

	9. Manage ePortal related DNS
	The bidder must manage the DNS records related to the ePortal website and protect access to the DNS records and protect against modification to the DNS entries.

	10. Manage ePortal related Security Certificates (SSL) 
	The bidder must manage and install the SSL certificates and protect all usage and instances of the certificates. The bidder must ensure that SSL certificates are renewed before expiry.

	11. Manage Domain registration
	The bidder must manage domain registration of ePortal and related sites under guidance, supervision and instruction from the WCED.

	12. Build and manage an E-mail service for the ePortal
	The bidder must build and manage an e-mail service that is required for various email activities associated with the ePortal.

This includes the outgoing e-mails to users when they have successfully registered on the site.

Additional types of emails are defined in the Technical Specification as specified in Chapter 10 Standardized Messaging in (Annexure F Technical Specification)

	13. Build, manage, develop and maintain a Bot for the ePortal
	The bidder must build and manage a 1Bot to manage Information Pushing to the users. The Bot is an Opt In service for any user and will feed the user important information and documentation based on the user profile and the user’s opt-in status. The user must be able to select multiple categories based on topics and subjects. The push service can also be activated based on a question session with a response bot. The bot service will send regular and on-request information as new material and documents are made available for the specific subjects. Other messages may originate from any of the following scenarios or responses to Bot Questions:

i. Open question (Freeform)

ii. Keyword driven question 

iii. Unsolicited message to convey information regarding new material or subject matter

The bidder must select the most cost-effective model for the topic and consider the total delivery cost per item.

The main focus of this service will be on learners initially.
The overall delivery mechanism can be transparent and based on the most cost-effective delivery mechanism or based on the preferred delivery mechanism based on each individual user’s profile for example: 

1. eMail

2. WhatsApp

3. SMS

A hybrid delivery mechanism can also be selected by the user for different categories.

	14. Build, manage, develop and maintain an SEO strategy for the ePortal
	The bidder must assist WCED to implement an SEO strategy. The purpose of the SEO strategy is to maximise existing and new user visits to and usage of the site. One of the key strategic objectives of the SEO strategy is to grow the user community through the attraction of WCED’s target audience through search traffic. The main purpose of the WCED ePortal is to provide education content to schools communities (learners, teachers, parents and contributors). The SEO strategy will develop and expand over the lifetime of the ePortal. The bidder will build the strategy with WCED’s assistance based on the following SEO concepts: 

i. SEO Keyword Research & Keyword Targeting Best Practices
ii. On-Page Optimization for SEO
iii. Title Tags 
iv. Alt Attributes
v. URL Structure
vi. Schema & Markup


	15. Perform ongoing site maintenance
	The bidder must pro-actively maintain the ePortal site and all associated systems inclusive of all the subsystems that are required to provide the total ePortal service. 

All the software must be maintained at the most recent level in production or the most recent level minus one.
The bidder must implement a process to ensure that all minor and major upgrades to software or software dependencies must be scheduled in advance and a change management process must be implemented by the bidder. 

	16. Perform site development for ongoing improvement and enhancement of the site
	The bidder must provide resources and planning to continually enhance or modify the ePortal site after the initial launch.

a) Provide a Solutions Delivery / Project Manager to serve as the primary contact and drive the client relationship, project implementation and implementation communication.
b) Provide a User Experience Design (UX Design) resource to provide the long-term customer experience vision and experience, working closely with the WCED project manager to provide user journey, wireframing and other UX capabilities
c) Provide a front-end HTML development service
d) Provide a Drupal Developer / Drupal development service
e) Provide an Azure Technical resource to build the hosting platform with the associated and required CPU, storage, Networking configuration, Azure Web Application Firewall Application Gateway, caching server and database server.
f) Provide qualified/certified technical resources for Ubuntu Base OS, Drupal 9 CMS, MySQL, Azure Web Application Firewall Application Gateway, Apache Web Server, PHP, JSON, HTML development and Agile. The technical resources must build, configure, optimise, operate and monitor the web hosting service.
g) Provide server support inclusive of monitoring the server for uptime, server resource usage, log file management and maintenance, applying security patches on the OS and all systems. Also, perform security penetration tests at least twice a year.
h) Provide server maintenance updates to operating systems. Apply security patches once a month or as released on a more urgent basis. Provide Quality Assurance (QA) on all updates before releasing them in production. Run Security vulnerability assessment monthly and provide a summary monthly report to WCED.
The bidder must implement a process to log requests for new development or enhancements and to evaluate and prioritise the work requests submitted by the WCED. The bidder will respond to all requests within a 24-hour timeframe.

The bidder must provide the resources for the development, testing and implementation of the changes and enhancements on an ongoing basis.

CO-DEVELOPMENT

Bidder must indicate if they can make provision for and indicate how they can accommodate that WCED can contribute to the development for specific functions or items taking into consideration that WCED employees have the capability and knowledge to contribute to the development of the ePortal.

New development sprints will only be required for 10 months out of every 12-month period. New development will freeze during the months of June and December of each calendar year.

	17. Provide resources for site development to remedy bug fixes
	The bidder must at its own cost remedy all development bugs discovered during the operation of the ePortal over its lifespan. Critical bugs must be remedied within a 24-hour period or as discussed with the WCED project manager.

	18. Provide Project Management
	The bidder must provide a project management service and a project management resource for each phase of the overall ePortal implementation inclusive of the following:

a) Initial site design

b) Acceptance and signoff by WCED

c) Coding and testing

d) Data migration

e) Formal unit testing

f) Cutover from old to the new system

g) Hand Holding and bug fixing during initial stages of the new ePortal post the go-live phase.

	19. Provide ongoing Platform and System Security
	The bidder must implement best practice systems security to protect the cloud servers and other subsystem services in the cloud.

The bidder must provide a view of security features that will be implemented to ensure website security and integrity as well as protection of data against malicious damage or modification or data theft and privacy violation.

	20. Provide a direct nominated Service contact
	The bidder must provide a nominated direct contact to cover all aspects of the service.  Provide a single point of contact for WCED to direct any query, report, bug fix request, system issue, or request to.

	21. Attend weekly service review meetings
	The bidder must make provision for attending weekly service, progress and review meetings that will cover all aspects of service delivery (ePortal site hosting, development, bug reports, progress, maintenance, Change Control, high priority change requests, etc.)

The tickets, new ideas, development scheduling, etc. should preferably be managed through the Atlassian Jira Issue and Project Tracking Software online service. A similar or better Project tracking Software Tool can also be recommended and implemented by the bidder.

System documentation is maintained by using the Atlassian Confluence system. A similar or better system documentation system can also be recommended and implemented by the bidder.

	22. Manage user surveys
	The bidder must occasionally on request from the WCED incorporate User Survey pages to gather input from an identified group of users. The Survey topic and content/concept will be provided by the WCED for implementation by the bidder.  

The bidder must build and set up coding pages with survey questions. Activate the survey pages on request. Gather inputs from survey pages and present totals in a machine-readable format (e.g. Excel).

	23. Perform ongoing site monitoring
	The bidder must provide ongoing site monitoring to ensure that all performance parameters and KPIs are within expectations and limitations.

The bidder must provide guidance and recommendations to WCED if any of the KPIs exceed the limits.

Send instant notifications from the hosting provider for the following events:

(a) Confirmation backups run;

(b) Keywords exist on-site;

(c) Threshold for page load times;

(d) Site uptime.

(e) Crisis events



	24. Set up, maintain and monitor Google Analytics to establish any trends.
	The bidder must set up a new Data Analytics Studio in Google Analytics or similar open source software in consultation with the WCED Project Manager.

The bidder must monitor the Google Analytics pages to ensure that any negative trends for example response time or page load time, etc. can be detected as early as possible.

The bidder must provide guidance and make recommendations to WCED based on the analytics. 

	25. Provide ongoing development support to WCED to create graphic images associated with the ePortal and in support of the content of the ePortal. 
	The bidder must provide a resource to create graphic images associated with ePortal web page content under the guidance and supervision of the WCED project manager or provide according to the style guide.

	26. Provide an ongoing development service to develop Training Materials and Video clips (according to a standard provided by WCED based on DIY guides).
	The bidder must provide a resource to create Training Materials and Video Clips for the ePortal web page content under the guidance and supervision of the WCED project manager.


(1) The scope of work excludes the following – 
(a) Creation of Educational Content creation, e.g. learner, teacher and parent, blogs, etc.
2.3. DELIVERY ADDRESS

	No
	Physical Address
	GPS Coordinates (optional)

	1. 
	6th Floor, 1 North Wharf Square, 2 Lower Loop Street, Cape Town, Western Cape
	


2.4. CURRENT LOB ENVIRONMENT

The existing WCED ePortal website is hosted in Acquia within the AWS cloud running on Drupal 7 Content Management System and the supporting software stack.  The ePortal provides access to content that either resides in the WWW on a server or it provides access to eResource Content files that are currently stored on a WCED Google Drive repository.

The current production ePortal runs smoothly with no operational constraints and the performance and capacity of the current system is viewed as excellent. Performance and capacity figures are provided in the following paragraph Services and Performance Schedule (12.3).
Current e-Portal High-Level Overview Diagram

Refer to the diagram in paragraph Current AS-IS ePortal High-Level View (12.2.1) that provides a high-level overview of the current ePortal and illustrates all the key components.

Learners, teachers, parents and users in all the other roles access the ePortal via the various network technologies available from a range of devices including Laptops, PCs and mobile devices using standard web browser technology only on the end-user devices.

2.4.1.  Current e-Portal Software Versions and Specifications

This paragraph provides details of the current levels of software used in the current ePortal web-hosting solution. The new ePortal that must be developed in accordance with this RFB must be based on the below software suite. The new ePortal must be based on the latest upgraded to the most recent versions of the software while maintaining the compatibility of the overall solution. In the case of Drupal 7 it must be updated to Drupal 9. Atlassian JIRA and Confluence systems are provided to manage the sprints and to maintain the system documentation.

	Technical Specifications – Current environment

	Backend Languages and Frameworks: PHP, Drupal 7

PHP Config: Version 7.4, 400MB Memory, OPCache Size 128MB 

Frontend Languages: JavaScript, jQuery 1.8, React 16

OS: Ubuntu 16.04

Server: Apache 2.4.18

Search: Solr

Cache: Memcached 1.5.1 and Varnish 5.2.1

Database: MySQL 5.7, 

Storage Used: 156GB of 200 GB (Sept 2020)

3rd Party: Google Drive, Google Analytics

	Servers and Load Balancers – Current Environment

	[image: image1.png]Srv-3175 (eed.test@srv-3175.devcloud hosting.acquia.com)

Reboot Relaunch Resize Server ResizeDisk  Suspend  Configure

U Ram Region
14 75GB US East 1

b Database Bancer Dedicated
Yes (Active) Yes (Primary)  No No
Memcache.

256 MB





	[image: image2.png]bal-5173

6.5
Web

bal-5174.

Ecu
65

Web
No

Ram
171GB

RAM
17168

Region
US East 1

Balncer
Yes

st P Address.

107.2217516

Balncer
Yes (Active)

Dedicated
No

Region
US East 1

Dedicated
No






2.4.2. Current Environment – System Architecture

The diagram in Current AS-IS ePortal High-Level View (12.2.1) provides a high-level overview of the current ePortal and illustrates all the key components.

2.4.3. Capacity and Performance – Current Environment

	Entity
	Current capacity / Description

	MySQL DB
	The current site contains a MySQL database of 4GB that contains the metadata of the site inclusive of the hypertext links.

	Metadata
	The current site contains a file structure of 156GB that contains the additional site data, graphics files and other metadata that is not contained and stored in the MySQL database.

	Content Files (eResources). Various types and sizes of files inclusive of Video, Audio, PDF, Word Documents, Text files.
	The current site contains links to content-related data that is hosted on Google Drive. This currently contains 320GB of total content consisting of various file types and is contained in a flat directory structure on Google Drive. The Current File Storage - Data Volumes and File Types for Hosting (12.1.1) paragraph provide a breakdown and additional details of the file types and numbers of each file type that forms part of this eResource pool.

	Registered Users
	The current site has 20 000 registered users.

	Daily active users. 1-day average active users.
	The previous peak was 17 669 1-day active users on average. The current highest number of active users per day was 34 258. Refer to the analytics data in the following chart: Active Users 1-day (12.3.2)

	Active users on 28-day average active users.
	Average 28-day active users per month in 2021:  up to 514 530 plus users.  Refer to the analytics data in the following chart: Active Users 28-day (12.3.1)

	Landing page load time
	The current page load time is averaging between 7 and 9,5s based on a non-optimised design.


2.4.4. Key Performance Analytics

Refer to SERVICES AND PERFORMANCE SCHEDULE (12.3)  for additional performance data.

3.  TECHNICAL REQUIREMENT OVERVIEW
3.2. SOLUTION REQUIREMENT

The required ePortal website must be robust enough to make provision for the current and future business requirements that may evolve. The required solution includes the support and ongoing development and enhancement of the ePortal. The new ePortal must also maintain the existing features while being improved and enhanced based on current market-related methodologies and technology. 

The diagram in the Future TO-BE ePortal High-Level View (12.2.3) paragraph provides a high-level overview of the future (TO-BE) ePortal and illustrates all the key components. All types of defined users must be able to access the ePortal via the various network technologies from any location where access to the WWW is available. The design must provide access for a wide range of devices inclusive of laptops, PCs, Cloud PCs, tablets and other mobile devices using standard web browser technology only on the end-user devices. Refer to Platform support for remote clients (12.2.4).

3.2.1.   ePortal Software Versions and Specifications

This paragraph provides details of the TO-BE software that must be used in the new ePortal web-hosting solution. For the new build, the current software versions must be upgraded to the most recent versions of the software while maintaining compatibility with all the software systems that form the overall solution. Drupal 9 is the selected Content Management System (CMS).

	Technical Specifications – New ePortal Hosting and Software

	Web hosting Platform: Microsoft Azure (RSA North or West)

Web Server OS: Ubuntu – latest available version (18 or higher)

Backend Languages and Frameworks: PHP, Drupal 9

System requirements | Drupal | Drupal Wiki guide on Drupal.org 

Web Server: Apache

Search:  Custom Search 

Database: MySQL

Load Balancer and Firewall: Azure Web Application Firewall Application Gateway
Caching Proxy: Varnish

Memory Cache: Memcached

3rd Party: Google Drive (during the interim period), Google Analytics


3.2.2. Capacity and Performance

	Entity
	Future capacity

	MySQL DB
	Must maintain the current capacity of 4GB plus an allowance for future needs and growth.

	Metadata
	Maintain the current file structure of 156GB that contains the additional site data, graphics files and other metadata that is not contained and stored in the MySQL database. Make allowance for future expansion.

	Content (Various types and sizes of file inclusive of Video, Audio, PDF, Word Documents, Text file)
	Must be able to accommodate the current 320GB of eResources plus make allowance for future expansion.

	Registered Users
	Make provision for the current 20 000 registered users plus future growth.

The system and backend database as well as any portion of the system that could potentially have constraints based on the total number of registered users must at a minimum be able to support the potential user numbers.

Plan for anticipated growth/expansion:

a) Year 1 - 40 000 registered users (2023)

b) Year 2 - 50 000 registered users (2024)

c) Year 3 - 65 000 registered users (2025)

	Daily active users. 1-day average active users.
	The system must be able to handle up to a minimum of 60 000 daily active users. 1-day average active users.

	Active users on 28-day average active users.
	YEAR1: Must provide access for at least the current 520 000 users per month (28-day average) plus future expansion. 

Plan for anticipated growth /expansion per month (28-day average):

(1) Year 1 - 650 000 active users over a 28-day period (2023)

12. Year 2 - 750 000 active users over a 28-day period (2024)

13. Year 3 - 850 000 active users over a 28-day period (2025)

	Landing page load time 
	Improve the current page load time of between 7 and 9,5s to the target page load time of 5s to reduce waiting time for ePortal.

Response time for page rendering must be 5s maximum per complete page to the end-user device, inclusive of the main landing page.


3.2.3. Current File Storage - Data Volumes and File Types for Hosting

The eResource content of 320 GB disk size in total on Google Drive may experience growth of 5-10% in volume per annum. The data file types and quantities of each file type is listed in the following table: Current File Storage - Data Volumes and File Types for Hosting (12.1.1)
3.2.4. Requirements & Functionality

The documentation provided in this paragraph is based on the current ePortal website and provides an overview of the core system specification and website functionality and requirements - as it works in production at the moment. It has been included in the ePortal Technical Requirements as an overall reference in terms of the basic required functionality that must be provided by the new ePortal website.

The requirements and functionality also form the basis for the required application development and hosting that the bidder must provide to get the new ePortal up and running. In addition to the documentation provided below the bidders can also visit the existing ePortal website at the following URL - https://wcedeportal.co.za/ to experience the working of the current ePortal first hand. The supporting system documentation for the existing ePortal is defined and expanded below:

3.2.5. Content Management and Development

The preferred new Content Management System is Drupal 9 for the TO-BE developed ePortal. There are some migration options from Drupal 7 to Drupal 9 that could potentially be used. In the absence of a direct migration option developers with Drupal 7 development knowledge and background should be able to understand the current development and fast track it into a Drupal 9 environment. All existing customised code in Drupal 7 that cannot be migrated must be redeveloped for use in Drupal 9 as well.

3.2.6. APIs & Plugins

A registration function within the ePortal website must be developed to handle user registration – Username, Password, e-mail details. All sensitive and personal data must always (at rest and in transit) be encrypted.

A search plugin must be implemented or custom developed or integrated since a Search Function within the ePortal website is critical for the success of the ePortal and has a high priority.

3.2.7. High Availability Design

A high availability design must be included and could be based on a combination of Load Balancing within a site and further supported by load balancing between alternate sites or across geographic data centres hosted within the cloud. 

3.2.8. Backup Design

Standard backup and restoration SOPs must be developed and implemented to ensure a complete ePortal website recovery can be initiated. Backup and recovery must also ensure that recovery from minor incidents like a lost file or corrupt data record can be accomplished. The backup schedule must cover daily, weekly and monthly scenarios.

3.2.9. Disaster Recovery & Business Continuity

Planning for recovery from a major or minor disaster must be built into the ePortal website design and guide the choice of Cloud infrastructure location, with options to have access to a range of geographically distributed data centres within the RSA and internationally.

3.2.10. Website and data security

Overall site security must be planned and implemented to ensure the Confidentiality, Integrity, Availability as well as the overall protection of the server and any data that is stored. Source code must also be protected.

3.2.11. ePortal User Requirement Functionality

The external (Annexure F INC21528807 Technical Specification) contains additional supporting documentation regarding the ePortal in terms of web page layout, content, pages, style sheets and other descriptive content that provide additional details to the bidders. All the functionality described in the Addendum must be included in the development work, support and maintenance effort provided by the bidder in the bid response.
3.3. SERVICE/GOODS REQUIREMENT

N/A
3.4. PROJECT AND SERVICES REQUIREMENTS
WCED requires services for the hosting, building, maintenance and monitoring of an ePortal website accessible from anywhere in the world with an internet connection to the WWW. The ePortal web pages must provide functionality as described in the Technical Specification, as well as the additional information included in the documentation in the Addendum and must include all the functionality and operations that currently exists at the production ePortal website. The production ePortal is hosted at the following URL: https://wcedeportal.co.za/.

3.4.1. Project Service Deliverables

	Deliverable

	1. Development and build service for a ePortal website accessible from anywhere in the world with an internet connection to the WWW. The ePortal web pages must provide functionality, User Interface (UI) and User Experience (UX) as described and defined in the Technical Specification of the (Annexure F Technical Specification) in chapter 9 titled “ePortal Style Guide” document.

	2. A hosting service for the ePortal hosted in the Microsoft Azure Cloud (Inclusive of the underlying cloud server environment) and all basic software that provides the complete stack for hosting the ePortal i.e. latest compatible versions of Ubuntu, Drupal 9, PHP, Apache web server, Azure Web Application Firewall Application Gateway as load balancer and Firewall, MySQL as database, Varnish as caching proxy, Memcached as memory cache, JSON, ,
Service includes the provision of the Azure Cloud server service, Network access, Hosted Cloud Server, CPU resources, RAM resources, Hard disk resources, network resources to the WWW and all components required to run the ePortal in the cloud.

	3. A support service for the ePortal and all components thereof (Hosted cloud server, Ubuntu software, Apache software, PHP software, Drupal 9 CMS software, security service for server, database server, load-balancing server, network service, security service.)

	4. A software development service to develop:
· The initial framework of the ePortal in Drupal Content Management System version 9
· The initial build must have the same functionality as it exists in the current ePortal at https://wcedeportal.co.za/ and further described in the scope and the Addendum document.
· Ongoing changes and new requirements that must be developed over the lifespan of the contract
· Enhancements to existing pages
· Bug fixes as identified and discovered

· New developments as identified once the system is in production
CO-DEVELOPMENT
Bidder must indicate if they can make provision for and indicate how they can accommodate that WCED staff can contribute to the development for specific functions or items taking into consideration that WCED employees have the capability and knowledge to contribute to the development of the ePortal.

	5. Provide a Solutions Delivery / Project Manager to serve as the primary contact and drive the client relationship, project implementation and communication implementation. The manager and all required development staff must attend weekly service review meetings. The manager and all required development staff must attend weekly sprint planning and development review meetings.

	6. Provide a User Experience Design (UX Design) and a User Interface (UI) resource to provide the long-term customer experience vision and experience, working closely with the WCED project manager to provide user journey, wireframing and other UX capabilities.

	7. Provide a front-end HTML developer and development service.

	8. Provide a Drupal Developer / Drupal development service.

	9. Provide an Azure Technical resource to build the hosting platform with the associated and required CPU, storage, Networking configuration, Azure Web Application Firewall Application Gateway, caching server and database server.

	10. Provide qualified/certified technical resources for Ubuntu Base OS, Drupal 9 CMS, MySQL, Azure Web Application Firewall Application Gateway, Apache Web Server, PHP, JSON, HTML development and Agile. The technical resources must build, configure, optimise, operate and monitor the web hosting service.

	11. Provide ongoing development support for creating graphic images and training materials and video clips in support of the content of the ePortal.

	12. Provide server support inclusive of monitoring the server for uptime, server resource usage, log file management and maintenance, applying security patches on the OS and all systems. Also perform security penetration tests at least twice a year.

	a) Provide server maintenance updates to operating systems.
b) Apply security patches once a month or as released on a more urgent basis.
c) Provide QA on all updates before release in production.
d) Run Security vulnerability assessment monthly and provide a summary report to WCED.

	13. Provide a site monitoring service that includes the following:
a) SMS and email notification on completion of System Backups, thresholds for page load times and site uptime.
b) Automated login to the site every hour to verify that the ePortal site is up and running.

	14. Provide service for setting up, monitoring and maintaining Google Analytics to establish trends and manage any recommendations arising.

	15. Provide ePortal backup service for (weekly and monthly) as well as daily cloud server snapshots and backups.

	16. Perform weekly backup of the eResources document content (currently hosted on Google Drive).

	17. Provide a Helpdesk with a support person for a single point of call during the following core operational hours: Monday to Friday 07h00 - 16h00.
· Provide a nominated service contact and contact point

	18. Provide project governance in the form of running the project using the Agile methodology, scheduling weekly sessions to define features and requirements in more detail, planning production sprints, meetings with stakeholders, demo reviews, planning acceptance criteria of production sprint runs.

	19. Provide a high availability design and implementation with a Disaster Recovery (DR) solution incorporated in the design. 

	20. Provide and create site documentation for all phases:
a) Design and Development Phase site documentation

b) Operations Phase site documentation

c) Process Documentation Know-How documents, Wikis, SOPs

d) Develop an Exit Plan for End-Of-Life

	21. Provide a management service for DNS records, SSL security certificates and domain registration-related services.

	22. Build and manage an email service that will be used to handle all the messaging to and from the ePortal.

	23. Provide a service to manage User Surveys.

	24. Provide development resources to remedy all bugs introduced during the development and bugs discovered during the production lifetime of the ePortal.


3.4.2. Service Delivery schedule

The development and implementation inclusive of solution testing and production readiness must be completed based on the timelines/schedule in the table below. The overall solution must be production-ready as soon as possible to commence parallel testing with the existing production system.

Production implementation of the new ePortal system must follow a cutover as soon as parallel testing and unit testing has been approved and signed off by WCED. Thereafter the old ePortal system will be decommissioned and the new system will commence as the new production ePortal.

	Deliverable
	Completion time

	Establish a project office
	1 week after signing of the contract by the successful bidder

	Hosting Site and server established and configured with all the required software components
	2 weeks after signing of the contract by the successful bidder

	Development of e-Portal Webpages phase 1 complete (Navigation, UI, UX, Top-level Menus)
	6 weeks after signing of the contract by the successful bidder

	Migration of Metadata to the new website
	8 weeks after signing of the contract by the successful bidder

	Unit Testing of Phase 1 and sign off by WCED (Navigation, UI, UX, Learner Menu)
	10 weeks after signing of the contract by the successful bidder

	Development phase 2 - custom functions (can start immediately after migration of data)
	12 weeks after signing of the contract by the successful bidder

	Development of e-Portal Webpages phase 3 (Content Pages, Workflow, all menus, e-mail, all outstanding development areas)
	16 weeks after signing of the contract by the successful bidder

	Unit Testing 2 and sign off by WCED (Menu Pages, All links to eResources)
	18 weeks after signing of the contract by the successful bidder

	Redevelopment based on testing feedback – Phase 1 & 2
	20 weeks after signing of the contract by the successful bidder

	WCED testing of all ePortal Functionality (Full suite test of all functionality)
	24 weeks after signing of the contract by the successful bidder

	Redevelopment based on testing feedback (Full test – phases 1 to 3 development included)
	26 weeks after signing of the contract by the successful bidder

	Testing of all Processes inclusive of Backups, DR, Failover
	28 weeks after signing of the contract by the successful bidder

	Performance and Capacity testing
	30 weeks after signing of the contract by the successful bidder

	WCED final Acceptance testing of ePortal Functionality, UI, UX, Menus, e-mail, workflow, content, full operation and all functionality
	30 weeks after signing of the contract by the successful bidder

	Performance and Capacity testing with Beta Test group
	31 weeks after signing of the contract by the successful bidder

	Parallel run with current ePortal
	32 weeks after signing of the contract by the successful bidder

	GO / NO GO decision
	33 weeks after signing of the contract by the successful bidder

	Production cutover to new ePortal
	33 weeks after signing of the contract by the successful bidder

	New Production System Timeline below
	34 weeks after signing of the contract by the successful bidder

	Production support and monitoring of ePortal
	34 weeks after signing of the contract by the successful bidder

	Maintenance Support of ePortal
	34 weeks after signing of the contract by the successful bidder

	New development or enhancements sprints
	34 weeks after signing of the contract by the successful bidder


3.4.3. Service Delivery Performance Metrics

· All Sprints for new development completed on time
· All bugs discovered must be fixed within the next two sprint iterations
· Critical bugs that withhold site availability fixed within one (1) hour

4. BID EVALUATION STAGES
(1) The bid evaluation process consists of several stages that are applicable according to the nature of the bid as defined in the table below.
(2) The bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation.
	Stage
	Description
	Applicable for this bid YES/NO

	Stage 1

	Administrative pre-qualification verification
	YES

	Stage 2A
	Technical Mandatory requirement evaluation
	YES

	Stage 2B
	Technical Functionality requirement evaluation
	YES

	Stage 2C
	Technical Proof of Concept requirement evaluation
	YES

	Stage 3
	Special Conditions of Contract verification
	YES

	Stage 4

	Price / B-BBEE evaluation
	YES


ADMINISTRATIVE PRE-QUALIFICATION

5. ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS

ADMINISTRATIVE PRE-QUALIFICATION VERIFICATION
(3) The bidder must comply with ALL the bid pre-qualification requirements for the bid to be accepted for evaluation.

If the Bidder failed to comply with any of the administrative pre-qualification requirements, or if SITA is unable to verify whether the pre-qualification requirements are met, then SITA reserves the right to:
(a) Reject the bid and not evaluate it, or
(b) Accept the bid for evaluation, on condition that the Bidder must submit within 7 (seven) days any supplementary information to achieve full compliance, provided that the supplementary information is administrative and not substantive.
ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS

(4) Submission of bid response: The bidder has submitted a bid response documentation pack: –  
(a) that was delivered at the correct physical or postal address and within the stipulated date and time as specified in the “Invitation to Bid” cover page, and;
(b) in the correct format as one original document, one copy and two copies on a memory stick / USB.
(5) Attendance of briefing session: Compulsory virtual briefing session 
(6) Registered Supplier. The bidder is, in terms of National Treasury Instruction Note 4A of 2016/17, registered as a Supplier on National Treasury Central Supplier Database (CSD).
6. TECHNICAL MANDATORY
6.2. INSTRUCTION AND EVALUATION CRITERIA
(7) The bidder must comply with ALL the requirements as per paragraph 6.2 below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
(8) The bidder must provide a unique reference number (e.g. binder/folio, chapter, paragraph, page) to locate substantiating evidence in the bid response. During the evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.

(9) The bidder must complete the declaration of compliance as per paragraph 6.3 below by marking with an “X” either “COMPLY”, or “NOT COMPLY” with ALL of the technical mandatory requirements, failing which it will be regarded as “NOT COMPLY”.
(10) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid to proceed to the next stage of the evaluation.
(11) No URL references or links will be accepted as evidence.

TECHNICAL MANDATORY REQUIREMENTS
	TECHNICAL MANDATORY REQUIREMENTS
	Substantiating evidence of compliance

(used to evaluate bid)
	Evidence reference

(to be completed by bidder)

	1) BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
The bidder must be accredited with the OEM/OSM on an enterprise level for the supply, install and maintenance of the system/solution they are proposing :
a) Microsoft Azure Cloud.
b)  Ubuntu Base OS 
	Attach to ANNEX B a copy of a valid documentation (certificate/ letter )  as evidence that the bidder is an OEM/OSM accredited partner at enterprise level for  the supply and installation and maintenance of: 
a) the Azure Cloud environment that will provide the hosting platform and 
b) for the Ubuntu base OS. 
NOTE: SITA reserves the right to verify the information provided.
	<provide a unique reference to locate substantiating evidence in the bid response – see Annex B, paragraph 13.1 within this document

	2) BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS

The bidder must have delivered a project for development, hosting, maintenance and monitoring of a large-scale Drupal CMS web site to at least two (2) customers in the last three (3) years.  
	Provide in Annex B reference for at least two (2) customers to whom projects for the hosting, development, maintenance and monitoring of a large* website or ePortal or large content-based website using Drupal CMS were delivered in the last three (3) years.

*Note: The reference to show a large website as defined by the combination of the following metrics:
· Minimum number of 28-day active users**: 180 000
· Minimum number of 28-day page views**: 500 000
· Minimum number of 28-day Sessions**:  200 000
· Minimum capacity of content server/s: 200 GB with 32 GB RAM
· Minimum number of content items: 15 000
* as per Google Analytics definitions for the following metrics: active users, page views, sessions.
NB: SITA reserves the right to verify the information provided.
	<provide a unique reference to locate substantiating evidence in the bid response – see Annex B, paragraph 13.2, table 1 within this document

	3) TECHNICAL FUNCTIONAL REQUIREMENT

The bidder must confirm compliance to the  Product / Service Functional requirements for the Development and hosting of the WCED ePortal.
	The bidder must confirm that they comply with the Technical Functional Requirements by completing and signing Annex C: Addendum 1.
	<provide a unique reference to locate substantiating evidence in the bid response – see Annex C: Addendum 1  (within in this document) 


DECLARATION OF COMPLIANCE

	
	Comply
	Not Comply

	The bidder declares by indicating with an “X” in either the “COMPLY” or “NOT COMPLY” column that –
(a) The bid complies with all TECHNICAL MANDATORY REQUIREMENT as specified in PARAGRAPH 6.2 above; AND
(b) Each and every requirement specification is substantiated by evidence as proof of compliance.
	
	


7. TECHNICAL FUNCTIONALITY EVALUATION REQUIREMENTS
7.2. INSTRUCTION AND EVALUATION CRITERIA

(1) The bidder must complete in full all the TECHNICAL FUNCTIONALITY requirements.

(2) The bidder must provide a unique reference number (e.g. binder/folio, chapter, paragraph, page) to locate substantiating evidence in the bid response. During the evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response, as “NOT COMPLY”.

(3) Evaluation per requirement. The evaluation (scoring) of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence. Each TECHNICAL FUNCTIONALITY requirement will be evaluated using a rating scale of 0 - 5:
	Evaluation criteria 
	Score

	Irrelevant (does not meet any requirement or no substantiation)
	0

	Poor (far below minimum requirements)
	1

	Good (meets minimum requirements) 
	3

	Excellent (far exceeds minimum requirements)
	5


(4) The functionality will be evaluated by conducting the following two (2) consecutive independent stages in the tender processes (choose one that is applicable).
(c) Desktop Evaluation of TECHNICAL FUNCTIONALITY REQUIREMENTS (Stage 2B)

(d) Evaluation of the technical Proof of Concept (Stage 2C) 
(5) The weighting of requirements: The score for the desktop evaluation of TECHNICAL FUNCTIONALITY REQUIREMENTS will be calculated as follows:

(a) Each Bidder will be evaluated on each individual requirement as indicated in the tables in paragraphs 7.2 below.

(b) The value scored for each requirement will be multiplied with the specified weighting for the relevant requirement to obtain the percentage achieved for each requirement. 

	No.
	Technical Functionality Requirements
	Weighting

	1.
	Certification and Proficiency Requirements 
	10%

	2.
	Project Management (Planning, Methodology) 
	15%

	3.
	Management Service for development process
	20%

	4.
	Solution Design
	25%

	5.
	Solution Security
	15%

	6.
	Performance and Capacity
	  5%

	7.
	 Technical Development Standards
	  5%

	8.
	Monitoring and Alerting Process and Plan
	  5%

	TOTAL
	100 %


(6) Minimum threshold. The individual scores will be converted to a cumulative percentage and only those bidders that achieve or exceed the minimum threshold score of 60 % will be eligible to proceed to the Technical Proof of Concept requirement evaluation stage. No single category may score less than 60% of the required functionality.

7.3. TECHNICAL FUNCTIONALITY REQUIREMENTS

	TECHNICAL FUNCTIONAL REQUIREMENTS
	Substantiating evidence and evaluation criteria

(used to evaluate bid)
	Substantiation reference

(to be completed by bidder)

	1) BIDDER CERTIFICATION AND PROFICIENCY REQUIREMENTS

Bidder must have a technical resource(s) for the period of the contract that are trained in the following development products and systems at a level that they can install and maintain the following:

a) Microsoft Azure Cloud. 
b) certified resource for Drupal 9
c) One certified resource for MySQL
d)  PHP
e) HTML development
f)  Agile
g)  Have resource(s) that have the following development experience:

i) User Experience (UX) certification 

ii) User Interface (UI) proficiency and experience

iii) knowledgeable about /experienced in the SA educational scene with its unique flavours and challenges, as well as international educational trends with respect to blended and remote learning practices. 
iv) Bidder or an employee allocated to the ePortal project for WCED, for the period of the contract should have at least 5 years’ experience in projects relating to education.
	Bidders should:

a) Provide the level or grade of certification in Microsoft Azure cloud of resources. 

b) Provide evidence of training and experience in UI and UX and other technical and product support of resources.
c) Provide evidence of training and experience in Drupal 9, MySQL, PHP, HTML development and Agile of resources.
d) Provide evidence of knowledge and experience of resources in education 
e) Provide evidence of at least 5 years’ experience of resources in projects relating to education. 
Evaluation
0 = 
no evidence provided

1 = valid technical certification for the Azure Cloud environment.
3 = valid technical certification for the Azure Cloud environment and evidence of training in all of the following - Drupal 9, MySQL, PHP, HTML development, Agile Methodology and evidence of training or experience in UX and UI. 
5 = valid technical certification for the Azure Cloud environment and evidence of training in all of the following - Drupal 9, MySQL, PHP, HTML development, Agile Methodology and evidence of training or experience in UX and UI. Evidence has also been provided to show that the bidder has 5 (five) or more years of project knowledge and 5 (five) or more years of experience in education.

	10%

<provide a unique reference to locate substantiating evidence in the bid response – see Annex B paragraph 14.1 Table 1 within this document

	2) PROJECT MANAGEMENT (PLANNING, METHODOLOGY)

a) Provide an example project plan detailing the lifetime of the project. The plan must include the delivery dates for all the major milestones inclusive of a GO-LIVE date. 
a) Include the key activities,
b)  key resources, responsibilities and 
c) detailed time timeline with key dependencies if applicable.


	Provide a project plan (including all the additional plans listed below) up to the point of GO-LIVE. The project plan must include all the delivery items specified in paragraph Service Delivery schedule (3.3.2)
a) Include a sample Test plan.

b) Include a sample rollback plan.

c) Include a sample Communication Plan.

d) Include a sample data migration plan.
e) Include a sample Maintenance plan
Evaluation

0 = 
no plans have been included

1 = 
the plans cover all activities with an indication of timelines and resources.
3 = 
the plans cover all activities with an indication of timelines, resources and responsibilities.
5 = the plans cover all activities with an indication of timelines, resources, responsibilities and dependencies. It also includes all the requested sample plans (Test Plan, Rollback Plan, Communication Plan, Data Migration Plan, Sample Maintenance Plan)
	15%
Provide the unique reference to locate substantiating evidence in the bid response – See  Annex B paragraph 14.2 within this document

	3) MANAGEMENT SERVICE FOR DEVELOPMENT PROCESS

The bidder to provide details regarding:

a) the methodology that will be used to control the development sprints after going live.

b) details regarding the maintenance mechanisms to maintain the systems software and keep it patched and up to date with the most recent security patches.

c) change management process to implement new features and bug update releases.

d) helpdesk/trouble ticketing solution that will be used to support the management of any issues logged.
	Provide full supporting details with processes, diagrams and narrative to explain and support the explanations.

Evaluation

0 = 
No details, processes or plans have been provided)

1 =
Development methodology has been provided.

3 =
Development methodology has been provided and the Change management and, maintenance processes have been provided.
5 = Development methodology has been provided and the Change management, maintenance and helpdesk processes have been provided. 
	20%
Provide the unique reference to locate substantiating evidence in the bid response – See  Annex B paragraph 14.3 within this document

	4) SOLUTION DESIGN

The bidder to provide details regarding the: 
a) overall design of the solution, inclusive of cloud hosting solution and platform, cloud server size, network design and capacity details. 
b) Also, include the full list of all the components that will form a part of the overall solution.
c) Include an overview of the various desktop and mobile systems and standards that will be supported by the ePortal.

d) Provide an overview of high availability elements included in the design and include a detailed overview of how the proposed system will be recovered in the event of a failure.
	Provide full supporting details with processes, diagrams and narrative to describe the solution design. 

Describe the proposed Cloud hosting platform, sizing of the servers and components that will be implemented to deliver a working ePortal.

Evaluation

0 = 
no solution design supporting details have been included

1 =
Supporting details contains processes, diagrams and narrative to describe the solution design.

3 =
Supporting details contains processes, diagrams and narrative to describe the solution design. Supporting details also corresponds to the project plan.  It includes all components and capacity details with supporting diagrams. It provides a full narrative of the Cloud hosting solution. It provides an overview of the various desktop, mobile systems and standards that will be supported. It also provides an overview of the high availability elements. 
5 = Supporting details contains processes, diagrams and narrative to describe the solution design. Supporting details also corresponds to the project plan.  It includes all components and capacity details with supporting diagrams. It provides a full narrative of the Cloud hosting solution. It provides an overview of the various desktop, mobile systems and standards that will be supported. It provides an overview of the high availability elements. It also includes details for a full system recovery in the event of a failure.
	25%
Provide the unique reference to locate substantiating evidence in the bid response – See  Annex B paragraph 14.4 within this document

	5) SOLUTION SECURITY

The bidder to provide details of:
a) all processes and products that will be used to secure the ePortal, inclusive of a schedule or indication of the vulnerability scanning and a data protection plan. 

b) Include a list of security products that will be used as well as a narrative of any security processes that will be used to check the security posture.
c) Provide patching and update process

d) Provide password security guidelines and standards

	Provide full supporting details with processes, diagrams and narratives to describe the solution security design and operation. 
Evaluation

0 = 
no solution security details provided

1 = 
a detailed security solution including vulnerability scanning and a data protection plan has been provided.

3 = a detailed security solution including vulnerability scanning and a data protection plan has been provided. It also includes details to describe the processes to check the security posture and it includes a complete product list.

5 = a detailed security solution including vulnerability scanning and a data protection plan has been provided. It also includes details to describe the processes to check the security posture and it includes a complete product list. The solution also provides patching and update process details as well as password security guidelines and standards.

	15%
Provide the unique reference to locate substantiating evidence in the bid response – See  Annex B paragraph 14.5 within this document

	6) PERFORMANCE AND CAPACITY

The ePortal Cloud server solution must:

· Provide for MySQL database capacity of at least 4GB. Make provision for growth.

· Maintain the current Metadata file structure of 156GB that contains the additional site data, graphics files and other metadata that is not contained and stored in the MySQL database. Make allowance for future expansion.

(a) Must make allowance for current 320GB of eResources plus make allowance for future expansion
(b) Make provision for the current 20 000 registered users plus future growth
· Year 1 - 40 000 registered                                users (2023)

· Year 2 - 50 000 registered users (2024)

· Year 3 - 65 000 registered users (2025)

(c) The system must be able to handle up to a minimum of 60 000 daily active users. 1-day average active users.

(d) Must provide access for at least the current 520 000 active users per 28-day cycle plus future expansion. Plan for anticipated growth/expansion:
· Year 1 - 650 000 active     users over a 28-day period (2023)

· Year 2 - 750 000 active users over a 28-day period (2024)

· Year 3 - 850 000 active users over a 28-day period (2025)

(e) Improve the current page load time of between 7 and 9,5s to a page load time of 5s. The target page load time is 5s to reduce waiting time for ePortal.
(f) Provide adequate network capacity to manage the number of registered and active users as indicated above.
(g) Include a schematic and design showing the Azure Cloud Server sizing for the solution.
	Provide full supporting details with processes, diagrams and narrative to describe how the performance and capacity of the solution will be met. Provide the proposed Azure Cloud server sizing and configurations that will be used to run the production ePortal solution.
Evaluation

0 = 
no performance and capacity details provided

1 = details have been provided for database capacity and for the number of anticipated users (registered users, active daily users and active users over 28-days).

3 =
details have been provided for the database capacity and for the number of anticipated users (registered users, active daily users and active users over 28-days). Details have been included to illustrate how to improve the performance of page loading times. 
5 =
details have been provided for the database capacity and for the number of anticipated users (registered users, active daily users and active users over 28-days). Details have been included to illustrate how to improve the performance of page loading times. Details have been provided for the scaling of the network capacity and the Azure Cloud Server configuration has been included.


	5%

Provide the unique reference to locate substantiating evidence in the bid response – See Annex B paragraph 14.6 within this document

	(7) TECHNICAL DEVELOPMENT STANDARDS

(a) Bidder to provide an overview of relevant standards for software development in use by the bidder for example:

· ISO/IEC/IEEE 12207:2017
· Web Content Accessibility Guidelines (WCAG) 2.1
· Self-developed standards
.
	Provide confirmation that the bidder implements relevant standards for software development.

Provide supporting details of processes and standards that are followed during the development process

Bidder to provide a sample process for an Agile SDLC process for development and provide/include a diagram that illustrates the Agile SDLC process flow that will be followed.
Evaluation:

0 = 
no standards or processes have been provided 

1 = the bidder has provided supporting details of processes and standards that will be followed during the development process.

3 = the bidder has provided supporting details of processes and standards that will be followed during the development process. The bidder has provided details for a sample Agile SDLC process that will be followed.
5= the bidder has provided supporting details of processes and standards that will be followed during the development process. The bidder has provided details for a sample Agile SDLC process that will be followed. The bidder has indicated that they follow and apply Web Content Accessibility Guidelines (WCAG) 2.1 as part of the development standards.

	5%

<provide a unique reference to locate substantiating evidence in the bid response – see Annex B paragraph 14.7 within this document

	(8) MONITORING AND ALERTING PROCESS AND PLAN

Bidder to provide an overview of the relevant processes and tools used to monitor the system software and ePortal webpage.

Bidder to provide a list of Google Analytics performance and capacity parameters that will be used to analyse and manage the monthly performance.

Provide an overview of the process and tools that will be used to actively monitor the uptime and availability of the ePortal and all components that form part of the overall ePortal solution e.g. MySQL server, Load Balancer, Firewall and Webserver components.
	Provide supporting details of processes and standards that are followed to monitor the ePortal services, related analytics and KPIs

Evaluation:

0 = 
no monitoring tools or processes have been provided 

1 = the bidder has provided details regarding a monitoring and alerting plan to monitor the system.

3 = the bidder has provided details regarding a monitoring and alerting plan to monitor the system. The bidder has provided an indication of the Google analytics indicators and parameters that will be monitored. 
5 = the bidder has provided details regarding a monitoring and alerting plan to monitor the system. The bidder has provided an indication of the Google analytics indicators and parameters that will be monitored. An overview and process for the e:Portals active uptime monitoring have been provided inclusive of monitoring details for MySQL, the Firewall and all the Webserver components.
	5%

<provide a unique reference to locate substantiating evidence in the bid response – see Annex B paragraph 14.8 within this document


8. PROOF OF CONCEPT

8.2.  INSTRUCTION AND EVALUATION CRITERIA

(1) Only those bids that successfully passed all the previous evaluation stages will progress to this evaluation stage, namely Proof of Concept (POC) (Stage 2C).  
(2) Bidders will receive a 14-day (2 full weeks inclusive of weekends) lead time to develop and prepare for the POC. A time allocation of 1,5 hours per bidder will be availed for the POC demonstration. 
(3) SITA will inform the bidders about the logistical arrangements regarding the POC demonstration. Bidders must be prepared to demonstrate the product/solution/service offering at the premises of SITA (in the Western Cape).

(4) The bidder will be required to do a presentation of their proposed solution as per Stage 2 which contains the ability to support the business objectives concerning the required technology infrastructure and the required components.

(5) All the Proof of Concept (POC) requirements must be demonstrated and/or illustrated in full. 
(6) Evaluation per requirement. The evaluation (scoring) of bidders’ responses to the POC requirements will be determined by the completeness, relevance and accuracy of the demonstration and requested documentation. 
(7) The POC demonstration of the Technical Functional requirements will be evaluated using a rating scale of 0 – 5-point rating scale.
	Evaluation criteria (demonstration of technical functional requirements)
	Score

	Irrelevant (does not meet any requirement or no substantiation)
	0

	Good (meets the requirement)
	3

	Excellent (exceeds the requirement)
	5


(8) The weighting of requirements: The full scope of the POC demonstration on the technical functional requirements will be determined by the following weights:
	No.
	Proof of Concept Requirements
	Weighting

	1.
	Strategy
	18%

	2.
	Solution Design 
	13%

	3.
	Home Page Functionality
	13%

	4.
	Registration Module
	18%

	5.
	Learner Dashboard 
	13%

	6.
	Contribution Functionality
	20%

	7.
	Search Functionality
	5%

	TOTAL
	100 %


(9) Minimum threshold. To be eligible to proceed to the next stage of the evaluation, the bidder must, 
(d) For the POC demonstration of the Technical Functionality requirements achieve a minimum aggregate threshold score of 60%. No single category may score less than 60% of the POC requirements.

8.3. PROOF OF CONCEPT TECHNICAL FUNCTIONAL REQUIREMENTS

Preparation for the ePortal POC.

i) The ePortal POC server may be set up on a private server or a standalone virtual machine for demonstration and POC purposes. 

ii) The bidder has the option to publish the POC in any suitable test domain name and website to be presented during the POC presentation.
iii) The source code for the ePortal POC paragraphs requested below must be available on the day of the POC demonstration and presentation.
iv) The browser client must include both a mobile device and a desktop device to illustrate the ePortal POC functionality.
v) The POC must be developed using Drupal 9 as platform.
vi) The POC documentation required for the POC solution must be submitted electronically on a Memory stick on the day after the 14 days have expired. The solution must include all the requirements. 
vii) WCED will provide 100 resources that will comprise the resource repository of the POC.  The resource repository will comprise a variety of resource types, across various grades and subjects.
viii) WCED will provide the search keywords that must be used during the POC presentation session. 
	PROOF OF CONCEPT REQUIREMENTS

	(1) STRATEGY 

Prepare documentation to showcase the website strategy as a headless content management system, inclusive of the information architecture and wireframes and/or a working prototype according to a site map, indicative of an understanding of the mandate of the WCED and in alignment with WCED goals and values. The strategy must address:

a) a reporting and communication strategy (i.e. weekly meetings, monthly reporting) 
b) the execution of quality assurance and control as well as 
c) effective data tracking, data analysis and reporting according to a scorecard.

	(2) SOLUTION DESIGN 

The bidder is requested to develop a functional webpage in Drupal 9 to demonstrate in a live browser (desktop and mobile) the following features to be representative of the ePortal 2.0. The brand manual of the Western Cape Government (WCG) must be consulted for the applicable design elements, w.r.t. the correct use of graphics and logos, colour schemes, font types, sizes and colours, etc.   (Annexure E3 WCG Brand Manual)
a) Design and develop a menu structure for the 1st level and 2nd level.

b) Choose the Learner Mega Menu as a starting point and link it from the HOME page to indicate navigation flow and ease of use. 

c) Showcase the page layout, menu structure, page and menu flow as well as visual design elements that enhance the appearance of the site to communicate the message and enthuse the users.  
d) The solution should embrace user-centric design principles, such as ease of use and intuitive navigation. 

e) The website must be cross-browser compatible (as per WCG ICT Software standards.)

	(3) HOME PAGE FUNCTIONALITY

Develop and provide a HOME page for the ePortal that will invoke user interaction and exploration inclusive of:

a) A navigation ribbon.

b) A fat footer with applicable information.

c) A header paragraph with applicable information.

d) Suitable design elements according to the WCG brand manual.

e) The user interface must look and feel intuitive to use and provide ease of navigation according to acceptable standards. 

f) The style must be suitable for the target audience (learners from 15 years, as well as parents, teachers and subject experts and other officials).

	(4) REGISTRATION MODULE 

Design and develop an automated registration module unit map (wireframe of the registration module) with all functionality, and relevant fields, inclusive of POPIA considerations, account management and user communication, etc. The design must make provision for self-registration as well as bulk registration. 
The bidder will be required to demonstrate the following: 

a) The learner self-registration functionality on the website.
b) The database of 10 registered learners. 
c) Alignment with POPIA regulations on the website.

d) An understanding of account management, such as password reset, and sign-in, on the website.

	(5) LEARNER DASHBOARD 

Design and develop a learner dashboard for the Further Education and Training (FET) band with the following features:

a) An individualised Learner profile, allowing learner customisation, e.g. a profile picture, background colouring, language selection, and subject offering.
b) A dashboard with filtering per term with various resource types.
c) Learner Alerts, e.g. pop-up messages to alert learners of the addition of new resources.

	(6) CONTRIBUTION FUNCTIONALITY

Design and develop a contribution module unit map (a wireframe of the contribution module) to showcase the uploading of resources to the ePortal POC repository, to be pushed to the learner dashboard.  The functionality of the contribution module needs to be demonstrated with consideration to the following:

a) The repository database should consist of at least 100 resources as supplied by the WCED.

b) An awareness of potential copyright and ownership infringement.  

c) Each resource upload should be tagged with a title, brief description, thumbnail and reference to a web URL (if necessary).

d) Subject mapping should guide the resource meta-tagging in scoping the grade, phase, subject and subject categories, etc. concerning the SA curriculum (CAPS and the ATPs). 

e) Creative Commons licensing should be applied to each resource.

f) Content governance and curation structures, processes and roles, inclusive of the minimum verification and vetting of content, such as assessing, reviewing, editing, publishing, and unpublishing, should be defined in the unit map.

g) A workflow between contributors, assessors and reviewers should be defined in the unit map.

h) A mechanism to push content to the learner dashboard should be defined in the unit map.  

	(7) SEARCH FUNCTIONALITY

Design and develop the concept of a Search Criteria Unit (see point 6: CONTRIBUTION FUNCTIONALITY w.r.t. the repository database consisting of at least 100 resources.)

a) Provide the relevant criteria and selection categories.

b) Provide the concept of search/fields and selection criteria.

c) Allow searching and keyword searching across documents in the eResource pool as well as within documents.


	PROOF OF CONCEPT (POC) Scoring Checklist

PLEASE NOTE: This section will only apply to bidders who have progressed to this POC stage. 

	1. Strategy

	Evidence and Evaluation Criteria
	Score 

	Provide documentation to illustrate the site as a Headless Content Management System.
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide documentation (e.g. wireframes and/or a working prototype) indicating the Information Architecture according to a site map, including a 2-level structure 
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide a brief narrative to show an understanding of the mandate of the WCED, i.e. the purpose of the website is well-defined in alignment with WCED goals and values  
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide a high-level plan w.r.t a reporting and communication strategy between the service provider and the WCED (i.e. weekly meetings, monthly reporting)
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide a high-level plan w.r.t the execution of rigorous quality assurance cycle before, and after going live 
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide a high-level map or illustration to indicate the analytical strategy that measures traffic, conversions, content value, bounce rate, user behaviour, page load speeds, etc.
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide a monthly plan for reporting and monitoring the performance of the site w.r.t. analytical data, trends and recommendations, etc.
	0 = does not meet

3 = meets req

5 = exceeds req

	2. Solution Design

	Evidence and Evaluation Criteria
	Score 

	Provide access to the back end to show that Drupal 9 platform/coding is used. 
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate the site on desktop and mobile devices on the following browsers: Mozilla Firefox, Google Chrome and Edge (according to WCG ICT Software standards).
	0 = does not meet

3 = meets req

5 = exceeds req

	Show that the website design and style are audience-appropriate.
	0 = does not meet

3 = meets req

5 = exceeds req

	Show graphics and images that fit the purpose of the website and enhance the written text and message.  
	0 = does not meet

3 = meets req

5 = exceeds req

	 Demonstrate the website’s style aligns with the WCG branding specifications in terms of colours, feel, graphics, etc.
	0 = does not meet

3 = meets req

5 = exceeds req

	3. Home Page Functionality

	Evidence and Evaluation Criteria
	Score 

	Demonstrate that the home page evokes /attracts user interaction and exploration.   
	0 = does not meet

3 = meets req

5 = exceeds req

	Display the functional navigation ribbon.
	0 = does not meet

3 = meets req

5 = exceeds req

	Display a functional fat footer with applicable information.
	0 = does not meet

3 = meets req

5 = exceeds req

	Display a functional Header paragraph with applicable information.
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate the user interface is suitable for the target audience.
	0 = does not meet

3 = meets req

5 = exceeds req

	4. Registration Module

	Evidence and Evaluation Criteria
	Score 

	Provide the full unit map of the registration module.
	0 = does not meet

3 = meets req

5 = exceeds req

	Illustrate the bulk registration functionality in the unit map.
	0 = does not meet

3 = meets req

5 = exceeds req

	Illustrate the inclusion of relevant data fields in the unit map.
	0 = does not meet

3 = meets req

5 = exceeds req

	Illustrate an automated user communication tool in the unit map.
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate the learner self-registration functionality on the web site.
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate alignment with POPIA regulations on the web site.
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate an understanding of account management, such as password reset, and sign-in, on the website.
	0 = does not meet

3 = meets req

5 = exceeds req

	5. Learner Dashboard

	Evidence and Evaluation Criteria
	Score 

	Demonstrate a learner dashboard for the FET band
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate the learner profile functionality
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate the individualization of a learner profile
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate various relevant filtering options on the dashboard 
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate a Learner Alert messaging system 
	0 = does not meet

3 = meets req

5 = exceeds req

	6. Contribution Functionality

	Evidence and Evaluation Criteria
	Score 

	Demonstrate a functional resource contribution module
	0 = does not meet

3 = meets req

5 = exceeds req

	Illustrate or demonstrate the prevention of potential copyright and ownership infringement
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate the minimum requirements for a resource upload, i.e. title, brief description and thumbnail
	0 = does not meet

3 = meets req

5 = exceeds req

	Illustrate or demonstrate Creative Commons licensing applied to each resource
	0 = does not meet

3 = meets req

5 = exceeds req

	Illustrate or demonstrate an understanding of meta-tagging within a subject mapping framework  
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide Content Publishing Governance as part of Quality Assurance and Control in the unit map (including contribution and assessing, reviewing and publishing of content resources)
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide various content and user roles such as content contributor, assessor, reviewer and publisher, editor, SCP, site admin, and learner in the unit map.
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide the workflow between contributors, assessors and reviewers in the unit map. 
	0 = does not meet

3 = meets req

5 = exceeds req

	Provide a mechanism to push content to the learner dashboard in the unit map.
	0 = does not meet

3 = meets req

5 = exceeds req

	7. Search Functionality

	Evidence and Evaluation Criteria
	Score 

	Demonstrate a search function for users to find content inclusive of suitable criteria and selection categories, relevant search/fields and selection criteria.
	0 = does not meet

3 = meets req

5 = exceeds req

	Demonstrate the search function searches keywords across documents and across the site.
	0 = does not meet

3 = meets req

5 = exceeds req


SPECIAL CONDITIONS OF CONTRACT (SCC)
9. SPECIAL CONDITIONS OF CONTRACT

9.2.  INSTRUCTION
(12) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, WCED reserves the right to include or waive the condition in the signed contract.

(13) WCED reserves the right to –
(a) Negotiate the conditions, or
(b) Automatically disqualify a bidder for not accepting these conditions.
(14) In the event that the bidder qualifies the proposal with its own conditions, and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subparagraph 9.1(2) above.
(15) The bidder must complete the declaration of acceptance as per paragraph 9.3 below by marking with an “X” either “ACCEPT ALL” or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified.

SPECIAL CONDITIONS OF CONTRACT
(16) CONTRACTING CONDITIONS
(a) Formal Contract. The Supplier must enter into a formal written Contract (Agreement) with WCED.
(b) Right of Award. WCED reserves the right to award the contract for required goods or services to multiple Suppliers.
(c) Right to Audit. SITA/WCED reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
(d) The WCED will only procure hosting and services, as it so requires over the tender period; the estimates provided are for planning and costing comparative purposes; 

(e) The successful bidder will be expected to work with the current Service Provider in order to facilitate a smooth migration of services.

(f) The WCED has the final authority to approve the actual design and configuration of the ePortal website and the hosting configuration;

(g) The cost of all licensing, hosting, development and support must be included. No monthly license or usage costs and fees will be accepted by WCED.

(h) The bidder must create an Azure Subscription that is dedicated and exclusively used for the WCED ePortal hosting and development.

(i) WCED reserves the right to transfer the subscription under the WCG Microsoft agreement and therefore the subscription must be used for WCED purposes only.

(j) The bidder must register a new Domain name for the new ePortal – WCED will advise the bidder of the new domain name.
(17) DELIVERY ADDRESS. The supplier must deliver the required products or services at as indicated in Paragraph 2.2, Delivery Address
(18) DELIVERY SCHEDULE
(a) The scope of work (Paragraph 2.1) and Paragraph 3 (Requirements) with specific reference to the ONCE OFF items detailed below and in the costing schedule, must be completed within 31 weeks after the contract has been signed.
(b) The Supplier is responsible to perform the work as outlined in the following Breakdown Structure (WBS): 
	WBS
	Statement of Work
	Delivery Timeframe

	

	1. 
	Establish Project Office:

Operationalise all of the following: Change Log, Communications channels, Project plan, supporting applications to manage the overall project, schedule and control Sprints, Establish the management, build and development team. 
	1 week after signing of the contract by the successful bidder

	2. 
	Cloud Server Installation services:

Install and configure all the Azure Cloud server, cloud network connections, load-balancing, firewall, security patches and other components required to run the ePortal website on a cloud server.

a) Ubuntu Base OS
b) Apache

c) PHP

d) Drupal 9

e) Azure Web Application Firewall Application Gateway

f) MySQL
	2 weeks after signing of the contract by the successful bidder

	3. 
	Software Development: Phase 1- Navigation, UI, UX

Develop the ePortal Webpages based on functionality as defined and documented in paragraph TECHNICAL REQUIREMENT OVERVIEW (3.0)
a) Develop web page framework/skeleton

b) Learner Dashboard

c) Parent Menu

d) Learner Menu

e) Teacher Menu

f) User Registration

g) Search functionality

h) Contribution functionality

i) All additional Functionality 
	6 weeks after signing of the contract by the successful bidder

	4. 
	Migration and Integration:

Migrate and redevelop the custom code from Drupal 7

Migrate the MySQL database

Migrate the HTTP links of all the eResources

Migrate the metadata from the existing system
	8 weeks after signing of the contract by the successful bidder

	5. 
	Application Testing Service:

Unit testing - Unit Testing of Phase 1 by WCED (Navigation, UI, UX)

Backup Testing

Integration testing

Web Access testing

Performance testing
	10 weeks after signing of the contract by the successful bidder

	6. 
	Software Development: Phase 2.

Development of custom functions and outstanding webpages, workflow and functionality (starts immediately after migration of data) 
	12 weeks after signing of the contract by the successful bidder

	7. 
	Development of e-Portal Webpages phase 3 (Navigation, UI, UX, Functionality, Workflow)
	16 weeks after signing of the contract by the successful bidder

	8. 
	Unit Testing 2 by WCED (Menu Pages, All links to eResources)
	18 weeks after signing of the contract by the successful bidder

	9. 
	Redevelopment based on testing feedback – Phase 1 & 2
	20 weeks after signing of the contract by the successful bidder

	10. 
	WCED testing of all ePortal Functionality (Full suite test with all functionality)
	24 weeks after signing of the contract by the successful bidder

	11. 
	Redevelopment based on testing feedback (Full test – phases 1 to 3 development included in testing)
	26 weeks after signing of the contract by the successful bidder

	12. 
	Testing of all Processes inclusive of Backups, DR, Failover
	28 weeks after signing of the contract by the successful bidder

	13. 
	Performance and Capacity testing
	30 weeks after signing of the contract by the successful bidder

	14. 
	Parallel run with current ePortal
	31 weeks after signing of the contract 

	15. 
	WCED final Acceptance testing of ePortal Functionality, UI, UX
	31 weeks after signing of the contract by the successful bidder

	16. 
	Performance and Capacity testing with Beta test group
	32 weeks after signing of the contract by the successful bidder 

	17. 
	GO / NO GO decision. Signed off and approved by WCED
	33 weeks after signing of the contract by the successful bidder

	18. 
	Production cutover to new ePortal
	34 weeks after signing of the contract by the successful bidder

	19. 
	New Production System Timeline below
	

	20. 
	Production support and monitoring of ePortal
	35 weeks after signing of the contract by the successful bidder 

	21. 
	Maintenance Support of ePortal
	35 weeks after signing of the contract by the successful bidder

	22. 
	New development or enhancements sprints
	35 weeks after signing of the contract by the successful bidder

	23. 
	System Maintenance Service:

Patching System

Security Patching

Patching system software


	35 weeks after signing of the contract by the successful bidder

	24. 
	Project Administration:

Define and document SOPS for all the procedures.

a) Backups

b) DR and BCP

c) Rebuilding the site

d) Restoring the database

Other TBD
	35 weeks after signing of the contract by the successful bidder


(19) PROGRESS PAYMENTS DURING INITIAL BUILD

Progress payments will be arranged to the successful SP to be made according to the table below – based on delivery milestones. The payment will be made as a percentage of the indicated cost based on the bidder’s indicated “ONCE OFF BUILD COST” as defined.

	Payment #
	Milestone Condition
	% Payment 

(from ONCE OFF BUILD cost)

	1. 
	Production Cloud server with all support software complete. Documentation regarding the build, integration, project office complete.

Refer to WBS items 1 and 2 above.
	10%

	2. 
	Development Phase 1 is complete. Migration and integration complete

Testing complete.

Refer to WBS items 3, 4 and 5 above.
	15%

	3. 
	Development phase 2 is complete.

Development phase 3 complete

Unit Testing 2 complete

Redevelopment of feedback from Phase 1 and 2 testing complete

Refer to WBS items 6, 7, 8 and 9 above.
	25%

	4. 
	All ePortal functionality testing complete

Redevelopment Phase 1, 2 and 3 complete

Refer WBS items 10 and 11 above
	25%

	5. 
	Testing of all processes complete and documentation updated

Performance and capacity testing complete

Acceptance testing complete

Refer to WBS items 12, 13, 14, 15 and 16 above
	25%


(20) SERVICES AND PERFORMANCE METRICS
(a) The Supplier is responsible to provide the following services as specified in the Service Breakdown Structure (SBS): 
	SBS
	Service Element
	Service Level

	
	ePortal hosted Website availability
	Availability 99%

	1. 
	Linked eResources
	Unlimited quantity and unlimited file size per document for all types of documents. 

	2. 
	Hosted Website network Utilisation
	This must not exceed 80% utilisation. If the 80% parameter is exceeded, the network must be upgraded.

	3. 
	Hosted cloud server CPU utilisation
	This must not exceed 80% utilisation. If the 80% parameter is exceeded, the cloud server CPU must be upgraded.

	4. 
	Maximum cloud server RAM utilisation
	This must not exceed 80% utilisation. If the 80% parameter is exceeded, the cloud server RAM must be upgraded.

	5. 
	ePortal Landing page load time
	Must be between 5 and 7 seconds on average over 30 days as measured by Google Analytics.

	6. 
	Complete all development sprints on time
	Complete all the new development scheduled within a 2-week sprint, inclusive of bug fixes and normal maintenance. 

	7. 
	Service Desk
	A support person serves as a single point of call and is available to be contacted by the WCED Project manager during the following times:

a) Operational hours: Monday – Friday from 07:00 – 16:00;

b) After-hours: Monday – Friday from 16:00 – 22:00;

c) Weekends and public holidays: 07:00 – 18:00;

	8. 
	Service Restoration
	Service to the ePortal must be restored based on the severity matrix below.

Severity matrix

Priority 

Status 

Problem description 

Bidder Response time 

1

Critical

System is totally inoperative 

Within 1 hour 

2

Major 

The system is partially inoperative due to a system component or a software error. 

Within 2 hours

3

Minor 

The system is partially inoperative due to a non-critical system component being down. 

Within 4 hours




(21) SCOPE OF TECHNICAL SOLUTION DEVELOPMENT
The architecture is defined and supplied in the Technical Schedule paragraph (12.2.2).
(22) SUPPLIER PERFORMANCE REPORTING
(a) The Supplier will report weekly to WCED/Client during the design, installation and implementation phase of the project; weekly written reports are to be presented to the WCED/Client on the progress of the preceding week until the initial build and development is completed and tested, ready for Go -Live.

(b) Bi-Weekly Sprint meetings to be scheduled and held throughout the contract to plan the maintenance and development sprints for the next two weeks.

(c) Quarterly meetings to be scheduled between WCED/Client and service provider and AD HOC meetings from both sides. 

(d) The Supplier is required to generate regular reports as outputs during the maintenance and support cycle within the following service levels (the report type will drive the service level agreement; definition of the content of each report type will be finalised at the time of concluding the contracted service level agreement).
(23) CERTIFICATION, EXPERTISE AND QUALIFICATION
(a) The Supplier represents that, 
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition and;
(ii) it is committed to providing the Products or Services; and
(iii) perform all obligations detailed herein without any interruption to the Customer.
(b) The Supplier must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations performing services similar to the Services;
(c) The Supplier must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition;
(d) The bidder must maintain all the skills and expertise they have or intend to have for the implementation and support service of this bid. The minimum expertise required is:
(i) Account management
(ii) Project management
(iii) Web Development and Design
(iv) Web UX development and design
(v) Web UI development and Design
(vi) Azure Cloud installation
(vii) Drupal 9 development and design
(viii) MySQL development and DB Management
(24) LOGISTICAL CONDITIONS
(a) Hours of work: 08h00 – 16h30.  
(b) In the event that WCED grants the Supplier permission to access WCED's Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Supplier must adhere to WCED's relevant policies and procedures (which policy and procedures are available to the Supplier on request) or in the absence of such policy and procedures, in terms of, best industry practice.
(c) Tools of Trade. The Supplier must bring their necessary tools of trade in order for them to perform their duties adequately. 
(d) On-site and Remote Support. The Supplier must give off-site and remote support, and only when off-site support is not sufficient, then on-site support will be required upon approval by the WCED representative. 
(25) SKILLS TRANSFER 
(a) The Supplier should provide in service skills transfer on the proposed solution or software products to technical staff to enable WCED to operate and support the product or solution after implementation.
(26) REGULATORY, QUALITY AND STANDARDS
(a) The Supplier must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards, ISO27001, and Protection of Personal Information Act, 2013 (POPIA).

(b) The Supplier must for the duration of the contract ensure compliance with General Quality Standards, ISO 9001

(27) CONFIDENTIALITY AND NON-DISCLOSURE CONDITIONS

(a) The Supplier, including its management and staff, must sign a non-disclosure agreement regarding Confidential Information before the commencement of the Contract.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure under:

(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);

(ii) being marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;

(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;

(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;

(v) being information, the disclosure of which could reasonably be expected to endanger life or physical security of a person;

(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;

(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and

(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or

(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;

(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
(28) GUARANTEE AND WARRANTIES. The Supplier warrants that:
(a) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever; 
(b) the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
(c) the Product possesses all material functions and features required for WCED’s Operational Requirements;
(d) the Product remains connected or Service is continued during the term of the Contract;
(e) all third-party warranties that the Supplier receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to WCED without reducing or limiting the Supplier’s obligations under the Contract;
(f) no actions, suits, or proceedings, pending or threatened against it or any of its third-party suppliers or subcontractors that have a material adverse effect on the Supplier’s ability to fulfill its obligations under the Contract exist;  
(g) WCED is notified immediately if it becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the Supplier’s ability to fulfill the obligations under the Contract;
(h) any Product sold to WCED after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest;
(i) WCED’s use of the Product and Manuals supplied in connection with the Contract does not infringe any Intellectual Property Rights of any third party; 
(j) the information disclosed to WCED does not contain any trade secrets of any third party, unless disclosure is permitted by such third party;
(k) it is financially capable of fulfilling all requirements of the Contract and that the Supplier is a validly organized entity that has the authority to enter into the Contract; 
(l) it is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract;
(m) the prices, charges and fees to WCED as contained in the Contract are at least as favourable as those offered by the Supplier to any of its other customers that are of the same or similar standing and situation as WCED; and
(n) any misrepresentation by the Supplier amounts to a breach of Contract. 
(29) INTELLECTUAL PROPERTY RIGHTS 
(a) WCED retains all Intellectual Property Rights in and to WCED's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of WCED's Intellectual Property for the sole purpose of providing the Products or Services to WCED pursuant to this Contract; provided that the Supplier must not be permitted to use WCED's Intellectual Property for the benefit of any entities other than WCED without the written consent of WCED, which consent may be withheld in WCED's sole and absolute discretion. Except as otherwise requested or approved by WCED, which approval is in WCED's sole and absolute discretion, the Supplier must cease all use of WCED's Intellectual Property, at of the earliest of: 
(i) termination or expiration date of this Contract; 
(ii) the date of completion of the Services; and 
(iii) the date of rendering of the last of the Deliverables. 
(b) If so required by WCED, the Supplier must certify in writing to WCED that it has either returned all WCED Intellectual Property to WCED or destroyed or deleted all other WCED Intellectual Property in its possession or under its control.
(c) WCED, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.
(e) Provide WCED with the compliant safety file.
(30) GENERAL

The parties in this Agreement agree that the offer price of all the equipment shall be at the wholesale price or below wholesale price as agreed with the OEM. Should, at any time during the existence of the agreement that the offered price which is higher than the wholesale price or as agreed with the OEM, SITA /WCED shall be entitled to such wholesale price with the exclusion of the mark-up which the reseller may have charged.

NOTE: These conditions will form part of the contract obligations and suppliers are expected to comply in order for SITA/WCED to conclude an agreement with the potential suppliers. Failure to comply during finalisation of a contract may result to disqualification.

(31) COUNTER CONDITIONS

Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.

(32) FRONTING

(a) The SITA/WCED supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA/WCED any form of fronting.

(b) The SITA/WCED , in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA/WCED may have against the bidder/contractor concerned.

(33) BUSINESS CONTINUITY AND DISASTER RECOVERY PLANS

The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.
(34) SUPPLIER DUE DILIGENCE

WCED reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced/ non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.

DECLARATION OF COMPLIANCE

	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	(35) The bidder declares to ACCEPT ALL the Special Condition of Contract as specified in paragraph 9.2 above by indicating with an “X” in the “ACCEPT ALL” column, OR
(36) The bidder declares to NOT ACCEPT ALL the Special Conditions of Contract as specified in paragraph 9.2 above by - 
(a) Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;

(b) Provide a reason and proposal for each of the conditions that are not accepted. 
	
	

	Comments by bidder:
Provide reason and proposal for each of the conditions not accepted as per the format:
Condition Reference:

Reason:
Proposal:


COSTING AND PRICING
10. COSTING AND PRICING

10.2. COSTING AND PRICING EVALUATION
(1) In terms of the Preferential Procurement Policy Framework Act (PPPFA), the following preference point system is applicable to all Bids:
(a) the 80/20 system (80 Price, 20 B-BBEE) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 

(b) the 90/10 system (90 Price and 10 B-BBEE) for requirements with a Rand value above R50 000 000 (all applicable taxes included).

(2) This bid will be evaluated using the preferential point system of 80/20, subject to the following conditions –

(a) If the lowest acceptable bid price is up to and including R50 000 000 (all applicable taxes included) then the 80/20 preferential point system will apply to all acceptable bids; or 

(b) If the lowest acceptable bid price is above R50 000 000 (all applicable taxes included) then the 90/10 preferential point system will apply to all acceptable bids;

(3) The bidder must complete the declaration of acceptance as per paragraph 9.4 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 

(4) Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions. These conditions will form part of the Contract between WCED and the bidder. However, WCED   reserves the right to include or waive the condition in the Contract.

10.3. COSTING AND PRICING CONDITIONS
1. SOUTH AFRICAN PRICING. The total price must be VAT inclusive and be quoted in South African Rand (ZAR).

2. TOTAL PRICE

(a) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.

(b) The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.

(c) All additional costs must be clearly specified.


BID PRICING SCHEDULE

Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and include that as part of the hard copy submission documents and on the memory stick to be submitted.

Note to bidders:

· All prices include VAT.
· WCED reserves the right not to contract on all the services listed in this tender.
· WCED reserves the right to terminate a service or part of the service if that service is not required anymore based on the requirements of WCG.
· The pricing for the solution must not have any other external license fee, monthly cost or transaction/volume payment fee. All costs must be included in the ONCE OFF or MONTHLY costs.

· The monthly hosting cost must be a fixed monthly cost for YEAR 1, YEAR 2 and YEAR 3.
· Pricing must include all services and facilities that the bidder requires to perform the development, hosting, monitoring, maintenance, reporting and all other services.
· Pricing must include all travel and accommodation if it is required by the bidder.
10.3.1. Service Pricing

Pricing in the “Costing” spreadsheet contains 2 main paragraphs. The first paragraph is for ONCE OFF COSTS and the second paragraph is for MONTHLY COSTS:

ONCE OFF COSTS – refer to Worksheet “A-Project Initiation Service” and worksheet “B-Initial Build&Dev” in the costing spreadsheet included as (Annexure D INC2158807 ePortal-Pricing-Schedule-Final)
MONTHLY COSTS– refer to Worksheet “C-Monthly Hosting” and worksheet “D-Monthly Development and Mon” in the costing spreadsheet included as (Annexure D INC2158807 ePortal-Pricing-Schedule-Final).
NB: SITA reserves the right to negotiate pricing with the successful bidder prior to the award as well as envisaged quantities.

DECLARATION OF ACCEPTANCE

	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	(37) The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in paragraph 10.2 and 10.3 above by indicating with an “X” in the “ACCEPT ALL” column, or

(38) The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in paragraph 10.2 and 10.3 above by - 

(a) Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;

(b) Provide reason and proposal for each of the conditions not accepted. 
	
	

	Comments by bidder:

Provide the condition reference, the reasons for not accepting the condition.


Terms and definitions
11. ABBREVIATIONS

DR

Disaster Recovery

HA

High Availability

OS

Operating System

PPPFA
Preferential Procurement Policy Framework Act

QA

Quality Assurance

SDLC

System Development Life Cycle

SOP

Standard Operating Procedure

UI

User Interface

URL

Uniform Resource Locator

UX

User Experience

WWW
World Wide Web

WCG

Western Cape Government

FET

Further Education and Training
TECHNICAL SCHEDULES
12. TECHNICAL SCHEDULES

12.1. CAPACITY AND QUANTITY SCHEDULE

12.1.1. Current File Storage - Data Volumes and File Types for Hosting

	File Types

	Video: 3378
mp4 : 2824

wmv: 24

mpg: 131

m4v : 233

mkv : 77

m2v : 1

MTS : 57

MOV : 1

VOB : 10

webm : 4

mov : 16

	Flash: 1586

flv: 1586

	Archive: 262
zip : 255

rar : 7

	Application: 78
exe : 29
jar : 41

dll : 3

air : 5

	Document/Presentation: 16531
pdf : 15560

doc : 103

xlsx : 24
txt : 2

docx : 509

pptx : 258

ods : 8

odt : 18

ppt : 22

pptm : 3

ppsx : 8

ppsm : 2

pps : 14

	Database: 9

accdb : 4

odb : 4

csv : 1

	Audio: 62
mp3: 7

MP4: 53

m4a : 2

	Image: 1136

jpg : 795

png : 333

jpeg : 6

ink : 2

	Webpage: 55
htm : 4

html : 51


12.2. SOLUTION ARCHITECTURE

12.2.1. Current AS-IS ePortal High-Level View
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12.2.2. Current Environment – System Architecture
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12.2.3. Future (TO-BE) ePortal High-Level View
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12.2.4. Platform support for remote clients

Software platforms that must be supported

	(i) PC: IE10, IEl11, the latest version of Firefox and the latest version of Chrome

	(ii) Mac: the latest version of Safari

	(iii) Tablets: the latest version of Safari for iPad and latest version of Chrome for Galaxy Tab

	(iv) Smart-phones: the latest version of Safari for iPhone and latest version of Firefox and Chrome for Samsung Galaxy


12.3. SERVICES AND PERFORMANCE SCHEDULE

The performance and capacity graphs, tables and figures are included for the bidders for information purposes only to depict the current analytics and to provide the bidders with an indication of the minimum requirements

Current Key Indicators from Google Analytics
Bounce Rate
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Average Page Load times
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12.3.1. Active Users 28-day

The 28-day average active users report presents a reasonably good overview of the activity on the site. The 28- day count was 514 530 users. 
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12.3.2. Active Users 1-day Average

The 1-day average active users report below only covers a part of a school term without any school holiday or break period and shows the average 1-day active users at 17 669. The peak 1-day active users was on 24 August 2021 at 34288 users in the sample below taken from the production ePortal site. 
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12.4. PROJECT AND DELIVERY SCHEDULE

Refer to 3.3.2 Service Delivery Schedule in this document.
ANNEX B: BIDDER SUBSTANTIATING EVIDENCE

13. MANDATORY REQUIREMENT EVIDENCE
13.1. BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
Attach the relevant copies of valid OEM/OSM enterprise certificate for the supply and installation of:

a) the Azure Cloud environment that will provide the hosting platform and 
b) for the Ubuntu base OS. 
13.2. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
Complete table below, noting that:

a) Bidder must provide references from at least two (2) customers to whom at least one (1) project each for the Development, maintenance and monitoring and Hosting of a large Website or ePortal or large content-based website using Drupal CMS were delivered; and

b) Project end-date must be current or not older than 3 years from the date this bid is advertised,

c) Scope of work must be related.

Table 1: References

	No
	Company name
	Reference Person Name, Tel and/or email
	Project Scope of work 
	Project Start and End-date

	1
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide reference from a customer to whom a project for the hosting, development and support of a website or portal was completed> 
	Start Date:

End Date:

	2
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide a reference from a customer to whom a project for the hosting, development and support of a website or portal was completed >
	Start Date:

End Date:


13.3. TECHNICAL MANDATORY FUNCTIONAL REQUIREMENTS 

The bidder must confirm that they comply with the products /service requirements by completing ANNEXC: Addendum1 below.

14. TECHNICAL FUNCTIONAL REQUIREMENT EVIDENCE
The bidder must attach the substantiating evidence for the Technical Functionality Requirements as indicated in section 7.2 here.

14.1. BIDDER CERTIFICATION AND PROFICIENCY REQUIREMENTS
Complete table below, noting that:
· Resources must be in the employment of the bidder

Table 1: Certification and Proficiency

	No
	Proficiency Category or Product
	Reference Person Name, Tel and/or email
	Level or grade of certification

	1
	Drupal 9
	<Person Name>
<Tel>
<email>
	Provide the level or grade of the certification and date obtained.

	2
	UI
	<Person Name>
<Tel>
<email>
	Provide the level or grade of the certification and date obtained.

	3
	UX
	<Person Name>
<Tel>
<email>
	Provide the level or grade of the certification and date obtained.

	4
	MySQL, PHP and HTML
	<Person Name>
<Tel>
<email>
	Provide the level or grade of the certification and date obtained.

	5
	Microsoft Azure Cloud 
	<Person Name>
<Tel>
<email>
	Provide the level or grade of the certification and date obtained.

	6
	Agile Certified resource
	<Person Name>
<Tel>
<email>
	Provide the level or grade of the certification and date obtained.

	7
	Resource with Education Knowledge / Experience
	<Person Name>
<Tel>
<email>
	Provide the level of experience and length of experience.


14.2. Project Management (Planning and Methodology)
Attach the project plan (including all the plans listed below) up to the point of GO-LIVE. The project plan must include all the delivery items specified in paragraph Service Delivery schedule (3.3.2)
Attach sample plans with Gantt charts and a narrative description as applicable for the following: 

14.2.1.  Test Plans

Include an overview of a detailed system test plan, a unit test plan as well as an integration test plan. Show or explain how the test plan will cover all the solution requirements and how the testing will conclude that a requirement has been met. Plans must also include a detailed “Release” and “Rollout” plan up to going live. Additional plans are also required for the ongoing maintenance post the Go-Live date as well as a plan for new development post the Go-Live.
14.2.2. Communication Plan

Include a detailed communication plan to control and inform all stakeholders during the build and rollout.
14.2.3. Rollback Plan

Include a full rollback to show how a complete rollback can be activated if a major problem arises during the cutover or transition from the current production ePortal to the new ePortal.
14.2.4.  Data Migration Plan
Provide an indication or process narrative of a data migration plan to ensure continuity of the current ePortal users, metadata and links to the documents – that must all be migrated to the new system.
14.2.5. Maintenance Plan

Include a complete maintenance plan post live and include an indication if any 3rd parties will be used for the maintenance.
14.3.  Management Service for Development

Attach and describe the process, tools and methodology that will be used to manage and drive the management process for all the new development of the ePortal, including redevelopment, bug-fixes and planning new releases. Include a list of the proposed tools that will be used for collaboration and for managing, controlling and submitting work requests for new development.
Provide details of the tools and processes that will be in place post the go live to ensure that the site will be maintained and that new developments and requirements can be added and planned.

Provide details regarding the deployment and development platforms (indicate if a test system as well as a production system will be available over the lifespan of the ePortal).

Include any details with reference to a call centre and trouble ticketing and include the process that will be used to log and monitor any faults. 
14.4. Solution Design
Provide an overview of the solution design inclusive of all software and software versions to provide a full complement of software and cloud services to deliver a production ePortal website. Include an outline diagram of the solutions architecture. Include diagrams and narrative to describe the solution design.
High Availability and Recovery
Provide an overview of high availability elements included in the design and include a detailed overview of how the proposed system will be recovered in the event of a failure.

Cloud hosting platform
Describe the proposed Cloud hosting platform, sizing of the servers, components that will be implemented to deliver a working ePortal.

Supported Systems
Include an overview of the various desktop and mobile systems and standards that will be supported by the ePortal.
14.5. Solution Security

Provide an overview of the security processes that will be implemented to safeguard and protect the ePortal and all related cloud servers, cloud services and databases inclusive of data in transit and data at rest.
Include the processes and process narrative that will be used to apply security over time (patches and updates). Provide a guide of the vulnerability scanning process and tools that will be implemented. Provide a sample security posture and vulnerability report. Security solution must also provide features to ensure website security and integrity as well as protection of data against malicious damage or modification or data theft and privacy violation.

Include details of the development security (software development process and source code security). Elaborate and explain security processes that are followed and implemented during the site building. 

Provide a guide or narrative in terms of the password security guidelines and standards e.g. using the NIST Password guidelines or similar.

Include a narrative regarding any special File Permissions and User Access Control that will be implemented.

Indicate if the Drupal Security Review Module or equivalent will be used to perform Drupal related security checks.

Indicate if CIS Benchmarks for MySQL, Ubuntu and Apache Server will be applied and implemented.

Indicate specific controls if any that will be implemented relating to:

· User Access Control
· Checking the permission of all roles
· Prevention of malicious data entry
· Database encryption
· How to keep the site up to date
· Protect the site against cross-site scripting, cross-site request forgery and click-jacking
14.6. Product Performance and Capacity Requirement

Provide an overview of how the performance and capacity requirements of the solution will be met in terms of the categories listed.

Database Capacity and Scaling

Provide for MySQL database capacity of at least 4GB and allow for growth and expansion. Maintain the current Metadata file structure of 156GB that contains the additional site data, graphics files and other metadata that is not contained and stored in the MySQL database. Make allowance for future expansion.

eResource Capacity

The solution must make allowance for current 320GB of eResources plus make allowance for future expansion

Registered and Active Users

The solution must make provision for the current 20 000 registered users plus future growth. Use the following indication for user growth in your calculations.
●
Year 1 - 40 000 registered users for 2023

●
Year 2 - 50 000 registered users for 2024
●
Year 3 - 65 000 registered users for 2025
The system must be able to handle up to a minimum of 60 000 daily active users. The number is indicative of the current number of 1-day average active users.

The solution must provide access for at least the current 520 000 active users per 28-day cycle plus future expansion. Plan for anticipated growth/expansion as indicated below:

●
Year 1 - 650 000 active     users over a 28-day period (2023)

●
Year 2 - 750 000 active users over a 28-day period (2024)

●
Year 3 - 850 000 active users over a 28-day period (2025)

Page Load Times

Improve the current page load time of between 7 and 9,5s to a page load time of 5s. The target page load time is 5s or better/faster to reduce waiting time for ePortal when a user is paging and browsing the ePortal.

Azure Cloud Server

Include the capacity and configuration details of the Azure Cloud servers that will be used to run the proposed production ePortal.

Solution Limitations
Provide an indication of any limitations that may have an impact on the solution over the next 3-year lifespan in terms of capacity or performance

Solution Scalability
Provide a description of how the solution will be able to scale to the number of users as indicated and what limitations if any might present itself and how these conditions would be circumvented.

External Dependencies
· Define and list any external indirect dependencies the solution has.
· Describe any external components that the solution may have to interact with and how that external component will be managed.
14.7. Technical Development Standards

Provide a description of any Technical standards or International Standards that are used or followed. Provide a description and narrative of how the technical development standards will be implemented by the bidder. Provide a sample of any self-developed standards that are followed by the Bidder during the development and maintenance process.
14.8. Monitoring and Alerting Process and Plan

Include details of a monitoring plan to ensure the website performs according to specification and to monitor availability and performance on a daily basis. Monitoring must also include an alerting function that will send messages or alerts to nominated individuals within or outside the WCED - SMS and/or email alerting.
Provide a list of Google Analytics performance, capacity and usage monitoring parameters that will be monitored.

Provide an overview of the monitoring of the uptime of the ePortal Cloud server and any additional components like load balancers.
ANNEX C: ADDENDUM 1
NB:  The bidder must confirm that they comply with the following Technical Functional Requirements as indicated below as this will be legal contractual binding. The bidder must indicate compliance next to each numbered item in the rows below by marking an X in one of the columns marked “YES” or “NO”. No mark in a column will be accepted as a “NO”.
	ITEM NO
	SPECIFICATION
	INDICATION OF COMPLIANCE
Indicate with an “X” in the appropriate column below
YES                NO

	1.

1.1


	DELIVERABLES

THE SERVICE PROVIDER MUST:

Build and provide a hosting service for the WCED ePortal (https://wcedeportal.co.za/). The ePortal website must be hosted on a secure -webserver-based infrastructure in the Azure Cloud. The server infrastructure must include the following components:

a) Ubuntu Base OS

b) Drupal 9 CMS

c) MySQL

d) Azure Web Application Firewall Application Gateway

e) Storage to host the Metadata
	
	

	1.1. 1
	Perform Website Development 

Build an ePortal website product that remains the property of WCED. The new ePortal must be similar, equal or better in all ways compared to the current ePortal website. The site must be developed using the existing ePortal website’s content to create a similar look, feel, functionality and content as the existing ePortal. In, addition, it must be enhanced and modernised according to current trends and best practices. 

Additional guidelines regarding the look, feel, functionality and style are provided in the Technical Specification Overview (paragraph 3). ePortal Site development is inclusive of:

a) The migration, linking and mapping of all content currently residing on Google Drive to Microsoft Azure. 

b) The migration of all HTTP links to external websites.

c) The migration of existing user and user registration data.

d) The data migration from the current ePortal.

e) Providing the functionality and navigation look and feel of the existing ePortal website
	
	

	1.1.2
	Build a High Availability (HA) site and provide a Disaster Recovery (DR) solution

The bidder must ensure that the design and implementation of the service/site must make provision for multiple levels of redundancy and failover such as: Server-to-server failover, Load Balancing, network redundancy.

In, addition, a Disaster Recovery (DR) Solution must be provided that can be implemented during periods of disaster. The DR solution must include a complete site rebuild.
	
	

	1.1.3
	Perform Site Backups 

a) Ensure that daily, weekly and monthly backups of the ePortal website are taken.

b) In addition, a complete off-site backup must be provided in the electronic form to the WCED monthly.

c) Daily and weekly backups of the Google Drive content must also be performed within migration interim period to Microsoft Azure.

d) Provide processes and a how-to guide to perform a complete daily, weekly, monthly backup using a partial (differential) or complete (full) backup process.

e) Provide a process for a restore – complete site restore or individual files only restore. 

f) Provide database only backup and restore processes.
	
	

	l.l.4
	Create and provide site documentation – Design and Development Phase

a) Before go-live, provide a complete set of documentation of the design of the site and all components included in the design, its purpose, operation and functionality.

b) This site documentation must be provided during operational readiness checks before going live with the ePortal.

c) Provide and maintain a Site Map for the entire ePortal.
	
	

	1.1.5
	Create and provide site documentation – Operations Phase 

Operational site documentation must be provided within 30 days of the start-up of the ePortal. Inclusive of daily operations, monitoring operations, development practices, change management procedures, patching and security.
	
	

	1.1.6


	Create and provide process documentation 

The bidder must provide complete process documentation, how-to documents and SOPs, for hosting and managing the ePortal inclusive of the following:

a) Detailed instructions to build the ePortal host (set up files and INI file creation and editing)

b) Manage and maintain Change Control documentation for system maintenance, security patches, minor updates, major upgrades

c) Full SDLC documentation

d) Full System Handover Documentation

e) Full SOP documentation for Daily, Weekly, Monthly processes

f) Full System build documentation.

g) Process documentation regarding and relating to all passwords and critical files used to manage by the ePortal website.

h) Bidder to maintain a sitemap of all content on the ePortal web. Bidder must maintain the site map as new functionality is added.
	
	

	1.1.7
	Create and provide an Exit Plan / Handover Plan 

The bidder must provide an Exit Plan as part of the proposal for when the service comes to the end of the contract. 
a) This should include migrating the ePortal System, including the repository and associated data, from the service provider to the next service provider, in a transferable format as will be determined and specified by the WCG/WCED.
	
	

	1.1.8
	Manage ePortal related DNS 

The bidder must manage the DNS records related to the ePortal website and protect access to the DNS records and protect against modification to the DNS entries.
	
	

	1.1.9
	Manage ePortal related Security Certificates (SSL)

The bidder must provide an Exit Plan as part of the proposal for when the service comes to the end of the contract. 
a) This should include migrating the ePortal System, including the repository and associated data, from the service provider to the next service provider, in a transferable format as will be determined and specified by the WCG/WCED.
	
	

	1.1.10
	Manage Domain registration

The bidder must manage domain registration of ePortal and related sites under guidance, supervision and instruction from the WCED
	
	

	1.1.11
	Build and manage an E-mail service for the ePortal

The bidder must build and manage an e-mail service that is required for various email activities associated with the ePortal.

a) This includes the outgoing e-mails to users when they have successfully registered on the site.

b) Additional types of emails are defined in the Technical Specification as specified in paragraph Standardized Messaging
	
	

	1.1.12
	Build, manage, develop and maintain a Feeder Bot for the ePortal

The bidder must build and manage a Feeder Bot to manage Information Pushing to the users. The Feeder Bot is an Opt In service for any user and will feed the user important information and documentation based on the user profile and the user’s opt-in status. The user must be able to select multiple categories based on topics and subjects. The push service can also be activated based on a question session with a response bot. The feeder bot service will send regular and on-request information as new material and documents are made available for the specific subjects. Other messages may originate from any of the following scenarios or responses to Bot Questions:

a) Open question (Freeform)

b) Keyword driven question 

c) Unsolicited message to convey information regarding new material or subject matter
	
	

	1.1.13
	Build, manage, develop and maintain an SEO strategy for the ePortal 
The bidder must assist WCED to implement an SEO strategy. The purpose of the SEO strategy is to maximise existing and new user visits to and usage of the site. One of the key strategic objectives of the SEO strategy is to grow the user community through the attraction of WCED’s target audience through search traffic. 
The main purpose of the WCED ePortal is to provide education content to schools communities (learners, teachers, parents and contributors). The SEO strategy will develop and expand over the lifetime of the ePortal. The bidder will build the strategy with WCED’s assistance based on the following SEO concepts: 

a) SEO Keyword Research & Keyword Targeting Best Practices

b) On-Page Optimization for SEO

c) Title Tags 

d) Alt Attributes

e) URL Structure

f) Schema & Markup
	
	

	1.1.14
	Perform ongoing site maintenance

The bidder must pro-actively maintain the ePortal site and all associated systems inclusive of all the subsystems that are required to provide the total ePortal service. 

a) All the software must be maintained at the most recent level in production or the most recent level minus one.

b) The bidder must implement a process to ensure that all minor and major upgrades to software or software dependencies must be scheduled in advance and a change management process must be implemented by the bidder.
	
	

	1.1.15
	The bidder must provide resources and planning to continually enhance or modify the ePortal site after the initial launch.

a) Provide a Solutions Delivery / Project Manager to serve as the primary contact and drive the client relationship, project implementation and implementation communication.

b) Provide a User Experience Design (UX Design) resource to provide the long-term customer experience vision and experience, working closely with the WCED project manager to provide user journey, wireframing and other UX capabilities

c) Provide a front-end HTML development service

d) Provide a Drupal Developer / Drupal development service

e) Provide an Azure Technical resource to build the hosting platform with the associated and required CPU, storage, Networking configuration, Azure Web Application Firewall Application Gateway, caching server and database server.

f) Provide qualified/certified technical resources for Ubuntu Base OS, Drupal 9 CMS, MySQL, Azure Web Application Firewall Application Gateway, Apache Web Server, PHP, JSON, HTML development and Agile. The technical resources must build, configure, optimise, operate and monitor the web hosting service.

g) Provide server support inclusive of monitoring the server for uptime, server resource usage, log file management and maintenance, applying security patches on the OS and all systems. Also, perform security penetration tests at least twice a year.

h) Provide server maintenance updates to operating systems. Apply security patches once a month or as released on a more urgent basis. Provide Quality Assurance (QA) on all updates before releasing them in production. Run Security vulnerability assessment monthly and provide a summary monthly report to WCED.
i) The bidder must implement a process to log requests for new development or enhancements and to evaluate and prioritise the work requests submitted by the WCED. The bidder will respond to all requests within a 24-hour timeframe.

j) The bidder must provide the resources for the development, testing and implementation of the changes and enhancements on an ongoing basis.

CO-DEVELOPMENT

k) Bidder must indicate if they can make provision for and indicate how they can accommodate that WCED can contribute to the development for specific functions or items taking into consideration that WCED employees have the capability and knowledge to contribute to the development of the ePortal.

l) New development sprints will only be required for 10 months out of every 12-month period. New development will freeze during the months of June and December of each calendar year.
	
	

	1.1.16
	Provide resources for site development to remedy bug fixes

The bidder must at its own cost remedy all development bugs discovered during the operation of the ePortal over its lifespan. Critical bugs must be remedied within a 24-hour period or as discussed with the WCED project manager.
	
	

	1.1.17
	Provide Project Management 

The bidder must provide a project management service and a project management resource for each phase of the overall ePortal implementation inclusive of the following:

a) Initial site design

b) Acceptance and signoff by WCED

c) Coding and testing

d) Data migration

e) Formal unit testing

f) Cutover from old to the new system

g) Hand Holding and bug fixing during initial stages of the new ePortal post the go-live phase.
	
	

	1.1.18


	Provide ongoing Platform and System Security

The bidder must implement best practice systems security to protect the cloud servers and other subsystem services in the cloud.

The bidder must provide a view of security features that will be implemented to ensure website security and integrity as well as protection of data against malicious damage or modification or data theft and privacy violation.
	
	

	1.1.19
	Provide a direct nominated Service contact 

The bidder must provide a nominated direct contact to cover all aspects of the service.  Provide a single point of contact for WCED to direct any query, report, bug fix request, system issue, or request to.
	
	

	1.1.20
	Provide project governance 
The bidder must make provision for attending weekly service, progress and review meetings that will cover all aspects of service delivery (ePortal site hosting, development, bug reports, progress, maintenance, Change Control, high priority change requests, etc.)

a) The tickets, new ideas, development scheduling, etc. should preferably be managed through the Atlassian Jira Issue and Project Tracking Software online service. A similar or better Project tracking Software Tool can also be recommended and implemented by the bidder.

b) System documentation is maintained by using the Atlassian Confluence system. A similar or better system documentation system can also be recommended and implemented by the bidder.
	
	

	1.1.21
	Manage user surveys 

The bidder must occasionally on request from the WCED incorporate User Survey pages to gather input from an identified group of users. The Survey topic and content/concept will be provided by the WCED for implementation by the bidder.  

a) The bidder must build and set up coding pages with survey questions. Activate the survey pages on request. Gather inputs from survey pages and present totals in a machine-readable format (e.g. Excel).
	
	

	1.1.22
	Perform ongoing site monitoring 

The bidder must provide ongoing site monitoring to ensure that all performance parameters and KPIs are within expectations and limitations.

The bidder must provide guidance and recommendations to WCED if any of the KPIs exceed the limits.

Send instant notifications from the hosting provider for the following events:

a) Confirmation backups run;

b) Keywords exist on-site;

c) Threshold for page load times;

d) Site uptime.

e) Crisis events
	
	

	1.1.23
	Set up, maintain and monitor Google Analytics to establish any trends.

The bidder must set up a new Data Analytics Studio in Google Analytics or similar open source software in consultation with the WCED Project Manager.

a) The bidder must monitor the Google Analytics pages to ensure that any negative trends for example response time or page load time, etc. can be detected as early as possible.

b) The bidder must provide guidance and make recommendations to WCED based on the analytics. 
	
	

	1.1.24
	Provide ongoing development support to WCED to create graphic images associated with the ePortal and in support of the content of the ePortal. 

The bidder must provide a resource to create graphic images associated with ePortal web page content under the guidance and supervision of the WCED project manager or provide according to the style guide.
	
	

	1.1.25
	Provide an ongoing development service to develop Training Materials and Video clips (according to a standard provided by WCED based on DIY guides).

The bidder must provide a resource to create Training Materials and Video Clips for the ePortal web page content under the guidance and supervision of the WCED project manager.
	
	

	1.1.26
	Provide a Helpdesk with a support person for a single point of call 

Provide a nominated service contact and contact point during the core operational hours: Monday to Friday 07h00 - 16h00.
	
	


I, the bidder (Full names) …………………………………………………………. representing (company name)…………………………………………………………….. Hereby confirm that I comply with the above Technical Mandatory Requirements and understand that it will form part of the contract and is legally binding.

Thus, done and signed at …………………………………….. on this………day of……………..….20…. …..

Signature                                                         Designation
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