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RFI: For SQL Server Auditing and Database Activity Monitoring Service

1. [bookmark: _bookmark0]BACKROUND

1.1. Legal Aid South Africa (abbreviated as Legal Aid SA) is a national public entity established by the Legal Aid South Africa Act 39 of 2014. Its aim is to render legal aid or make available legal advice, provide legal representation to persons at State expense, and provide education and information concerning legal rights and obligations, as envisaged in the Constitution of the Republic of South Africa. Legal Aid SA is a high-performance organisation and is certified a Top Employer in South Africa.
1.2. Legal Aid SA has 135 branch offices across the country, with the head office located in Braamfontein and a workforce of 2,700.
2. [bookmark: _bookmark1]INTRODUCTION AND PURPOSE

2.1. Respondents are hereby invited for the supply of information for SQL auditing and monitoring tool. This RFI is neither a tender, an RFP nor an RFQ.
2.2. This RFI is for planning purposes only and should not be construed as a solicitation, nor should it be construed as an obligation on the part of Legal Aid SA to make any purchases. This RFI should not be construed as a means to pre-qualify vendors. Legal Aid SA may utilise the results of this RFI in drafting a competitive tender specification for the subject services/products/equipment. Any future RFP that may be issued will comply with Legal Aid SA’s procurement processes and the PFMA.
2.3. The purpose of this request is to gather information and acquire a clear understanding of what the market has to offer regarding technical specifications for SQL Server auditing and database activity monitoring service.






3. [bookmark: _bookmark2]PROJECT GOALS


Required Services:

3.1 A database auditing functionality independent of the database's native auditing     capabilities.
3.2 Real-time monitoring of all SQL Instances and database level changes, including who made the change, when it occurred, workstation used and the new and old values.
3.3 The script /code used to make the change.
3.4 Monitoring a database of unauthorized and suspicious activities.
3.5 Automated discovery of sensitive data within databases.
3.6 Perform a comprehensive risk assessment on databases.
3.7 Provide audit reports on changes in the database.
3.8 Auditing multiple instances of SQL servers and databases centrally.
3.9 Enabling simplified data search when troubleshooting for changes.
3.10 Detect and send alerts when unauthorized logging attempts occur in an instance of SQL Servers and Databases.
3.11 Detect and send alerts when unauthorized logging attempts occur in an instance of SQL servers and databases.
3.12 Detect and notify DBA with an unauthorized user executing DDL (Data    Definition Language) and DML (Data Manipulation Language).
3.13 Audit and track user roles and permissions changes.
	3.14 Track successful and failed logins.

4. [bookmark: _bookmark3]PREQUALIFICATION OF VENDORS

4.1 Legal Aid SA does not employ a prequalification process. No vendors are either prequalified or precluded from responding to this RFI. The organisation has not engaged in any formal discussions or demonstrations with vendors in the past twelve months.

5. [bookmark: _bookmark4]PROJECT SCOPE

· Database Activity Monitoring and Security for Database Servers on all instances of SQL 
· Total CPU cores of about 46 vCPU across these SQL servers, or 4 virtual nodes     in the data center regardless of the number of cores in Active-Active or Active-   Passive   mode.
· The solution proposal should include five years comprehensive support. 
· The costing should include product training at the location of Legal Aid South Africa (minimum of two days for five Legal Aid SA people). 
· Bidder must provide end-to-end support for all supplied components within the scope of the RFI. 
· The proposed solution should be capable of connecting with Legal Aid South Africa's existing Microsoft Active Directory Solution. 
· The bidder must guarantee that the proposed solution corresponds with the best practices for SQL server auditing and database activity management outlined by the regulatory organizations. 
· The proposed solution should have both horizontal and vertical scaling capabilities. 
· Details of the Bill of materials for the proposed solution's appliance, software, and extra components, if any, must be included with the RFI bid. 

[bookmark: _bookmark8] 5.1. TRAINING.
6.1 The bidder must include a comprehensive description of the training approach, including the following:
i. General timeframes in which the training will be conducted.
ii. The bidder must list the nature, level and amount of training to be provided.

[bookmark: _bookmark10][bookmark: _bookmark11]5.2. KNOWLEDGE TRANSFER.

7.1 The bidder should detail their approach for transferring knowledge back to Legal Aid SA so that I.T staff (DBA’s) are able to support and maintain the application after the implementation engagement has concluded.
[bookmark: _bookmark12]
5.3 [bookmark: _bookmark13]ONGOING SUPPORT SERVICES.

5.3.1 The bidder should specify the nature and conditions of any post- implementation support options including:
iii. Post-implementation support that is included in the proposal response.
iv. Onsite support (e.g. configuration, report development).
v. Telephone support.
vi. Help Desk services (if there is a service level agreement for your help desk, please provide a copy with your RFI response).
vii. Toll-free support line.
  
viii. Online knowledge base (i.e. – how it accesses, who updates it, et cetera).

5.4 [bookmark: _bookmark14] OTHER ACTIVITIES PROPOSED BY THE BIDDER.
[bookmark: _bookmark15]Additional aspects that, in the opinion of the bidder, will enhance the overall implementation.











6. [bookmark: _bookmark16]COSTING.

6.1.  A detailed costing that breaks down by line item the procurement, implementation, maintenance and support.
6.2. Once-off cost and recurring monthly fees for a period of five years must be clearly indicated.
6.3. Costing must be indicated clearly and unambiguously. All costs submitted should be VAT inclusive, if you are a VAT vendor.
6.4. The number of units (e.g. Licences) must be specified if they are limited in any way. Any unit costs (e.g., costs for additional user licences or server or installation and configuration, training, support and maintenance) must be explicitly quoted.
6.5. Costing must be in South African Rands.
6.6. Quotes must be valid for a duration of six months from the closing date of the RFI.
6.7. Costing must account for all potential expenses associated with adopting the Database Auditing and Monitoring Tool, including but not limited to:
· Software Licencing Cost: Software licence costs include all costs related to licencing the software application and include third-party software licence fees, where applicable.
· Implementation Services Cost: Implementation services costs typically include all costs related to professional services (including general implementation, configuration and other professional services).
· Annual Maintenance Cost: Annual maintenance costs include the annual maintenance and support fees for the application environment. Unless a standard offering or otherwise included in scope of the proposal, proposers shall list any enhanced support, or annual hosting server upgrade or other costs as optional.



7. [bookmark: _bookmark17]RIGHTS TO SUBMITTED MATERIAL

7.1 It shall be understood that all proposals, responses, inquiries or correspondence relating to or in reference to this RFI, and all reports, charts and proposals referencing information submitted in response to this RFI, shall become the property of Legal Aid SA and will not be returned. Legal Aid SA will use discretion with regard to disclosure of proprietary information contained in any response but cannot guarantee information will not be made public. As a Government entity, Legal Aid SA is subject to making records available for disclosure.
8. [bookmark: _bookmark18]CONFIDENTIAL INFORMATION

8.1. Any written, printed, graphic, electronic or magnetically recorded information furnished by Legal Aid SA for the respondent’s use is the sole property of Legal Aid SA. This proprietary information includes, but is not limited to, customer requirements, customer lists, marketing information and information concerning Legal Aid SA employees, products, services, prices, operations, security measures and subsidiaries.

8.2. The respondent and its employees shall keep this confidential information in the strictest confidence and will not disclose it by any means to any person except with Legal Aid SA's approval, and then only to the extent necessary to perform the work under the contract. These confidentiality obligations also apply to the respondent’s employees, agents and subcontractors, and the respondent shall be liable for a breach of the confidentiality obligations by any such party. On termination of the contract, the respondent, its employees, agents and subcontractors will promptly return any confidential information in its possession to Legal Aid SA.


[bookmark: _bookmark19]9. RFI SUBMISSION INFORMATION

9.1 RFI responses should be submitted to the below address at the tender box situated at the reception and clearly marked:



LEGAL AID HOUSE
29 De Beer Street Braamfontein Johannesburg 2017


END OF THE REQUEST FOR INFORMATION DOCUMENT
image1.jpeg
O LegalAid

@ @ Your voice. For justice.

Independent and within reach.




image2.jpeg
O LegalAid

@ @ Your voice. For justice.

Independent and within reach.




