	#
	Question 
	Answer

	
	Current Infrastructure & Environment
	

	Q&A7_1
	What is the breakdown of the 5,500 VMs across production, development, QA, pre-prod, DR, and training environments, including specific workload types and resource demands?
	Previously responded:
Q&A3_23 Jun 25_Submitted 25 Jun 25
Q&A2_18 Jun 25_Submitted 20 June 25
Q&A5_2 Jul 25_Submitted 3 July 25


	Q&A7_2
	Can you detail the current VMware infrastructure (vSphere version, vCenter, NSX, vSAN) and any plans to leverage VMware Cloud Foundation (VCF)?
	Previously responded:
Q&A5_2 Jul 25_Submitted 3 July 25


	Q&A7_3
	What are the network connectivity details between the two central data centres, seven regional data centres, and the Azure environment, including bandwidth and latency requirements?
	This information will be shared with the successful tenderer.  




	Q&A7_4
	What are the current disaster recovery setups, including RTO/RPO requirements, for the onpremise and Azure environments?
	Previously responded:  Q&A7_7 Jul 25

	System Importance to Business
	Safety & Revenue Critical
Tier 1
	Mission Critical
Tier 2
	Business Critical
Tier 3
	Business Essential
Tier 4
	Normal
Tier 5

	Eskom Definition
	Failure of system function may result in injury or death to human beings and/or significant loss of revenue.
	Vital to the functioning of an organisation and the accomplishment of its mission.
	Without which the business can continue operations for a pre-defined time period.
	Without which the business can continue operations for more than 2 days and beyond.
	Without which the business can continue operations for up to a month.

	Time Loss / RTO
	< 8 hours
	<24 hours
	<48 hours
	< 5 days
	>5 Days

	Data Loss / RPO
	= 0
	= 0
	<24 hours
	< 24 hours
	>5 Days



	System Importance
	Core Critical
Tier C0
	Core Essential
Tier C1- 3

	Eskom Definition
	Systems/services that provide the platform/foundation that enables the RTO/RPO for critical systems/applications
	Systems/services that need to be available else will not be able to monitor, react or resolve a critical event.

	Impact
	Downtime of system/services will have a direct and immediate impact on service provision.
	Downtime of system/services will not directly impact operations but are essential to ensure monitoring, visibility, and restoration of systems

	Time loss/ RTO
	< 4 hours
	4 < 48 hours

	Data Loss /RPO
	= 0
	= 0




	

	
	

	

	Workload & Application Assessment
	

	Q&A7_5
	Can you share key findings from the 6R application assessment, particularly for mission-critical applications and those with regulatory constraints?
	Eskom is seeking further refinement, but this will be restricted to the successful bidder.” 
Previously responded: Q&A3 and Q&A4

	Q&A7_6
	What are the data classification levels and compliance requirements for the 839 databases, especially regarding PII and IP?
	Refer to Q&A2 and Q&A3, tender scope of work and the TEC.


	Q&A7_7
	Are there legacy applications requiring specialized migration strategies, and what is the current release management process?
	Information will be shared with the successful bidder. CCoE will work together with a professional services provider.


	
	
	

	
	Security & Compliance Requirements
	

	Q&A7_8
	What are the specific SOC 1/SOC 2 Type II compliance requirements, including frequency of reports and bridge letter expectations?
	Refer to Sec: 2.2 of the tender scope of work. 

The compliance requirements must adhere to the Auditing Standards Board of the American Institute of Certified Public Accountants (AICPA) and SOC 1 and SOC 2 Type II are conducted annually.



	Q&A7_9
	The scope requires SOC 1 and SOC 2 Type II attestations for cloud services. Will Eskom accept equivalent international certifications (e.g., ISO/IEC 27001 with SoA mapping to SOC 2 domains)?
	No.


	Q&A7_10
	Who will approve the independent security testing firm to conduct DAST/SAST/penetration tests prior to production deployment — Eskom’s Cybersecurity Team or an external assurance partner?
	Refer to Section: 2.2 of the tender scope of work.



	Q&A7_11
	In the event of a legal conflict between GDPR, POPIA, and Eskom-specific policies, which legal framework takes precedence — and will this be addressed contractually in the SLA or master agreement?
	If the data is hosted in South Africa, the POPIA takes precedence. Matter will be addressed in the Master Agreement. 

	Q&A7_12
	How is your Microsoft Active Directory and MS Entra ID currently structured, and what are the integration requirements for SSO and MFA with the CMP tool?
	Refer to Section: 2.2 of the tender scope of work. Detailed information will be shared with the successful bidder.


	Q&A7_13
	What are the detailed encryption, audit logging, and SIEM integration requirements (Splunk, Sentinel) for the CMP tool?
	Refer to Section: 2.2 of the tender scope of work. Detailed information will be shared with the successful bidder.


	
	
	

	
	Organizational & Operations
	

	Q&A7_14
	What is the current structure, skill level, and certification status of your Cloud Center of Excellence (CCoE), and what are your preferred training modalities for knowledge transfer?
	Refer to Q&A6_Submitted 4 Jul 25 and the tender scope of work. Currently, the CCoE has done some training, but it needs to be augmented with more specialized training and certification. The approach must ensure that Eskom’s internal teams progressively take over operational responsibilities from the MCSP.


	Q&A7_15
	What are your KPIs and success metrics for cloud operations and 24x7 monitoring?
	Refer to Section 3 of the tender scope of work.


	Q&A7_16
	How do you currently handle ITSM processes, and what are the integration expectations with the CMP tool?
	Refer to the response in Q&A2; Q&A3 and Q&A4

	
	Technical Integration & Architecture
	

	Q&A7_17
	What is your current ESB and API management architecture, and which platforms (e.g., IBM App Connect, Azure Service Bus) must the CMP tool integrate with?
	Please refer to QA3_13 and QA3_14



	Q&A7_18
	What are the specific requirements for automated provisioning, self-service capabilities, and cost management in the CMP tool?
	The CMP tool must fulfil these capabilities. Kindly refer to Section 2.1.2 of the tender scope of work.


	
	
	

	
	Vendor & Partnership
	

	Q&A7_19
	What are your expectations for vendor presence in Gauteng, and how do you structure governance and escalation processes?
	Refer to Q&A2_1 


	Q&A7_20
	What are your requirements for vendor certifications beyond Azure, AWS, and Google Cloud, and how critical are they to the evaluation?
	Kindly refer to the TEC. (Annexure Q)



	
	
	

	

	Commercial & Business
	

	
Q&A7_21
	How do you prefer to structure pricing (e.g., per VM, per user, consumption-based), and what are your expectations for cost optimization?
	Provide all pricing model options.
Refer to the tender scope of work for cost optimization.


	Q&A7_22
	What are the non-negotiable SLAs and commercial terms, particularly around service penalties and scope changes?
	Refer to Section 3 of the tender scope of work.  

	
	
	

	
	Implementation & Timeline
	

	Q&A7_23
	What are the critical milestones, dependencies, and business constraints for the 12-18 month implementation timeline?
	Refer to the tender scope of work and the TEC.




	Q&A7_24
	What are your expectations for testing, validation, and documentation deliverables, particularly regarding TCoE standards?
	Refer to the tender scope of work and the TEC.



	
	
	

	
	VMware-Specific Technical Assessment
	

	Q&A7_25
	What VMware components (e.g., vRealize, Aria Suite, NSX, vSAN) are currently deployed, and what are your plans for VMware Cloud Foundation (VCF)?
	Refer to Q&A6 response. Detailed information will be shared with the successful bidder. 




	Q&A7_26
	What are the specific VMware integration requirements with Hyperscalers (Azure, AWS, Google)?
	Detailed Information will be shared with the successful bidder.



	
	
	

	
	Risk Assessment & Mitigation
	

	Q&A7_27
	What are your primary concerns and challenges from previous cloud projects, particularly regarding vendor lock-in and implementation risks?
	Refer to Q&A5 response.



	Q&A7_28
	What is your approach to managing change and ensuring stakeholder buy-in du
	Clarification question incomplete.




#  Question   Answer  

 Current Infrastructure & Environment   

Q&A7_1  What is the breakdown of the 5,500 VMs across  production, development, QA, pre - prod, DR, and  training environments, including specific workload  types and resource demands?  Previously responded:   Q&A3_23 Jun 25_Submitted 25 Jun 25   Q&A2_18 Jun 25_Submitted 20 June 25   Q&A5_2 Jul 25_Submitted 3 July 25    

Q&A7_2  Can you detail the current VMware infrastructure  (vSphere version, vCenter, NSX, vSAN) and any  plans to leverage  VMware Cloud Foundation (VCF)?  Previously responded:   Q&A5_2 Jul 25_Submitted 3 July 25    

Q&A7_3  What are the network connectivity details between  the two central data centres, seven regional data  centres, and the Azure environment, including  bandwidth and latency requirements?  This information will be shared with the successful tenderer.          

Q&A7_4  What are the current disaster recovery setups,  including RTO/RPO requirements, for the onpremise  and Azure environments?  Previously responded :   Q&A7_7 Jul 25    

System  Importance  to Business  Safety &  Revenue Critical   Tier 1  Mission Critical   Tier 2  Business  Critical   Tier 3  Business  Essential   Tier 4  Normal   Tier 5  

Eskom  Definition  Failure of system  function may  result in injury or  death to human  beings and/or  significant loss of  revenue.  Vital to the  functioning of an  organisation and the  accomplishment of  its mission.  Without which  the business  can continue  operations for a  pre - defined time  period.  Without which  the business  can continue  operations for  more than 2  days and  beyond.  Without which  the business  can continue  operations for  up to a month.  

Time Loss /  RTO  < 8 hours  <24 hours  <48 hours  < 5 days  >5 Days  

Data Loss /  RPO  = 0  = 0  <24 hours  < 24 hours  >5 Days  

 

System  Importance  Core Critical   Tier C0  Core Essential   Tier C1 -   3  

Eskom  Definition  Systems/services that provide the  platform/foundation that enables the  RTO/RPO for critical systems/applications  Systems/services that need to be available  else will not be able to monitor, react or resolve  a critical event.  

