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ANNEXURE 1: Bid Specification 

[bookmark: _Toc482624996][bookmark: _Toc455753515]TECHNICAL AND PRICING REQUIREMENTS

[bookmark: _Toc482624997][bookmark: _Toc455753516][bookmark: _Toc455671958]        BIDDERS MUST SUBMIT ANNEXURE 1 TOGETHER WITH THE MAIN BID DOCUMENT
	RFB Ref. No:
	RFB 2559-2022

	RFB DESCRIPTION:
	Procurement of Penetration Testing service for SITA and client for a period of three (3) years.

	PUBLICATION DATE: 
	30 May 2022

	VENDOR BRIEFING SESSION
	A Compulsory Virtual Briefing Session will be held as follows: 
Date: 06 June 2022
Time: 11:00am (South African Time)
Venue: Online (MS Teams). Bidders are requested to indicate in writing on the below email address of their intension to attend the briefing session, following which a link will be shared via email to allow attendance of the briefing session: Mogau.sebothoma@sita.co.za 

	CLOSING DATE FOR QUESTIONS / QUERIES
	[bookmark: _GoBack]17 June 2022

	CLOSING DATE:
	Date: 24 June 2022
Time: 11:00 am (South African Time)
Address: Tender Office, Pongola in Apollo, 459 Tsitsa Street, Erasmuskloof, Pretoria (Head Office)

	BID VALIDITY PERIOD
	120 Days from the Closing Date


NOTE: 1. PROSPECTIVE BIDDERS MUST BE REGISTERED ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE (CSD) PRIOR TO SUBMITTING BIDS.
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[bookmark: _Toc103873582]INTRODUCTION
[bookmark: _Toc103873583][bookmark: _Toc435315878]PURPOSE AND BACKGROUND
[bookmark: _Toc103873584]PURPOSE
The purpose of this RFB is to invite Suppliers (hereinafter referred to as “bidders”) to submit proposals on an “as and when” required basis for the “Procurement of penetration testing service for SITA and client for a period of three (3) years”.  

[bookmark: _Toc435315879][bookmark: _Toc457915408][bookmark: _Toc103873585]BACKGROUND
There have been several tasking letters from government departments requesting SITA to assist with the procurement of penetration testing which SITA is unable to provide. 

[bookmark: _Toc103873586]SCOPE OF BID
[bookmark: _Toc103873587]SCOPE OF WORK 
(1) The scope of work by the bidders is to:
(a) Provide the penetration testing service which complies with technical requirements specified in Section 3 with the following requirements of an environment to be tested:
(i) Large size environment quantify as (more than 10 solutions/applications, more than 10,000 users, more than 5 sites, over 200 servers) - estimated 8 to 16 weeks execution.
(ii) Medium size environment quantify as (6 to 10 solutions/applications, 5,000 to 10,000 users, 3 to 5 sites, 50 to 200 servers) - estimated 4 to 6 weeks execution.
(iii) Small size environment quantify as (2 to 5 solutions/applications, 0 to 5000 users, 1 to 2 sites, 0 to 50 servers) - estimated 2 to 4 weeks execution.
(b) The on-demand Pay-As-You-Use (PAYU) model service must not hold SITA accountable for any financial value where the contracted budget amount is not utilised during the contracted duration as a result of business service opportunities not materialising. Quotation and individual order process must be followed following the SITA internal business service proposal and acceptance process (i.e. signed off by delegated authorities).

[bookmark: _Toc103873588]DELIVERY ADDRESS
[bookmark: _Toc435315881]Goods or services must be supplied on an “as and when basis” to SITA and client’s location which will be specified during the contract period. 

[bookmark: _Toc435315882][bookmark: _Toc457915413][bookmark: _Toc103873589]TECHNICAL REQUIREMENT OVERVIEW

This section provides target architecture for the penetration testing and ethical hacking service requirements. 
[bookmark: _Toc103873590]High-level goals of a penetration test
(a) Determine feasibility of a particular set of attack vectors.
(b) Identify any vulnerabilities which are present, including any that are high-risk which result from a combination of lower-risk vulnerabilities exploited in sequence.
(c) Identify vulnerabilities that may be difficult or impossible to detect with automated network or application vulnerability scanning software.
(d) Assess the potential business and operational impacts of successful attacks.
(e) Test the ability of network defenders to detect and respond to attacks.
(f) Justify increased investment in security personnel and technology.
[bookmark: _Toc48302491][bookmark: _Toc103873591]Perform the following penetration test types
(a) In a black-box assessment, the client provides no information prior to the start of testing. 
(b) In a white-box assessment, the entity may provide the penetration tester with full and complete details of the network and applications. 
(c) For grey-box assessments, the entity may provide partial details of the target systems. 
[bookmark: _Toc48302492][bookmark: _Toc103873592]Penetration test reporting
(a) The penetration testing reporting must include a description of each vulnerability verified and/or potential issue discovered, detail specific risks that the vulnerability may pose, including:
1. specific methods on how; and 
1. to what extent it may be exploited. 
[bookmark: _Toc48302493][bookmark: _Toc103873593]Service requirement
(a) The service provider must:
1. utilise skilled ethical hackers trained to replicate the mind of a malicious attacker and use an exhaustive set of tools to perform and imitate this mindset; 
1. use a risk-based approach to assess systems from an attacker's point of view, as well as against industry best practices. 
1. offer a wide range of penetration testing services covering all aspects of organizational security, such as infrastructure, web applications, social engineering, remote access, mobile, etc.;
1. collaborate with ISS and SITA’s customers to identify the appropriate penetration testing services to ensure business requirements are met and provide assurance over security posture and risk; and
1. provide a technical-level report giving detailed findings and recommended resolutions in a management summary;
[bookmark: _Toc103873594]Proposed penetration test scoping
(a) The scope of penetration testing must include the entire environment perimeter (both external public-facing and internal LAN) and any critical systems on both application-layer and network-layer. The term “critical systems” is used to reference systems that are involved in the processing or protection of data. For the purposes of a penetration test, there may be additional systems outside the environment boundaries that could affect the security of the environment which may also be considered to be critical systems. The guidance is as follows:
1. Assess any unique access to the scope from the public networks, including services that have access restricted to individual external IP addresses. Testing must include both application-layer and network-layer assessments. External penetration tests also include remote access vectors such as remote access and virtual private network (VPN) connections.
1. Critical systems or those systems that may impact the security of the environment should also be included perspective of any out-of-scope LAN segment that has access to a unique type of attack on the in the scope. Testing must include both application-layer and network-layer assessments. 
1. Segmentation checks must be performed from any non-environment that is intended to be completely segmented from environment perimeter if any segmentation controls have been implemented to separate environment;
[bookmark: _Toc48302497][bookmark: _Toc103873595]Anticipated application, network and other testing 
(a) Any software written by or specifically for the organization that is part of the penetration test scope should be subject to both an application and network-layer penetration test. Identify security defects that result from either insecure application design or configuration, or from employing insecure coding practices or security defects that may result from insecure implementation, configuration, usage, or maintenance of software. 
(b) [bookmark: _Toc48302498]Testing capability must include at minimum web applications, web services, binary application (thick client) and mainframe.
[bookmark: _Toc103873596]Authentication 
(a) If the application requires user authentication to software, testing should be performed against all roles or types of access assumed by these parties. Testing should be performed against any role or access type that does not have explicit authorization to sensitive data to verify accounts without access cannot compromise such data. 
(b) For customers running applications on multitenant servers that provide customers access to their data, authenticated testing should be performed to ensure customer access is properly restricted to only their own data. The customer should provide the penetration tester with credentials that have equivalent permission(s) as a customer user, to allow the penetration tester to determine whether those credentials allow access to data beyond the entity’s data. 
[bookmark: _Toc48302499][bookmark: _Toc103873597]Web applications 
(a) Perform an application-layer test for an environment hosting a web application that was custom build for where the customer is responsible for the source code.
(b) Perform a network-layer test for an environment hosting a web application that was not specifically coded for the organization (i.e. off-the-shelf web-mail interfaces, document-sharing tools, file-transfer services, network-device administrative interfaces, etc.) and ensure the software was implemented, configured, and maintained in a secure manner.
[bookmark: _Toc48302500][bookmark: _Toc103873598]Separate testing environment 
Where testing in a production environment during normal business hours may impact business operations (such as high availability systems) to attempts to avoid disruption and to speed up testing, a separate environment that is identical to the production environment may be used for testing instead of the production environment. The same application and network-layer controls as production exist in the testing environment. 
[bookmark: _Toc48302501][bookmark: _Toc103873599]Segmentation checks 
(a) Testing to validate that segmentation controls and methods are operational, effective, and isolate all out-of-scope systems from systems in the environment following a robust approach to penetration testing by actively attempting to identify routes and paths from networks outside the environment into the environment. 
(b) All segmentation methods need to be specifically tested. In very large networks, with numerous internal LAN segments conduct specific tests from individual LAN segments. 
[bookmark: _Toc48302502][bookmark: _Toc103873600]Social Engineering 
(a) Perform social-engineering tests to identifying risks associated with end users’ failure to follow documented policies and procedures. No blanket approach may be followed to perform the social-engineering tests. 
(b) The tests performed should be appropriate for the size and complexity of the organization and should consider the maturity of the organization’s security awareness program. These tests might include in-person, non-technological interactions. 
[bookmark: _Toc48302503][bookmark: _Toc103873601]What is considered a “significant change”? 
If a change could impact the security of the network or allow access to data, and is considered significant by the customer penetration testing should be performed to ensure that controls assumed to be in place are still working effectively after the upgrade or modification.
[bookmark: _Toc48302504][bookmark: _Toc103873602]Infrastructure testing
Conduct both internal and external infrastructure testing – such as servers, workstations, domains, virtual environments, network devices as well as network segregation controls. 
[bookmark: _Toc48302505][bookmark: _Toc103873603]Application testing
(1) [bookmark: _Toc48302506]Build review
Conduct build reviews on end-user devices, such as workstations and laptops to mimic malicious internal users or stolen devices. Testing must be based on security industry benchmarking standards, such as CIS, NIST or ISO, ISF, NCSC, etc.
(2) [bookmark: _Toc48302507]Mobile applications and devices
Extensive mobile application penetration testing service of all of the common platforms, including at minimum Android, Apple, Windows Phone and applications. Review capability of the configuration lock-down of mobile devices and the mobile device management (MDM) environment.
(3) [bookmark: _Toc48302508]Network device reviews
Capability to assess the configuration, firmware version and firewall rulesets of devices from a large number of major manufacturers including Cisco, Checkpoint, HP, Juniper, Palo Alto, Brocade, SonicWall and Fortigate.
(4) [bookmark: _Toc48302509]Wireless penetration testing
Review wireless network implementation and assess the level of security in effect including wireless access point reviews, WLAN controller and client device reviews, site surveys and rogue access point sweeps.
(5) [bookmark: _Toc48302510]Secure code review
(a) Carry out systematic examination (in a wide range of languages, including C#, Java, Python and PHP amongst others) of an application’s source code from both manual and automated perspectives. Including source code reviews such as:
1. ‘white box’ approach is intended to find and fix mistakes overlooked in the initial development phase, which may not always be possible to find; and
1. ‘grey box’ or ‘black box’ testing methodologies, improving both the overall quality of software and the developer's skills.
[bookmark: _Toc48302511][bookmark: _Toc103873604]Stolen laptop review
Assessing whether the laptop can be compromised via boot methods, encryption bypassing and any information that can be used to further attack the company. Assess if any information is stored on the device that may lead to legal and/or regulatory compliance reporting obligation in the event of theft of loss of devices.
[bookmark: _Toc48302512][bookmark: _Toc103873605]Gold build image review
Perform a detailed malware and forensic review of any master gold images that are used to deploy servers within the environment. Assess if the master image has not been infected or tampered with before it's pushed out and used.
[bookmark: _Toc48302513][bookmark: _Toc103873606]Database review
Perform a detailed review of database servers focusing on permissions, versions and configurations on all major versions such as Microsoft SQL, MySQL, PostgreSQL, Oracle, DB2 and MongoDB, etc.
[bookmark: _Toc48302514][bookmark: _Toc103873607]Environment breakout
Assess permitted access to services, networks or specific applications and determine if end users can break out of the controlled desktop into other programs, levels of privilege or other restricted areas of the connected infrastructure.
[bookmark: _Toc48302516][bookmark: _Toc103873608]Pre-engagement principles to be considered
[bookmark: _Toc48302515][bookmark: _Toc103873609]Methodology
This section defines the penetration test activities that must be included during a penetration test: pre-engagement, engagement, and post-engagement. 
Before the engagement or testing begins, all parties involved must be informed of the types of testing to be performed, how testing will be performed, and what the testing will target. This information will be gathered by conducting a pre-engagement call or during an on-site pre-engagement meeting.
[bookmark: _Toc48302517][bookmark: _Toc103873610]Scoping
The SITA customer being assessed is responsible for defining the environment and any critical systems. It is recommended that the ISS and SITA’s customer work with the testing team and, where applicable, the assessor to verify that no components are overlooked and to determine whether any additional systems should be included in scope. The scope of the penetration test should be representative of all access points, critical systems, and segmentation methodologies for the environment.
[bookmark: _Toc48302518][bookmark: _Toc103873611]Documentation
(a) Whenever possible, detailed documentation of all components within the scope should be made available to the tester. Common examples of such documents are application-interface documentation and implementation guides. This information will ensure the tester understands how functionality should work and whether results received are expected for the given scenario.
(b) Where possible the customer must provide the documentation as follow:
1. A network diagram depicting all network segments in scope for the test;
1. A data flow diagram;
1. A list of all expected services and ports exposed at the environment perimeter; 
1. Details of how authorized users access the environment; and
1. A list of all network segments that have been isolated from the environment to reduce scope.
(c) The penetration tester must use this information during the assessment to identify unexpected attack vectors of the environment in addition to known attack vectors, insufficient authentication controls, and to confirm the proper segmentation of out-of-scope environments.
[bookmark: _Toc48302519][bookmark: _Toc103873612]Rules of engagement
(a) Prior to the commencement of any testing, the testing conditions and the degree of exploitation must be documented and formally agree upon by delegated authorities, that is permitted. This authorizes the tester to test the environment and ensure the organization understands what to expect from the penetration test. 
(b) Considerations that may be included in the rules of engagement: 
1. The time window during which testing need to be.
1. Listed legacy systems that have known issues with automated scanning included in the test. Detail on how testing should be performed against these systems.
1. Defined preferred method of communicating about scope and issues encountered during the engagement.
1. Determine if the entity want updates regarding ongoing exploitation of systems during the test, how they will act upon such notifications and if they will allow changes to the environment. Determine if the entity will implement its incident response plan in response to an exploit.
1. Define security controls that would detect or prevent testing and whether it should be disabled or configured to not interfere during testing.
1. Define in the event of passwords or other sensitive data compromise during the testing, whether the tester need to disclose a list of said passwords and/or sensitive data accessed.
1. Define what steps must be taken to ensure the private equipment used by the testers connecting to organization’s network does not pose a threat to the environment (updated to the latest operating system, applied service packs and/or patches, etc.).
1. Define if the tester must provide the IP addresses where testing will originate from.
1. Sensitive data accessible during the test may not be retained during and after the penetration test by the tester. Only a proof-of-concept test should be performed, where data are obtained it must be secured in accordance with the customer’s policies and standards.
1. Define what steps will be taken if the tester detects a previous or active compromise to systems being tested. Such as activation of the customer’s incident response procedure and stopping of the penetration test until the compromise situation is under control.
[bookmark: _Toc48302520][bookmark: _Toc103873613]Third-party-hosted / cloud environments
(a) Considerations that may be included in the rules of engagement for third-party hosted/cloud environments of the entity: 
1. If a service-level agreement requires approval from a third party before penetration tests can be conducted, the organization must receive approval from the third party (i.e., hosting provider, etc.) before the assessment is to take place.
1. The scope may not include the infrastructure provided by the third party to the entity. The scope may include any systems managed, built, or utilized by the organization. 
1. Unless otherwise noted in the scope, web-management portals provided by the third party for the entity to manage its infrastructure should not be included in the penetration test—these interfaces should be tested and validated as part of the third party’s compliance efforts, and evidence or attestation of validation should be provided to the customer.
[bookmark: _Toc48302521][bookmark: _Toc103873614]Success criteria 
(a) As a penetration test simulate a real-world attack situation with a goal of identifying how far an attacker may be able to penetrate into the environment the success criteria for the penetration test must be defined within the limit of the scope and test type. 
(b) The success criteria for the penetration test must be defined in the rules of engagement prior to starting testing and may include may include: 
1. Direct observation of restricted services or data in the absence of expected access controls.
1. Compromise of an intermediary device used by privileged users to access the environment.
1. Compromise of the domain used by privileged users.
1. No compromise of the target systems.
(c) The success criteria will be different for every environment and should be established during initial pre-engagement meeting prior to testing. 
[bookmark: _Toc48302522][bookmark: _Toc103873615]Review of past threats and vulnerabilities 
(a) This is an historical look at real vulnerabilities experienced or discovered in the entity’s environment since the last assessment or over a 12-month period. This information may provide insight to the process in place to handle these vulnerabilities. 
(b) The penetration tester should be familiar with current vulnerabilities seen by the industry over the past 12 months as well as take a detailed look at recent vulnerabilities experienced by the entity. Depending on the type of test to be performed (i.e., white box, grey box, black box), the following may or may not be considered in such a review: 
1. Vulnerabilities discovered by the entity which have not been remediated within the time period required by audit, and/or by the vulnerability remediation requirements documented in the corporate security policy,
1. Existing compensating controls mitigating the noted vulnerabilities,
1. Deployments or upgrades in progress (consider both hardware and software),
1. If applicable, threats or vulnerabilities that may have led to a data breach,
1. Validation of the remediation of previous years’ penetration test findings,
1. Identification of industry “state of existing vulnerabilities” for purposes of tracking vulnerabilities that may have not been detected at the time of the most recent penetration test.

(c) The tester may gain additional insight of the target environment for this review by: 
1. Reviewing prior penetration test reports.
1. Reviewing previously issued reports on compliance or attestations of compliance.
1. Reviewing current vulnerability scan test results.
[bookmark: _Toc48302523][bookmark: _Toc103873616]Avoid scan interference on security appliances
The intent of the penetration test is to evaluate the services’ susceptibility to exploitation (vs. the active protection systems’ ability to prevent attacks). Where intrusion protection systems (IPS) and web application firewalls (WAF) are used to protect an environment, interference with the penetration test should be avoided by configuring active protection systems to safe interference during testing.
[bookmark: _Toc48302524][bookmark: _Toc103873617]Engagement principles to be considered
(a) The most appropriate approach tools necessary to perform the penetration test must be selected. Judgment is required in selecting the appropriate tools and in identifying attack vectors that typically cannot be identified through automated means. 
(b) Penetration testing should be performed from a suitable location, with no restrictions on ports or services by the Internet provider. 
(c) The test should also be performed from a neutral Internet connection unaffected by access controls that might be present from the corporate or support environments.
[bookmark: _Toc48302525][bookmark: _Toc103873618]Application Layer
(a) The organization must supply credentials to allow the tester to assume the required roles. Where new accounts have created for the tester to use, all roles and applicable security in the application must been set up to allow the tester to effectively test all functionality.
(b) In instances where a web application utilizes a backend API and the API is in scope, it is recommended that the API be tested independently of the web application. 
[bookmark: _Toc48302526][bookmark: _Toc103873619]Network Layer
(a) Tools may be used to quickly identify a service. Automated tools may be used to determine a baseline of the potential attack surface of the environment. The penetration tester must interpret the results of any automated tools and determine whether additional testing is needed. The tester should:
1. Verify that only authorized services are exposed at the environment perimeter. 
1. Attempt to bypass authentication controls from all network segments where authorized users access the environment, as well as segments not authorized to access the environment. 
[bookmark: _Toc48302527][bookmark: _Toc103873620]Segmentation 
(a) The penetration tester should verify that each network segment reported to be isolated from the environment truly has no access to the environment. For environments with a large number of network segments considered to be isolated from the environment, a representative subset may be agreed to be used for testing to reduce the number of segmentation checks that need to be performed. 
(b) If it is determined during the segmentation check that the LAN segment has access into the environment, either the organization needs to restrict that access or a full network-layer penetration test should be performed to characterize the access.
[bookmark: _Toc48302528][bookmark: _Toc103873621]What to do when data is encountered
(a) If data is accessed during the penetration test, it is important that the tester notify the ISS and SITA’s customer immediately. The tester should keep detailed documentation as to exactly what data was accessed and how it was accessed.
(b) After being notified, the ISS and SITA’s customer should immediately review how the data was retrieved and, as appropriate, should take steps to execute its incident response plan. 
(c) If the output of testing tools or activities includes data that was accessed by the tester during the engagement, it is important this output be secured.
[bookmark: _Toc48302529][bookmark: _Toc103873622]Post-Exploitation 
The term “post-exploitation” refers to the actions taken after the initial compromise of a system or device. Penetration testers should be able to demonstrate the risk presented by exploitable systems to the environment and what post-exploitation may likely occur with those systems. 
[bookmark: _Toc48302530][bookmark: _Toc103873623]Post-engagement principles to be considered
After the engagement or testing has been performed activities should carry out include:
[bookmark: _Toc48302531][bookmark: _Toc103873624]Remediation Best Practices 
Penetration testing efforts, while thorough, may not always guarantee exhaustive identification of every instance where a security control’s effectiveness is insufficient. Often the presence of vulnerability in one area may indicate weakness in process or development practices that could have replicated or enabled similar vulnerability in other locations. Carefully investigate systems or applications with the ineffective security controls in mind when remediating.
[bookmark: _Toc48302532][bookmark: _Toc103873625]Retesting Identified Vulnerabilities 
(a) The organization should take steps to remediate any exploitable vulnerability within a reasonable period of time after the original test. When the organization has completed these steps, the tester should perform a retest to validate the newly implemented controls mitigate the original risk.
(b) Remediation efforts extending for a long period after the initial test will require a new testing engagement to be performed to ensure accurate results of the most current environment are reported. The scope of a retest should consider whether any changes occurring as a result of remediation identified from the test are classified as significant.
[bookmark: _Toc48302533][bookmark: _Toc103873626]Cleaning up the Environment 
(a) The test team must document and disclose to ISS and SITA’s customer all changes made to the environment (as permitted in the rules of engagement) during the test, including but not limited to: 
1. Accounts that were created as a part of the assessment either by the entity or the tester: the customer should then remove these accounts. 
1. Tools installed by the tester on the tested systems: these tools should be removed at the end of the testing. Removal of accounts and test tools will ensure the accounts or remnant tools could not be exploited or used against the customer.
[bookmark: _Toc435315887][bookmark: _Toc103873627]BID EVALUATION STAGES
1. The bid evaluation process consists of several stages that are applicable according to the nature of the bid as defined in the Table below.
1. The bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation.
Table 1 - Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid

	Stage 1	
	Administrative Pre-Qualification Verification
	YES

	Stage 2
	Technical Mandatory Requirement Evaluation
	YES

	Stage 3
	Special Conditions of Contract Verification
	YES

	Stage 4	
	Price / B-BBEE Evaluation
	YES
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[bookmark: _Toc103873628][bookmark: _Hlk38321616]ADMINISTRATIVE PRE-QUALIFICATION
[bookmark: _Toc103873629][bookmark: _Toc435315889]5. 	ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
[bookmark: _Toc103873630]ADMINISTRATIVE PRE-QUALIFICATION VERIFICATION
1. The bidder must comply with ALL of the bid pre-qualification requirements in order for the bid to be accepted for evaluation.
If the Bidder failed to comply with any of the administrative pre-qualification requirements, or if SITA is unable to verify whether the pre-qualification requirements are met, then SITA reserves the right to – 
(a) Reject the bid and not evaluate it, or
(b) Accept the bid for evaluation, on condition that the Bidder must submit within 7 (seven) days any supplementary information to achieve full compliance, provided that the supplementary information is administrative and not substantive in nature.
[bookmark: _Toc435315890][bookmark: _Toc103873631]ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
1. Submission of bid response: The bidder has submitted a bid response documentation pack –  
5. that was delivered at the correct physical or postal address and within the stipulated date and time as specified in the “Invitation to Bid” cover page, and;
5. in the correct format as one original document, one copy and two copies on memory stick / USB.
1. Attendance of briefing session: Compulsory (virtual) briefing session will be held. The bidder has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document.
Registered Supplier. The bidder is, in terms of National Treasury Instruction Note 3 of 2016/17, registered as a Supplier on National Treasury Central Supplier Database (CSD).

[bookmark: _Toc435315891]
[bookmark: _Toc103873632]MANDATORY REQUIREMENTS
[bookmark: _Toc103873633][bookmark: _Toc435315892]MANDATORY REQUIREMENTS
[bookmark: _Toc103873634]INSTRUCTION AND EVALUATION CRITERIA
1. The bidder must comply with ALL the requirements by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
1. The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.
1. The bidder must complete the declaration of compliance as per section Error! Reference source not found. below by marking with an “X” either “COMPLY”, or “NOT COMPLY” with ALL of the technical mandatory requirements, failing which it will be regarded as “NOT COMPLY”.
1. The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid to proceed to the next stage of the evaluation.
1. No URL references or links will be accepted as evidence.

[bookmark: _Toc103873635][bookmark: _Toc435315893]TECHNICAL MANDATORY REQUIREMENTS

	[bookmark: _Hlk94604696]MANDATORY REQUIREMENTS
	SUBSTANTIATING EVIDENCE OF COMPLIANCE
	Evidence reference
(to be completed by bidder)

	1. [bookmark: _Toc435315896]BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
The bidder must have provided at least one (1) of the following penetration testing services to at least two (2) customers in the last five (5) years:

(a) Black-box assessment;
(b) White-box assessment;
(c) Grey-box assessment.
	


Provide reference details from at least two (2) customers to whom projects for at least one (1)  project of the following penetrating testing services was delivered in the last five (5) years:
(a) Black-box assessment;
(b) White-box assessment; 
(c) Grey-box assessment.

NB: SITA reserves the right to verify information provided.

	


<provide unique reference to locate substantiating evidence in the bid response – see Annex B 10.1 Table 1.1>

	1. [bookmark: _Hlk96417793]PENETRATION RESOURCE CERTIFICATION
[bookmark: _Hlk96418067]The bidder must have the ability to provide a minimum of  two (2) resources with Certified Ethical Hacker  certification, or equivalent.
	

[bookmark: _Hlk96418209]Attach to ANNEX B a copy of valid certificate(s) of individual(s) which will be actively participating in this project for the provision of penetrating testing services.

NB: SITA reserves the right to verify information provided. 

	

<provide unique reference to locate substantiating evidence in the bid response – see Annex B 10.2>



[bookmark: _Toc435315906][bookmark: _Toc435315916]

[bookmark: _Toc435315921][bookmark: _Toc103873636]SPECIAL CONDITIONS OF CONTRACT (SCC)
[bookmark: _Toc28640934][bookmark: _Toc103873637]SPECIAL CONDITIONS OF CONTRACT
[bookmark: _Ref455588818][bookmark: _Ref455588837][bookmark: _Toc28640935][bookmark: _Toc103873638]INSTRUCTION
1. The successful supplier(s) will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier(s) for penetration testing services on an “as and when basis”. However, SITA reserves the right to include or waive the condition in the signed contract.
1. SITA reserves the right to –
(a) Negotiate the conditions, or
(b) Automatically disqualify a bidder for not accepting these conditions,
(c) Award to multiple bidders. 
1. In the event that the bidder qualifies the proposal with own conditions, and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 7.1(2) above.
1. The bidder must complete the declaration of acceptance as per section 7.3 below by marking with an “X” either “ACCEPT ALL” or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified.
[bookmark: _Toc435315923][bookmark: _Ref455338564][bookmark: _Ref455589115][bookmark: _Ref455589123][bookmark: _Ref455589162][bookmark: _Toc28640936][bookmark: _Toc103873639]SPECIAL CONDITIONS OF CONTRACT
1. CONTRACTING CONDITIONS
18. Formal Contract. The Supplier must enter into a formal written Contract (Agreement) with SITA
18. Right of Award. SITA reserves the right to award the contract for required goods or services to multiple Suppliers.
18. Right to Audit. SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
1. [bookmark: _Hlk38320321]DELIVERY ADDRESS. The supplier must deliver the required products or services at the address specified in Section 2.2, Delivery Address.
1. [bookmark: _Hlk38320413]SCOPE OF WORK. 
20. The supplier must complete the implementation of the scope of work specified Section 2.1, Scope of Work.
1. [bookmark: _Hlk38320205]SERVICES PERFORMANCE METRICS
The Supplier must perform according to the following performance metrics:
	SBS
	Service Element
	Service Level

	1. 
	Penetration test for SITA and customers
	8h x 5d, 07:30 – 16:30 



Note: The bidder must have the ability to provide a minimum of  two (2) resources with Certified Ethical Hacker  certification, or equivalent per service required.
1. [bookmark: _Toc435315901]CERTIFICATION, EXPERTISE AND QUALIFICATION
(a) The Supplier represents that, 
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition;
(ii) it is committed to provide the Products or Services; and
(iii) perform all obligations detailed herein without any interruption to the Customer.
(b) [bookmark: _Toc448483301][bookmark: _Toc448483304]The Supplier must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations;
(c) The Supplier must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition;
1. [bookmark: _Hlk38320036]LOGISTICAL CONDITIONS
(a) [bookmark: _Toc448483118]Hours of work. 8h x 5d, 07:30 – 16:30.
(b) In the event that SITA grants the Supplier permission to access SITA's Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Supplier must adhere to SITA's relevant policies and procedures (which policy and procedures are available to the Supplier on request) or in the absence of such policy and procedures, in terms of, best industry practice.
(c) Tools of Trade. The Supplier must use their own tools of trade.
(d) On-site and Remote Support. The Supplier must be on-site and be able to provide remote support.
(e) Support and Help Desk. The Supplier must be able to provide support/help desk.

1. [bookmark: _Hlk38319912]REGULATORY, QUALITY AND STANDARDS
(a) The Supplier must for the duration of the contract ensure compliance with General Quality Standards
[bookmark: _Hlk55564617]REGULATORY, QUALITY AND STANDARDS
(b) The Supplier must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards, ISO27001, and Protection of Personal Information Act (POPIA).
1. [bookmark: _Hlk38319741]PERSONNEL SECURITY CLEARANCE
(a) The Supplier personnel who are required to work with information related to NATIONAL SECURITY must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance to the level of CONFIDENTIAL to SECRET at the expense of the Supplier from the South African State Security Agency or duly authorised Personnel Security Vetting entity of SA Government.
(b) The Supplier personnel who are required to work with GOVERNMENT CLASSIFIED information or access government RESTRICTED areas must be a South African Citizen and at the expense of the Supplier be security vetted (pre-employment screening, criminal record screening and credit screening).
(c) The Supplier must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.
(d) The Succesfull Bidder and the resources to be used on the project must be vetted by an authorised Secrity Vetting Company for security reasons.
1. CONFIDENTIALITY AND NON-DISCLOSURE CONDITIONS
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
1. [bookmark: _Toc448483285]GUARANTEE AND WARRANTIES 
The Supplier warrants that:
(a) [bookmark: _Toc448483286]The warranty of goods supplied under this contract remains valid for twelve (12) months after the goods, or any portion thereof as the case may be, have been delivered to and accepted at the final destination indicated in the contract, or for eighteen (18) months after the date of shipment from the port or place of loading in the source country, whichever period concludes earlier;
(b) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever; 
(c) [bookmark: _Toc448483287]the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
(d) [bookmark: _Toc448483288]during the Warranty period any defective item or part component of the Product be repaired or replaced within 3 (three) days after receiving a written notice from SITA;
(e) [bookmark: _Toc448483292][bookmark: _Toc448483289]the Products is maintained during its Warranty Period at no expense to SITA; 
(f) the Product possesses all material functions and features required for SITA’s Operational Requirements;
(g) [bookmark: _Toc448483290]the Product remains connected or Service is continued during the term of the Contract;
(h) [bookmark: _Toc448483294]all third-party warranties that the Supplier receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to SITA without reducing or limiting the Supplier’s obligations under the Contract;
(i) [bookmark: _Toc448483296]no actions, suits, or proceedings, pending or threatened against it or any of its third-party suppliers or sub-contractors that have a material adverse effect on the Supplier’s ability to fulfil its obligations under the Contract exist;  
(j) [bookmark: _Toc448483297]SITA is notified immediately if it becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the Supplier’s ability to fulfil the obligations under the Contract;
(k) [bookmark: _Toc448483298]any Product sold to SITA after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest;
(l) [bookmark: _Toc448483299]SITA’s use of the Product and Manuals supplied in connection with the Contract does not infringe any Intellectual Property Rights of any third party; 
(m) [bookmark: _Toc448483300]the information disclosed to SITA does not contain any trade secrets of any third party, unless disclosure is permitted by such third party;
(n) [bookmark: _Toc448483302]it is financially capable of fulfilling all requirements of the Contract and that the Supplier is a validly organized entity that has the authority to enter into the Contract; 
(o) [bookmark: _Toc448483303]it is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract;
(p) [bookmark: _Toc448483305]the prices, charges and fees to SITA as contained in the Contract are at least as favourable as those offered by the Supplier to any of its other customers that are of the same or similar standing and situation as SITA; and
(q) [bookmark: _Toc448483306]any misrepresentation by the Supplier amounts to a breach of Contract. 
1. [bookmark: _Toc402958037][bookmark: _Toc448483311][bookmark: _Toc448872276]INTELLECTUAL PROPERTY RIGHTS 
(a) [bookmark: _Toc448483312][bookmark: _Ref348437513]SITA retains all Intellectual Property Rights in and to SITA's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's Intellectual Property for the sole purpose of providing the Products or Services to SITA pursuant to this Contract; provided that the Supplier must not be permitted to use SITA's Intellectual Property for the benefit of any entities other than SITA without the written consent of SITA, which consent may be withheld in SITA's sole and absolute discretion. Except as otherwise requested or approved by SITA, which approval is in SITA's sole and absolute discretion, the Supplier must cease all use of SITA's Intellectual Property, at of the earliest of: 
(i) [bookmark: _Toc448483313]termination or expiration date of this Contract; 
(ii) [bookmark: _Toc448483314]the date of completion of the Services; and 
(iii) [bookmark: _Toc448483315]the date of rendering of the last of the Deliverables. 
(b) [bookmark: _Toc448483316]If so required by SITA, the Supplier must certify in writing to SITA that it has either returned all SITA Intellectual Property to SITA or destroyed or deleted all other SITA Intellectual Property in its possession or under its control.
(c) [bookmark: _Toc448483317]SITA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) [bookmark: _Toc448483320]Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.
(e) Provide SITA with the compliant safety file.
1. [bookmark: _Hlk95136907]GENERAL
(a) The supplier will be bound by Government Procurement: General Conditions of Contract.
(b) (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(c) SITA reserves the right to:
(i) Negotiate the conditions, or
(ii) Automatically disqualify a bidder for not accepting these conditions.
(iii) Right to Audit: SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct probity to ascertain whether a qualifying bidder has the technical capability to provide the goods and services as required by this tender.
(d) “The parties in this Agreement agree that the offer price of all the equipment shall be at the wholesale price or below wholesale price as agreed with the OEM. Should, at any time during the existence of the agreement that the offered price which is higher than the wholesale price or as agreed with the OEM, SITA client shall be entitled to such wholesale price with the exclusion of the mark-up which the reseller may have charged”.
NOTE: These conditions will form part of the contract obligations and suppliers are expected to comply in order for SITA to conclude an agreement with the potential suppliers. Failure to comply during finalisation of a contract may result to disqualification.
1. [bookmark: _Toc340574974]COUNTER CONDITIONS
Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.
1. [bookmark: _Toc268861714][bookmark: _Toc268873770][bookmark: _Toc340574975]FRONTING
31. [bookmark: _Toc268781587][bookmark: _Toc268861715]The SITA supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA any form of fronting.
31. [bookmark: _Toc268781588][bookmark: _Toc268861716]The SITA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA may have against the bidder/contractor concerned.
1. BUSINESS CONTINUITY AND DISASTER RECOVERY PLANS
The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.
1. SUPPLIER DUE DILIGENCE
SITA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced/ non-announced site visits. During the due diligence process the information submitted by the Supplier will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.





[bookmark: _Toc435315924][bookmark: _Ref455338474][bookmark: _Toc28640937][bookmark: _Toc103873640]DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Special Condition of Contract as specified in section 7.2 above by indicating with an “X” in the “ACCEPT ALL” column, OR
1. The bidder declares to NOT ACCEPT ALL the Special Conditions of Contract as specified in section 7.2 above by - 
35. Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
35. Provide reason and proposal for each of the conditions that is not accepted. 
	
	

	Comments by bidder:
Provide reason and proposal for each of the conditions not accepted as per the format:
Condition Reference:
Reason:
Proposal:




[bookmark: _Toc103873641][bookmark: _Toc435315926][bookmark: _Toc435315930][bookmark: _Ref455338328][bookmark: _Ref455597629]COSTING AND PRICING
[bookmark: _Ref455599421][bookmark: _Toc28640939][bookmark: _Toc103873642]COSTING AND PRICING
[bookmark: _Toc28640940][bookmark: _Toc103873643]COSTING AND PRICING EVALUATION
1. In terms of the SITA Supply Chain Policy and the Preferencial Procurement Policy, the following preference point system is applicable to all Bids:
36. the 80/20 system (80 Price, 20 B-BBEE) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 
36. the 90/10 system (90 Price and 10 B-BBEE) for requirements with a Rand value above R50 000 000 (all applicable taxes included).
1. This bid will be evaluated using the preferential point system of 80/20, subject to the following conditions –
37. If the lowest acceptable bid price is up to and including R50 000 000 (all applicable taxes included) then the 80/20 preferential point system will apply to all acceptable bids; or 
37. If the lowest acceptable bid price is above R50 000 000 (all applicable taxes included) then the 90/10 preferential point system will apply to all acceptable bids;
1. The bidder must complete the declaration of acceptance as per section 8.3 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 
1. Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions. These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.
[bookmark: _Toc57671571][bookmark: _Toc103873644]COSTING AND PRICING CONDITIONS
(1) SOUTH AFRICAN PRICING. 
The total price must be VAT inclusive and be quoted in South African Rand (ZAR).	
(2) TOTAL PRICE
(a) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(b) The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
(c) All additional costs must be clearly specified.	
SITA reserves the right to negotiate pricing with the successful bidder prior to the award as well as envisaged quantities.

(3) [bookmark: _Ref455341955]BID PRICING SCHEDULE
Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and include this as part of their submission.

[bookmark: _Toc28640942][bookmark: _Toc103873645]DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in section Error! Reference source not found. above by indicating with an “X” in the “ACCEPT ALL” column, or
1. The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in section Error! Reference source not found. above by - 
41. Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
41. Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:
Provide the condition reference, the reasons for not accepting the condition.






[bookmark: _Toc103873646][bookmark: _Toc435315936]ANNEX A 5: TERMS AND DEFINITIONS
[bookmark: _Toc103873647]ABBREVIATIONS
Adv.		Advocate
BBBEE	Broad Based Black Economic Empowerment
BSCOM	Bid Specification Committee
CRM		Customer Relations Manager
CSD		Central Supplier Database
DoA		Delegation of Authority
EME		Exempted Micro Enterprise
GCC		General Condition of Contract
GPS		Global Positioning System
ICT		Information and Communication Technology
IEC		International Electro-technical Commission
ISO		International Standardization Organization
N/A		Not Applicable
NT		National Treasury
OEM		Original Equipment Manufacturer
OSM		Original Software Manufacturer
POC		Proof of Concept
QSE		Qualifying Small Enterprise
RFA		Request for Accreditation
RFB		Request for Bid
RFP		Request for Proposal
RFQ		Request for Quotation
RSA		Republic of South Africa
SBD		Standard Bidding Document
SCC		Special Condition of Contract
SCM		Supplier Chain Management
SITA		State Information Technology Agency
SMME	Small Medium and Micro Enterprise
TCV		Total Contract Value
USD		United States Dollar
VAT		Value Added Tax
WCED	Western Cape Education Department
WCG		Western Cape Government
ZAR 		South African Rand


[bookmark: _Hlk38318788]

[bookmark: _Toc51687858][bookmark: _Toc55568543][bookmark: _Toc103873648][bookmark: _Toc435315942]BIDDER SUBSTANTIATING EVIDENCE
[bookmark: _Toc51626306][bookmark: _Toc51687859][bookmark: _Toc55568544][bookmark: _Toc103873649]MANDATORY REQUIREMENT EVIDENCE
10.1 [bookmark: _Toc103873650][bookmark: _Toc51626308]BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
   Complete table below, noting that:
(a) The Bidder must provide reference details from at least two (2) customers to whom projects for at least one (1)  project of the following penetrating testing services was delivered in the last five (5) years:
(i) Black-box assessment;
(ii) White-box assessment; 
(iii) Grey-box assessment.
(b) Project end-date must be current or not older than 5 years from date this bid is advertised,
(c) Scope of work must be related to the following tests: Black-box assessment, White-box assessment and Grey-box assessment:

	No
	Company name
	Reference Person Name, Tel and/or email
	Project Scope of work 
	Project Start and End-date

	1
	<Company name>
	<Person Name>
<Tel>
<email>
	< Provide scope details of a project for penetration testing services was delivered >

	Start Date:
End Date:

	2
	<Company name>
	<Person Name>
<Tel>
<email>
	< Provide scope details of a project for penetration testing services was delivered >

	Start Date:
End Date:


[bookmark: _Toc51626309][bookmark: _Toc51687862][bookmark: _Toc55568546][bookmark: _Toc57764345][bookmark: _Toc80032421]
10.2 [bookmark: _Toc103873651]PENETRATION RESOURCE CERTIFICATION
The bidder must have the ability to provide a minimum of  two (2) resources with Certified Ethical Hacker  certification, or equivalent.
A copy of valid certificate(s) of individual(s) which will be actively participating in this project for the provision of penetrating testing services here.
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