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[bookmark: _Toc103869523]Purpose
The purpose of this request for bid (RFB) is to invite suppliers (hereinafter referred to as “bidders”) to submit bids to provide maintenance, enhancement and support, development and integration of the live capture system modules to the Department of Home Affairs (DHA) for a period of 60 months.
[bookmark: _Toc103869524]Background
The DHA has already modernised/automated some (refer to table 1 – DHA modernisation scope) of the business processes through the DHA modernisation programme (live capture). With the advent of the electronic age (Fourth Industrial Revolution, 4IR), the DHA aims to utilise technology to fast-track service delivery to its clients. The primary aim of the modernisation initiatives is to bring government and services to the people wherever they happen to live. Thus, the development of the live capture system (refer to section 3 – Technical and functional requirement overview) to cater for all types of interactions between the DHA and citizens or foreigners residing in South Africa and abroad. The solution must be modernised to provide end-to-end processing – from application to the issuing of documents.
The DHA has been going through a modernisation programme with the aim of being able to
(a) provide citizens and non-citizens with efficient yet secure identity, civic and immigration services,
(b) enhance the interaction between the state and its citizens by being more customer-centric within a secure environment, and
(c) Faster, improved service delivery throughput and turnaround times.
[bookmark: _Toc103869525]Objectives
The live capture (DHA modernisation) programme aims to achieve the following objectives:
(a) automation of all business processes involving capturing of information, images, supporting documents and audio;
(b) standardised and controlled business processes at the front desk, creating a more professional, efficient and effective service environment;
(c) improved service delivery;
(d) reduced fraudulent activities and systems abuse;
(e) protection against loss and damage of valuable information;
(f) electronic linking of records for an individual (all relevant information per individual will be electronically available);
(g) standardised electronic filing for easy storage and retrieval of all information, irrespective of the location;
(h) reduce duplication of efforts and records in various systems and business units;
(i) integration of systems to increases integrity and reliability of the data;
(j) ability to keep a history of a person, including their status changes;
(k) tracking and tracing of applications;
(l) online validations and verifications of client details; and
(m) Improved security and accountability.
[bookmark: _Toc103869526]Business goals
The DHA envisages changing the manual processes, where paper forms are used as the main interface with clients and systems, to a totally paperless environment where all transactions are committed online and in real time; improve the credibility of DHA services; and harmonise the department’s business processes to respond to citizens’ needs better by providing the following benefits:
(a) improve turnaround times for services;
(b) increase accountability; 
(c) eliminate manual and tedious business processes; 
(d) ensure collection of acceptable fingerprints and photo quality at offices of application or service point; 
(e) improve turnaround times for “enabling document” applications and facilitation of movement in and out of the country;
(f) improve overall security of our borders and services;
(g) improve integrity through the enforcement of business rules;
(h) improve clients’ experience through our offices/service points (front-offices overhaul);
(i) eradicate identity theft; 
(j) provide an automated end-to-end civics and immigration document production process; 
(k) Clean-up the DHA systems (National Population Register, Movement Control System, National Identification System, etc.);  
(l) improve the department’s and the country’s credibility by implementing a more secure civics and immigration registration process; 
(m) reduction in identity document theft or valid documents being issued to incorrect citizens by corrupt officials;
(n) only validated citizens, permanent residences, refugees and eligible asylum seekers registered on the DHA systems; 
(o) a single view/platform of DHA clients;
(p) improved turnaround time in processing asylum seekers’ applications; and
(q) ability of other government departments to provide services to eligible citizens based on verifiable identity, thereby removing the need for multiple cards issued to citizens by multiple government departments and financial service providers (enabling them to upload the information from the department’s vital documents onto their internal applications).
[bookmark: _Toc103869527]Design goals
The design goals are as follows: 
(a) Secure  access, operations, storage of data and exchange of information. 
(b) All transactions are traceable/auditable. 
(c) Infrastructure is scalable to meet growing needs (capacity and processing power). 
(d) Assurance of business continuity. 
(e) The system to be developed must not allow any duplication of data. 
(f) The following performance characteristics must be prioritised in order to ensure quality of service: 
(i) high availability of the identification and verification functionalities; 
(ii) speed – time it takes to perform identification and verification transactions; and 
(iii) access and storing (compliance to the Protection of Personal Information (POPI) Act) of private records (biometrics, ID numbers, etc.) of individuals must be secured. 
(g) Interoperability: Live capture must have the capability to interface with other DHA system (such as the NPR, HANIS/ABIS and the NIIS), public entities, government departments and the private sector in order to offer enrolment, identification and verification of individuals as necessary.
(h) Scalability is the ability of the platform to scale both up and down to support varying numbers of users or transaction volumes. The application should be able to scale horizontally (by adding more servers) or vertically (by increasing hardware capacity or software efficiency).
(i) Flexibility: The ability of a system to adapt and evolve to accommodate new requirements without affecting the existing operations. This relies on a modular architecture, which isolates the complexity of integration, presentation and business logic from each other in order to allow for the easy integration of new technologies and processes within the system. 
(j) Compliance to standards: Comply with established industry standards. The standards-compliance will not only apply to application development but also to design, platform/infrastructure and other parts of the biometric application.
[bookmark: _Ref45266649][bookmark: _Toc103869528]Scope of bid
[bookmark: _Toc103869529]Scope of work
The scope of work by the successful bidder is to provide maintenance, enhancement and support; development, and integration of the live capture solution following the software development lifecycle (SDLC) methodology, i.e. analysis, design, development, testing, implementing and roll-out, and maintenance, enhancement and support of the live capture system modules listed in table 1 below.
(i) Provide project management services for the project delivery on time and in budget.
(ii) Provide quality assurance and testing of the enhancement and/or developed live capture system modules.
(iii) Provide user, functional support and technical training (for module 4 to 10 in table 1) to the staff of the DHA (including the training material).
(iv) Provide documentation for system design, configuration, development, testing and operations.
(v) The scope of work excludes the following: 
(i) development environment hardware, i.e. workstations, laptops, printers;
(ii) development environment software to be used for system development; and
(iii) major system enhancements.
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[bookmark: _Ref45253877][bookmark: _Toc53566332]Table 1 – DHA modernistion scope
	No.
	Module
	Module size
	Module complexity
	Description
	Module status
	Requirement/s

	1
	Application for smart ID card and passport
	Large
	High
	This functionality within live capture allows South African citizens to apply for a smart ID card (first issue and re-Issue) and allows application for passport to citizens, naturalised citizens and permanent residency holders (holders of smart ID card, green barcoded ID book and birth certificate in case of under 16 years old).
	Operational
(Source Code, Application Architecture, Technical Specification, User Requirements, and Standard Operating Procedures to be provided to the successful bidder)
	(a) Maintenance, enhancement and support
(b) (major enhancements as or when it is required/on a quotation basis) - Implementation and roll-out

	2
	e-Permit – e-Visa (tourist visa) and Biometric Movement Control System
	Large
	High
	This functionality allows the application of tourist visa and facilitation of movement in and out of the country through South African border posts.
	Operational
(Source Code, Application Architecture, Technical Specification, User Requirements, and Standard Operating Procedures to be provided to the successful bidder)
	(a) Maintenance, enhancement and support
(b) (major enhancements as or when it is required/on a quotation basis) - Implementation and roll-out

	3
	Birth, marriage and death (BMD) – online verified (citizens and permanent residence)
	Medium
	Medium
	This functionality allows for the application of BMD certificates to South African citizens and permanent residency holders excluding non-citizens (refugees, asylum seekers and visitors). Birth is for under one year only and marriage and death is for green IDs only (those who can be verified using fingerprints)
	Operational
(Source Code, Application Architecture, Technical Specification, User Requirements, and Standard Operating Procedures to be provided to the successful bidder)
	(a) Maintenance, enhancement and support
(b) (major enhancements as or when it is required/on a quotation basis) - Implementation and roll-out

	4
	Birth, marriage and death – not online verified (citizens, permanent residence, refugees, visitors and asylum seekers) 
	Medium
	Medium
	This functionality should allow for the application of BMD certificates to South African citizens and permanent residency holders including non-citizens (refugees, asylum seekers, and visitors). This should include late registration of birth. Check for the applicant’s existence in any of the DHA databases; if not existing, perform risk assessment, and if no risk is found, registration should be performed.
	Development 
	(a) Analysis
(b) Design
(c) Development (including integration)
(d) Testing
(e) Implementation and roll-out
(f) Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)

	5
	Citizenship and amendments
	Small
	Medium
	This functionality will allow for the application for citizenship and amendments of demographics (DOB, gender, name, surname, etc.). The functionality is centralised at head office (NCB)
	Development
	(a) Analysis
(b) Design
(c) Development (including integration)
(d) Testing
(e) Implementation and roll-out
(f) Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)

	6
	Refugees and asylum seekers
	Large
	High
	This functionality will allow asylum seekers to apply to be recognised as refugees, as well as the management of both recognised refugees and asylum seekers from application (port of entry - section 23, or refugee reception office - section 22/ section 24) to conclusion (deportation or integration). The functionality will also allow for an entire paperless system as well as integration with the off-site interpretation service system. The functionality should also cater for the needs of the statuary bodies (SCRA and RAA) and inspectorate in the lifecycle of the refugee/asylum seeker.
	Development
	(a) Analysis
(b) Design
(c) Development (including integration)
(d) Testing
(e) Implementation and roll-out
(f) Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)

	7
	Deportations
	Large
	High
	The functionality should cover the entire deportee lifecycle, starting with registration upon arrival at the facility, visitation by external parties, safeguard of belongings, visit to medical centres (both within and outside the facility) and ultimately deportation to country of origin. This functionality will allow verification of compliance with standard operating procedures during the process of admitting the deportees to the holding facility where they are held for a particular reason prior to deportation. Upon deportation, this will enable the capturing to DHA record beyond the service providers’ records. Once deportees are handed over at ports of entry, the system will automatically V-list them.
	Development
	(a) Analysis
(b) Design
(c) Development (including integration)
(d) Testing
(e) Implementation and roll-out
(f) Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)

	8
	Inspectorate (case management)
	Medium
	Medium
	The functionality will allow for recording of cases for investigation from the point they are reported or detected. Functionality to conduct verification and identification of suspects through interfacing remotely into departmental systems when operating on hand-held mobile devices in the field. Capability to interface with hand-held mobile devices for capturing new cases, processing of biometrics information for verification and identification purposes as well as taking photos. Flexibility to conduct a search query on departmental systems using any combination of data fields as search criteria without limitation in order to identify linkages.
	Development
	(a) Analysis
(b) Design
(c) Development (including integration)
(d) Testing
(e) Implementation and roll-out
(f) Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)

	9
	e-Visa – other visas/permits category
	Large
	High
	This functionality will allow the application for work visas, study visas, medical treatment visas, treaty visas, business visas, crew visas, relatives visas, retired persons visas, corporate visas, exchange visas.
	Development
	(a) Analysis
(b) Design
(c) Development (including integration)
(d) Testing
(e) Implementation and roll-out
(f) Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)

	10
	Trusted traveller
	Medium
	Low
	This functionality facilitates the movement of travellers along the border line. Travellers from neighbouring countries who cross the South African ports of entry daily (sometimes more than once) to work or do shopping in South Africa or other activities.
	Development
	(a) Analysis
(b) Design
(c) Development (including integration)
(d) Testing
(e) Implementation and roll-out
(f) Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)
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[bookmark: _Ref45266198]The bidder should refer to ANNEX D for examples of the DHA processes (complex modules) to have an understanding of module size/complexity, where
(a) module size is defined as follows: 
(i) large – has more than 1 000 users and running at more than 100 offices/50 ports of entry or has more than 300 users and running at 5 refugee reception offices, including statutory bodies and provide services to more than 10 000 DHA clients per month;
(ii) medium – has between 500 and 1 000 users, running only at selected offices or ports of entry and providing services to DHA clients between 5 000 and 10 000 per month; or
(iii) small – runs at selected offices only and/or head office; and
(b) module complexity is defined as follows:
(i) high – module has more than 5 sub-modules, performs verification/identification (mostly unknown DHA clients/first issue), risk assessment, registering or updating of applicant’s details and an enabling document is issues (e.g. smart ID card, passport, permit);
(ii) medium – module has between 3 and 5 sub-modules, performs verification (mostly know DHA clients/re-issue or re-new), risk assessment, registering or updating of applicant’s details and an enabling document is issues; or
(iii) low – module has less than 3 sub-modules, performs verification, risk assessment, does not register or update applicant’s details but refers the applicant to other modules to finalise the process (enquiries and reports like modules).
Definitions are also provided in aAppendix A A (Terms and definitions).
[bookmark: _Toc103869530]Delivery address
The goods or services must be supplied or provided at the following physical addresses: 
	Head office
	Data centre

	NEW CORPORATION BUILDING
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[bookmark: _Toc103869531]Customer infrastructure and environment
[bookmark: _Toc103869532]Live capture infrastructure footprint (inventory)
[bookmark: _Toc45340859][bookmark: _Toc53566333]Table 2 – Infrastructure footprint
	Live capture component
	Technology installed/managed
	Component location (host)

	Branch server
	Service Manager Orchestrator
(SMO) branch application
Branch file and print server for Scan Flow
Branch Active Directory Controller
Web server (IIS)
DBMS and DB
Server OS
Server HW 
WAN
LAN 
IT facility within server room (UPS, etc.)
	DHA offices – nationally in SA

	DHA core data centre
	ESB TX log application
ACP application
Web server (IIS)
Middleware (MQ and WMB)
DBMS and DB
Storage management
Backup management
Server OS
Server HW
WAN
LAN
IT facility within data centre
	SITA Centurion

	Government Printing Works (GPW)
	Middleware (MQ)
Server OS
Server HW
WAN
LAN
IT facility within GPW
DHA PKI
	Government Printing Works

	DHA Courier
	Middleware (MQ)
Server OS
Server HW
WAN
LAN
IT facility within DHA Courier
	DHA Courier

	National Population Register (NPR)
	Mainframe
	SITA

	DHA back-office
	Service Manager Orchestrator (SMO) 
	New corporate building (NCB)

	Home Affairs Identification System (HANIS)
	AFIS
Oracle
Middleware (MQ)
Server OS
Server HW
WAN
LAN
IT facility within server room
	NCB – Primary
NCB – Disaster recovery (DR)

	e-HomeAffairs
	Web-based
e-Channel app
IIS
Middleware (MQ and WMB)
DBMS and DB
Server OS
Server HW
Storage 
WAN and LAN
IT facility within server room
	Nationally in SA


[bookmark: _Toc103869533]Conceptual layer overview
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[bookmark: _Toc53566335]Figure 1 – Conceptual layer overview
[bookmark: _Toc103869534]Current operating environment
To date, the live capture (DHA modernisation) solution provides an end-to-end “automated” process solution for civic services with the following key capabilities:
(a) A dynamic digital branch queue management system (currently used in all the modernised Home Affairs offices), which manages citizen interaction and branch queues efficiently.
(b) A front-office live capture solution, which includes the following key capabilities:
(i) a graphical user interface (GUI) called “DHA Service Manager”, which manages the processing of all transactions in a DHA branch, back-office or call centre;
(ii) e-forms and digital signature pad capability, replacing paper-based application forms;
(iii) ability to enrol fingerprints digitally through a multi-finger fingerprint scanner;
(iv) photo booth capability with automated software, enforcing the comprehensive international Civil Aviation Organization (ICAO) standard on photographs; and
(v) Integration with the existing IRE payment system for both EFT payments from the e-channel as well as branch payments to improve efficiency through pre-population and auto-reconciliation.
(c) A digital rule engine, enforcing the various business rules relating to all BMD, ID and passport application scenarios. The business rules will not replace citizen identities managed through the NPR (citizen data) and HANIS (citizen fingerprints) systems, but rather complement these in initiating electronic exception workflows through predefined risks and business rules.
(d) An electronic workflow solution that is triggered by the risk rules and that manages all manual approvals and exception processes required in the back-office in a paperless way.
(e) Interface with existing DHA citizen, biometric and production systems (i.e. NPR, HANIS/ABIS (fingerprints), GPW, and courier service, etc.), ESB for message queuing and integration (MQ).
(f) A common printing capability through GPW for both passports and ID cards. 
(g) The workflow and risk management of the entire production and distribution process to ensure that identity data is not manipulated and that all printed documents (i.e. passports and ID cards) are accounted for in the hand-offs between GPW, the courier service and DHA, until the citizen is notified and the document collected.
(h) Electronic reporting and e-dashboard tracking of the status of an application from inception to conclusion (i.e. applicant collection).
[bookmark: _Toc103869535]The core DHA process
Front-office operations
(a) The concept of live capture should be availed to all applicants, including subsequent applications for cases where the risk engine has flagged the citizen’s biometric status as “outdated” (e.g. exceeding a certain period parameter) or “required” (i.e. none or poor quality biometrics exist).
(b) A live capture biometrics booth will be set up as an asynchronous station (i.e. can feature before or after formal application stage) at designated branches, and will be used for the digital capturing of fingerprints, photographs and signatures.
(c) ICAO standards will be used to ensure that all photos are stored correctly at the point of capture. These standards will be systematically enforced.
(d) e-HomeAffairs users will assume priority at any branch they choose to visit for finalisation of their application.
(e) The age of the applicant will drive the need to get their photo taken at specific time intervals, based on an average rate of physical change.
Submission
(a) e-HomeAffairs (online: registration domain).
(b) Branch front-end (BFE) capture on ACP front-end, utilised by Home Affairs branches.
NOTE	 When forms are captured and submitted through the above channels, the data is sent directly to the ACP orchestration layer.
Processing
The following processing channels will be utilised: 
(a) Scanning solution for receipt of paper supporting documents and supporting documentary submissions.
(b) Direct ACP interface from e-HomeAfairs and ACP (branch front-end).
(c) Applicants will be able to apply and request status via two channels: walk-in linked to BQMS (branch queue management system) and e-HomeAffairs.
(d) For walk-in applicants/clients, the “meeter-greeter” (new role) will not only assign applicants/ clients to the correct service queue but should be in a position to give status updates of service requests as well. The front office will comprise of
(i) live capture biometrics booth for photos, fingerprints and signatures,
(ii) front-office service desk for DHA forms/product application information capturing, supporting document scan, signature capture and issuing of acknowledgement of receipt, and
(iii) payments, for receipt of funds for relevant services rendered.
(e) Electronic channel users will first have to register online and only once their identity has been authenticated during a branch visit can their e-HomeAffairs profile be activated.
(f) The client will be required to verify him-/herself biometrically at all station points mentioned throughout the process. BQMS validation will be by barcode scan; failing which, the ID number will be captured. Should that also be unsuccessful, a manual verification by means of name, surname, and date of birth will be undertaken. 
Back-office operations
(a) The new solution will create a case that will be assigned to a designated user profile type. Cases will be able to be
(i) escalated or de-escalated to a user level above or below the originally assigned (cases not solved by Legal),
(ii) pended, where additional input is required from internal or external parties,
(iii) cancelled, where a case is terminated, with appropriate reasons, and
(iv) updated, based on the given outcomes of the specific situation. 
(b) users will be able to capture findings in addition to attaching documents to these cases, enabling full traceability from point of first contact to resolution.
(c) Cases that are flagged for potential fraud, crime or are deemed high-risk will be referred to the special investigation team. Cases that cannot be resolved by this team will also be escalated to Legal, Counter-Corruption or Deputy Director-General representatives.
(d) Case outcomes will be routed to all relevant individuals such as the client, approvers, supervisors and front-office representatives (where applicable).
(e) All cases will be managed by SLAs/internal parameters, and management will be able to identify bottlenecks in advance by means of real-time reports stemming from the various process steps.
(f) An end-to-end, detailed audit trail will also support all back-office activity, allowing a transparent view. 
Production, distribution and collections
Production
(a) Automated QA of produced cards and documents at GPW.
(b) Streamlined internal QA through to point of dissemination, by reporting and systemised control over the batch sizes of documents moving off the production line to point of internal DHA QA.
(c) Electronic tracking and reporting of production from point of application through to delivery at office of destination.
(d) Integrated document status through all contact points (handovers) of the production value chain.
Distribution
(a) Advanced information will be supplied to the courier in order to plan for future delivery across the RSA and to prepare for distribution shortly after production.
(b) In order to verify the validity and quantity of the handover points between GPW and DHA and DHA and Courier, an official from each agency will be required to oversee the transfer of cards/documents at each of these handover points.
(c) The system will also enforce the handover points of documents/products across GPW and DHA (post-production), DHA and Courier (post-QA), Courier and DHA (on delivery), in addition to the event of the applicant collecting the final document.
Collections
(a) Upon delivery of documents to a branch office, the receiving agent will be required to conduct a final scan to acquit the delivery. The case will be closed on ACP when the applicant collects the product at the specified destination. 
(b) Returns or non-collections will also be managed by workflow alerts.




































[bookmark: _Toc103869536]Customer methods and standards
Table 3 lists the technologies currently used within the live capture system
[bookmark: _Ref44512254][bookmark: _Toc53566334]Table 3 – Live capture technology 
	Technology name
	Technology description

	.NET (C#) 
	.Net is a software framework developed by Microsoft that runs primarily on Microsoft Windows. It includes a large class library called Framework Class Library and provides language interoperability across several programming languages. 

	Java (EE)
	This is a general-purpose computer-programming language that is concurrent, class-based, object-oriented, and specifically designed to have as few implementation dependencies as possible. 

	Python 
	This is an interpreted high-level programming language for general-purpose programming. Created by Guido van Rossum and first released in 1991, Python has a design philosophy that emphasises code readability, notably using significant white space.

	C++ 
	C++ is a general-purpose object-oriented programming (OOP) language, developed by Bjarne Stroustrup, and is an extension of the C Language.

	SQL (MS SQL/DB2) 
	SQL (Structured Query Language) is a relational data language that provides a consistent, English keyword-oriented set of facilities for query, data definition, data manipulation and data control. It is a programmed interface to relational database management systems (RDBMSs).

	XML/XSD
	A recommendation of the World Wide Web Consortium (W3C) specifies how to formally describe the elements in an extensible mark-up language document. It can be used by programmers to verify each piece of item content in a document.

	JSON 
	JavaScript Object Notation or JSON is an open-standard file format that uses human-readable text to transmit data objects consisting of attribute value pairs and array data types. 

	SOAP 
	This is a messaging protocol specification for exchanging structured information in the implementation of web services in computer networks. Its purpose is to induce extensibility, neutrality and independence. 

	SOA
	This is a style of software design where services are provided to the other components by application components through a communication protocol over a network. 

	HTML 5 
	This is a mark-up language used for structuring and presenting content on the worldwide web. It is the fifth and current major version of the HTML standard, and subsumes XHTML. It currently exists in two standardised forms. 

	JavaScript 
	JavaScript is a high-level, interpreted programming language. It is a language that is also characterised as dynamic, weakly typed, prototype-based and multi-paradigm. 

	AJAX 
	Asynchronous JavaScript and XML (AJAX) allows web pages to be updated asynchronously by exchanging data with a web server behind the scenes. This means that it is possible to update parts of a web page without reloading the whole page. 

	Node.JS/Angular 
	This open-source server environment is a platform-independent, free, open-source server environment that uses JavaScript on the server side. 


[bookmark: _Ref45266810]

[bookmark: _Toc103869537]Technical and functional requirements overview
[bookmark: _Toc103869538]Solution requirements
[image: ]
[bookmark: _Toc53566341]Figure 7 – Target architecture
[bookmark: _Toc103869539]Maintenance, enhancement and support requirements
[bookmark: _Toc103869540]Basic maintenance, enhancement and support of existing operational live capture software
(a) Evaluate, develop, implement, integrate and maintain appropriate tools and processes for the provision of the maintenance services.
(b) Performing analysis and applying standards to optimise use of resources.
(c) Manage uptime and downtime of systems due to power failures.
(d) The maintenance, enhancement and support, include having an understanding of servers with AIX and Linux software operating systems, the IBM Spectrum Protect (formally Tivoli Storage Management), VMware vCenter and vSphere software and VEEAM Availability Suite at the South African Qualifications Authority (SAQA), including all the virtual servers created in the VMWare environment on which live capture system runs.
(e) The following requirements relate to the AIX and other Linux operating systems– VMWare, vCenter and vSphere software (version 6); IBM Spectrum Protect software, VEEAM backup and replication software (version 9.5.0.711). Included are the Windows operating systems on virtual machines. System support delivers services to users within an organisation, enabling the required business processes needed for the business to be successful. By default, application support enables people to execute their responsibilities within their relevant business processes.
[bookmark: _Toc103869541]Monitoring
This is a process that ensures system software processes and performs in an expected manner and scope. This technique routinely identifies, measures and evaluates the performance of an application and provides the means to isolate and rectify any abnormalities or shortcomings.
[bookmark: _Toc103869542]Service level management
(a) Service level management provides for the monitoring and management of the quality of service (QOS) of an entity’s key performance indicators (KPIs). 
(b) The KPIS range from coarse-grained availability and usage statistics to fine-grained entity-contained-per-interaction indicators. 
(c) Service level management involves comparing actual performance with predefined expectations, determining appropriate actions, and producing meaningful reports.
[bookmark: _Toc103869543]System lifecycle management
SLCM provides for the integration of system lifecycle management, namely: 
(a) requirements identification and analysis;
(b) planning and procurement;
(c) development and testing; 
(d) implementation; 
(e) operations, production and ongoing maintenance; and
(f) terminal and disposal with IT investment management practices, enterprise architecture, quality, accessibility and information security requirements, including legal requirements.
[bookmark: _Toc103869544]Solution development requirements
(a) System requirements analysis and system design services requirements: A detailed business requirements specification (BRS) and system design document (SDD) with functional and non-functional specification must be prepared and delivered for approval, including but not limited to requirements traceability with reference to the sub-system elements that satisfy the requirements, data model, system workflows, system configuration and transaction processing design. 
(b) Requirements analysis:
(i) This encompasses the respective tasks necessary for determining the needs or conditions to be met for a new or altered system or project, taking into consideration the possibly conflicting requirements of various stakeholders, analysing, documenting, validating and managing software or system requirements.
(ii) The requirements should be documented, actionable, measurable, testable, traceable, related to identified business needs or opportunities, and defined to a level of detail sufficient for system design. 
(c) Function point analysis (FPA): 
(i) FPA is a process or method to measures the size of a system application based on a functional view.
(ii) The size is determined by counting the number of inputs, outputs, queries, internal files and external files in the system and adjusting that total for overall functional complexity. 
(d) Functional requirement specification(s): Formal documentation is used to describe in detail for software developers a system’s intended capabilities, appearance and interactions with users and other systems using industry frameworks and standard modelling notations. 
(e) Non-functional requirement(s): 
(i) This specifies criteria that can be used to judge the operation of a system, rather than specific behaviours.
(ii) These criteria are contrasted with functional requirements that define specific behaviour or functions. 
(f) Solution architecture: 
(i) It provides an architectural description of a specific solution.
(ii) It combines guidance from different enterprise architecture viewpoints (business, information and technical), as well as from the enterprise solution architecture. 
(g) Technical specifications: 
(i) A technical specification provides a set of requirements that a product or assembly must meet or exceed.
(ii) A product or assembly that does not meet all of the specifically expressed requirements does not meet the specification, and often is referred to as being out of specification or “out of spec”. 
(h) Data modelling: This is the process of creating a data model for an information system by applying certain formal techniques. 
(i) Object data model: 
(i) An object data model is a data model based on object-oriented programming, associating methods (procedures) with objects that can benefit from class hierarchies.
(ii) “Objects” are levels of abstraction that include attributes and behaviour.
(iii) An object-oriented data model is one that extends the individual program space into the world of persistent object management and re-use. 
(j) Semantic data model: 
(i) This is a method of organising data that reflects the basic meaning of data items and the relationships among them.
(ii) This organisational structure makes it easier to develop application programs and to maintain the consistency of data when it is updated. 
(k) Database design: 
(i) This is the organisation of data according to a database model.
(ii) The designer determines what data must be stored and how the data elements interrelate.
(iii) With this information, they can begin to fit the data to the database model.
(iv) Database design involves classifying data and identifying interrelationships.
(v) This theoretical representation of the data is called an ontology.
(vi) The ontology is the theory behind the database design. 
(l) User interface/forms design (UI): 
(i) This is the design of user interfaces with a focus on maximising usability, accessibility and the user experience.
(ii) The goal of user interface design is to make the user’s interaction as simple and efficient as possible, in terms of accomplishing user goals (user-centred design). 
(m) Software blueprint: 
(i) Software blueprinting relies on achieving a clean separation between logically orthogonal aspects of the software.
(ii) Once that is achieved, it facilitates the localisation of related logic and use of an optimal description medium for each of the logically independent components (for each blueprint).
[bookmark: _Toc103869545]Solution testing requirements
(a) System testing services requirements: System testing is performed in the context of a system requirements specification (SRS) and/or a functional requirements specification (FRS). It is the final test to verify that the system to be delivered meets the specifications mentioned in the requirement document. It should investigate both functional and non-functional requirements.
(b) Usability testing: To test if an application or product has good user experience or not.
(c) Unit testing: This is a software testing method by which individual units of source code, sets of one or more computer program modules, together with associated control data, usage procedures and operating procedures, are tested to determine whether they are fit for use. 
(d) Integration testing: This is the phase of software testing in which individual software modules are combined and tested as a group. 
(e) Functional testing: This is a type of testing to verify that a system performs and functions correctly according to user specifications.
(f) Regression testing: This is the process of testing changes to computer programs to make sure that the older programming still works with the new changes. Regression testing is a normal part of the program development process and, in larger companies, is generally implemented by code testing specialists. 
(g) Performance testing: This is a testing practice undertaken to determine how a system performs in terms of responsiveness and stability under a particular workload. 
(h) Compatibility testing: This is performed to validate that system performs same behaviour with different environment.
(i) Security testing: Security testing of any system is undertaken to identify all possible loopholes and weaknesses of the system that might result in a loss of information at the hands of employees or outsiders to the organisation.
[bookmark: _Toc43917229][bookmark: _Toc103869546]Other solution-related requirements
(a) Business rules engine: A business rules engine (BRE) is a systems application or software that allows business decision processes, rules or logic based on e.g. policy, regulation, operational requirements, or procedure to be introduced and maintained in a business process management (BPM) system separate from application code.
(b) Implementation planning and management:
(i) Environmental surveys of each designated implementation location (data centre and related equipment) and working with facility managers at each location to identify specific installation/implementation locations and associated requirements to support preparation of detailed installation plans.
(ii) Development of site preparation and installation/implementation plans is required; hence a dedicated installation manager would be of benefit that compiles the plans and coordinates the installation activities. 
(iii) The technical staff of the DHA needs to be involved in the planning.
(c) System delivery and installation:
(i) The supplier of the system will load all software and databases as necessary and configure all components to operate optimally in the DHA environment. 
(ii) The DHA can provide support with connecting the installed components to the communications network.
(d) System configuration, adaption and integration:
(i) A system configuration specification describing the physical and logical configurations of each system component must be developed for the system.
(ii) A system integration specification describing the interfaces, interface controls and flows and configurations of each system internal and external interface must be developed for the system.
(iii) The software adaptations of the system are required to accommodate the business rules.
(e) System acceptance:
(i) The system will be subject to a site installation verification and operational readiness test upon completion of system development, database loading, site installations, network connectivity and final configurations.
(ii) The system will be subject to a system acceptance test upon completion of system delivery, user training, and establishment of the support infrastructure.
(iii) The system will be subject to an operational acceptance test upon completion of formal system acceptance testing and certification.
(f) Biometrics services:
(i) Biometrics are used to measure individuals’ unique physical or behavioural characteristics in order to recognise or authenticate their identity. 
(ii) Common physical biometrics include fingerprints, hand or palm prints, footprint, and iris or facial recognition. 
(iii) Behavioural characters include signature, voice, keystroke pattern, and gait. 
(iv) All live capture modules use biometrics to authenticate users and capture, verify or identify clients.
[bookmark: _Toc103869547]Project management requirements
(a) Project management services are required for successful planning, scheduling and execution of the project activities across all impacted system domains.
(b) Project integration management: 
(i) This is the collection of processes required to ensure that the various elements of the projects are properly coordinated. 
(ii) It involves making trade-offs among competing objectives and alternatives to meet or exceed stakeholder needs and expectations. 
(c) Project scope management: 
(i) Scope involves obtaining information required to start a project and determining the features of the product needed to meet its stakeholders’ requirements. 
(ii) Project scope consists of the work to be accomplished to deliver a product, service or result with the specified features and functions. 
(iii) It further involves controlling process groups and ultimately accepting the deliverables, not the specifications as laid out initially during planning phases. 
(d) Project time management: This is the process of organising and planning how to divide available time between specific activities required to be performed by the bidder. 
(e) Project cost management: 
(i) Budgeting and cost estimation are required for each task covering materials, equipment and human resources. 
(ii) Additionally, inherent is the need to apprise the client and control cost through regular analysis of the variance between estimates and actual. 
(f) Project quality management: The controlling of the quality of all artefacts generated in the project lifecycle is a necessity. 
(g) Project human resource management: This consists of acquiring, scheduling and monitoring the human resources required by the project. 
(h) Project communications management: This involves establishing methods of engagement and continually keeping the team and stakeholders informed. 
(i) Project risk management: This consists of performing qualitative risk analysis by identifying, classifying by likelihood and impact, and prioritising the greatest threats to project success. 
(j) Project procurement management: This requires determining external needs, hiring of subcontractors, and managing and controlling procurement processes via statements of work, terms of references, request for proposals and vendor selection. 
(k) Project stakeholder management: The validation of stakeholder satisfaction through managing of expectations and constant communication helps ensure on-going project alignment and anticipated delivery.
[bookmark: _Toc103869548][bookmark: _Ref463523745]Training and skill transfer requirements
(a) Develop training manual and deliver training for a maximum of ten (10) train-the-trainers at learning academy.
(b) Provide system training and troubleshooting to service management team (20 x help desk).
(c) Provide system maintenance, enhancement and support training to a maximum of 20 DHA technical staff.
(d) Develop and publish online system course in line with training to be offered by train-the-trainers for online training for end users.
(e) Development of as-built and standard operating procedure documents.
[bookmark: _Toc103869549][bookmark: _Toc435315887]Solution integration requirements
When an applicant applies for any product at the DHA, a new application will be created. Application creation has two sources:
(a) an online e-HomeAffairs application; and 
(b) an application in the branch.
[image: ]
[bookmark: _Toc53566342]Figure 8 – Application architecture


[bookmark: _Toc103869550]Bid evaluation stages
The bid evaluation process consists of several stages that are applicable according to the nature of the bid as defined in the table below.
	Stage
	Description
	Applicable for this bid

	Stage 1	
	Administrative pre-qualification verification
	Yes

	Stage 2A
	Technical mandatory requirement evaluation
	Yes

	Stage 2B
	Technical functionality requirement evaluation
	Yes

	Stage 3
	Special conditions of contract verification
	Yes

	Stage 4	
	Price/BBBEE evaluation
	Yes


The bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation.
[bookmark: _Toc38545421][bookmark: _Toc38621252][bookmark: _Toc40259095][bookmark: _Toc103869551][bookmark: _Toc435315889][bookmark: _Toc435315906]Administrative pre-qualification requirements
[bookmark: _Toc38545422][bookmark: _Toc38621253][bookmark: _Toc40259096][bookmark: _Toc103869552]Administrative pre-qualification verification
(a) The bidder must comply with ALL of the bid pre-qualification requirements in order for the bid to be accepted for evaluation.
(b) If the bidder failed to comply with any of the administrative pre-qualification requirements, or if DHA is unable to verify whether the pre-qualification requirements are met, then DHA reserves the right to
(i) reject the bid and not evaluate it, or
(ii) accept the bid for evaluation, on condition that the bidder must, within seven days, submit any supplementary information to achieve full compliance, provided that the supplementary information is administrative and not substantive in nature.
[bookmark: _Toc469376017][bookmark: _Toc103869553]Administrative pre-qualification requirements
(1) Submission of bid response: The bidder has submitted a bid response documentation pack –  
(i) that was delivered at the correct physical or postal address and within the stipulated date and time as specified in the “Invitation to Bid” cover page, and;
(ii) [bookmark: _Hlk103946962]in the correct format as one original document, one copy and two copies on memory stick / USB.
(2) Attendance at compulsory briefing session: A Compulsary Virtual Briefing session will be held. The bidder has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. 
(3) Registered Supplier. The bidder is, in terms of National Treasury Instruction Note 4A of 2016/17, registered as a Supplier on National Treasury Central Supplier Database (CSD).
NOTE: ANNEX D will be made available to Bidders at the Compulsary Briefing session.





[bookmark: _Toc31704628][bookmark: _Toc31958048][bookmark: _Toc34055491][bookmark: _Toc38377977][bookmark: _Toc38545425][bookmark: _Toc38621256][bookmark: _Toc40259099][bookmark: _Toc103869554]Mandatory requirements
[bookmark: _Toc31704629][bookmark: _Toc31958049][bookmark: _Toc34055492][bookmark: _Toc38377978][bookmark: _Toc38545426][bookmark: _Toc38621257][bookmark: _Toc40259100][bookmark: _Toc103869555]Instruction and evaluation criteria
(a) The bidder must comply with ALL the mandatory requirements in section 6.2 below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “not comply”.
(b) The bidder must attach documentation from OSM/OEM as evidence for the functional and/or technical specifications mentioned in the mandatory requirements.
(c) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. 
(d) During evaluation, DHA reserves the right to treat substantiation evidence that cannot be located in the bid response as “not comply”.
(e) SITA reserves the right to verify all documentation or information provided as evidence.
(f) Bidder declaration: The bidder MUST declare by indicating in each row of the “Mandatory requirements” table in section 6.2 below with an “X” in either the “Comply” or “Not comply” column that: 
(i) the bid complies with the requirement as specified in “Mandatory requirements ” column, and
(ii) the mandatory requirement specification is substantiated by evidence attached or provided as proof of compliance.
(g) The bidder must comply with ALL the mandatory requirements (in section 6.2 below) in order for the bid to proceed to the next stage of the evaluation.
[bookmark: _Toc31704630][bookmark: _Toc31958050][bookmark: _Toc34055493][bookmark: _Toc38377979][bookmark: _Toc38545427][bookmark: _Toc38621258][bookmark: _Toc40259101][bookmark: _Toc103869556]Mandatory requirements
	[bookmark: _Toc469376023]Mandatory requirements
	Substantiating evidence of compliance
	Evidence reference
(to be completed by bidder)

	1) BIDDER CERTIFICATION AND  AFFILIATION
1.1. The bidder must be:-
(a)    An accredited OEM (Original Equipment Manufacturer) and, or OSM (Original Software manufacturer) for the system/solution that the bidder proposes, 
or
(b)    Accredited by either the OEM, or OSM  for the system/solution that the bidder proposes.

	


Attach to ANNEX B a copy of a valid OEM and,or OSM accreditation documentation (certificate, or letter of accreditation) for the system/solution that the bidder proposes.




NB: The SITA and Department reserves the right to verify information provided.

	


<Provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 10.1>

	2) BIDDER EXPERIENCE, CAPACITY AND CAPABILITY 

1. The bidder must demonstrate experience and capability to develop, Maintain, Enhance and Support thick and thin client (web services) systems to at least two (2) customers. The thick and thin client systems must capture biometric (fingerprint, photo, palm print, foot print and iris); Biograhic data on a smart electronic form (eForm), with the capability of linking the supporting document to the electronic form and integration to the applicable devices.

	


Provide at least two (2) letters (dated and signed on a letterhead of the customers) of affirmation from business or government customers to whom the service was delivered, indicating:
(a) the customer’s company name and physical address;
(b) customer’s contact phone number or email;
(c) that the bidder has Developed, Maintained, Enhanced and Supported a thick and thin client application that performs:-
(i) Registration
(ii) Verification or Identification
(iii) Authorisation
(iv) Supporting documents attachment
(v) Interoperability

NB: The SITA and Department reserves the right to verify information provided.

	



<Provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 10.2>



[bookmark: _Toc103869557]TECHNICAL FUNCTIONALITY
[bookmark: _Toc469376024][bookmark: _Toc103869558]INSTRUCTION AND EVALUATION CRITERIA
(a) The bidder must complete in full all of the TECHNICAL FUNCTIONALITY requirements.
(b) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITADHA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.
(c) Evaluation per requirement. The evaluation (scoring) of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence. Each TECHNICAL FUNCTIONALITY requirement will be evaluated using the following generic 5 point scale:
	Evaluation criteria 
	Score

	Irrelevant (does not meet any requirement or no substantiation)
	0

	Poor (far below minimum requirements)
	1

	Average (below minimum requirements)
	2

	Good (meets minimum requirements) 
	3

	Very Good (exceeds minimum requirements)
	4

	Excellent (far exceeds minimum requirements)
	5



(d) Weighting of requirements: The full scope of requirements will be determined by the following weights:
	No.
	Technical Functionality requirements
	Weighting

	1. 
	Live Capture System Technologies (To Be Supported and Used)
	25%

	2. 
	Implementation Schedules – Project Management
	15%

	3. 
	Implementation Schedules – Maintenance, Enhancement and Support
	30%

	4. 
	Implementation Schedules – Development
	30%

	TOTAL
	100 %



(e) Minimum threshold. To be eligible to proceed to the next stage of the evaluation the bid must achieve a minimum threshold score of 65%.
(f) Note: The bidder must attach the substantiating evidence for the Technical Functionality Requirements as indicated in this section to Annexure B, section 10.3.
[bookmark: _Toc435315909][bookmark: _Toc469376025][bookmark: _Toc103869559]TECHNICAL FUNCTIONALITY REQUIREMENTS
[bookmark: _Toc469376026][bookmark: _Toc103869560]General requirements
	TECHNICAL FUNCTIONALITY  REQUIREMENTS
	Substantiating evidence and evaluation criteria
(used to evaluate bid)
	Substantiation reference
(to be completed by bidder)

	1. The bidder must have provided system maintenance, enhancement and support plus system development to at least two (2) customers in the past five (5) years using the following technologies:
(a) Group 1: MS SQL; MySQL and DB2
(b) Group 2: C++, Java (EE), Python, C#
(c) Group 3: HTML5, JavaScript Frameworks and .NET Framework
(d) Group 4: XML, SOAP, WSDL
(e) Group 5: HTTPS, IBM Web Sphere Message Queue and Web Sphere Message Broker
(f) Group 6: XSD, VB.NET, ADOBE, UDDI, SFTP, AJAX, email and sms
	Provide at least two (2) letters (dated and signed on a letterhead of the customers) of affirmation from business or government customers to whom the service was delivered, indicating:
(a) the customer’s company name and physical address;
(b) customer’s contact phone number or email;
(c) that the bidder has developed a system using the full software development lifecycle (SDLC);
(d) that the bidder provided the software development using any of the following technologies:
	Technology Grouping
	Number of Technologies

	Group 1: MS SQL; MySQL and DB2
	3

	Group 2: C++, Java (EE), Python, C#
	4

	Group 3: HTML5, JavaScript Frameworks and .NET Framework
	3

	Group 4: XML, SOAP, WSDL
	3

	Group 5: HTTPS, IBM Web Sphere Message Queue and Web Sphere Message Broker
	3

	Group 6: XSD, VB.NET, ADOBE, UDDI, SFTP, AJAX, email and sms
	8


and
(e) short project description, including project start and end date.

0 = 	Letters/Projects do not demonstrate the use of any  technologies in Group 1 – 5  or no substantiation
1 = 	Letters/Projects demonstrate the use of only two technologies in any two groups (Group 1 – 5)
2 = Letters/Projects demonstrate the use of only three technologies in any three  groups (Group 1 – 5 )

3 = Letters/Projects demonstrate the use of only three technologies in Group 1 – 5 
4 = Letters/Projects demonstrate the use of only all technologies in Group 1 – 5
5 = Letters/Projects demonstrate the use of only all technologies Group 1 – 5  and any three in Group 6

NB: The bidder is allowed to provide more than two letters to ensure demonstration of use of technologies stated above, should the two letters required above not cover all the technologies.
	IMS/P_TEC
<Provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 10.3>


	2. Implementation Schedules – Project Management
(Organogram, Methodology, Capacity Planning, Resource Availability  and Management)
	Composition of Project Management team to be utilized to project manage the tender which must include number of resources, positions within the team, roles and responsibilities, project management knowledge and skill in managing complex and large project. Refer to (but not limited to within this Bid Specification): 8.13. Certification, expertise and qualification.
Bidder’s implementation schedule/plan with high level timelines should provide details of the proposed project management. Refer to (not limited to within this Bid Specification) 3.6.Project management requirements.
Evaluation
0 = 	Does not address how Project Management Office must functions  and Resource management  or no substantiation
1 = 	Addresses how Project Management Office must functions and Resource management  partially
2 = Addresses how Project Management Office must functions and Resource management  moderately
3 = Addresses how Project Management Office must functions and Resource management  adequately 
4 = Addresses how Project Management Office must functions and Resource management  substantially
5 = 	Addresses how Project Management Office must functions and Resource management  outstandingly
	IMS/P_PMO
<Provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 10.3>


	3. Implementation Schedules – Enhancement, Maintenance and Support
(Organogram, Methodology, Capacity Planning, Resource Availability  and Management)
	Composition of technical team to be utilized in the execution of the Maintenance, Enhancement and Support of applications which must include number of resources, positions within the team, roles and responsibilities, technical acumen, knowledge and skill in application development and integration that address the following: Front-end and back-end applications that handles:- Bio-Data – Name, Surname, Gender, Etc.; Biometric Capturing – Fingerprint, Photo, Footprint, palm print and Iris; Attachment and linking of supporting document to digital application developed using Adobe/HTML5; Applications interfaces or interoperability. Refer to (but not limited to within this Bid Specification): 8.13. Certification, expertise and qualification.
Bidder’s implementation schedule/plan with high level timelines should provide details of the proposed System lifecycle management that they intend to follow in the provision of Maintenance, Enhancement and Support and how the relevant SDLC phase will be delivered. The Methodology should clearly stipulate what services the team leader/senior resources and technical team will provide throughout the contract’s life-cycle. Refer to (not limited to within this Bid Specification) Table 1 – DHA modernisation scope (Module Status and Requirement/s) – Modules in Operation and 3.2.Maintenance, enhancement and support requirements.
Evaluation
0 = 	Does not address any Applications Maintenance, Enhancement and Support  and Resource management  or no substantiation
1 = 	Addresses Applications Maintenance, Enhancement and Support and Resource management  partially
2 = Addresses Applications Maintenance, Enhancement and Support and Resource management moderately 
3 = Addresses Applications Maintenance, Enhancement and Support and Resource management  adequately 
4 = Addresses Applications Maintenance, Enhancement and Support and Resource management  substantially 
5 = 	Addresses Applications Maintenance, Enhancement and Support  and Resource management  outstandingly
	IMS/P_EMS 0002
<Provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 10.3>


	4. Implementation Schedules – Development
(Organogram, Methodology, Capacity Planning, Resource Availability  and Management)
	Composition of technical team to be utilized in the execution of the development of applications which must include number of resources, positions within the team, roles and responsibilities, technical acumen, knowledge and skill in application development and integration that address the following: Front-end and back-end applications that handles:- Bio-Data – Name, Surname, Gender, Etc.; Biometric Capturing – Fingerprint, Photo, Footprint, palm print and Iris; Attachment and linking of supporting document to digital application developed using Adobe/HTML5; Applications interfaces or interoperability. Refer to (but not limited to within this Bid Specification): 8.13. Certification, expertise and qualification.
Bidder’s implementation schedule/plan with high level timelines should provide details of the proposed System Development Life Cycle Methodology that they intend to follow in the provision of Application Development and how each of the SDLC phases will delivered. The Methodology should clearly stipulate what services the team leader/senior resources and technical team will provide throughout the contract’s life-cycle. Refer to (not limited to within this Bid Specification) Table 1 – DHA modernisation scope (Module Status and Requirement/s) - Modules to be Developed and 3.3.  Solution development requirements; 3.4.Solution testing requirements and 3.5.Other solution-related requirements.
Evaluation
0 = 	Does not address any System Development Life Cycle/Methodology  and Resource management  or no substantiation
1 = 	Addresses System Development Life Cycle/Methodology  and Resource management  partially
2 = Addresses System Development Life Cycle/Methodology  and Resource management  moderately
3 = Addresses System Development Life Cycle/Methodology  and Resource management  adequately 
4 = Addresses System Development Life Cycle/Methodology  and Resource management  substantially
5 = 	Addresses System Development Life Cycle/Methodology  and Resource management  outstandingly
	IMS/P_DEV 0003
<Provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 10.3>




[bookmark: _Toc103869561]Special conditions of contract
[bookmark: _Ref455588818][bookmark: _Ref455588837][bookmark: _Toc103869562]Instruction
(a) [bookmark: _Ref455588887]The successful supplier will be bound by the Government Procurement: General Conditions of Contract (GCC), as well as these special conditions of contract (SCC), which will form part of the signed contract with the successful supplier. However, the DHA reserves the right to include or waive the condition in the signed contract.
(b) The DHA reserves the right to 
(i) negotiate the conditions, or
(ii) automatically disqualify a bidder for not accepting these conditions. 
(c) [bookmark: _Toc435315923][bookmark: _Ref455338564]In the event that the bidder qualifies the proposal with own conditions, and does not specifically withdraw such own conditions when called upon to do so, the DHA will invoke the rights reserved in accordance with subsection 8.1(b) above.
(d) The bidder must complete the declaration of acceptance as per section 8.21 below by marking with an “X” either “Accept all” or “Do not accept all”, failing which the declaration will be regarded as “Do not accept all” and the bid will be disqualified.
[bookmark: _Ref455589115][bookmark: _Ref455589123][bookmark: _Ref455589162][bookmark: _Toc103869563]Special conditions of contract
[bookmark: _Toc103869564]Contracting conditions
(a) Formal contract: The supplier must enter into a formal written contract (agreement) with the DHA
(b) Right of award: The DHA reserves the right to award the contract for required goods or services to multiple suppliers.
(c) Right to audit: The DHA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
[bookmark: _Toc103869565]Delivery address
The supplier must deliver the required products or services at the address specified in section 2.2 (Delivery address).
[bookmark: _Toc103869566]Scope of work, project and performance management
(a) The supplier is responsible to perform the scope of work as outlined in section 2 (Scope of bid) and section 3 (Technical and functional requirement overview).
(b) The supplier is responsible the following key deliverables:
	WBS
	Statement of work
	Delivery timeframe

	1
	Analyse, design, develop, integrate, test and implement the outstanding scope of live capture (DHA modernisation) that meets the requirements as stated by internal and external business 
	Initiate work upon signing of the contract

	2
	Provide project management services for the project delivery on time and in budget 
	

	3
	Provide, install, customise and integrate the software that is part of the solution
	

	4
	Develop, test and implement all the system interfaces to systems currently interfacing with live capture system
	

	5
	Design or update business processes to integrate/support the live capture with DHA business operations
	

	6
	Design or update business processes to integrate the live capture with DHA business operations
	

	7
	Provide documentation for system design, architecture, configuration, development, testing and operations
	Ongoing for duration of contract

	8
	Provide SLA performance reports
	Monthly

	9
	Provide maintenance, enhancement and support of the live capture system
	Ongoing for duration of contract

	10
	Provide maintenance, enhancement and support of the live capture interfaces
	Ongoing for duration of contract

	11
	Provide development support services for ongoing changes beyond commissioning, enhancement and fixes
	Ad hoc

	12
	Provide maintenance, enhancement and support of the other software/devices that forms part of the solution, example integration with camera, signature pad, fingerprint scanner, printer, etc.
	Ongoing for duration of contract

	13
	Provide user and technical training to the staff of the DHA
	Ongoing for duration of contract

	14
	Provide system lifecycle management
	Ongoing for duration of contract


[bookmark: _Toc103869567]Performance metrics
The supplier is responsible to provide the following performance metrics: 
	SBS
	Service element
	Service level

	1
	Call centre – IMS ports of entry
	24 hours x 7days x 52weeks

	2
	Call centre – civics services offices and head office
	8 hours x 5 days (7:30-16:30)

	3
	Incident response – civics offices
	Maximum 4 hours 

	4
	Incident restore – civics offices
	Maximum 8 hours

	5
	Incident response – gold, premium
	Maximum 1 hours 

	6
	Incident restore – gold, premium
	Maximum 2 hours

	7
	Incident response – silver, standard
	Maximum 2 hours 

	8
	Incident restore – silver, standard
	Maximum 4 hours

	9
	Incident response – gold, standard
	Maximum 4 hours 

	10
	Incident restore – gold, standard
	Maximum 4 hours

	11
	Incident response – bronze, standard
	Maximum 4 hours 

	12
	Incident restore – bronze, standard
	Maximum 8 hours

	13
	System availability
	99%

	14
	Special Requests for extended hours during weekdays and weekends
	Maximum 4 hours


(a) The single point of contact will be the project manager appointed by the DHA. Meetings will be held as follows:
(i) project operational meeting = bi-weekly;
(ii) project progress meeting = monthly; and
(iii) project steering committee = quarterly.
(b) The prime contractor must supply a scribe for the meetings and documentation must be distributed as follows:
(i) project progress reports = 5 working days before a meeting;
(ii) agenda of a meeting = 3 working days before a meeting;
(iii) minutes of meetings = 3 working days after a meeting; and
(iv) any other documentation = 7 working days before a meeting.
[bookmark: _Toc103869568]Scope of technical solution development – methodology and technical requirements
(a) The system to be developed by the service provider must use proven and current commercial off-the shelf (COTS) software components, if any, and must be backward compatible.
(b) The system to be developed and all associated software components, applications software, database management software and operating system software must be in current operational use in a production system that has the capacity and performance specifications that are equivalent to or greater than those included in this specification. The service provider must provide, in response to this requirement, an in-use reference to each proposed software component with the minimum capacity and performance levels equivalent to the current live capture.
(c) The system to be developed must utilise only the latest stable version of software. The system must be
(i) DHA standards-based,
(ii) fully redundant, and
(iii) fault resilient.
(d) The OEM/OSM of the proposed system must assert that the system does not contain and is not dependent on proprietary hardware and software.
(e) The system to be developed must be open-architecture-based and must avoid proprietary protocols over the interfaces and proprietary data definition.
(f) The system to be developed must be interoperable over standards-based interfaces.
(g) The system to be developed must be highly modular, providing a true service-oriented architecture (SOA) implementation and not monolithic.
(h) The external and internal interfaces of the system to be developed must be provided as simple object access protocol (SOAP) interfaces for cost-effective integration.
(i) The system to be developed must allow a developer partner or end-user agency to easily customise client-specific adaptations including but not limited to business rules, identity-related workflows and business processes.
(j) The system to be developed must provide automated internal management and backup capability.
(k) The service provider must propose cost-effective solutions that exceed the minimum accuracy and performance requirements.
(l) The service provider must provide a sizing model and show how its implementation operationally scales to the required performance and sizing specified.
(m) The service provider must provide documentation detailing the following:
(i) infrastructure requirements;
(ii) the system’s speed, accuracy, workflow, search engine and needed architecture; and
(iii) system configuration and installation/deployments document.
(n) The system must have the capability to manage multiple verification and identification transaction requests from various remote workstations.
(o) The system to be developed must have the capability to manage multiple verification and identification transaction requests from various remote workstations.
[bookmark: _Toc103869569]Technology and infrastructure requirements
(a) The system must support centralised control of system administration functions.
(b) The system must support centralised control of system security administration functions.
(c) The system must report system alarms, events and errors to the centralised system administration console or display.
(d) The system must enable an authorised system administrator to perform diagnostic testing of the system’s functions.
(e) The system must enable an authorised system administrator to perform the system’s data backups and recovery activities.
(f) The system must enable an authorised system administrator to initiate the start commands of the system components, allowing for the orderly starting of the system’s operations.
(g) The system must enable an authorised system administrator to initiate shutdown commands of the system components, allowing for the orderly shutdown of the system’s operations.
(h) The system must enable an authorised system administrator to re-allocate the workload to various components of the system in order to perform some minor systems tests and maintenance.
(i) The system must allow an authorised system administrator to change the priorities of transactions, depending on the business demand and goals.
(j) The system must allow an authorised system administrator to cancel, suspend, terminate or redirect any transaction to another processing component of the system.
(k) The system must support the monitoring of the availability and usage of all the system components, services and processes at any time in order to provide real-time detection of system faults, problems, failures and service interruptions.
(l) The system must log all the transaction performance parameters/characteristics on the server.  
(m) The system must allow secure capabilities for remote monitoring, diagnostics and correction of system faults.
(n) The system must support an authorised system administrator to create, amend, suspend and delete users, user groups and user privileges in the system.
(o) The system must support an authorised system administrator to perform (create, amend, delete) all user authorisations and systems security.
(p) The system must log all user actions in the database.
(q) The system must maintain all the log files.
[bookmark: _Toc103869570]Data requirements
(a) The system’s active database must be open database connectivity (ODBC) compliant. 
(b) The system must support any relational database management system with the appropriate ODBC drivers, as well as native interfaces. Examples of these databases include but are not limited to Microsoft SQL Server, Oracle, OpenSource DB platforms and DB2. 
(c) The RDBMS within the live capture must use a single-process, multi-threaded architecture. 
(d) The system must provide symmetric multiprocessor support (SMP), allowing it to execute threads in parallel on multiple central processing units (CPUs). 
(e) The RDBMS must automatically scale to multiprocessor hardware with no special configuration or programming required.
(f) The system must support data indexing and provide details on how this indexing is performed for the respective records.
(g) The system must cater for a unique identifier in association with each record, with distinction between citizens and non-citizens, linking the association of each person with their biometrics and biographic information and status in support of a single view of a person (i.e. “one person, one status”). 
(h) The system must cater for partitioning of different categories of citizens and non-citizens. 
(i) The system must cater for searches across various partitions of data and database instances.
(j) Non-functional requirements, e.g. performance, capacity, scalability, flexibility, interoperability, compatibility, reliability, maintainability, availability, security, safety.
(k) The system to be developed must be compliant/developed in line with ISO/IEC/IEEE 12207 series of standards for information management in organisations.
(l) The system to be developed must comply with the Control Objectives for Information and Related Technology (COBIT) 5 information security controls.
(m) The system to be developed must comply with the Minimum Information Security Standards (MISS).
(n) The system to be developed must comply with the Corporate Governance of Information and Communication Technology Policy Framework (CGICTPF) published by the Department of Public Service and Administration.
(o) The system’s process should support an individual’s privacy in accordance with the POPI Act, 4 of 2013.
(p) User sign-on to the live capture system should be with three-factor biometric authentication.
(q) The system should support non-repudiation of transactions invoked by users over interfaces outside and inside the DHA.
(r) Records/data must be protected against unauthorised modification, deletion, creation and replication and the system must provide an indication of these unauthorised activities when they occur or are attempted.
(s) Data confidentiality should be maintained to protect records/data from unauthorised disclosure.
(t) Communication security is required to ensure that information flows only between authorised endpoints without diversion, interception or interruption.
[bookmark: _Toc103869571]Integration and testing requirements
The bidder must perform testing and sign off the solution documentation.
[bookmark: _Toc103869572]Implementation, roll-out and change management requirements
(a) The service provider must provide project management services to ensure successful planning, scheduling and execution of project activities across all impacted system domains. The service provider must provide all necessary documentation with regard to project management.
(b) A detailed URS and SDD must be prepared and delivered for approval, including but not limited to requirements traceability with reference to the sub-system elements that satisfy the requirements, data model, system workflows, system configuration and transaction processing design. 
(c) The communications infrastructure requirements and changes must be identified and specified in conjunction with the new solution for both normal as well as disaster recovery conditions for central as well as remote office locations and foreign offices. 
(d) A system configuration specification describing the physical and logical configurations of each system component must be provided to the DHA. This configuration specification must be updated at intervals of no more than one calendar month to reflect actual configurations.
(e) A system integration specification describing the interfaces, interface controls and flows and configurations of each internal and external interface must be provided to the DHA.
(f) The software adaptations of the system must accommodate the business rules. 
(g) The service provider must conduct site surveys of each designated installation location and work with facility managers at each location to identify specific installation locations and associated requirements to support preparation of a detailed installation plan.
(h) The service provider must develop site preparation and installation plans. A dedicated installation manager should compile the plans and coordinate the installation activities. The service provider must involve the technical staff of the DHA in the planning process. 
(i) The service provider must load all software and databases as necessary and configure all components to operate optimally in the DHA environment. The DHA can provide support with connecting the installed components to the communications network. 
(j) The system must be subject to a site installation verification and operational readiness test upon completion of system development, database loading, site installations, network connectivity and final configuration. 
(k) The system must be subject to a system acceptance test upon completion of system delivery, user training and establishment of the support infrastructure. 
(l) The system must be subject to an operational acceptance test upon completion of formal system acceptance testing and certification.
[bookmark: _Toc103869573]Maintenance, upgrade and support requirements
(a) Preventative maintenance of the system must be performed on a regular and scheduled basis.
(b) The service provider must correct all the systems problems, regardless of their cause, when the problem degrades the functional or performance capabilities of the system.
(c) The service provider must have capability to utilise the diagnostic tools to isolate, diagnose and correct system problems in order to restore the system to normal operations mode.
(d) The service provider must have both software and database maintenance support to maintain the currency of the functional capabilities and associated performance objectives.
(e) A formal change management process must be followed to provide scheduling and approval for all software modifications.
(f) The service provider must provide software updates, modifications and patches, together with associated documentation to maintain the operational capabilities of the system.
(g) A system maintenance plan must be developed, describing the plan and procedures for managing and providing system maintenance support.
(h) A system maintenance plan must be maintained, describing the plan and procedures for managing and providing system maintenance support.
[bookmark: _Toc103869574]Service management requirements
(a) First-line support must be provided by the department on resolving the end-user complaints, questions, calls and incidents.
(b) The second and third-line support must be provided by the service provider on preventive, warranty and remedial maintenance of the system during the life of the system.
(c) The service provider must establish a 24 x 7 helpdesk capability that will receive, log, coordinate and resolve end users’ calls, incidents, questions and problems.
(d) The helpdesk must maintain a detailed log of calls for service with updates, documenting the response and resolution of service issues.
(e) The service provider must provide the capability to support multiple system environments, i.e. development, testing and production.
(f) The service provider must in collaboration with DHA provide a development environment that supports the development of the software and execution of the operational tests and evaluations.
(g) The service provider must in collaboration with DHA provide a development environment that supports the development and enhancement of the software.
(h) The service provider must in collaboration with DHA provide a test environment that supports the execution of the software operational tests and evaluations.
(i) The service provider must recommend a service diagnostic tools for all environments (development, testing and production).
[bookmark: _Toc103869575]Service monitoring and assurance requirements
(a) The service provider must provide the DHA with a system lifecycle management plan.
(b) The service provider must monitor system capacity utilisation. The metrics must include but not be limited to software licence utilisation, processing capacity utilisation, data storage space utilisation, equipment failure rates, spare part availability and equipment and software end of life.
(c) The service provider must provide the DHA with an inventory of spare parts for infrastructure with high failure rates for hot-swappable components.
(d) The service provider must provide the DHA with a process for replacing components that have failed.
[bookmark: _Toc103869576]Supplier performance reporting
(a) Reporting structure and attendance of meetings.
(b) Project or service communication, escalations, workflow conditions.
(c) Supplier project or service performance reporting format and frequency conditions.
[bookmark: _Toc103869577][bookmark: _Toc435315901]Certification, expertise and qualification
(a) The supplier represents that it has resources with the necessary expertise, skills, qualifications and ability to undertake the work required in terms of the statement of work or service as per the table below and;
(b) The resources will have relevant experience, relevant certificate/s and/or relevant training from reputable training institutions
	No.
	Title
	Minimum experience 
(Plus or minus years’)

	1
	Programme manager
	8 years’ experience

	2
	Project manager
	8 years’ experience

	3
	Project administrators
	5 years’ experience

	4
	Senior business analyst 
	8 years’ experience

	5
	Business analyst
	5 years’ experience

	6
	Senior system analyst 
	8 years’ experience

	7
	System analyst
	5 years’ experience

	8
	Senior application tester
	8 years’ experience

	9
	Application tester
	5 years’ experience

	10
	Senior application developer
	8 years’ experience

	11
	Application developer
	5 years’ experience

	12
	Senior application developer (web)
	8 years’ experience

	13
	Application developer (web)
	5 years’ experience

	14
	Senior application developer 
	8 years’ experience

	15
	Application developer 
	5 years’ experience

	16
	Senior database administrator
	8 years’ experience

	17
	Database administrator
	5 years’ experience

	18
	Senior system integrator 
	8 years’ experience

	19
	System integrator
	5 years’ experience

	20
	Operation manager
	8 years’ experience

	21
	Integration developer
	5 years’ experience

	22
	Integration designer
	5 years’ experience

	23
	Senior system/application administrator
	8 years’ experience

	24
	System/application administrator
	5 years’ experience

	25
	Senior business process engineer
	8 years’ experience

	26
	Business process engineer
	5 years’ experience

	27
	Senior application architect
	8 years’ experience

	28
	Application architect
	5 years’ experience

	29
	Integration architect
	5 years’ experience
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(d) The supplier represents that it has resources with the necessary expertise, technical skills, qualifications and ability to undertake the work required in terms of the statement of work or service as per the table below.

	Support area
	Technologies
	Skillset required

	ACP App
	ACP
	Development – applications

	ESB TX Log App
	IIS and MS SQL (see below)
	Development – ESB

	Middleware (MQ and WMB)
	IBM WebSphere Message Queue and WebSphere Message Broker
	Integration specialist:
(a) Detailed service/message interface specification requirements:
(i) Message name – Name of the operation/interface message
(ii) Description – Description of the service
(iii) Consumer – The source of the interface message
(iv) Provider – The destination of the interface message
(v) Interaction Type – State fullness, synchronous or asynchronous
(vi) Request/response or fire and forget, batch or real-time, and/or delivery assurance
(vii) Quality of service – Specify required response times, guaranteed delivery, etc.
(viii) Communication protocol type – web service, SFTP, SMTP, SAP JCO, SOAP/MQ, SOAP/JMS, SOAP/HTTP, etc.
(ix) Message exchange format – XML, EDI, flat file, email
(x) Message processing – high-level description of the technical processing carried out by the service provider for the given inputs
(xi) Error handling – When a technical error is encountered when accessing the service, how will this be handled, e.g. WS failure, application failure, etc.
(xii) Field details – Detailed breakdown of all input and outputs
(b) ESB transformation requirements: Data validation, transformation and enrichment (mandatory) 
(c) Business process orchestration requirements: The relationship between the associated business service and objects and the business process it enables (mandatory)
(d) ESB service/message interface orchestration: Numbered sequence of service/API (mandatory)
(e) Automated file movement requirements (optional):
(i) Transactional requirements
(ii) Testing requirements
(iii) Security requirements
(iv) Logical integration solution architecture designs and diagrams

	
	
	ESB technical specialist:
(a) Application support: 
(i) Aid application teams using various platforms (Java, .NET, Natural Mainframe, C++, etc.) in building message-based integration solutions by supporting the installation and configuration of the latest relevant MQ application programming interface (API)
(ii) Advising and providing samples for performing general messaging tasks including: 
(1) Efficiently connecting and disconnecting from queue managers
(2) Setting message properties and placing messages on queues
(3) Retrieving messages and associated properties from queues
(4) Handling errors and exceptions returned by MQ
(iii) Determining the appropriate Queue Manager setup needed for each application (client versus dedicate queue manager) based on overall integration requirements of the application
(b) Detailed technical service design: 
(i) Establishing and maintaining standard integration patterns using MQ and Message Broker used by ESB developers in implementing services
(ii) Establishing and enforcing MQ and Message Broker standards including Queue Manager and MQ object naming standards, and standard quality of service parameters (maximum allowed message sizes, etc.)
(iii) Reviewing integration designs for conformance against set standards and appropriate use of implemented patterns
(iv) Providing technical support to ESB developers when implementing new patterns and resolving complex technical issues
(c) Infrastructure setup: 
(i) Reviewing network and security infrastructure to ensure it meets the non-functional requirements of the solution (performance, redundancy, etc.)
(ii) Sizing hardware necessary to support MQ and Message Broker setup and determining associated licensing implications
(iii) Installation and configuration of MQ, Message Broker and associated resources (databases, administration toolkits, etc.) on various operating systems
(iv) Verification of installations and configurations
(d) Message Broker and MQ administration:
(i) Configuring MQ environments (development, QA, UAT and production) as a prerequisite for deploying integrated solutions by
(1) Creating and configuring Queue Managers and Broker instances
(2) Establishing MQ clusters for load balancing and failover
(3) Working with channels to create communication paths between queue managers and clients
(4) Setting up WebSphere security
(ii) Keeping each environment current by installing fix packs and upgrades
(iii) Scripting and deploying the MQ and Message Broker components (queues, broker flows, etc.) for each ESB service forming part of the solution
(iv) Performing general administration functions using command line and toolkits including
(1) Monitoring statuses of queue managers, MQ objects, Broker instances and message flows
(2) Starting and stopping queue managers
(3) Starting and ending channels
(4) Backing up and restoring of the MQ and Message Broker environment
(e) Troubleshooting:
(i) Reviewing end-to-end solution flow with design and development teams to ensure understanding of each service and its function within the overall solution
(ii) Proactively identifying and resolving issues affecting the integration environment by
(1) Working with monitoring teams to ensure that environment is sufficiently monitored and alerted on
(2) Responding to issues identified through logs, alerts and general administration functions
(3) Monitoring response times and queue build ups as a source of identifying possible design issues and identifying possible resolutions
(4) Escalating and obtaining necessary approvals for implementing resolution actions
(iii) Working with application support teams in tracing root causes of production issues and identifying short-term quick fixes and long-term permanent fixes to issues encountered
(iv) Identifying MQ and Message Broker product issues and working with IBM to resolve

	
	
	BIS software support:
(a) Service management: Knowledge of how to deploy services, manage lifecycles and ensure visibility
(b) Fault/error management:
(i) Knowledge of how to react to faults/errors, identifying and resolving the underlying problems
(ii) Knowledge of how to make use of IBM support mechanisms (such as technical service requests) to assist with problem resolution
(c) System monitoring: Knowledge of how to monitor system and network performance, rapidly identifying and resolving potential problems
(d) Infrastructure management: Knowledge of how to set up and maintain infrastructure components such as servers and databases
(e) Network management:
(i) Knowledge of how to assign and manage access to networks/systems
(ii) Knowledge of how to correctly assign and manage the network sizing based on application requirements ensuring that no bottlenecks occur
(iii) Knowledge of how to tune network configuration settings to optimise performance
(iv) Knowledge of how to assign and manage adequate storage space for applications
(v) Understanding server virtualisation and know how to optimise the configuration thereof
(f) Release and deployment management: Knowledge of how to manage software releases in an integrated environment through a development/integration/QA and production cycle
(g) Extensive experience with the following environment tools:
(i) Knowledge of how to monitor the performance of the organisation’s environment using tools such as IBM Omegamon, Tivoli and Business Activity Monitor (BAM)
(ii) Knowledge of how to administer, maintain and troubleshoot IBM WebSphere MQ and Message Broker
(iii) Knowledge of how to administer, maintain and troubleshoot IBM WebSphere Process Server
(iv) Knowledge of how to administer, maintain and troubleshoot IBM WebSphere Application Server
(v) Knowledge of how to deploy and manage solutions with this tool
(vi) Knowledge of how to administer, maintain and troubleshoot WebSphere Service Registry and Repository (WSSR)
(vii) Ability to use this tool to deploy and manage services with this tool
(viii) Knowledge of how to administer, maintain and troubleshoot databases such as IBM AIX and DB2

	
	
	ESB designer:
(a) Message-based service/system interface designs 
(b) Schema mapping: Data validation, transformation and enrichment
(c) Message transfer: Correlation/sequencing, queuing and content-based routing 
(d) Exception management: Error handling and guaranteed delivery 
(e) Transaction management: Transaction logging and tracking 
(f) Process automation: Process orchestration 
(g) Integration styles:
(i) Remote procedure (RPC) invocation 
(ii) File transfer (FTP/SFTP) integration 
(iii) Database (SQL/ODBC/JDBC) integration 
(iv) Application (API) adapter-based integration 
(v) Message (XML) schema-based integration 
(vi) Service (SOA) Integration 
(h) Message exchange formats: XML 
(i) Skills in interaction types:
(i) State fullness 
(ii) Batch or real-time 
(iii) Delivery assurance/persistency 
(iv) Synchronous, asynchronous, fire and forget 
(j) Skills in communication protocols:
(i) MQ 
(ii) SAP JCO 
(iii) SFTP/SMTP 
(iv) Web service 
(v) SOAP/HTTP; SOAP/JMS; SOAP/MQ 
(k) Quality of service:
(i) Availability (24/7)
(ii) Response times (seconds/minutes) 
(iii) Throughput (minutes/hours) 
(iv) Expiration times (hours/days) 
(v) Transactionality 

	Scan flow support
	Scan flow
	Understand and be able to support the MDF scan flow software

	Systems management – Configuration management
	Microsoft Active Directory Server
	(a) Install, deploy and configure Active Directory services (ADS), roles, integrated zones and objects
(b) Manage and troubleshoot the Active Directory in terms of identification, authentication and authorisation services provided through the domain controller services
(c) Manage, update and extending of the Microsoft Active Directory schema
(d) Management of the Domain Name Services (DNS) within the Active Directory services
(e) Use group policy (GPO) to manage and troubleshoot group policy applications and settings
(f) Backup, restore and troubleshoot the Active Directory domain services
(g) Participate/lead in architectural changes to the existing Active Directory domain services infrastructure and additional product suites as such needs arise
(h) Ensure that all policies, configurations and optimisation settings are completed in accordance with Microsoft best practices for each product suite
(i) Assist in managing Active Directory domain support calls, with the objective of resolving calls as accurately, quickly and efficiently as possible
(j) Participate in the assessment, identification, evaluation and deployment phases of the security update process as released by Microsoft focusing on the deployed domain controllers (DCs)
(k) Proactive analysis and review of Windows domain environment through various compliance checks that include namespace (NS) records, monitor key DNS dependencies between Active Directory and network services, verify dynamic DNS record updates to DNS client, DHCP server, and DNS server
(l) Provide regular, measurable feedback on system health and overall operations
(m) Provide monthly status reports to management
(n) Managing the Microsoft Public Key Infrastructure (KPI) services
(o) Management of the offline Root Certificate Authority (CA)
(p) Management of the online Certificate Authority (CA) and associated Registration Authority (RA)
(q) Management of the certificate revocation list services within the CA
(r) Management of the encryption file services (EFS) within the ADS domain

	Directory Services (Security)
	Microsoft SCCM
	(a) Design and plan System Centre Configuration Manager infrastructure 
(b) Plan System Centre Configuration Manager hierarchy and site system roles
(c) Define the business continuity plan (BCP)
(d) Manage operating system deployment (OSD) 
(e) Configure the OSD environment
(f) Configuring WDS, configuring PXE, configuring the VM build environment, and integrating with MDT
(g) Build and capture an image
(h) Updating base images, task sequences
(i) Deploy an image
(j) New (bare metal) and upgrade images, VHD deployment
(k) Manage images
(l) Drivers, servicing
(m) Deploy applications and software updates
(n) Create an application:
(i) Defining deployment types, deploying applications to RDSH, MSI and App-V, and converting a package
(ii) Deploy an application
(iii) User device affinity, compliance settings, software centre, and task sequences
(o) Monitor application deployment: Resolving issues, managing application distribution points, distribution point groups, content library, SQL Server Reporting Services (SSRS), log files, and in-console monitoring
(p) Manage the software library and application catalogue: web portal configuration, work schedule, and definition of primary machines for users
(q) Create and monitor software updates: Automatic deployment rules (ADR), SSRS, creating update groups, creating deployment packages, log files, and in-console monitoring
(r) Configure FEP clients by using System Centre Configuration Manager: Creating and managing policy by using Configuration Manager, configuring definitions within the client policy, exporting from Configuration Manager, choosing which template to use, and select exclusions
(s) Manage compliance settings
(t) Build a configuration item (CI): Creating a CI, importing a CI, setting CI versioning, and remediation rules
(u) Create and monitor a baseline: importing a configuration pack, building a custom baseline, SSRS, log files, in-console monitoring, deploying a baseline
(v) Manage sites 
(w) Manage collections: Setting maintenance windows, defining rules for collections (collection membership, query-based collections), collection-specific settings
(x) Monitor site health: SSRS, log files, in-console monitoring, toolkit
(y) Configure software updates: Sync schedule, catalogues, products, WSUS, and superseded updates
(z) Manage site communications: Configuring bandwidth settings for a site address, configuring senders, secondary sites (file-based replication, SQL replication paths), resolving DP connections
(aa) Manage boundary groups: Creating boundary groups, using boundary groups in more than one DP, client roaming, Internet-based clients
(ab) Manage role-based security: Security scopes, custom roles, cloned security roles and permissions
(ac) Manage clients
(ad) Deploy clients:-GPO, WSUS, logon scripts, manual, client push, OSD task sequence, monitoring client health
(ae) Manage mobile devices: Enrolling mobile devices, Exchange Connector, AMT enrolment point (out-of-band management), and wiping mobile devices
(af) Manage client agent settings: Desired configuration settings, mobile device client agent, NAP client agent, configuring power management, configuring remote control agent, hardware inventory agent, software inventory agent, software metering agent, advertised programs agent, computer agent
(ag) Manage inventory
(ah) Manage hardware inventory: Configuring MOF, export and import settings, enabling or disabling WMI classes, extending hardware inventory to other client assets, WMI or registry reporting
(ai) Manage software inventory: Standardised vendor name, list of tracked inventory, report inventory data, asset intelligence, software metering (enable or disable rules, report software metering results) 
(aj) Monitor inventory data flow: Client-to-site, site-to-site
(ak) Manage reports and queries 
(al) Build queries: Console queries, WQL, sub-selects
(am) Create reports: Cloning and modifying reports, creating custom reports, import and export reports
(an) Manage SSRS: Configuring security, configuring caching, configuring subscriptions

	Web Server Support (IIS)
	IIS
	(a) Capability to install Internet Information Server and any .Net framework
(b) Understand and support Windows web services on IIS

	DBMS and DB support
	Microsoft SQL Server
	(a) Install and configure Microsoft SQL Server
(b) Design, implement, and effectively manage databases
(c) Advanced querying techniques
(d) Understand triggers, stored procedures, and indexing
(e) Standardise, automate and update jobs, operators, and alerts
(f) Monitor and manage a SQL Server cluster and mirroring
(g) Monitor and manage a SQL replication
(h) DB scripting
(i) Initiate backup and restore
(j) Database security
(k) Database reorgs/rebuilds
(l) Database performance tuning and optimisation
(m) High availability and disaster recovery 
(n) Replication topologies and maintenance 
(o) Storage optimisations and performance skills for SQL server

	
	IBM DB2
	(a) Ability to design, create and manage database storage paths
(b) Ability to design, create and manage table spaces
(c) Ability to design, create and manage buffer pools
(d) Ability to design and configure federated database access
(e) Create and manage database partitioning
(f) Create and manage multi-dimensional clustered tables
(g) Create and manage table partitioning
(h) Manage database logs for recovery
(i) Use advanced backup features
(j) Use advanced recovery features
(k) Use diagnostic tools
(l) Understand DB2 performance and scalability
(m) Use DB2 registry variables that affect database system performance
(n) Identify and use configuration parameters that affect database system performance
(o) Knowledge of query optimiser concepts
(p) Ability to manage and tune database, instance and application memory and I/O
(q) Ability to use compression
(r) Ability to identify and resolve performance problems
(s) Ability to manage a large number of users and connections
(t) Skills to determine the appropriate index to create
(u) Ability to exploit parallelism
(v) Knowledge of external authentication mechanisms
(w) Ability to use DB2 audit
(x) Knowledge of authorities, privileges and roles
(y) Ability to manage connections to host systems
(z) Manage connections from clients
(aa) Identify and resolve connection problems

	Hypervisor
	Vmware ESX/vSphere/ vCloud
	(a) Extensive technical knowledge of Vmware ESX hypervisor technology
(b) Installation, upgrades and maintenance skills
(c) vSphere/vCloud implementation, maintenance, enhancement and support skills
(d) Health checks: Inspecting system logs for potential problems 
(e) Monitoring/reporting system capacity and performance reporting 
(f) Security and user administration 
(g) Systems documentation 
(h) Identify and rectify system vulnerabilities 
(i) Maintain disaster recovery methods and procedures
(j) Problem and change control process understanding
(k) Virtual networking (switching) understanding
(l) Storage virtualisation understanding 

	Server OS support
	Microsoft Windows Server
	(a) Extensive technical knowledge of x86 and Windows operating systems
(b) Operating system installation, UPGRADES and maintenance 
(c) Ability to ensure that the Microsoft environment is at the correct maintenance level
(d) Health checks: Inspecting system logs for potential problems 
(e) Verifying system functionality and integrity 
(f) Monitoring/reporting system capacity and performance reporting 
(g) Security and user administration 
(h) Proactive problem determination and resolution
(i) Systems documentation 
(j) Identify and rectify system vulnerabilities 
(k) Maintain disaster recovery methods and procedures
(l) Provide support to internal and external users
(m) Ensure that the problem and change control process is adhered to
(n) Provide architectural (hardware and software) recommendations

	
	IBM AIX
	(a) An solid understanding of AIX/Unix environments
(b) Operating system installation, upgrades and maintenance 
(c) Ensure that all software in the AIX environment is at the correct maintenance level
(d) Health checks: Inspecting system logs for potential problems 
(e) Verifying system functionality and integrity 
(f) Monitoring/reporting system capacity and performance reporting 
(g) Security and user administration 
(h) Proactive problem determination and resolution
(i) AIX storage, GPFS and file system management 
(j) Systems documentation 
(k) Identify and rectify system vulnerabilities 
(l) Maintain disaster recovery methods and procedures
(m) Provide support to internal and external users
(n) Ensure that the problem and change control process is adhered to
(o) Provide backup support to peers and other software environments
(p) React promptly to any problems, faults, requests and/or changes logged
(q) Extensive technical knowledge of IBM pSeries platform running AIX
(r) Solid understanding of partitioning and performance improvement parameters on pSeries/AIX
(s) Provide architectural (hardware and software) recommendations

	Server HW support
	IBM System P
	(a) Skills to support complex, partitioned POWER6 and POWER7 environments 
(b) Plan, install, configure and manage IBM’s enterprise-class power systems servers (e.g. 570, 595 770, 780, 795)  

	
	IBM Blade Centre H - HS21/23 blades
	(a) Skills to support complex, partitioned x86-64 blade and rack system environments 
(b) Plan, install, configure and manage IBM's System X servers (Blade Centre X, HS21,23 blades)

	Desktop OS support
	Microsoft Windows
	(a) Configured and installed Microsoft Windows
(b) Troubleshoot and resolve desktop support issues pertaining to live capture
(c) Understand live capture/service manager prerequisites
(d) Understand live capture/service manager peripherals
(e) Worked with hardware and software vendors to confirm well-timed product delivery
(f) Maintained hardware and software asset registry

	Storage support
	IBM SAN Volume Controller, DS4800 and 8300 storage arrays
	(a) Storage administration
(b) Installing, configuration and administration of IBM DS series storage arrays as well as IBM SVC
(c) Installation and configuration of IBM Brocade SAN switches
(d) Zoning on SAN switches and addition of hosts and host-groups to storage/fabric
(e) Configuration backups of IBM arrays and SAN switches
(f) Connectivity of new servers to SAN fabric
(g) Creation and allocation of LUNs
(h) Firmware upgrades
(i) Replication
(j) Implement proper cabling techniques for each of the disk storage subsystem controllers and expansion units
(k) Execute installation requirements for the DS Storage Manager software
(l) Implement the DS Storage Manager user management interface to perform logical configurations, management services and updates
(m) Understand FC storage connectivity methods
(n) Interpret the health status warnings of the DS storage products using various monitoring tools and techniques

	Backup support
	IBM Tape Library and Tivoli Storage Manager
	(a) Expert skill level and understanding of all backup methodologies (incremental, selective, image, progressive, on-site, off-site, etc.)
(b) Expert storage device knowledge (disk, tape, NAS, etc.)
(c) Basic hardware knowledge (server, CPU, memory, etc.)
(d) Strong operating systems knowledge
(e) Strong networking knowledge (LAN, SAN, WAN)

	WAN support
	CISCO
	Part of live capture solution installation, support and maintenance performed in collaboration with DHA

	LAN Support
	CISCO
	Part of live capture solution installation, support and maintenance performed in collaboration with DHA



(e) The supplier represents that 
(i) it is committed to provide the products or services offered in this bid;
(ii) it shall perform all obligations detailed herein (refer to 7.2) without any interruption to the customer;
(iii) it shall provide the work and service in a good and workman-like manner and in accordance with the practices and high professional standards used in well-managed operations; and
(iv) [bookmark: _Toc448483301][bookmark: _Toc448483304]it shall perform the work and services offered in this bid in the most cost-effective manner consistent with the level of quality and performance as defined in statement of work or service.
(f) The supplier must provide documented evidence of the names, skills and experience of the resources to be allocated to the requirements.
(g) Original software manufacturer (OSM) work: The supplier must ensure that the work or services are performed by a person who is certified by an original software manufacturer.
[bookmark: _Toc103869578]Logistical conditions
(a) Normal hours of work (civics services offices and head offices):
(i) Monday to Friday – 8:00 to 16:00; and
(ii) last Wednesday of the month – 9:00 to 16:00 (civics services offices).
(b) Weekends and Extended hours  for Civics Services.
(i) Weekdays extended hours ( On special request)- 16:00-19:00.
(ii) On weekends hours ( On special request)- 08:00AM-12:00PM.
(c) Normal hours of work (immigration services, ports control):
	Province
	Site
	POE operating hours
	IT support, coverage

	Limpopo
	Beitbridge
	24 hours
	Silver, standard

	Free State
	Bloemfontein International Airport
	Call-out
	Gold, standard

	Free State
	Caledonspoort
	6:00-22:00
	Bronze, standard

	Western Cape
	Cape Town International Airport
	6:00-24:00
	Gold, premium

	KwaZulu-Natal
	Durban Harbour – transfer terminal
	24 hours
	Gold, standard

	Mpumulanga
	Emahlathini
	6:00-18:00
	Silver, standard

	Free State
	Ficksburgbridge
	6:00-22:00
	Bronze, standard

	Limpopo
	Gateway International Airport
	6:00-20:00
	Gold, standard

	KwaZulu-Natal
	Golela
	7:00-22:00
	Bronze, standard

	Limpopo
	Groblersbrug
	6:00-18:00
	Bronze, standard

	Mpumulanga
	Jeppes Reef
	7:00-20:00
	Bronze, standard

	KwaZulu-Natal
	King Shaka International Airport
	5:00-22:00
	Gold, premium

	Mpumulanga
	KMIA
	7:00-20:00
	Silver, standard

	North West
	Kopfontein
	6:00-22:00
	Bronze, standard

	Gauteng
	Lanseria Airport
	24 hours
	Silver, standard

	Mpumulanga
	Lebombo
	5:00-22:00
	Bronze, standard

	Mpumulanga
	Lebombo Commercials (KM4)
	(Seasonal) 24 hours
	Bronze, standard

	Mpumulanga
	Mahamba
	7:00-20:00
	Bronze, standard

	Mpumulanga
	Mananga
	7:00-18:00
	Bronze, standard

	Free State
	Maserubridge
	24 hours
	Gold, premium

	Gauteng
	OR Tambo Airport
	24 hours
	Bronze, standard

	Mpumulanga
	Oshoek
	7:00-22:00
	Silver, standard

	Eastern Cape
	PE Harbour
	Call-out
	Gold, standard

	Eastern Cape
	PE International Airport
	Call-out
	Gold, standard

	North West
	PilansbergInt Airport
	7:00-19:00
	Bronze, standard

	Eastern Cape
	Quachasnek
	7:00-20:00
	Bronze, standard

	North West
	Ramathlabama
	6:00-22:00
	Silver, standard

	KwaZulu-Natal
	Richards Bay
	6:00-22:00
	Bronze, standard

	North West
	Skilpadshek
	6:00-24:00
	Bronze, standard

	Northern Cape
	Upington Airport
	Call-out
	Silver, standard

	Free State
	Van Rooyenshek
	6:00-22:00
	Bronze, standard

	Northern Cape
	Vioolsdrift
	24 hours
	Bronze, standard

	Gauteng
	Waterkloof Airport
	Call-out
	Bronze, standard

	Northern Cape
	Nakop
	24 hours
	Silver, standard

	Northern Cape
	Alexander Baai
	6:00-22:00
	Bronze, standard

	Northern Cape
	Twee Rivierin
	7:00-16:00
	Bronze, standard

	Northern Cape
	McCarthysrus
	8:00-16:30
	Bronze, standard

	KwaZulu-Natal
	Kosibaai
	8:00-17:00
	Bronze, standard

	KwaZulu-Natal
	Sanipas (P-ID)
	6:00-18:00
	Bronze, standard

	North West
	Swartkopfontein
	7:00-19:00
	Bronze, standard

	North West
	Derdepoort
	6:00-19:00
	Bronze, standard

	Limpopo
	Giriyondo
	8:00-16:00
	Bronze, standard

	Limpopo
	Pafuri
	8:00-16:00
	Bronze, standard

	Limpopo
	Stockpoort
	8:00-18:00
	Bronze, Standard

	Free State
	Pekabrug
	8:00-16:00
	Bronze, standard

	Mpumalanga
	Nerston
	7:00-16:00
	Bronze, standard


(d) Hours of work can deviate from (a) and (b) above to accommodate stock-takes or extraordinary unplanned stock movement beyond the control of the depot.
(e) In the event that the DHA grants the supplier permission to access DHA’s environment (including hardware, software, Internet facilities, data, telecommunication facilities and/or network facilities) remotely, the supplier must adhere to the relevant DHA policies and procedures (which policies and procedures are available to the supplier on request); or in the absence of such policies and procedures, in terms of best industry practice.
(f) PMO support. The supplier must supply all documents or schedules in a compatible format, as follows:
(i) documents: Microsoft Word Professional Plus 2013;
(ii) spreadsheets: Microsoft Excel Professional Plus 2013;
(iii) presentations: Microsoft PowerPoint Professional Plus 2013;
(iv) diagrams: Microsoft Visio Premium 2013; and
(v) project schedules: Microsoft Project Professional 2013.
[bookmark: _Toc103869579]Skills transfer and training
(a) The supplier must provide operational and technical training on the proposed solution or product to the DHA support (plus/minus thirty staff members) to enable the DHA to operate and support the product or solution after implementation.
(b) The nature of the training must be formal. 
(c) In-house train-the-trainer and skills transfer is compulsory.
(d) The bidder must provide hands-on training/transfer skills to the DHA (train-the-trainer) for the solution and technologies offered for the duration of the contract period.
(e) The bidder must develop and provide training material to the DHA.
(f) The bidder must ensure that the developed training material are accessible through online training and self-help.
(g) The bidder must have capabilities and certified skills to provide the DHA with a turnkey solution that will be based on the DHA’s defined scope of work.
[bookmark: _Toc103869580]Regulations, policies, quality and standards
(a) The supplier must, for the duration of the contract, ensure compliance with ISO/IEC general quality standards (ISO 9000 family).
(b) The supplier must, for the duration of the contract, ensure compliance with the DHA legislation list below: 
(i) Births, marriages and deaths:
(1) Births and Deaths Registration Act, 51 of 1992;
(2) Regulations made under the Births and Deaths Registration Act;
(3) Marriage Act, 25 of 1961; 
(4) Regulations made under the Marriage Act;
(5) Recognition of Customary Marriages Act, 120 of 1998;
(6) Civil Union Act, 17 of 2006; and
(7) Regulations made under the Civil Union Act.
(ii) Identity documents and identification:
(1) Identification Act, 68 of 1997;
(2) Regulations made under the Identification Act; and
(3) Alteration of Sex Description and Sex Status Act, 49 of 2003.
(iii) Citizenship:
(1) South African Citizenship Act, 88 of 1995; and
(2) Regulations made under the South African Citizenship Act.
(iv) Travel documents and passports:
(1) South African Passports and Travel Documents Act, 4 of 1994; and
(2) Regulations made under the South African Passports and Travel Documents Act.
(v) Immigration:
(1) Refugees Act, 130 of 1998;
(2) Regulations made under the Refugees Act;
(3) Criminal Procedures Act, 51 of1977;
(4) The Universal Declaration of Human Rights as adopted by the General Assembly of the United Nations on 15 December 1948;
(5) The basic agreement between the Government of the Republic of South Africa and United Nations High Commissioners for Refugees (UNHCR), 6 September 1993;
(6) The 1991 United Nations Convention Relating to the Status of Refugees;
(7) The 1967 Protocol on Specific Aspects of Refugees Protection;
(8) The Organisation for African Unity Convention Governing Specific Aspects of Refugee Problems in Africa, 1996; and
(9) The UNHCR Handbook on Criteria and Procedures for the Determination of Refugee Status, 1997.
(vi) Other mandates:
(1) Promotion of Access to Information Act, 2 of 2000;
(2) Regulations made under the Promotion of Access to Information Act;
(3) Public Holidays Act, 36 of 1994;
(4) Imprint Act, 43 of 1993;
(5) Films and Publications Act, 65 of 1996;
(6) Regulations made under the Films and Publications Act;
(7) Constitution of the Republic of South Africa, 1996;
(8) Public Service Act (Proclamation 103 of 1994);
(9) Labour Relations Act, 6 of 1995;
(10) Regulations made under the Labour Relations Act;
(11) Public Finance Management Act, 1 of 1999 (PFMA);
(12) Treasury Regulations made under the PFMA; 
(13) Intergovernmental Relations Framework Act, 15 of 2005;
(14) Promotion of Equality and Prevention of Unfair Discrimination Act, 4 of 2000;
(15) Regulations made under the Promotion of Equality and Prevention of Unfair Discrimination Act; 
(16) Preferential Procurement Policy Framework Act, 5 of 2000; 
(17) Regulations made under the Preferential Procurement Policy Framework Act;
(18) Prevention and Combating of Corrupt Activities Act; and 
(19) Protected Disclosures Act.
(c) The supplier must, for the duration of the contract, ensure compliance with the DHA Standard Operating Procedures (SOP), which can be found at:
(i) http://www.dha.gov.za/index.php/immigration-services; and
(ii) http://www.dha.gov.za/index.php/civic-services.
(d) The supplier must, for the duration of the contract, ensure that the proposed product or solution conform to the Government Minimum Interoperability Standards (MIOS).
(e) The bidder has to apply adequate methodologies to carry out the activities as well as deliver the IT products and services required, while meeting the desired level of quality. The bidder must ensure alignment with industry best practice in the following areas:
(i) programme management (e.g. MSP);
(ii) service management (e.g. ITIL, COBIT);
(iii) project management (e.g. PMI, Prince2);
(iv) business analysis (e.g. BABOK, ISO 9001);
(v) software development and maintenance (e.g. SEBOK, RUP, Scrum, Kanban);
(vi) quality management (e.g. CMMI, ISTQB, ITIL CSI, ISO 9001, ISO/IEC 25010, TMMi); and
(vii) IT security (e.g. ISO 27001, ISO 27002).
NOTE	 The methodology used for software development and maintenance must support frequent releases, e.g. by an iterative or agile approach.
[bookmark: _Toc103869581]Personnel security clearance
(a) The supplier’s personnel who are required to work with information related to national security, must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance at the level of secret, at the expense of the supplier, from the South African State Security Agency or duly authorised personnel security screening/vetting entity of the Government.
(b) The supplier’s personnel who are required to work with government classified information or access government restricted areas must be a South African citizen and, at the expense of the supplier, be security screened/vetted (pre-employment screening, criminal record screening and credit screening).
(c) The supplier must ensure that the security clearances of all personnel involved in the contract remains valid for the period of the contract.
(d) The company and its directors will be screened by the State Security Agency.
(e) All the resources used on the project for the duration of the contract will be screened/vetted at a level of secret by the State Security Agency, for the account of the successful bidder.
(f) SITA and DHA reserves a right to subject the recommended bidder to security vetting by relevant agencies of the state.
[bookmark: _Toc103869582]Confidentiality and non-disclosure conditions
(a) The supplier, including its management and staff, must before commencement of the contract, sign a non-disclosure agreement regarding confidential information.
(b) Confidential information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a party as a consequence of this contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2 of 2000;
(ii) being clearly marked “Confidential” and which is provided by one party to another party in terms of this contract;
(iii) being information or data which one party provides to another party or to which a party has access because of services provided in terms of this contract and in which a party would have a reasonable expectation of confidentiality;
(iv) being information provided by one party to another party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing party; 
(viii) being information supplied by a party in confidence, the disclosure of which could reasonably be expected either to put the party at a disadvantage in contractual or other negotiations or to prejudice the party in commercial competition; and
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including but not limited to a computer or communication system, a means of transport or any other property or a person, methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme, the safety of the public or any part of the public or the security of property, information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic, security of the Republic or international relations of the Republic, or plans, designs, drawings, functional and technical requirements and specifications of a Party, but not including information which has been made automatically available in terms of the Promotion of Access to Information Act, 2000, and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality.
(c) Notwithstanding the provisions of this contract, no party is entitled to disclose confidential information, except where required to do so in terms of a law, without the prior written consent of any other party having an interest in the disclosure.
(d) Where a party discloses confidential information that materially damages or could materially damage another party, the disclosing party must submit all facts related to the disclosure in writing to the other party, who must submit information related to such actual or potential material damage to be resolved as a dispute.
(e) Parties may not, except to the extent that a party is legally required to make a public statement, make any public statement or issue a press release which could affect another party, without first submitting a written copy of the proposed public statement or press release to the other party and obtaining the other party’s prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
[bookmark: _Toc103869583][bookmark: _Toc448483285]Guarantee and warranties
The Supplier warrants the following:
(a) [bookmark: _Toc448483286]The warranty of goods supplied under this contract remains valid for twelve (12) months after the goods or any portion thereof, as the case may be, have been delivered to and accepted at the final destination indicated in the contract, or for eighteen (18) months after the date of shipment from the port or place of loading in the source country, whichever period concludes earlier.
(b) The service provider undertakes that the DHA will at all times be provided with skilled, qualified and experienced resources to execute the services outlined in this tender.
(c) As at the commencement date it has the rights, title and interest in and to the product or services to deliver such product or services in terms of the contract and that such rights are free from any encumbrances whatsoever. 
(d) [bookmark: _Toc448483287]The product is in good working order, free from defects in material and workmanship, and substantially conforms to the specifications for the duration of the warranty period.
(e) [bookmark: _Toc448483288]During the warranty period, any defective item or part component of the product will be repaired or replaced within 3 (three) days after receiving a written notice from the DHA.
(f) [bookmark: _Toc448483292][bookmark: _Toc448483289]The product is maintained during its warranty period at no expense to the DHA. 
(g) The product possesses all material functions and features required for the DHA’s operational requirements.
(h) [bookmark: _Toc448483290]The product remains connected or service continued during the term of the contract.
(i) [bookmark: _Toc448483294]All third-party warranties that the supplier receives in connection with the products, including the corresponding software and the benefits of all such warranties, are ceded to the DHA without reducing or limiting the supplier’s obligations under the contract.
(j) [bookmark: _Toc448483296]No actions, suits or proceedings, pending or threatened against it or any of its third party suppliers or sub-contractors that have a material adverse effect on the supplier’s ability to fulfil its obligations under the contract, exist. 
(k) [bookmark: _Toc448483297]The DHA will be notified immediately if it becomes aware of any action, suit or proceeding, pending or threatened to have a material adverse effect on the supplier’s ability to fulfil the obligations under the contract.
(l) [bookmark: _Toc448483298]Any product sold to the DHA after the commencement date of the contract, remains free from any lien, pledge, encumbrance or security interest.
(m) [bookmark: _Toc448483299]The DHA’s use of the product and manuals supplied in connection with the contract does not infringe any intellectual property rights of any third party. 
(n) [bookmark: _Toc448483300]The information disclosed to the DHA does not contain any trade secrets of any third party, unless disclosure is permitted by such third party.
(o) [bookmark: _Toc448483303]It is not prohibited by any loan, contract, financing arrangement, trade covenant or similar restriction from entering into the contract.
(p) [bookmark: _Toc448483305]The prices, charges and fees to the DHA as contained in the contract are at least as favourable as those offered by the supplier to any of its other customers that are of the same or similar standing and situation as the DHA.
(q) [bookmark: _Toc448483306]Any misrepresentation by the supplier amounts to a breach of contract. 
[bookmark: _Toc402958037][bookmark: _Toc448483311][bookmark: _Toc448872276][bookmark: _Toc103869584]Intellectual property rights 
(a) [bookmark: _Toc448483312][bookmark: _Ref348437513]The DHA retains all intellectual property rights in and to the DHA’s intellectual property. As of the effective date, the supplier is granted a non-exclusive licence, for the continued duration of this contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of the DHA’s intellectual property for the sole purpose of providing the products or services to the DHA pursuant to this contract; provided that the supplier must not be permitted to use the DHA’s intellectual property for the benefit of any entities other than the DHA without the written consent of the DHA, which consent may be withheld in the DHA’s sole and absolute discretion. Except as otherwise requested or approved by DHA, which approval is in DHA's sole and absolute discretion, the supplier must cease all use of the DHA’s intellectual property at of the earliest of
(i) [bookmark: _Toc448483313]termination or expiration date of this contract, 
(ii) [bookmark: _Toc448483314]the date of completion of the services, or
(iii) [bookmark: _Toc448483315]the date of rendering of the last of the deliverables. 
(b) [bookmark: _Toc448483316]If so required by the DHA, the supplier must certify in writing to the DHA that it has either returned all DHA intellectual property to the DHA or destroyed or deleted all other DHA intellectual property in its possession or under its control.
(c) [bookmark: _Toc448483317]The DHA, at all times, owns all intellectual property rights in and to all bespoke intellectual property. 
(d) [bookmark: _Toc448483320]Save for the licence granted in terms of this contract, the supplier retains all intellectual property rights in and to the supplier’s pre-existing intellectual property that is used or supplied in connection with the products or services.

8.21 [bookmark: _Toc103869585]Empowerment  Objectives
SITA is an organ of state and has the responsibility to advance not only preferential procurement but the development of Small Medium and Micro Enterprises (“SMMEs”), particularly those that are owned by Historically Disadvantaged Individuals (“HDI”). The SITA Supply Chain Management (“SCM”) Policy and the SCM Preferential Procurement Policy (“PPP”) mandate SITA to identify opportunities with which SITA may advance SMMEs that are owned by HDIs and other targeted groups. Consequently, Bidders are required to commit to subcontracting a 30% percent of the scope of work to Exempted Micro Enterprises (“EMEs”) or Qualifying Small Enterprises (“QSEs”) that are at least fifty one (51) percent black owned. SITA reserves the right to negotiate further the proposed subcontracted percentage.  A failure by the bidder to subcontract a percentage of the scope may lead to disqualification.






[bookmark: _Toc435315924][bookmark: _Ref455338474][bookmark: _Toc103869586]Declaration of acceptance
	
	Accept all
	Do not accept all

	(1) The bidder declares to ACCEPT ALL of the special conditions of contract as specified in section 8.2 above by indicating with an “X” in the “Accept all” column, OR
(2) The bidder declares to NOT ACCEPT ALL of the special conditions of contract as specified in section 8.2 above by  
(a) indicating with an “X” in the “Do not accept all” column, and
(b) provide reasons and proposals for each of the conditions that are not accepted. 
	
	

	Comments by bidder:
Provide a reason and proposal for each of the conditions not accepted as per the format:
Condition reference:
Reason:
Proposal:


[bookmark: _Toc103869587][bookmark: _Toc435315926]Qualification notice
To safeguard the integrity of the bidding process, the technical and financial proposals should be submitted in separate sealed envelopes, as per National Treasury: Supply Chain Management: A Guide for Accounting Officers/Authorities, 2004, section 5.9.4; therefore all bid pricing schedules, as indicated in section 9 (Costing and pricing), must be submitted in a separate sealed envelope, failing which the bid will be disqualified.
[bookmark: _Ref455599421]

[bookmark: _Toc103869588]Costing and pricing
[bookmark: _Toc103869589]Costing and pricing evaluation
(1) In terms of the SITA Supply Chain Policy and Preferential Procurement Policy the following preference point system is applicable to all Bids:
(a) the 80/20 system (80 Price, 20 B-BBEE) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 
(b) the 90/10 system (90 Price and 10 B-BBEE) for requirements with a Rand value above R50 000 000 (all applicable taxes included).
(2) This bid will be evaluated using the preferential point system of 80/20 or 90/10, subject to the following conditions –
(a) If the lowest acceptable bid price is up to and including R50 000 000 (all applicable taxes included) then the 80/20 preferential point system will apply to all acceptable bids; or 
(b) If the lowest acceptable bid price is above R50 000 000 (all applicable taxes included) then the 90/10 preferential point system will apply to all acceptable bids;
(3) The bidder must complete the declaration of acceptance as per section 10.3 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 
(4) Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions. These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.

[bookmark: _Toc435315929][bookmark: _Ref455341462][bookmark: _Toc103869590]Costing and pricing conditions
(a) The bidder must submit the pricing schedule(s) as prescribed in section 9, as well as the relevant enclosed standard bidding document (SBD 3.1, 3.2 or 3.3; attached as annexes hereto).
(b) South African pricing: 
The total price must be VAT inclusive and be quoted in South African Rand (ZAR).
(c) Total price:
(i) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(ii) The cost of delivery, labour, S&T, overtime, etc., must be included in this bid.
(iii) All additional costs must be clearly specified.	
(d) [bookmark: _Toc67499693]Rate of Exchange pricing information: 
Provide the TOTAL BID PRICE for the duration of Contract and clearly indicate the Local Price and Foreign Price, where –
(a) Local Price means the portion of the TOTAL price that is NOT dependent on the Foreign Rate of Exchange (ROE) and;
(b) Foreign Price means the portion of the TOTAL price that is dependent on the Foreign Rate of Exchange (ROE).
(c) Exchange Rate means the ROE (ZA Rand vs foreign currency) as determined at time of bid.

(e) [bookmark: _Toc435315931]Bid exchange rate conditions: The bidders must use the exchange rate provided below to enable the DHA to compare the prices provided by using the same exchange rate:
	Foreign currency
	South African Rand (ZAR) exchange rate 

	1 US Dollar
	R 16,05

	1 Euro
	R16,81

	1 Pound
	R20,02


[bookmark: _Toc435315930][bookmark: _Ref455338328][bookmark: _Ref455597629]
[bookmark: _Toc103869591]Declaration of acceptance
	
	Accept all
	Do not accept all

	(1) The bidder declares to ACCEPT ALL costing and pricing conditions as specified in section 10.2 above by indicating with an “X” in the “Accept all” column, OR
(2) The bidder declares to NOT ACCEPT ALL costing and pricing conditions as specified in section 10.2 above by  
(a) indicating with an “X” in the “Do not accept all” column, and
(b) provide reasons and proposals for each of the conditions that are not accepted. 
	
	

	Comments by bidder:
Provide the condition reference and the reasons for not accepting the condition.
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[bookmark: _Toc435315932][bookmark: _Ref455341955][bookmark: _Toc103869592]Bid pricing schedule
NOTES
Note: Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and include this as part of submission Refer to Section 10.
The bidder must refer to table 1 (DHA modernisation scope) and section 3 (Technical and functional requirement overview) for accurate costing and module descriptions.
Line prices are all VAT exclusive, and total price is VAT inclusive.
Major enhancements are not to be included in the costing; these will be as costed and contracted separately on a proposal basis as and when required.
	No.
	Product/service description
	Price year 1
(VAT excl.)
	Price year 2
(VAT excl.)
	Price year 3
(VAT excl.)
	Price year 4
(VAT excl.)
	Price year 5
(VAT excl.)
	Total price
(VAT excl.)

	A.
	Maintenance, enhancement and support of live capture system

	(1) 
	Application for smart ID card and passport

	(a)
	Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	(2) 
	e-Permit: e-Visa (tourist visa) and biometric 
movement control system

	(a)
	Implementation and roll-out
	
	
	
	
	
	

	(b)
	Maintenance, enhancement and support (major enhancements as when it is required/on a quotation basis)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	(3) 
	Birth, marriage and death – online verified
 (citizens and permanent residents)

	(a)
	Implementation and roll-out
	
	
	
	
	
	

	(b)
	Maintenance, enhancement and support (major enhancements as or when it is required/on a quotation basis)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	B.
	Development of additional live capture system modules

	(4) 
	Birth, marriage and death – not online verified
 (citizens, permanent residents, refugees, visitors and asylum seekers)

	(a) 
	Analysis
	
	
	
	
	
	

	(b) 
	Design
	
	
	
	
	
	

	(c) 
	Development (including integration)
	
	
	
	
	
	

	(d) 
	Testing
	
	
	
	
	
	

	(e) 
	Implementation and roll-out
	
	
	
	
	
	

	(f) 
	Maintenance, enhancement and support
	
	
	
	
	
	

	(g) 
	User training for 10 officials, including training material (train-the-trainer model, including online training acceptable)
	
	
	
	
	
	

	(h)
	Functional support for 20 officials, including training material (call centre/helpdesk)
	
	
	
	
	
	

	(i)
	Technical training for 20 officials, including training material (including skills transfer)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	(5)
	Citizenship and amendments

	(a)
	Analysis
	
	
	
	
	
	

	(b)
	Design
	
	
	
	
	
	

	(c)
	Development (including integration)
	
	
	
	
	
	

	(d)
	Testing
	
	
	
	
	
	

	(e)
	Implementation and roll-out
	
	
	
	
	
	

	(f)
	Maintenance, enhancement and support
	
	
	
	
	
	

	(g)
	User training for 10 officials, including training material (train-the-trainer model, including online training acceptable)
	
	
	
	
	
	

	(h)
	Functional support for 20 officials, including training material (call centre/helpdesk)
	
	
	
	
	
	

	(i)
	Technical training for 20 officials, including training material (including skills transfer)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	(6)
	Asylum seekers and refugees

	(a)
	Analysis
	
	
	
	
	
	

	(b)
	Design
	
	
	
	
	
	

	(c)
	Development (including integration)
	
	
	
	
	
	

	(d)
	Testing
	
	
	
	
	
	

	(e)
	Implementation and roll-out
	
	
	
	
	
	

	(f)
	Maintenance, enhancement and support
	
	
	
	
	
	

	(g)
	User training for 10 officials, including training material (train-the-trainer model, including online training acceptable)
	
	
	
	
	
	

	(h)
	Functional support for 20 officials, including training material (call centre/helpdesk)
	
	
	
	
	
	

	(i)
	Technical training for 20 officials, including training material (including skills transfer)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	(7)
	Deportation

	(a)
	Analysis
	
	
	
	
	
	

	(b)
	Design
	
	
	
	
	
	

	(c)
	Development (including integration)
	
	
	
	
	
	

	(d)
	Testing
	
	
	
	
	
	

	(e)
	Implementation and roll-out
	
	
	
	
	
	

	(f)
	Maintenance, enhancement and support
	
	
	
	
	
	

	(g)
	User training for 10 officials, including training material (train-the-trainer model, including online training acceptable)
	
	
	
	
	
	

	(h)
	Functional support for 20 officials, including training material (call centre/helpdesk)
	
	
	
	
	
	

	(i)
	Technical training for 20 officials, including training material (including skills transfer)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	(8)
	Inspectorate (case management)

	(a)
	Analysis
	
	
	
	
	
	

	(b)
	Design
	
	
	
	
	
	

	(c)
	Development (including integration)
	
	
	
	
	
	

	(d)
	Testing
	
	
	
	
	
	

	(e)
	Implementation and roll-out
	
	
	
	
	
	

	(f)
	Maintenance, enhancement and support
	
	
	
	
	
	

	(g)
	User training for 10 officials, including training material (train-the-trainer model, including online training acceptable)
	
	
	
	
	
	

	(h)
	Functional support for 20 officials, including training material (call centre/helpdesk)
	
	
	
	
	
	

	(i)
	Technical training for 20 officials, including training material (including skills transfer)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	(9)
	e-Visa: e-Permit (non-tourist)

	(a)
	Analysis
	
	
	
	
	
	

	(b)
	Design
	
	
	
	
	
	

	(c)
	Development (including integration)
	
	
	
	
	
	

	(d)
	Testing
	
	
	
	
	
	

	(e)
	Implementation and roll-out
	
	
	
	
	
	

	(f)
	Maintenance, enhancement and support
	
	
	
	
	
	

	(g)
	User training for 10 officials, including training material (train-the-trainer model, including online training acceptable)
	
	
	
	
	
	

	(h)
	Functional support for 20 officials, including training material (call centre/helpdesk)
	
	
	
	
	
	

	(i)
	Technical training for 20 officials, including training material (including skills transfer)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	(10)
	Trusted traveller

	(a)
	Analysis
	
	
	
	
	
	

	(b)
	Design
	
	
	
	
	
	

	(c)
	Development (including integration)
	
	
	
	
	
	

	(d)
	Testing
	
	
	
	
	
	

	(e)
	Implementation and roll-out
	
	
	
	
	
	

	(f)
	Maintenance, enhancement and support
	
	
	
	
	
	

	(g)
	User training for 10 officials, including training material (train-the-trainer model, including online training acceptable)
	
	
	
	
	
	

	(h)
	Functional support for 20 officials, including training material (call centre/helpdesk)
	
	
	
	
	
	

	(i)
	Technical training for 20 officials, including training material (including skills transfer)
	
	
	
	
	
	

	Subtotal (VAT excl.)
	
	
	
	
	
	

	Bid total (VAT excl.)
	
	
	
	
	
	

	VAT (15%)
	
	
	
	
	
	

	Bid total (VAT incl.)
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[bookmark: _Toc488498846][bookmark: _Toc505758905][bookmark: _Toc103869593][bookmark: _Toc435315942]Annex A:  Abbreviations, terms and definitions
[bookmark: _Toc103869594]A.1  Abbreviations
[bookmark: _Hlk103942418]ACP		automated citizen/client processor
BBBEE	broad-based black economic empowerment
CSD		Central Supplier Database
DHA		Department of Home Affairs
DOA		Delegation of Authority
EME		exempted micro enterprise
GCC		General Condition of Contract
IEC		International Electoral Commission
ISO		International Standardization Organization
IT		information technology
N/A		not applicable
NT		National Treasury
OEM		original equipment manufacturer
OSM		original software manufacturer
POC		proof-of-concept
POE		port of entry
QSE		qualifying small enterprise
RFB		request for bid
RFQ		request for quotation
RSA		Republic of South Africa
SBD		standard bidding document
SCC		special condition of contract
SDLC 		solution development lifecycle
SITA		State Information Technology Agency
SMME	small medium and micro enterprise
SOP		Standard Operating Procedure
VAT		value-added tax
ZAR 		South African Rand
[bookmark: _Toc103869595]A.2 Terms and definitions
	Term
	Definition

	Appeal/review 
	Application for the review or appeal of an adverse decision in terms of section 8(4) from an applicant aggrieved by such decision.

	Business permit 
	Issued in terms of section 15 to a foreigner who intends to establish or invest in, or who has established or invested in a business in the Republic in which he/she may be employed.

	Corporate authorisation certificate 
	Issued to a corporate worker for a period not exceeding the validity period of a corporate visa under which it is issued.

	Corporate permit
	Issued in terms of section 21 to a corporate applicant to employ foreigners who may conduct work for such corporate applicant in the Republic.

	Crew permit 
	Issued in terms of section 16 to a foreigner who is a member of the crew of a conveyance,

	Courtesy visa 
	Issued to a person contemplated in section 31(2)(a) of the Act and who is a distinguished visitor.

	Diplomatic visa 
	Issued to a person contemplated in section 31(3)(b) of the Act who holds a diplomatic passport and enjoys any immunities and privileges.

	Enhancement
	A service provided for a solution in production to resolve day-to-day issues with new features added to the deployed solution baseline.

	Enterprise service bus (ESB)
	An enterprise service bus (ESB) is a software architecture model used for designing and implementing communication between mutually interacting software applications in a service-oriented architecture (SOA). As a software architectural model for distributed computing, it is a specialty variant of the more general client-server model and promotes agility and flexibility with regard to communication between applications. Its primary use is in enterprise application integration (EAI) of heterogeneous and complex landscapes.

	Exceptional skills work permit 
	Issued in terms of section 19(4) to a foreigner possessing exceptional skills or qualifications.

	Exchange permit 
	Issued in terms of section 22 to a foreigner participating in a programme of cultural, economic or social exchange, organised or administered by an organ of state or learning institution.

	Exemption
	Application for a distinguished visitor or certain members of his/her family or members of his/her employ/household to be admitted to and sojourn in the Republic not intending to reside permanently in terms of section 31(2)(a); application to be granted the right to permanent residence for a specified or unspecified period when special circumstances exist in terms of section 31(2)(b).

	General work permit 
	Issued in terms of section 19(2) to a foreigner not falling within a category of critical skills.

	Intra-company transfer work permit 
	Issued in terms of section 19(5) to a foreigner who is employed abroad by the business operating in the Republic in a branch, subsidiary or affiliate relationship.

	Maintenance
	A service provided for a solution in production to resolve day-to-day issues with changes to the existing features of the deployed solution baseline.

	Major enhancement
	An enhancement that introduces new functionality/module due to changes in legislation, policy and/or as a result of new business processes. For example, application for smart ID card and passport does not includes capturing of a palm print, then business requests that the front-end application must be enhanced to ensure the capturing of the palm print as per certain standards to ensure that the palm print can be used for verification or identification.

	Medical treatment permit 
	Issued in terms of section 17 to a foreigner intending to receive medical treatment in the Republic for longer than three months.

	Minor enhancement
	An enhancement to be done on the existing functionality/module due to change in legislation, policy and/or optimisation of the functionality/module. For example, application for smart ID card and passport includes capturing of a photo, then business requests that the front-end application must be enhanced to ensure that the photo is taken to certain standards to ensure that the photo can be used for facial recognition.

	Official visa
	Issued to a person contemplated in section 31(3)(b) of the Act who holds an official passport, e.g. if invited by the RSA government or his/her embassy.

	Permanent residence permit 
	Subject to the Immigration Act, upon application, one of the permanent residence permits set out in sections 26 and 27 may be issued to a foreigner.

	Quota work permit 
	Issued in terms of section 19(1) to a foreigner if the foreigner falls within a specific professional category or within a specific occupational class determined by the Minister.

	Relative’s permit 
	Issued in terms 18 to a foreigner who is a member of the immediate family of a citizen or a permanent resident.

	Retired person permit 
	Issued in terms of section 20 to a foreigner who intends to retire in the Republic.

	Software development lifecycle (SDLC)
	Methodology with clearly defined processes for creating a high-quality system. In detail, the SDLC methodology focuses on the following phases of system development: analysis, design, development, testing, acquisition (if required), installation, enhancement, commissioning, configuration, implementation, integration, quality assurance to ensure a fully operational and functional solution, and maintenance, enhancement and support.

	Support
	A service provided for a solution in production to resolve day-to-day issues without changes to the existing features of the deployed solution baseline.

	Study permit 
	Issued in terms of section 13 to a foreigner who intends to study in the Republic for a period not less than the period of study.

	Tourist/visitor’s visa 
	Issued in terms of section 11 to a foreigner who intends to visit the Republic for any purpose other than those provided for in sections 13 to 24.

	Transit visa
	Issued to a foreigner who is proceeding from a place outside the Republic, through the Republic to a destination outside the Republic, including making use of the transit areas of RSA ports of entry.

	Treaty permit 
	Issued in terms of section 14 to a foreigner conducting activities in the Republic in terms of international agreement to which the Republic is a party.

	Waiver 
	Application to waive any prescribed requirement or form in terms of section 31(2)(c ).



[bookmark: _Toc435315946]

[bookmark: _Toc103869596]Annex B:  Bidder substantiating evidence
1. [bookmark: _Toc51626306][bookmark: _Toc51687859][bookmark: _Toc55568544][bookmark: _Toc57764343][bookmark: _Toc88812212][bookmark: _Toc51626308]MANDATORY REQUIREMENT EVIDENCE
10.1 BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
Attach a copy of a valid OEM and,or OSM accreditation documentation (certificate, or letter of accreditation) for the system/solution that the bidder proposes here.

10.2 [bookmark: _Toc51626309][bookmark: _Toc51687862][bookmark: _Toc55568546][bookmark: _Toc57764345][bookmark: _Toc88812214]BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
The Bidder must provide at least two (2) letters (dated and signed on a letterhead of the customers) of affirmation from business or government customers to whom the service was delivered, indicating the folloing and attach it here:
(a) the customer’s company name and physical address;
(b) customer’s contact phone number or email;
(c) that the bidder has Developed, Maintained, Enhanced and Supported a thick and thin client application that performs:-
(i) Registration
(ii) Verification or Identification
(iii) Authorisation
(iv) Supporting documents attachment
(v) Interoperability

10.3	TECHNICAL FUNCTIONALITY REQUIREMENTS
The bidder must attach the substantiating evidence for the Technical Functionality Requirements as indicated in section 7.0 here.
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