



	[image: ]






NEC3 Term Service Contract (TSC3)



	Between


	ESKOM HOLDINGS SOC Ltd 
(Reg No. 2002/015527/30)

	and


	

	PROVISION OF


	The Design, Supply, Installation and Commissioning, of an Integrated Physical Security System at Eskom Academy of Learning.   (EAL Smart Integrated Physical Security)


	
	

	Contents:

	
	

	Part C1
	Agreements & Contract Data
	

	Part C2
	Pricing Data
	

	Part C3
	Scope of Work
	

	
	
	

	PR No. 

TENDER NO. 

CONTRACT NO.46000………
	

	
	

	
	 

	
	






PART C1:	AGREEMENTS & CONTRACT DATA
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	No of pages

	C1.1
	Form of Offer and Acceptance 

	[3]

	C1.2a
	Contract Data provided by the Employer
	[9]

	C1.2b
	Contract Data provided by the Contractor

	[1]

	
	
	






C1.1 Form of Offer & Acceptance

C1.1 Form of Offer and Acceptance

Offer

The Employer, identified in the Acceptance signature block, has solicited offers to enter into a contract for the procurement of:

The Design, Supply, Installation and Commissioning, of an Integrated Physical Security System at Eskom Academy of Learning.   (EAL Smart Integrated Physical Security)


The contractor, identified in the Offer signature block, has examined the documents listed in the Tender Data and addenda thereto and by submitting this Offer has accepted the Conditions of Tender.

By the representative of the contractor, deemed to be duly authorised, signing this part of this Form of Offer and Acceptance the contractor offers to perform all of the obligations and liabilities of the Contractor under the contract including compliance with all its terms and conditions according to their true intent and meaning for an amount to be determined in accordance with the conditions of contract identified in the Contract Data. 


	The offered total of the Prices exclusive of VAT is 
	R

	Value Added Tax @ 15% is
	R

	The offered total of the Prices inclusive of VAT is
	R

	(in words) 





This Offer may be accepted by the Employer by signing the Acceptance part of this Form of Offer and Acceptance and returning one copy of this document including the Schedule of Deviations (if any) to the contractor before the end of the period of validity stated in the Tender Data, or other period as agreed, whereupon the contractor becomes the party named as the Contractor in the conditions of contract identified in the Contract Data.






	Signature(s)

	
	
	

	Name(s)

	
	
	

	Capacity

	
	
	

	For the tenderer:

	

	
Name & signature of witness
	
	
	

Date
	

	Tenderer’s CIDB registration number: 
	






Acceptance

By signing this part of this Form of Offer and Acceptance, the Employer identified below accepts the contractor’s Offer.  In consideration thereof, the Employer shall pay the Contractor the amount due in accordance with the conditions of contract identified in the Contract Data.  Acceptance of the contractor’s Offer shall form an agreement between the Employer and the contractor upon the terms and conditions contained in this agreement and in the contract that is the subject of this agreement.

The terms of the contract, are contained in: 

Part C1		Agreements and Contract Data, (which includes this Form of Offer and Acceptance)

Part C2		Pricing Data

Part C3		Scope of Work: Service Information

and drawings and documents (or parts thereof), which may be incorporated by reference into the above listed Parts.

Deviations from and amendments to the documents listed in the Tender Data and any addenda thereto listed in the Returnable Schedules as well as any changes to the terms of the Offer agreed by the contractor and the Employer during this process of offer and acceptance, are contained in the Schedule of Deviations attached to and forming part of this Form of Offer and Acceptance.  No amendments to or deviations from said documents are valid unless contained in this Schedule.

The contractor shall within two weeks of receiving a completed copy of this agreement, including the Schedule of Deviations (if any), contact the Employer’s agent (whose details are given in the Contract Data) to arrange the delivery of any securities, bonds, guarantees, proof of insurance and any other documentation to be provided in terms of the conditions of contract identified in the Contract Data at, or just after, the date this agreement comes into effect.  Failure to fulfil any of these obligations in accordance with those terms shall constitute a repudiation of this agreement.

Notwithstanding anything contained herein, this agreement comes into effect on the date when the contractor receives one fully completed and signed original copy of this document, including the Schedule of Deviations (if any).  
	Signature(s)

	
	
	

	Name(s)
	Amos Mboweni

	
	

	Capacity

	General Manager: Eskom Real Estate

	
	

	for the Employer

	Eskom Holding SOC 
Megawatt Park, Maxwell Drive, Suninghill, Johannesburg

	
Name & signature of witness
	

	
	

Date
	




Schedule of Deviations to be completed by the Employer prior to contract award

Note:
1.  This part of the Offer & Acceptance would not be required if the contract has been developed by negotiation between the Parties and is not the result of a process of competitive tendering.
2. The extent of deviations from the tender documents issued by the Employer prior to the tender closing date is limited to those permitted in terms of the Conditions of Tender.
3. A contractor’s covering letter must not be included in the final contract document.  Should any matter in such letter, which constitutes a deviation as aforesaid be the subject of agreement reached during the process of Offer and Acceptance, the outcome of such agreement shall be recorded here and the final draft of the contract documents shall be revised to incorporate the effect of it.

	No.
	Subject
	Details

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
	
	

	6
	
	

	7
	
	

	
	
	




By the duly authorised representatives signing this Schedule of Deviations below, the Employer and the contractor agree to and accept this Schedule of Deviations as the only deviations from and amendments to the documents listed in the Tender Data and any addenda thereto listed in the Tender Schedules, as well as any confirmation, clarification or changes to the terms of the Offer agreed by the contractor and the Employer during this process of Offer and Acceptance.  

It is expressly agreed that no other matter whether in writing, oral communication or implied during the period between the issue of the tender documents and the receipt by the contractor of a completed signed copy of this Form shall have any meaning or effect in the contract between the parties arising from this Agreement. 


	
	For the contractor:

	
	For the Employer


	Signature

	
	
	

	Name
	
	
	Amos Mboweni

	Capacity

	
	
	General Manager: Eskom Real Estate 

	On behalf of
	
	
	Eskom Holding SOC 
Megawatt Park, Maxwell Drive, Suninghill, Johannesburg

	Name & signature of witness
	
	
	

	
Date
	
	
	





C1.2 TSC3 Contract Data

Part one - Data provided by the Employer


	Clause
	Statement
	Data

	1
	General
	

	
	The conditions of contract are the core clauses and the clauses for main Option: 
	

	
	
	A:		Priced contract with price list

	
	

	
	

	
	dispute resolution Option
	W1:	Dispute resolution procedure

	
	and secondary Options
	

	
	
	X2		Changes in the law
X17	       Low service damages

	
	
	X18:	Limitation of liability

X19:     Task Order

	
	
	Z:		Additional conditions of contract

	
	of the NEC3 Term Service Contract April 2013[footnoteRef:1] (TSC3) [1:  Available from Engineering Contract Strategies Tel 011 803 3008 Fax 086 539 1902 www.ecs.co.za ] 

	If 2005 Edition is to be used delete “April 2013” and replace with “June 2005 with amendments June 2006”. Always delete this note before finalising this Data

	10.1
	The Employer is (name):
	Eskom Holdings SOC Ltd (reg no: 2002/015527/30), a state owned company incorporated in terms of the company laws of the Republic of South Africa

	
	Address
	Registered office at Megawatt Park, Maxwell Drive, Suninghill, Johannesburg

	10.1
	The Service Manager is (name): 
	CELUMUSA ZULU

	
	Address
	Eskom Research and Innovation Centre, Lower Germiston Road

	
	Tel
	011 629 5752

	
	e-mail
	Zulucc@eskom.co.za

	11.2(2)
	The Affected Property is
	Eskom Academy of Learning (EAL) 

	11.2(13)
	The service is 
	The Design, Supply, Installation and Commissioning, of an Integrated Physical Security System at Eskom Academy of Learning.   (EAL Smart Integrated Physical Security)


	11.2(14)
	The following matters will be included in the Risk Register
	N/A

	11.2(15)
	The Service Information is in 
	Part 3: Scope of Work and all documents and drawings to which it makes reference.

	12.2
	The law of the contract is the law of 
	the Republic of South Africa

	13.1
	The language of this contract is 
	English

	13.3
	The period for reply is
	3 working days

	2
	The Contractor’s main responsibilities
	Data required by this section of the core clauses is also provided by the Contractor in Part 2 and terms in italics used in this section are identified elsewhere in this Contract Data

	21.1
	The Contractor submits a first plan for acceptance within
	
One (1) weeks of the Contract Date

	3
	Time
	

	30.1
	The starting date is.
	24/04/2026

	30.1
	The service period is
	1. 5 years (60 months) Outcome Based model including installation, commissioning, maintenance and support service, the contract will be as Technology as a service (TaaS) model. 

                        or

2. 8 months contract plan, the supplier will be paid after installation and commissioning (without maintenance service) 

	4
	Testing and defects
	There is no reference to Contract Data in this section of the core clauses and terms in italics used in this section are identified elsewhere in this Contract Data

	5
	Payment
	

	50.1
	The assessment interval is 
	between the 25th day of each successive month.

	51.1
	The currency of this contract is the 
	South African Rand

	51.2
	The period within which payments are made is
	
4 weeks.

	51.4
	The interest rate is 

	the publicly quoted prime rate of interest (calculated on a 365 day year) charged by from time to time by the Standard Bank of South Africa Limited (as certified, in the event of any dispute, by any manager of such bank, whose appointment it shall not be necessary to prove) for amounts due in Rands and 

(ii) the LIBOR rate applicable at the time for amounts due in other currencies.  LIBOR is the 6 month London Interbank Offered Rate quoted under the caption “Money Rates” in The Wall Street Journal for the applicable currency or if no rate is quoted for the currency in question then the rate for United States Dollars, and  if no such rate appears in The Wall Street Journal then the rate as quoted by the Reuters Monitor Money Rates Service (or such service as may replace the Reuters Monitor Money Rates Service) on the due date for the payment in question, adjusted mutatis mutandis every 6 months thereafter (and as certified, in the event of any dispute, by any manager employed in the foreign exchange department of The Standard Bank of South Africa Limited, whose appointment it shall not be necessary to prove.

	6
	Compensation events
	There is no reference to Contract Data in this section of the core clauses and terms in italics used in this section are identified elsewhere in this Contract Data

	7
	Use of Equipment Plant and Materials
	There is no reference to Contract Data in this section of the core clauses and terms in italics used in this section are identified elsewhere in this Contract Data

	8
	Risks and insurance
	

	80.1
	These are additional Employer's risks  
	N/A

	83.1

	The Employer provides these insurances from the Insurance Table
	as stated for “Format TSC3” available on http://www.eskom.co.za/Tenders/InsurancePoliciesProcedures/Pages/EIMS_Policies_
From_1_April_2014_To_31_March_2015.aspx 
(See Annexure A for basic guidance).

	83.1  

	The Employer provides these additional insurances
	as stated for “Format TSC3” available on 
http://www.eskom.co.za/Tenders/InsurancePoliciesProcedures/Pages/EIMS_Policies_
From_1_April_2014_To_31_March_2015.aspx 
(See Annexure A for basic guidance)

	83.1
	The minimum amount of cover for insurance against loss and damage caused by the Contractor to the Employer’s property is
	the amount of the deductibles relevant to the event described in the “Format TSC3” insurance policy available on http://www.eskom.co.za/Tenders/InsurancePoliciesProcedures/Pages/EIMS_Policies_
From_1_April_2014_To_31_March_2015.aspx 

	83.1
	The minimum amount of cover for insurance in respect of loss of or damage to property (except the Employer’s property, Plant and Materials and Equipment) and liability for bodily injury to or death of a person (not an employee of the Contractor) arising from or in connection with the Contractor’s Providing the Service for any one event is:
	






whatever the Contractor deems necessary in addition to that provided by the Employer.


	83.1

	The minimum limit of indemnity for insurance in respect of death of or bodily injury to employees of the Contractor arising out of and in the course of their employment in connection with this contract for any one event is: 
	As prescribed by the Compensation for Occupational Injuries and Diseases Act No. 130 of 1993 and the Contractor’s common law liability for people falling outside the scope of the Act with a limit of Indemnity of not less than R500 000 (Five hundred thousand Rands).

	9
	Termination
	There is no reference to Contract Data in this section of the core clauses and terms in italics used in this section are identified elsewhere in this Contract Data.

	10
	Data for main Option clause
	

	
	
	

	A
	Priced contract with price list
	

	20.5
	The Contractor prepares forecasts of the final total of the Prices for the whole of the service at intervals no longer than 
	
Three (3) weeks.

	11
	Data for Option W1
	

	W1.1
	The Adjudicator 
	the person selected from the ICE-SA Division (or its successor body) of the South African Institution of Civil Engineering Panel of Adjudicators by the Party intending to refer a dispute to him.  (see www.ice-sa.org.za). If the Parties do not agree on an Adjudicator the Adjudicator will be appointed by the Arbitration Foundation of Southern Africa (AFSA).

	W1.2(3)
	The Adjudicator nominating body is: 
	the Chairman of ICE-SA a joint Division of the South African Institution of Civil Engineering and the Institution of Civil Engineers (London) (see www.ice-sa.org.za ) or its successor body.

	W1.4(2)
	The tribunal is: 
	arbitration

	W1.4(5)
	The arbitration procedure is 
	the latest edition of Rules for the Conduct of Arbitrations published by The Association of Arbitrators (Southern Africa) or its successor body.

	
	The place where arbitration is to be held is
	South Africa

	
	The person or organisation who will choose an arbitrator 
· if the Parties cannot agree a choice or
· if the arbitration procedure does not state who selects an arbitrator, is
	

the Chairman for the time being or his nominee of the Association of Arbitrators (Southern Africa) or its successor body.


	12
	Data for secondary Option clauses
	

	X2
	Changes in the law
	There is no reference to Contract Data in this Option and terms in italics are identified elsewhere in this Contract Data.

	X17
	Low service damages
	

	X17.1
	The service level table is in
	Contract Data

Consequence management framework:
 
Compliance with Regulatory and Legislative Requirements: 
· First Breach: Formal written warning, immediate corrective action, and recovery of losses. The main supplier must ensure the service partner complies. 
· Second Breach: Financial penalty (5% of contract value), independent audit, and recovery of losses. The main supplier must replace the non-compliant service partner. 
· Third Breach: Termination of contract and recovery of all losses. 
Mandatory Technology Availability and Equipment Compliance (98% availability, ≤ two hours downtime): 
· First Breach: Verbal warning, corrective action within 24 hours, and recovery of losses (if any). If applicable, the main supplier must ensure the service partner rectifies the issue. 
· Second Breach: Written warning, additional training, and recovery of losses. The main supplier must review the service partner’s performance. 
· Third Breach: Financial penalty (5% of contract value), performance review, and recovery of losses. The main supplier must replace the non-performing service partner. 
Customer Satisfaction: 
· First Breach: Verbal warning, improvement plan, and recovery of losses. The main supplier must ensure the service partner implements the plan. 
· Second Breach: Written warning, additional training, and recovery of losses. The main supplier must review the service partner’s performance. 
· Third Breach: Financial penalty (5% of contract value), performance review, and recovery of losses. The main supplier must replace the non-performing service partner. 
Any financial penalty deductions applied must first be authorized by Procurement, ensuring alignment with Eskom and National Treasury guidelines. 


	X18.1
	The Contractor’s liability to the Employer for indirect or consequential loss is limited to
	

R0.0 (zero Rand)

	X18.2
	For any one event, the Contractor’s liability to the Employer for loss of or damage to the Employer’s property is limited to
	the amount of the deductibles relevant to the event described in the “Format TSC3” insurance policy available on http://www.eskom.co.za/Tenders/InsurancePoliciesProcedures/Pages/EIMS_Policies_
From_1_April_2014_To_31_March_2015.aspx 

	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]X18.3
	The Contractor’s liability for Defects due to his design of an item of Equipment is limited to
	The greater of 

· the total of the Prices at the Contract Date
and 
· the amounts excluded and unrecoverable from the Employer’s insurance (other than the resulting physical damage to the Employer’s property which is not excluded) plus the applicable deductibles in the Employer’s assets and works / maintenance policies available on http://www.eskom.co.za/Tenders/InsurancePoliciesProcedures/Pages/EIMS_Policies_
From_1_April_2014_To_31_March_2015.aspx 

	X18.4
	The Contractor’s total liability to the Employer, for all matters arising under or in connection with this contract, other than the excluded matters, is limited to
	the total of the Prices other than for the additional excluded matters.

The Contractor’s total liability for the additional excluded matters is not limited. 

The additional excluded matters are amounts for which the Contractor is liable under this contract for

· Defects due to his design, plan and specification,
· Defects due to manufacture and fabrication outside the Affected Property, 
· loss of or damage to property (other than the Employer’s property, Plant and Materials),
· death of or injury to a person and
· infringement of an intellectual property right.

	X18.5
	The end of liability date is 
	1 (One) month after the end of the service period.

	X19
	Task Order
	

	X19.5
	The Contractor submits a Task Order programme to the Service Manager within 
	
Two working days of receiving the Task Order

	Z
	The additional conditions of contract are
	
Z1 to Z11 always apply.

	Z1
	Cession delegation and assignment

	Z1.1
	The Contractor does not cede, delegate or assign any of its rights or obligations to any person without the written consent of the Employer.

	Z1.2
	Notwithstanding the above, the Employer may on written notice to the Contractor cede and delegate its rights and obligations under this contract to any of its subsidiaries or any of its present divisions or operations which may be converted into separate legal entities as a result of the restructuring of the Electricity Supply Industry. 

	
	

	Z2
	Joint ventures

	Z2.1
	If the Contractor constitutes a joint venture, consortium or other unincorporated grouping of two or more persons or organisations then these persons or organisations are deemed to be jointly and severally liable to the Employer for the performance of this contract.

	Z2.2
	Unless already notified to the Employer, the persons or organisations notify the Service Manager within two weeks of the Contract Date of the key person who has the authority to bind the Contractor on their behalf.

	Z2.3
	The Contractor does not alter the composition of the joint venture, consortium or other unincorporated grouping of two or more persons without the consent of the Employer having been given to the Contractor in writing.

	
	

	Z3
	Change of Broad Based Black Economic Empowerment (B-BBEE) status

	Z3.1
	Where a change in the Contractor’s legal status, ownership or any other change to his business composition or business dealings results in a change to the Contractor’s B-BBEE status, the Contractor notifies the Employer within seven days of the change.

	Z3.2
	The Contractor is required to submit an updated verification certificate and necessary supporting documentation confirming the change in his B-BBEE status to the Service Manager within thirty days of the notification or as otherwise instructed by the Service Manager.

	Z3.3
	Where, as a result, the Contractor’s B-BBEE status has decreased since the Contract Date the Employer may either re-negotiate this contract or alternatively, terminate the Contractor’s obligation to Provide the Service.

	Z3.4
	Failure by the Contractor to notify the Employer of a change in its B-BBEE status may constitute a reason for termination. If the Employer terminates in terms of this clause, the procedures on termination are P1, P2 and P4 as stated in clause 92, and the amount due is A1 and A3 as stated in clause 93.

	
	

	Z4
	Ethics

	Z4.1
	Any offer, payment, consideration, or benefit of any kind made by the Contractor, which constitutes or could be construed either directly or indirectly as an illegal or corrupt practice, as an inducement or reward for the award or in execution of this contract constitutes grounds for terminating the Contractor’s obligation to Provide the Service or taking any other action as appropriate against the Contractor (including civil or criminal action).

	Z4.2
	The Employer may terminate the Contractor’s obligation to Provide the Service if the Contractor (or any member of the Contractor where the Contractor constitutes a joint venture, consortium or other unincorporated grouping of two or more persons or organisations) is found guilty by a competent court, administrative or regulatory body of participating in illegal or corrupt practices.   

Such practices include making of offers, payments, considerations, or benefits of any kind or otherwise, whether in connection with any procurement process or contract with the Employer or other people or organisations and including in circumstances where the Contractor or any such member is removed from the an approved vendor data base of the Employer as a consequence of such practice.

	Z4.3
	Notwithstanding the provisions of core clause 90.2, the procedures on termination in terms of this clause are P1, P2 and P4 as stated in the core clause 92 and the amount due is A1 and A3 as stated in core clause 93.

	
	

	Z5
	Confidentiality

	Z5.1
	The Contractor does not disclose or make any information arising from or in connection with this contract available to Others. This undertaking does not, however, apply to information which at the time of disclosure or thereafter, without default on the part of the Contractor, enters the public domain or to information which was already in the possession of the Contractor at the time of disclosure (evidenced by written records in existence at that time).  Should the Contractor disclose information to Others in terms of clause 25.1, the Contractor ensures that the provisions of this clause are complied with by the recipient.

	Z5.2
	If the Contractor is uncertain about whether any such information is confidential, it is to be regarded as such until notified otherwise by the Service Manager.

	Z5.3
	In the event that the Contractor is, at any time, required by law to disclose any such information which is required to be kept confidential, the Contractor, to the extent permitted by law prior to disclosure, notifies the Employer so that an appropriate protection order and/or any other action can be taken if possible, prior to any disclosure.  In the event that such protective order is not, or cannot, be obtained, then the Contractor may disclose that portion of the information which it is required to be disclosed by law and uses reasonable efforts to obtain assurances that confidential treatment will be afforded to the information so disclosed.

	Z5.4
	The taking of images (whether photographs, video footage or otherwise) of the Affected Property or any portion thereof, in the course of Providing the Service and after the end of the service period, requires the prior written consent of the Service Manager.  All rights in and to all such images vests exclusively in the Employer.  

	Z5.5
	The Contractor ensures that all his subcontractors abide by the undertakings in this clause.

	
	

	Z6
	Waiver and estoppel: Add to core clause 12.3:

	Z6.1
	Any extension, concession, waiver or relaxation of any action stated in this contract by the Parties, the Service Manager or the Adjudicator does not constitute a waiver of rights, and does not give rise to an estoppel unless the Parties agree otherwise and confirm such agreement in writing.

	
	

	Z7
	Health, safety and the environment:  Add to core clause 27.4

	Z7.1
	The Contractor undertakes to take all reasonable precautions to maintain the health and safety of persons in and about the execution of the service. Without limitation the Contractor:
· accepts that the Employer may appoint him as the “Principal Contractor” (as defined and provided for under the Construction Regulations 2014 (promulgated under the Occupational Health & Safety Act 85 of 1993) (“the Construction Regulations”) for the Affected Property;
· warrants that the total of the Prices as at the Contract Date includes a sufficient amount for proper compliance with the Construction Regulations, all applicable health & safety laws and regulations and the health and safety rules, guidelines and procedures provided for in this contract and generally for the proper maintenance of health & safety in and about the execution of the service; and
· undertakes, in and about the execution of the service, to comply with the Construction Regulations and with all applicable health & safety laws and regulations and rules, guidelines and procedures otherwise provided for under this contract and ensures that his Subcontractors, employees and others under the Contractor’s direction and control, likewise observe and comply with the foregoing.

	Z7.2
	The Contractor, in and about the execution of the service, complies with all applicable environmental laws and regulations and rules, guidelines and procedures otherwise provided for under this contract and ensures that his Subcontractors, employees and others under the Contractor’s direction and control, likewise observe and comply with the foregoing.

	
	

	Z8
	Provision of a Tax Invoice and interest.  Add to core clause 51

	Z8.1
	Within one week of receiving a payment certificate from the Service Manager in terms of core clause 51.1, the Contractor provides the Employer with a tax invoice in accordance with the Employer's procedures stated in the Service Information, showing the amount due for payment equal to that stated in the payment certificate.

	Z8.2
	If the Contractor does not provide a tax invoice in the form and by the time required by this contract, the time by when the Employer is to make a payment is extended by a period equal in time to the delayed submission of the correct tax invoice.  Interest due by the Employer in terms of core clause 51.2 is then calculated from the delayed date by when payment is to be made.

	Z8.3
	The Contractor (if registered in South Africa in terms of the companies Act) is required to comply with the requirements of the Value Added Tax Act, no 89 of 1991 (as amended) and to include the Employer’s VAT number 4740101508 on each invoice he submits for payment.

	
	

	Z9
	Notifying compensation events

	Z9.1
	Delete the last paragraph of core clause 61.3 and replace with:

If the Contractor does not notify a compensation event within eight weeks of becoming aware of the event, he is not entitled to a change in the Prices.

	
	

	[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Z10
	Employer’s limitation of liability

	Z10.1
	The Employer’s liability to the Contractor for the Contractor’s indirect or consequential loss is limited to R0.00 (zero Rand)

	Z10.2
	The Contractor’s entitlement under the indemnity in 82.1 is provided for in 60.1(12) and the Employer’s liability under the indemnity is limited to compensation as provided for in core clause 63 and X19.11 if Option X19 Task Order applies to this contract. 

	
	

	Z11
	Termination: Add to core clause 91.1, at the second main bullet point, fourth sub-bullet point, after the words "against it":  

	Z11.1
	   or had a business rescue order granted against it.





Annexure A:	Insurance provided by the Employer

These notes are provided as guidance to tendering contractors and the Contractor about the insurance provided by the Employer. The Contractor must obtain its own advice. Details of the insurance itself are available from the internet web link given below. 

1. Services provided in a TSC3 contract could include some element of construction or refurbishment as well as a continuous maintenance or operational service activity.  If an event occurs which causes loss or damage, a claim could be made either against the Employer’s “works” type policy which may be in place for the Employer’s portion of the Affected Property concerned or against the Employer’s assets policy which may be in place for the Employer’s portion of the Affected Property concerned, or both.

2. The cover provided and the deductibles under the works policy are different to those under the assets policy.   Each policy has a range of applicable deductibles depending on the location of the Affected Property and the nature of the insurable event.   

3. The Contractor is required in terms of Contract Data for clause 83 to provide cover for the deductibles in the insurance provided by the Employer.  This can be provided from his own resources on a ‘self insured’ basis or obtained by him from his own insurers.   In order to assess the extent of this cover, tendering contractors and their brokers should consult the internet web link given below and scroll to ‘Format TSC3’ to establish both the cover and the deductibles in relation to the service provided in terms of this contract.

4. Tendering contractors should note that cover provided by the Employer is only per the policies available on the internet web link listed below and may not be the cover required by the tendering contractor or as intended by each of the listed insurances in the left hand column of the Insurance Table in clause 83.2.  In terms of clause 83.1 “the Contractor provides the insurances stated in the Insurance Table except any insurance which the Employer is to provide”.  Hence the Contractor provides insurance which the Employer does not provide and in cases where the Employer does provide insurance the Contractor insures for the difference between what the Insurance Table requires and what the Employer provides.

5. If Marine Insurance is required the Contractor needs to obtain a copy of the latest edition of Eskom’s Marine Policies Procedures found at internet website given below.

6. Further information and full details of all Eskom provided policies and procedures may be obtained from: 

http://www.eskom.co.za/Tenders/InsurancePoliciesProcedures/Pages/EIMS_Policies_
From_1_April_2014_To_31_March_2015.aspx 



C1.2 Contract Data

Part two - Data provided by the Contractor


	Clause
	Statement
	Data

	10.1
	The Contractor is (Name):
	

	
	Address
	

	
	Tel No.
	

	
	Fax No.
	

	11.2(8)
	The direct fee percentage is
	100%

	
	The subcontracted fee percentage is
	0%

	11.2(14)
	The following matters will be included in the Risk Register
	Strike and Industrial Action, Incliment Weather


	11.2(15)
	The Service Information for the Contractor’s plan is in:
	
To be submitted to the Service Manager

	24.1
	The key people are:
	

	
	1		Name:
	

	
			Job:
	

	
			Responsibilities:
	

	
			Qualifications:
	

	
			Experience:
	

	
	2		Name:
	

	
			Job
	

	
			Responsibilities:
	

	
			Qualifications:
	

	
			Experience:
	

	
	
	

	
	
	CV's (and further key person's data including CVs) are in the tender submission.

	A
	Priced contract with price list
	

	11.2(12)
	The price list is in
	PART 2: PRICING DATA

	11.2(19)
	The tendered total of the Prices is
	






PART 2: PRICING DATA
TSC3 Option A


	Document reference
	Title
	No of pages

	C2.1
	Pricing assumptions: Option A
	2

	C2.2
	The price list 
	4







ESKOM HOLDINGS SOC Ltd		CONTRACT   NUMBER 


DOCUMENT C2.1	PAGE 2	PRICING DATA	
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C2.1 Pricing assumptions: Option A

How work is priced and assessed for payment
Clause 11 in NEC3 Term Service Contract (TSC3) core clauses and Option A states:

	Identified and defined terms
	11
11.2
	
(12) The Price List is the price list unless later changed in accordance with this contract.


	
	
	(17) The Price for Services Provided to Date is the total of 

· the Price for each lump sum item in the Price List which the Contractor has completed and
· where a quantity is stated for an item in the Price List, an amount calculated by multiplying the quantity which the Contractor has completed by the rate.


	
	
	(19) The Prices are the amounts stated in the Price column of the Price List. Where a quantity is stated for an item in the Price List, the Price is calculated by multiplying the quantity by the rate.




This confirms that Option A is a priced contract where the Prices are derived from a list of items of service which can be priced as lump sums or as expected quantities of service multiplied by a rate or a mix of both.
Function of the Price List
Clause 54.1 in Option A states: “Information in the Price List is not Service Information”.  This confirms that instructions to do work or how it is to be done are not included in the Price List but in the Service Information.  This is further confirmed by Clause 20.1 which states, “The Contractor Provides the Service in accordance with the Service Information”. Hence the Contractor does not Provide the Service in accordance with the Price List.   The Price List is only a pricing document.  
Link to the Contractor’s plan
Clause 21.4 states “The Contractor provides information which shows how each item description on the Price List relates to the operations on each plan which he submits for acceptance”.  Hence when compiling the price list, the tendering contractor needs to develop his first clause 21.2 plan in such a way that operations shown on it can be priced in the price list  and result in a satisfactory cash flow in terms of clause 11.2(17). 
Preparing the price list
Before preparing the price list, both the Employer and tendering contractors should read the TSC3 Guidance Notes pages 14 and 15.  In an Option A contract, either Party may have entered items into the price list either as a process of offer and acceptance (tendering) or by negotiation depending on the nature of the service to be provided.  Alternatively the Employer, in his Instructions to Contractors or in a Tender Schedule, may have listed some items that he requires the Contractor to include in the price list to be prepared and priced by him. 

It is assumed that in preparing or finalising the price list the Contractor:

· Has taken account of the guidance given in the TSC3 Guidance Notes relevant to Option A;
· Understands the function of the Price List and how work is priced and paid for;
· Is aware of the need to link operations shown in his plan to items shown in the Price List;
· Has listed and priced items in the price list which are inclusive of everything necessary and incidental to Providing the Service in accordance with the Service Information, as it was at the time of tender, as well as correct any Defects not caused by an Employer’s risk;
· Has priced work he decides not to show as a separate item within the Prices or rates of other listed items in order to fulfil the obligation to complete the service for the tendered total of the Prices. 
· Understands there is no adjustment to items priced as lump sums if the amount, or quantity, of work within that item later turns out to be different to that which the Contractor estimated at time of tender. The only basis for a change to the (lump sum) Prices is as a result of a compensation event. 

Format of the price list
(From the example given in an Appendix within the TSC3 Guidance Notes)

Entries in the first four columns in the price list in section C2.2 are made either by the Employer or the tendering contractor. 

If the Contractor is to be paid an amount for the item which is not adjusted if the quantity of work in the item changes, the tendering contractor enters the amount in the Price column only, the Unit, Expected Quantity and Rate columns being left blank.

If the Contractor is to be paid an amount for an item of work which is the rate for the work multiplied by the quantity completed, the tendering contractor enters the rate which is then multiplied by the Expected Quantity to produce the Price, which is also entered.

If the Contractor is to be paid a Price for an item proportional to the length of time for which a service is provided, a unit of time is stated in the Unit column and the expected length of time (as a quantity of the stated units of time) is stated in the Expected Quantity column.
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C2.2 the price list



[bookmark: _Toc85847724][bookmark: _Toc86542135][bookmark: _Toc88827034][bookmark: _Toc103393483][bookmark: _Toc103395045][bookmark: _Toc103400607][bookmark: _Toc106546957][bookmark: _Toc106547721][bookmark: _Toc106547927][bookmark: _Toc107068460][bookmark: _Toc107118689][bookmark: _Toc107119174][bookmark: _Toc107119609][bookmark: _Toc107120915][bookmark: _Toc107192869][bookmark: _Toc107193261][bookmark: _Toc107193444][bookmark: _Toc107193690][bookmark: _Toc107193834][bookmark: _Toc107194041][bookmark: _Toc107194486][bookmark: _Toc107201199][bookmark: _Toc137798036][bookmark: _Toc229128239][bookmark: _Toc232953632][bookmark: _Toc394174896]The rates and Prices entered for each item includes for all work and other things necessary to complete the items.

	
	
	
	

	
	
	
	
	
	




PART 3: SCOPE OF WORK

The Design, Supply, Installation and Commissioning, of an Integrated Physical Security System at Eskom Academy of Learning.   (EAL Smart Integrated Physical Security)



						
















           DESCRIPTION OF THE ITEMS FOR SECURITY EQUIPMENT

Background Information
Eskom owns a large Corporate Property (Eskom Academy of Learning, EAL) in the Gauteng region, this asset is currently occupied by Eskom employees in order to provide functionality to the organisation’s operations. The property is managed by Eskom Real Estate. This property needs to have security protocols in place, one of the key aspects of the protection protocols, is the use of smart technology to manage, monitor and control of access/egress to the property.
Furthermore, the organisation’s assets, employees, visitors, their vehicles and all other equipment associated with, need to be protected against elements of crime and vandalism. An advanced technology within the security systems is needed to ensure that the organization, can effectively prevent losses, due to crime or nefarious behaviour. Such incidents need to be monitored, and the information has to be recorded as an audit trail for reference and legal requirements. In some instances, the Security Systems are mandatory to comply with National Treasury’s SCM policy.

EAL Smart Campus is equipped with digital IPHD CCTV PTZ (Pan Tilt Zoom), static cameras, Licence plate recognition cameras, face recognition cameras, energised non-lethal fences, booms, turnstiles, and gates etc. At parking areas, exits/ entrances, offices spaces and other restricted areas have all equipped with complete integrated access control system. 

The CCTV cameras are mainly installed to detect criminal, irregular activities and to offer material of documentary evidential value in disputed incidents involving Eskom critical assets and processes. 
A combination of Physical Access Control systems (Gates, booms, turnstiles, access control controllers, visitor management software and licence plate recognition cameras, fences, etc) are integrated by means of ICT software and other electrical automation platforms to ensure that they are synchronised to operate efficiently.

Physical access control systems are systems deployed to physically prevent unauthorised access, direct persons and vehicles to designated access/ exit points and to define specific boundaries for the specified sites.
As part of the Eskom emergency management system and to comply with the Occupational Health and safety Law, ERE has installed Public Address systems to efficiently co-ordinate evacuations during emergencies. These systems also need to be maintained to ensure that they work effectively during the time of need.

 The incumbent supplier must be an industry systems integration specialist in the area of IP HD CCTV IoT AI technology and other platforms and must possess extensive accreditations and training from established suppliers and Original Equipment Manufacturers (OEM’s) locally and internationally. The supplier must also be experienced in the installation and integration of Physical Access Control Security Systems (Booms, gates, Fences, turnstiles etc.) from various manufacturers and access control software security technologies.

Description of Service/ product that needs to be provided (Use high level and short text format), and if necessary, add a spreadsheet. 

Eskom Academy of Learning needs to establish a comprehensive contract for the installation of advanced Security Systems infrastructure, for both software and hardware. The contract shall ensure that installation shall be aligned to the site current infrastructure, as well as improvements as listed under the scope. The specification shall ensure that redundancy for future development must be built into the design for any technological advancements or storage requirements for data integrity during audit purposes. 

There shall be very stringent gate-keepers for this contract to go out tender, this to ensure that we have made the best selection for an accredited service provider with a reputable track record. The tenderer shall be expected to have verifiable POCs of major security systems solutions for corporate buildings that their organizations have successfully completed. 

The service provider shall have valid accreditation with mandatory bodies, in the security and engineering industry, specifically for the technical experience. Furthermore, we shall be pursuing certification of their key personnel, for compliance to the industry’s mandatory requirements, as well as Eskom’s best interests for our system’s integrity. It would be prudent to pursue a NDA between Eskom and the successful bidder.

2. Motivation
	
Eskom Real Estate needs to comply with the National Building Regulations & standards, and shall include all critical aspects of the Occupational Health & Safety as well as Security requirements both physical and technical. The Security Systems Contract shall ensure the protection of the occupants, visitors, assets and all associated equipment, as well as all processes. 





3. Benefits to Eskom

This contract shall enable Eskom Academy of Learning to provide a safe, professional and functional work environment for office occupants, visitors and contractors in the Corporate Property. Furthermore, the contract shall enable the organization to manage and maintain the functionality of the technical security systems infrastructure which will aid in limiting losses from criminal elements or vandalism.

· Sound equipment database management.
· The integration of operations at all ERE Sites in the near future.
· The equipment will operate optimally thereby increasing availability and limiting system downtime.
· Reduction of reactive maintenance.
· Reliability data: MTBF, MTTB (mean time to breakdown), MTBR (mean time between removals), 
· Warranty/ guarantee documents. 

4. Scope of work/ supply 

The new concept of having the smart systems at EAL corporate site shall be the key to the objective of this contract. The contract shall ensure that the following security systems infrastructure, shall be installed for optimal functionality. 
The Eskom Real Estate mandate shall be to protect and safeguard all the business operations within Eskom Academy of Learning. 
1. Produce basic and detailed designs for the Integrated Security System. The detailed design must include detailed designs for the Access Control System, CCTV System, Intruder Detection System, Alarm System, Public Address System and PSIM System (including IT Infrastructure). The design must also cover the integration of these different systems and the NLEPDS (existing) into an Integrated Security System. 
     2.	Present the designs to the Security Team for acceptance.
     3.	Installation and configuration of EAL security LAN Infrastructure.
     4.	Installation, configuration and commissioning of the CCTV System in totality 
            on site as per Eskom Standard (240-91190304).
     5.	Installation, configuration and commissioning of the Integrated Access Control 
            System (IACS) in totality on site as per Eskom Standard (240-102220945).
     6.	Installation, configuration and commissioning of an Intruder Detection System 
            in totality on site as per Eskom Standard (240-91190304,240-86738968 & 240-
            170000096).
     7.	Installation, configuration and commissioning of an alarm system on site as 
            per Eskom Standard (240-86738968).
     8.	Installation, configuration and commissioning of Public Address System in 
            totality on site as per Eskom Standard (240-170000098).
     9.	Installation, configuration and commissioning of intrusion pre-detection 
            system in totality on site as per Eskom Standard (240-170000691.
     10.	Integration of the Access Control System (ACS), CCTV System, Intruder 
            Detection System, Alarm System, and Public Address System into an 
            Integrated Security System (240-170000096) to interface with the PSIM system.
     11.	Provide services as per 240-170000723.
     12.	Standard For Non-Lethal Energised Perimeter Detection System (NLEPDS) 
            Electrical Components 240-78980848.
     13. Ensure full compliance with Eskom’s Cyber Security Standard for Operational Technology (OT) Standard 240 55410927 in the design, installation, configuration, and commissioning of all security-related systems, networks, and infrastructure. This shall include the implementation of cybersecurity controls, hardening of devices, secure configurations, network zoning, access management, firewall rules, system monitoring, encryption requirements, patching, and vulnerability mitigation in accordance with the standard. All systems integrated into the security environment shall be secured and validated for cyber compliance prior to commissioning.

5. Access Control 
· Boom gates, spikes, security booths.
· Touchless access control.
· Emergency exits.
· Emergency evacuation systems.
· Visitor management systems functionality availability.
· Software Licences to be owned by Eskom (Pass keys)
· Recording of access control data storage for 72 months minimum.
· Lifecycle refurbishment/ upgrade for hardware.

6. Electric Fence
· Solar back-up
· Battery replacements
· Lifecycle refurbishment/ upgrade
· Warning devices, sounders, detection
7. CCTV
· System integrity with tiered access for operating system i.e. Management, Supervisor and Operator levels.
· Recording devices and data storage for footage for 13 months.
· Eskom shall own software licenses and pass keys.
· Lifecycle refurbishment/ upgrade for hardware.
· Night detection with early warning capabilities as an improvement.

8. Video Wall
· Display live CCTV feeds, alarms, and operational dashboards from VMS, PSIM, access control, intrusion, and sensor systems.
· Support automated camera and layout call‑ups triggered by alarms and security events.
· Must operate on a 24/7/365 basis with redundant controllers, network paths, and backup power (UPS and generator integration).
· Provide real-time visual and audible alerts and shared situational awareness across the control centre.

9. Alarm or Panic Systems
· Emergency system for response, any threats, medical incidents assistance.
· Alert system for First Aider responses, Fire and Evacuation Wardens
10. Contractual Obligations:
· SLA shall be in place to ensure that we have weekly system inspection and reports for all of the above security systems.
· System’s integrity to be intact, the system shall operate on a stand-alone basis, but on an upgradable system to integrate to other sites.
· Systems training on operations at different levels for Management, Supervisory and Operator levels.
· Response time in case of breakdown to be quoted within 2hrs during working hours as well as outside normal office hours.
· 24hrs emergency or breakdown service.
· Spare parts for replacement kept in stock as specified in the bill of quantities.
· Method statement and risk assessments for regular work activities performed at site.
· Adherence to Eskom’s Safety and Quality Audits.
· SLA time line requirements in terms of agreed time lines and emergency callouts need to be met or penalty clauses of 10% to monthly contract values apply if scope or conditions of contract are not met (instituted by non-conformance notice, or early warning notice).
· Any work performed should provide a warranty and support of:
· 12 months for workmanship or repairs
· 60 months for new installations
· The warranty must include labour and traveling for the full period of 60 months
· Payment certificates for completed work can only be accepted against a registered and traceable asset with relevant certificate and warranty in place.
· The SLA time frames for repairs must not exceed 4hrs or meet agreed time frames indicated in task/ work orders issued. 
· Penalties will be applied as stipulated in the NEC3 terms services contract.
· Eskom reserves the right to obtain or request any other supplier quotes to secure a competitive or market related pricing.

9.1 Systems Performance Matrices

A. Alarm Systems Specification: 
· Integration with motion detection systems for early threat detection. 
· Must include tamper-proof mechanisms and backup power supply (e.g., UPS or solar). 
· Real-time alerts to a centralised monitoring system. 

Targets: 
· False alarm rate: ≤ 5%. 
· Uptime: 98% over 60 months. 

B. Motion Sensors Specification: 
· Strategically placed to cover all critical areas, including perimeters, entry points, and high-value assets. 
· Must include advanced features such as thermal imaging and pet immunity to reduce false alarms. 
· Integration with alarm systems and CCTV for real-time intrusion detection. 

Targets: 
· Detection accuracy: ≥ 95%. 
· Response time: ≤ 5 seconds from detection to alert. 

C. CCTV Cameras Specification: 
· High-resolution cameras (minimum 4mp) with night vision and wide dynamic range (WDR) for low-light conditions. 
· AI-based analytics for real-time threat detection (e.g., loitering, perimeter breaches). 
· Active monitoring 24/7 with footage stored for a minimum of 90 days. 
· Integration with alarm systems and motion sensors. 

Targets: 
· Coverage of critical areas: 100%.
 
· Uptime: 98% over 60 months. 

D. License Plate Recognition (LPR) Cameras Specification: 
· High-resolution cameras capable of capturing license plates in various lighting and weather conditions. 
· Integration with access control systems to automate vehicle entry/exit. 
· Real-time alerts for unauthorised or flagged vehicles. 

Targets: 
· Recognition accuracy: ≥ 95%. 
· Response time: ≤ 10 seconds from detection to alert. 

E. Access Control Systems Specification: 
· Biometric scanners (fingerprint or facial recognition) for personnel access. 
· Integration with LPR cameras for vehicle access. 
· Real-time monitoring and logging of all access events. 

Targets: 
· System uptime: 98% over 60 months. 
· False acceptance rate: ≤ 0.1%. 

F. Video Wall Systems Specification:
•	Display live CCTV feeds, alarms, and operational dashboards from VMS, PSIM, access control, intrusion, and sensor systems.
•	Support automated camera and layout call‑ups triggered by alarms and security events.
•	Must operate on a 24/7/365 basis with redundant controllers, network paths, and backup power (UPS and generator integration).
•	Provide real-time visual and audible alerts and shared situational awareness across the control centre.
Targets:
• 	System availability (uptime): ≥ 99.95% measured monthly over the contract term.
• 	Alarm/event visualisation success rate: ≥ 99.5%.
• 	Critical incident restoration time (MTTR): ≤ 60 minutes.
G. Public Address Systems Specification: 
· Clear and audible announcements for emergency notifications. 
· Integration with alarm systems for automated alerts. 

Targets: 
· Coverage of critical areas: 100%. 
· Uptime: 98% over 60 months. 

H. Intrusion Detection Systems Specification: 
· Combination of motion sensors, thermal imaging, and perimeter detection systems. 
· Real-time alerts to a centralised monitoring system. 

Targets: 
· Detection accuracy: ≥ 95%. 
· Response time: ≤ five seconds from detection to alert. 

[bookmark: _Int_1M89jB7M][bookmark: _Int_dLO0JrEd]NB: A comprehensive scope of all equipment will be attached and should be followed.



11. Specification of Product or Goods

Provision of comprehensive IP CCTV (Closed Circuit Television) cameras and the Physical Access Control Systems (PACS), Access control software and visitor management systems non-lethal energised fencing, PA systems at Eskom Academy of Learning. 

The specified items are listed as follows:

New system to be installed as per Eskom standard.
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[bookmark: _Toc107192870][bookmark: _Toc107193262][bookmark: _Toc107193445][bookmark: _Toc107193691][bookmark: _Toc107193835][bookmark: _Toc107194042][bookmark: _Toc107194487][bookmark: _Toc107201200][bookmark: _Toc137798037][bookmark: _Toc229128240][bookmark: _Toc232953633][bookmark: _Toc394174897][bookmark: _Toc137798038][bookmark: _Toc229128241][bookmark: _Toc232953634][bookmark: _Toc394174898]C3.1: EMPLOYER’S SERVICE INFORMATION

1. Description of the service
1.1. [bookmark: _Toc137798039][bookmark: _Toc229128242][bookmark: _Toc232953635][bookmark: _Toc394174899]Executive overview 

The works amongst others consist of supervision, labour, plant and equipment necessary to carry out security equipment installation services.

1.1 Employer’s requirements for the service
[bookmark: _Toc189596381][bookmark: _Toc222218136]Project scope - OPTION 1: NEC Outcome Based Model 
The project includes requirements for an Integrated Physical Security System comprising a perimeter fence, non-lethal fence on top, Access Control Systems, CCTV System, Intrusion Pre-detection System, Alarm System, public address (PA) and interfaces to the Security management System including IT infrastructure and relocate the current control room. The engagement will be structured through an outcome-based contract, ensuring accountability and performance.

The contractor shall design, supply, develop user documentation, perform testing, and deliver, install and commission including maintenance and support of the Integrated Physical Security System for the duration of the contract (60 months) and associated equipment (hardware/software etc.) at EAL according to the approved Eskom technical specifications. The solution shall be provided as a Technology‑as‑a‑Service (TaaS) model, whereby all hardware, software, licensing, maintenance, support, upgrades, and associated services are included, and Eskom shall pay a fixed monthly service fee for the duration of the five‑year contract.

The scope of work for the contractor for the Integrated Security System will include the following: 
1. Produce designs for the Integrated Security System. The designs must include details for the Access Control System, CCTV System, Intruder Detection System, Alarm System, Public Address System and PSIM System (including IT Infrastructure). The design must also cover the integration of these different systems into an Integrated Security System.
2. Present the proposed designs to the Security Team for acceptance. 
3. Installation and configuration of EAL security LAN Infrastructure.
4. Installation, configuration and commissioning of the CCTV System in totality on site as per Eskom Standard (240-91190304). 
5. Installation, configuration and commissioning of the Integrated Access Control System (IACS) in totality on site as per Eskom Standard (240-102220945).
6. Installation, configuration and commissioning of an Intruder Detection System in totality on site as per Eskom Standard (240-91190304,240-86738968 & 240-170000096).
7. Installation, configuration and commissioning of an alarm system on site as per Eskom Standard (240-86738968).
8. Installation, configuration and commissioning of Public Address System in totality on site as per Eskom Standard (240-170000098).
9. Installation, configuration and commissioning of intrusion pre-detection system in totality on site as per Eskom Standard (240-170000691. 
10. Integration of the Access Control System (ACS), CCTV System, Intruder Detection System, Alarm System, and Public Address System into an Integrated Security System (240-170000096) to interface with the PSIM system.
11. Provide services as per 240-170000723.
12. Standard For Non-Lethal Energised Perimeter Detection System (NLEPDS) Electrical Components 240-78980848.
13. Ensure full compliance with Eskom’s Cyber Security Standard for Operational Technology (OT) Standard 240‑55410927 in the design, installation, configuration, and commissioning of all security-related systems, networks, and infrastructure. This shall include the implementation of cybersecurity controls, hardening of devices, secure configurations, network zoning, access management, firewall rules, system monitoring, encryption requirements, patching, and vulnerability mitigation in accordance with the standard. All systems integrated into the security environment shall be secured and validated for cyber compliance prior to commissioning.
14. Installation, configuration and commissioning of interfaces to the Physical Security Information Management (PSIM), including firewall configuration and Telecoms circuit commissioning, for data collection, incidents management, data correlation, controlling functionality (CCTVs, IACS systems, PA Systems, etc.) and provision of real-time dashboards and reports (refer to DEM2412993 & 2425114).
15. Conduct FAT and SAT tests before commissioning the complete integrated system.
16. Compile site as-built drawings with electrical and engineering details.
17. Create a graphical user interface (GUI) and behaviour models for the site.

N.B. The systems specified represent baseline technology and do not preclude the tenderer from proposing more advanced alternative solutions.
[bookmark: _Toc189596382][bookmark: _Toc222218137]Integrated Access Control System (IACS)
1. The Integrated Access Control System will be used to manage the access rights of Eskom Academy of Learning employees, visitors and contractors in and out of different areas at all the sites. 
2. The system will also be used to grant and limit access permissions in and out of secure and non-secure areas. 
3. The offered system shall comply with the requirements of the Specification for Integrated Access Control System (IACS) for Eskom sites (240-102220945). 
4. The system should support a tiered architecture, which will allow monitoring of the sites both locally and remotely. This architecture comprises field devices (biometric, QR codes and card readers) at the site level and system management servers at the remote security nerve centre.
5. The system should integrate with other subsystems like Visitor management system, Surveillance system, etc. The system should be modern and fit for a smart campus initiative. The supplier can propose the latest technology to be deployed in a smart campus environment.
[bookmark: _Toc189596383][bookmark: _Toc222218138]Biometrics, QR codes and card reader
The main access to the premises should be the use of either a fingerprint or a card. 
· Biometrics and card reader shall comply with SANS 2220-2-5 and SANS 2220-2-3, respectively.
· Card and biometric reader should be installed at every point of entry.
[bookmark: _Toc189596384][bookmark: _Toc222218139]License plate recognition (LPR) cameras:
· High-resolution cameras capable of capturing license plates in various lighting and weather conditions.
· Integration with access control systems to automate vehicle entry/exit.
· Integrate with eNatis for real-time alerts for unauthorised or flagged vehicles. Maintain necessary licenses. 
[bookmark: _Toc222218140][bookmark: _Toc189596385]Metal Detectors and X-Ray machines
The bidder is required to provide screening equipment at designated main access points to support the detection and prevention of unauthorised items entering the premises. The solution should include personnel and baggage screening technologies that are suitable for high-traffic environments and aligned with recognised safety and performance standards. The equipment must be capable of detecting a wide range of prohibited items and should support rapid processing without compromising accuracy or safety. 

It is expected that the proposed systems will integrate seamlessly with existing security infrastructure, including access control and centralised security management platforms. Compliance with applicable local regulatory requirements, including radiation safety regulations enforced by the South African Health Products Regulatory Authority (SAHPRA). Equipment must include shielding to prevent radiation leakage and emergency stop features for operator safety.
[bookmark: _Toc222218141]IACS device layout
The examples of access control devices for the sites and their locations are shown in Table 1 below:
	Area
	Point 
	Device
	Status Contact
	Lock
	Evacuation Device
	Bypass

	Main Access
	Boom Gate
	Card or Fingerprint Reader
	Boom Status Contact
	Electro-mechanical Lock
	None
	Mechanical Switch

	Security Office
	Entrance Door
	Card or Fingerprint Reader
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch

	[bookmark: _Hlk189426723]Control Room
	Entrance Door
	Card +Face recognition Reader
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch

	
	Emergency Exit Door
	Emergency Exit Button
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch

	
	Server Room Entrance
	Card +Face recognition Reader
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch

	Offices, boardrooms, residences, classrooms and Canteens
	Entrances
	Card or Fingerprint (In) & Card (Out)
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch


[bookmark: _Toc189596435][bookmark: _Toc207128845]Table 1: IACS devices positioning
[bookmark: _Toc189596386][bookmark: _Toc222218142]IACS high-level devices positioning and architecture philosophy
1. The contractor is required to submit a detailed design depicting the proposed architecture and narratives of how the IACS functional requirements will be achieved. The implemented architecture for IACS should comply with the principles outlined in the technical standards for IACS. 
2. In addition to ensuring that the installed system operates as required on-site, the contractor must also ensure that the system enables remote monitoring and control through Eskom WAN.
[bookmark: _Toc189596387][bookmark: _Toc222218143]Intruder Detection Systems
Intrusion pre-detection units shall be installed in all areas of the Working Environments, including buildings, rooms and the perimeter area which need to be protected.
The proposed solution must include hardening of the existing perimeter fence with an energised non-lethal fence on top. The fence lining must be integrated with the Security Management System to enhance the required detection capability. Proposed Intruder detection systems may be perimeter thermal cameras with three layered virtual fencing.
The sensors shall be placed to effectively detect intrusion into the protected (secured) areas.
The intruder detection should have protection from vibrations caused by digging underneath, breaking through and climbing over the barrier fences/walls. The contractor can propose a suitable device for this protection.
The buildings inside should be protected by a PIR sensors or cameras that are capable of this function and the scope should add the devices where they are missing. 
The Intrusion Pre-detection System installed shall comply with the requirements of the Standard for Intrusion Pre-detection Systems used at Eskom sites (240-170000691). 
[bookmark: _Toc222218144][bookmark: _Toc189596388]Security Lighting
The perimeter shall be equipped with security lighting that activates automatically in the event of an intrusion or alarm condition. The solution must include the following:
· Intelligent perimeter lighting that automatically switches on when an intrusion, alarm, or pre‑warning signal is received from any perimeter detection device, thermal camera, fence alarm, or access control alert.
· Lighting systems shall be integrated into the Security Management System (SMS) to ensure real‑time activation, event correlation, and operator visibility.
· The lighting must provide sufficient illumination for CCTV verification, guard response, and deterrence without compromising safety or revealing covert systems.
· Lighting units must be placed to: 
· Eliminate dark spots along the fence line
· Support visual tracking along patrol routes
· Enhance facial and vehicle identification during alarm-triggered events
· Lighting infrastructure shall support low‑power standby mode and switch to full output when triggered.
· The system must fail-safe to ensure minimum security illumination during power or network disruptions, with backup power integrated into the lighting circuit design.
· The contractor shall propose lighting technology suitable for the environment (e.g., LED floodlights, pole‑mounted lights, integrated smart security lighting).
The perimeter lighting solution must be designed to support detection, verification, response, and deterrence, functioning as a visual extension of the intrusion detection system.
[bookmark: _Toc222218145]Visitor Management System
a) Complete installation and setup of the system to facilitate visitor management. Visitors can pre-register through an online portal or a mobile app before their visit. For permission, the system gathers identity documents, pictures, personal information, and the reason for the visit.
b) Set up a self-service kiosk or tablets at the appropriate location. Visitors can use the self-service kiosk or tablet at the facility entry to check in when they arrive. The visitor can look up the host by name using the system. For security reasons, guests will need to take a picture, digitally sign in, or scan their identification card.
c) The ability to give and deny access to authorised areas based on visitor data is one of the features of integration with the present access control system that ensures compatibility.
d) Identification and verification: Several identity verification techniques, including QR code scanning, ID scanning, driver's license verification, and biometric choices (such as fingerprint or face recognition).
e) Following a successful check-in, visitors are given a physical or digital badge that contains their name, photo, the locations they are permitted to enter, and the host's information.
f) Host notification: setting up to notify hosts in real-time when guests arrive (visitors can only proceed when the host collects them from reception).
g) Integration with access control systems, including key cards and biometric readers, is made possible. Depending on their authorisation, visitors can enter secure areas using their badges, and security staff can monitor them in real-time.
h) Compliance and audit trails keep a thorough record of every visitor's activity, including the precise times of check-in and check-out, the locations visited, and any incidents.
[bookmark: _Toc189596389][bookmark: _Toc222218146]CCTV Systems
A CCTV System shall be installed and the proposed system for the Working Environments is intended to provide the guards/control room operators with a single point from where they can view and verify alarm events from the Intrusion Detection System and energised fence triggers without having to physically respond to the alarm event in the case of a false/nuisance alarm and correctly assess and verify positive alarm events in the event of an attempted or successful intrusion attempt.
Implement AI video analytics software that integrates with the existing CCTV cameras. Use AI-driven intrusion detection systems that can analyse patterns and detect unusual activities.
Integrate AI with the existing access control systems to add features like biometric authentication and predictive analytics for identifying potential security breaches.
The offered system shall comply with the requirements of the Eskom Standard for CCTV System (240-91190304).
The CCTV System shall be integrated with video analytics and automatically record any alarm event using the 30-second pre-event buffer, the actual event (for however long motion is detected by the camera) and at least a 30-second post-event period. The system shall utilise a Video Analytics System as pre-detection to automatically generate alarms and perform event recording.
It is proposed that static thermal cameras with video motion detection be installed along the perimeter of the Working Environments to provide both surveillance and detection functionality. In addition, it is proposed that PTZ cameras be installed strategically for zooming and recognition functionality.
The CCTV System shall be connected to the security LAN to enable event-driven video streaming to the local security control room and a nerve centre.
A video intercom system must be installed at the main gate entrance, and the audio feed and camera feed from the unit must be integrated into the local NVR to ensure both visual and audio recording of events. This unit enables the Security Control Room to interact with unannounced visitors and non-EAL staff.
The contractor shall determine the required camera lens types to ensure that the positioning of the cameras results in the most optimised and economical installation of the cameras on the Working Environments. This includes ensuring that continuous visibility is created along the perimeter by eliminating blind spots with one camera having the next camera within its field of view for effective monitoring.
All steel poles and structures shall be hot-dipped galvanised. 
[bookmark: _Toc189596390][bookmark: _Toc222218147]CCTV positioning
All CCTV (cameras) may be positioned as below, and the tenderer can propose the best solution:
	Area
	Location
	Device
	Type

	Perimeter
	Perimeter fence
	Static thermal camera
Associated PTZ
	Detection and Identification

	Access gates
	Main access gate
	Static optical camera
Video intercom
	Identification

	Buildings and offices
	Main building entrances
	Interior and exterior static cameras
	Monitoring and Identification

	
	Office and canteens entrance
	Interior static dome camera
	Monitoring and identification

	Inside buildings
	Building corridors, classrooms and common areas
	Static dome cameras
	Detection and Identification

	Outside Working Environments
	Working Environments and driveways
	Motion detection cameras
PTZ
	Detection and Identification

	Entrance and Exit of Parking lot
	Parking Lots
	Camera capable of vehicle counting
	Counting


[bookmark: _Toc189596436][bookmark: _Toc207128846]Table 2: Camera positioning layout
[bookmark: _Toc189596391][bookmark: _Toc222218148]Alarm System

The Alarm System shall be installed and will form an integral part of the other security systems installed at EAL to provide proactive coverage and monitoring of all protected areas i.e. site perimeter, entrances, buildings, server rooms and other strategic places within the campus. The following inputs shall trigger the Alarm System: 

· Camera video analytics alarm detection on the zone(s). 
· Alarm inputs from the electric fence. 
· Alarm inputs from intrusion pre-detection devices. 
· Alarm inputs from access control points. 

The installed Alarm System shall comply with the requirements of the Specification for Integrated Security Alarm System for Protection of Eskom Installations and its Subsidiaries (Identifier: 240-86738968) and alarming requirements of other integrating technologies mentioned above, forming part of the Integrated Security System at the site. 

[bookmark: _Toc189596392][bookmark: _Toc222218149]Public Announcement System
· The installation of a PA System is required to engage potential intruders and issue warnings.
· The PA System shall be able to be remotely and locally operated when necessary.
· The system must be operable from the guard house and remotely from the responsible control rooms to warn intruders of the restriction of access to the site.
· Voice recordings shall be synchronised with the cameras and recorder on the local NVR via suitable audio input to ensure synchronisation of events.
· Linking the PA to the Fire Detection System and the closest CCTV camera. This will assist with deploying emergency response to the exact location.
· The installed PA System shall comply with the requirements of Technical Specification for Public Address Systems (240-170000098).
All speakers shall be positioned strategically along the perimeter fence and across the campus.
[bookmark: _Toc189596393][bookmark: _Toc222218150]Site monitoring and control
The contractor will be responsible for the relocation of the current control room at Eskom Academy of Learning. The new control room must be a state of the art and must be designed and equipped to meet modern operational and security standards, enabling effective command, control, and monitoring capabilities. 
The control room must include the necessary infrastructure (like Video wall, consoles, server room, modern furniture, etc), systems, and user interfaces to support the centralised management of on-site systems as well as remote sites. The design should facilitate the integration of multiple security subsystems and allow for real-time decision-making across the broader security environment.

a) There shall be a security manager workstation at the site in the security building for local allocation and revoking of access rights and control of security workflows. 
b) There shall be a maintenance manager workstation in the security building for controlling maintenance workflows. 
c) Some or all of the functions listed in Items (a) and (b) above may be combined into a single physical workstation. The workstation software GUI shall be based on the operator log-on credentials to be able to perform functions listed in Items (a) and (b) above. 
d) The security alarms and CCTV visuals should be routed to the remote nerve centre through the Eskom WAN or alternative network. 
e) The system shall allow the remote Security Control Centre to remotely control PTZ cameras at the site. 
f) The system shall allow the remote Security Control Centre to communicate audio (via PA system) and data with the Working Environments, including the ability to give audio warnings over the PA System to the security zone that detected an intrusion. 
g) Security Control shall be able to retrieve any of the stored event data or video streams in real-time, either locally or remotely. 
[bookmark: _Toc189596394][bookmark: _Toc222218151]E-Guarding or virtual guarding
The e-guarding or virtual guarding system serves as a technology-enabled extension of physical security, leveraging surveillance infrastructure to provide remote monitoring, verification, and proactive detection of risks. Its primary role is to supplement physical patrols, enhance awareness, and ensure continuous coverage of critical areas.

a) The tenderer to propose a system that can be utilised in conjunction with the cameras to conduct virtual guarding. 
b) The system should be integrated into the management system software.
c) The system should allow guards/operators to virtually patrol the sites and tag to detect the areas where the guards have missed.
d) The system must be fully integrated into the centralized Security Management System (PSIM platform) to ensure seamless monitoring, event logging, and reporting.
e) All patrol activities, alarms, and operator actions must be recorded within the management platform for audit and compliance purposes.
f) The system must support real-time incident escalation to the control room and trigger automated responses (e.g., PTZ camera zoom, alarms, or notifications to on-site teams).
[bookmark: _Toc222218152][bookmark: _Toc189596396][bookmark: _Hlk222319539]Video Walls
The Video Walls shall be a key tool in the Control Centres, providing a clear and shared view of security operations. The video wall shall support real-time monitoring, quick decision-making, and coordinated response across all security systems. The video walls must be modern, seamless (Ultra narrow bezel), smart, and flexible, allowing for easy integration, configuration, and display of data from multiple security platforms.

a) Live Video Monitoring and Visualisation
· Display live video feeds from all local CCTV cameras, including critical infrastructure, perimeter zones, access points, and high-risk areas.
· Support simultaneous display of multiple camera streams with configurable layouts, prioritisation of critical feeds, and rapid switching during incidents.
· Enable automatic camera call-up based on alarms, access control events, or intrusion detection triggers.
b) Integrated Operational Dashboards and Alerts
· Display consolidated operational data and dashboards sourced from PSIM, VMS, access control, intrusion detection, and other integrated systems.
· Provide real-time visualisation of emergency alerts, alarms, system health status, and incident escalation levels.
· Support visual and audible alerting on the video wall to draw operator attention to high-priority or critical incidents.
c) Access Control, Intrusion, and Sensor Event Visualisation
· Display access control logs, including real-time and historical entry/exit events for personnel.
· Visualise intrusion detection events, motion sensor activations, thermal alerts, and perimeter breaches in real time.
· Present building layouts, floor plans, site maps, and GIS overlays with event pinpointing
to enable rapid navigation and incident localisation.
d) Command, Control, and Coordination Enablement
· Support shared situational awareness among operators, supervisors, and incident commanders through a common operational picture.
· Facilitate coordination between security personnel, emergency responders, and management by displaying incident timelines, response actions, and communication status.
· Allow role-based access to content displayed on the video wall to ensure operational and information security.
e) Operational Resilience and Continuity
· Operate continuously on a 24/7/365 basis with redundancy at display, controller, power, and network levels.
· Provide automated failover, system health monitoring, and proactive fault alerts to minimise downtime.
· Ensure seamless operation during power interruptions through integration with UPS and backup power systems.

f) Scalability and Future Readiness
· Be modular and scalable to support future expansion in screen size, resolution, number of sources, and integrated systems without major redesign.
· Support evolving technologies, including AI-driven analytics, advanced dashboards, and additional remote site integration.
[bookmark: _Toc222218153]Power supply
All system servers shall be housed in 19-inch equipment cabinets as specified in the Eskom Standard 240-60725641. This specification covers the earthing requirements in the cabinet as well. 
Power shall be distributed through the panel to isolate the supply of the subsystems using appropriately sized MCBs. At a minimum, the following will be on separate supply circuits: 
· Perimeter cameras 
· Indoor cameras 
· PA system devices 
· Site controllers and server-based equipment.
Other security-related equipment such as gate motors and electric fence energisers. 
The system shall have a power failure indication that shall be sent through to the remote Security Control Room should the supply be interrupted. 
The existing power systems at the site shall be used as the primary power sources, provided that the site's standby time (autonomy) requirements are not adversely affected. 
Tenderers are required to propose a suitable standby power system and UPS sized appropriately to handle the expected system load. Eskom Academy of Learning may, however, decide to utilise the existing standby batteries at the site.
[bookmark: _Toc222218154][bookmark: _Toc189596397]Earthing and Bonding
As part of the perimeter security upgrade, the contractor shall conduct a comprehensive inspection of the earthing and bonding system along the entire perimeter fence line, including all energised fence components, perimeter lighting poles, electronic devices, and security infrastructure.
The following requirements apply:
· The contractor shall inspect, test, and verify the earthing system for compliance with Eskom standards and applicable SANS electrical safety requirements.
· All fence posts, energised fence lines, electronic devices, perimeter lighting poles, and associated metal structures must be correctly earthed to ensure: 
· Personnel safety.
· Protection of electronic equipment.
· Compliance with electrical standards.
· Proper operation of energised non‑lethal fence systems.
· Any faulty, damaged, high‑resistance, corroded, or non‑compliant earthing points shall be corrected, replaced, or reinstalled to meet specification.
· Measurements of earth resistance must be performed using calibrated instruments, and all results must be recorded and submitted.
· Earthing must be coordinated with the requirements of the energised fence, perimeter detection devices, and lighting circuits to prevent electromagnetic interference, false alarms, or equipment malfunction.
· The contractor shall submit a detailed Earthing Compliance Report, including: 
· Test results
· Corrective actions taken
· Location maps of earth spikes and bonding points
· Certification of compliance
· Any additional earthing points required to stabilise the perimeter system shall be supplied and installed as part of this scope.
The earthing system must support the reliable performance of the energised fence, perimeter lighting, and all intruder detection devices as part of an integrated security solution.
[bookmark: _Toc222218155]Site tests and commissioning
The testing of the system shall be done in the presence and to the satisfaction of an authorised representative of Eskom Academy of Learning. 

Tests shall include simulating fire conditions, testing network cabling, testing and switching audio and video signals, testing access control events, etc., to prove the efficiency of all aspects of the system to the satisfaction of Eskom Academy of Learning security team. 

All equipment, material, etc., that may be necessary for these tests shall be supplied by the contractor, including a suitable smoke and heat generator. 

The contractor shall do his complete commissioning tests before the actual first take-over tests are done. This is to satisfy himself that everything is working and is in accordance with the specification. Three system faults will result in Eskom Academy of Learning aborting the test, subsequent commission costs incurred by Eskom Academy of Learning shall be for the contractor’s account. 
After submission of the test results, the contractor shall notify that the installation is complete, tested and in working order. Eskom Academy of Learning will witness the re-testing of the installation.
[bookmark: _Toc189596398][bookmark: _Toc222218156]As-Built drawings and documentations

The contractor shall prepare as-built drawings of his completed installation – including conduit, cables and fibre routes. 

The Operator's Manuals must be compiled and contain enough detailed information to enable a suitably qualified Eskom Academy of Learning technician to control and operate the full installation without any training from the contractor. The Operator's Manuals must be a separate set of documents from the Maintenance Manuals. 

Irrespective of the abovementioned, the Operator's Manuals must also contain short-form instructions to enable trained operators (trained by the contractor) to operate the full installation.
The contractor shall also prepare a comprehensive set of Operations Maintenance Manuals for approval by Eskom Academy of Learning. 
The following shall be included as a minimum: 
· Cover page 
· Index 
· Contractor contact details 
· Call-out procedure 
· Manuals and specifications of all the installed equipment 
· Installed equipment warranty details, including supplier contact information. 
· Commissioning data 
· Photo report of installation 
· Snapshots of all camera’s day and night 
· Handover Certificates 
· Operator Guides and Procedures. 
· Maintenance schedules (weekly, monthly, quarterly, and yearly) 
· As-built drawings 
· Bill of quantities 
· Construction monitoring 
· Quality assurance about specifications 
· As-built drawings and close-out 
· Supply and delivery of material 
· Construction, commissioning and handover of the works based on the designs. 
[bookmark: _Toc189596399][bookmark: _Toc222218157]Training
All training aids and course notes necessary to conduct effective operational and maintenance training shall be supplied by the contractor. The training venue will be made available on-site by Eskom Academy of Learning. 

The training documentation must be accredited and submitted to Eskom Academy of Learning for evaluation and approval. 

Each group of trainees should receive a minimum of four hours of training. Allow to fully train three groups, each of up to four personnel. (The amount of personnel sent for training is at the full discretion of Eskom Academy of Learning). 

Training shall be adequate to ensure that the groups trained are competent in the operation of systems, adequately trained to carry out ongoing training, and fully aware of the location of all equipment installed as part of this contract within their area of responsibility. 

The contract shall adhere to Eskom Academy of Learning-defined security procedures for access to and during site attendance over the defect liability period.
Cyber Security Requirements
a) Access Control: Access control, unique user IDs and passwords shall be used to access the system.
b) Information Security Management System (ISMS): The Supplier or Service Provider shall have a valid Information Security Standard (ISO) 27001 certificate.
c) Encryption Standard: Data at rest to be encrypted using at minimum Advanced Encryption Standard (AES)-256 and in transit (or in motion) using at minimum Transport Layer Security (TLS) 1.3 or later version.
d) Audit trails, logs, user activity logs: Audit trails, logs, user activity logs shall be enabled, encrypted, and securely kept with limited access to administrators. 
e) Patch Management: Patch Management Process shall be defined. The software updates and patches shall be tested in a non-production environment before being deployed into the production environment.
f) Role-Based Access Control (RBAC): The software shall employ Role-based access control (RBAC) mechanism.
g) Input and File Handling Security: All user inputs and imported or exported files shall be validated, sanitized, and properly encoded to prevent injection attacks, block malicious content, and ensure integrity across all data and file operations.
h) Data Integrity: Data shall be secured at minimum using a secure hash algorithm (SHA)-256 for data integrity, securing transactions, and messages.
i) Privileged Access Management (PAM): The system shall be able to onboard privileged accounts onto PAM tools, such as CyberArk but not limited to onboard privileged accounts to securely manage, rotate passwords, monitor, record sessions, control, enforce access to privileged accounts, auditing and reporting capabilities.
j) Data Masking: Sensitive information such as personal identifiable information (PII) data in non-production environments shall be masked. 
k) Data Back-up: A back up Restore Plan and Procedure shall be defined, annually tested, and such test results shall be shared with Eskom’s Cyber Security team. 
l) Daily Incremental Back Ups: Incremental daily back-ups shall be done, encrypted, and securely kept offsite only for all critical systems.   
m) Security Information and Event Management (SIEM) Integration: The on-premises System and Cloud Service shall be able to integrate with SIEM standard technologies such as Syslog, Windows event logging, Simple Network Management Protocol (SNMP) and Application Programming Interface (API) but not limited to these technologies listed.
n) Database Security Management: Database Security Management tools shall be employed to provide regulatory compliance, encryption, key management, granular access controls, flexible data masking, comprehensive activity monitoring, and sophisticated auditing capabilities.

[bookmark: _Toc222218158]Maintenance and Support
The contractor will be fully responsible for the maintenance and support of the installed systems throughout the 60-month contract period. This includes preventive maintenance, which entails scheduled inspections, system testing, and servicing to ensure optimal performance and reduce the likelihood of failures. All equipment shall carry a warranty of 5 years.
The contractor is also expected to provide corrective maintenance by addressing system faults and restoring functionality within agreed timeframes. In addition, the contractor must implement system upgrades as needed, incorporating relevant technology updates and improvements to maintain the system's effectiveness. 
As part of the support scope, the contractor will also be required to provide ongoing training services, ensuring that relevant stakeholders are adequately equipped and certified to operate and manage the system by the end of the contract period, facilitating a seamless handover.
[bookmark: _Toc222218159]Technology Roadmap
· Implementation Plan: Provide a phased timeline for deploying technologies, including pilot testing, full-scale implementation, and scaling across sites. The tenderer to prioritise Integrated Access Control on the rollout plan.
· Scalability: The contractor to demonstrate how the proposed solutions can be scaled to meet Eskom’s growing or changing needs.
· Innovation Strategy: The contractor must detail the approach for staying ahead of emerging security threats through the adoption of modern and advanced technologies.

	Phase
	Plan
	Description
	Expected Outcomes

	 1
	Foundational Upgrades
	· Relocate and modernize the Control Room, with new video wall and upgraded Security Management System (SMS/PSIM). 
· Deploy Visitor Management System (VMS) at all main entrances.
· Install License Plate Recognition (LPR) cameras at gates, fully integrated with eNatis for vehicle verification and automated gate control.
	· Centralized, modern command centre.
· Enhanced visitor accountability and compliance.
· Automated, fast, and secure vehicle access.

	 2
	Perimeter Intrusion Detection (Geo-fencing)
	· Install thermal imaging cameras for 24/7 detection along the perimeter. 
· Configure geo-fencing zones for real-time alerts when breaches occur.
· Link to associated PTZ cameras for auto-tracking, zooming, and incident verification.
· Integrate with SMS for alarm escalation.
	· Reliable perimeter intrusion detection (day/night, all weather).
·  Reduced false alarms.
· Faster incident response via auto-tracking.

	 3
	Access Control System (ACS)
	· Implement/upgrade integrated access control using smart cards/biometrics at all sensitive areas.
· Integrate with VMS and SMS for unified identity management.
· Enable role-based access with full audit trails.
	· Improved control over staff, contractors, and visitors.
· Reduced risks of unauthorized entry.
· Regulatory compliance on identity management.

	 4
	Campus, workshops & Classroom Surveillance
	· Deploy/upgrade IP cameras in classrooms, offices, and critical infrastructure buildings.
·  Enable video analytics (loitering, occupancy counting, motion detection, etc.).
·  Integrate with control room monitoring platform.
	· Safer environment for employees and learners.
· Evidence for disciplinary or criminal investigations.
·  Analytics-driven monitoring of critical indoor spaces.

	 5
	System Optimization & Advanced Analytics
	· Introduce AI-driven analytics (facial recognition, abnormal behaviour detection, crowd analysis).
·  Upgrade storage and networking for high-volume video retention.
· Deploy predictive maintenance on thermal/PTZ and access devices to reduce downtime.
	· Proactive threat identification.
·  Enhanced operational efficiency.
·  Sustainable, future-proofed security ecosystem.


[bookmark: _Toc207128847]Table 3: Five Phase Technology Roadmap
[bookmark: _Toc222218160]Deliverables
· Detailed Security System architecture and designs. 
· Procurement and installation of security components. 
· Security integration with Smart Working Environments infrastructure. 
· Training and documentation for security personnel and relevant stakeholders. 
· Final performance testing and optimisation reports. 
[bookmark: _Toc222218161]Implementation timelines 
	Task
	Duration 
	Milestones 

	System Design and Approval 
	
	Blueprint Finalisation 

	Equipment Procurement 
	
	Vendor Selection

	Installation and Configuration
	
	Deployment and Testing

	AI & IoT Integration 
	
	Data Synchronisation 

	Training and Handover 
	
	Project Completion 


[bookmark: _Toc207128848]Table 4: Implementation Timelines
[bookmark: _Toc222218162]Risk management 

	Risk Factor
	Mitigation Strategy 

	AI algorithm accuracy
	Regular AI model training and updates 

	System downtime
	Redundant serves and backup power systems 

	Compliance threats
	Aligning with industry standards, Eskom Academy of Learning Standards and Security Policies 

	Operational disruptions
	Phased implementation and testing


[bookmark: _Toc207128849]Table 5: Risk managements

[bookmark: _Toc222218163]Technology and Data Ownership

· Ownership of Installed Technology: All technology (e.g., surveillance cameras, access control systems, alarms, GPS tracking devices, etc.) installed by the contractor during the contract period will remain the property of Eskom upon contract expiry or early termination.
· Data Ownership and Access: All data collected (e.g., surveillance footage, access logs, incident reports) during the contract period will be the sole property of Eskom. The contractor must provide Eskom with unrestricted access to this data.
· Data Storage and Security: The contractor must store all data securely in compliance with the Protection of Personal Information Act (POPIA) and other relevant legislation. Data must be encrypted and stored on servers located within South Africa unless otherwise approved by Eskom.
· Data Handover: Upon contract expiry or termination, the contractor must provide Eskom with all data in a usable format (e.g., digital files, cloud access) and ensure no data is retained or deleted without Eskom’s written consent.
· Monitoring Access: Eskom must be provided with a secure link to monitor all surveillance and access control systems in real time. The contractor must ensure the link is operational 24/7 and accessible to authorised Eskom personnel.
· Third-Party Control Centre access: Eskom must have the right to visit the contractor’s or third-party control centre at any time, without prior notice, to inspect operations, verify compliance, and ensure data integrity.
· Licence Fees: The contractor shall ensure that all license fees for installed systems, equipment, and technologies are paid and maintained throughout the contract period, with ownership and responsibility transferring to Eskom upon contract expiry or termination.

Systems Performance Matrices
[bookmark: _Toc222218164]Alarm Systems Specification:
· Integration with motion detection systems for early threat detection.
· Must include tamper-proof mechanisms and backup power supply (e.g., UPS or solar).
· Real-time alerts to a centralised monitoring system.
	     Targets:
· False alarm rate: ≤ 5%.
· Uptime: 98% over 36 months.
[bookmark: _Toc222218165]Motion Sensors Specification:
· Strategically placed to cover all critical areas, including perimeters, entry points, and high-value assets.
· Must include advanced features such as thermal imaging and pet immunity to reduce false alarms.
· Integration with alarm systems and CCTV for real-time intrusion detection.
	     Targets:
· Detection accuracy: ≥ 95%.
· Response time: ≤ 5 seconds from detection to alert.
[bookmark: _Toc222218166]	CCTV Cameras Specification:
· High-resolution cameras (minimum 4mp) with night vision and wide dynamic range (WDR) for low-light conditions.
· AI-based analytics for real-time threat detection (e.g., loitering, perimeter breaches).
· Active monitoring 24/7 with footage stored for a minimum of 90 days.
· Integration with alarm systems and motion sensors.
	     Targets:
· Coverage of critical areas: 100%.
· Uptime: 98% over 36 months.
[bookmark: _Toc222218167]License Plate Recognition (LPR) Cameras Specification:
· High-resolution cameras capable of capturing license plates in various lighting and weather conditions.
· Integration with access control systems to automate vehicle entry/exit.
· Real-time alerts for unauthorised or flagged vehicles.

Targets:
· Recognition accuracy: ≥ 95%.
· Response time: ≤ 10 seconds from detection to alert.
[bookmark: _Toc222218168]Access Control Systems Specification:
· Biometric scanners (fingerprint or facial recognition) for personnel access.
· Integration with LPR cameras for vehicle access.
· Real-time monitoring and logging of all access events.
	     Targets:
· System uptime: 98% over 36 months.
· False acceptance rate: ≤ 0.1%.
[bookmark: _Toc222218169]Public Address Systems Specification:
· Clear and audible announcements for emergency notifications.
· Integration with alarm systems for automated alerts.
	     Targets:
· Coverage of critical areas: 100%.
· Uptime: 98% over 36 months.
[bookmark: _Toc222218170]Intrusion Detection Systems Specification:
· Combination of motion sensors, thermal imaging, and perimeter detection systems.
· Real-time alerts to a centralised monitoring system.
	     Targets:
· Detection accuracy: ≥ 95%.
· Response time: ≤ five seconds from detection to alert.

OPTION 2: NEC CAPITAL PROJECTS 
The project includes requirements for an Integrated Physical Security System comprising a perimeter fence, non-lethal fence on top, Access Control Systems, CCTV System, Intrusion Pre-detection System, Alarm System, public address (PA) including Fire Detection System and interfaces to the PSIM System and IT infrastructure and upgrade the current control room.

The contractor shall design, supply, develop user documentation, perform testing, and deliver, install, and commission the Integrated Physical Security System and associated equipment (hardware/software etc.) at EAL according to the associated technical specifications.

The scope of work for the contractor for the Integrated Security System will include the following: 
	1.Produce designs for the Integrated Security System. The designs must include details for 
             the Access Control System, CCTV System, Intruder Detection System, Alarm System, 
             Public Address System and PSIM System (including IT Infrastructure). The design must also 
             cover the integration of these different systems into an Integrated Security System.
	2.Present the proposed designs to the Security Team for acceptance. 
3. Installation and configuration of EAL security LAN Infrastructure.
4. Installation, configuration and commissioning of the CCTV System in totality on site as per Eskom Standard (240-91190304). 
5. Installation, configuration and commissioning of the Integrated Access Control System (IACS) in totality on site as per Eskom Standard (240-102220945).
6. Installation, configuration and commissioning of an Intruder Detection System in totality on site as per Eskom Standard (240-91190304,240-86738968 & 240-170000096).
7. Installation, configuration and commissioning of an alarm system on site as per Eskom Standard (240-86738968).
8. Installation, configuration and commissioning of Public Address System in totality on site as per Eskom Standard (240-170000098).
9. Installation, configuration and commissioning of intrusion pre-detection system in totality on site as per Eskom Standard (240-170000691. 
10. Integration of the Access Control System (ACS), CCTV System, Intruder Detection System, Alarm System, and Public Address System into an Integrated Security System (240-170000096) to interface with the PSIM system.
11. Provide services as per 240-170000723.
12. Standard For Non-Lethal Energised Perimeter Detection System (NLEPDS) Electrical Components 240-78980848.
13. Installation, configuration and commissioning of interfaces to the Physical Security Information Management (PSIM), including firewall configuration and Telecoms circuit commissioning, for data collection, incidents management, data correlation, controlling functionality (CCTVs, IACS systems, PA Systems, etc.) and provision of real-time dashboards and reports (refer to DEM2412993 & 2425114).
14. Conduct FAT and SAT tests before commissioning the complete integrated system.
15. Compile site as-built drawings with electrical and engineering details.
16. Create a graphical user interface (GUI) and behaviour models for the site.
N.B. The systems specified represent baseline technology and do not preclude the tenderer from proposing more advanced alternative solutions.
[bookmark: _Toc206020013]Integrated Access Control System (IACS)
1.	The Integrated Access Control System will be used to manage the access rights of Eskom 
      Academy of Learning employees, visitors and contractors in and out of different areas at all the 
      sites. 
2.	The system will also be used to grant and limit access permissions in and out of secure and non-
      secure areas. 
3.	The offered system shall comply with the requirements of the Specification for Integrated Access
      Control System (IACS) for Eskom sites (240-102220945). 
4.	The system should support a tiered architecture, which will allow monitoring of the sites both 
      locally and remotely. This architecture comprises field devices (biometric and card readers) at 
      the site level and system management servers at the remote security nerve centre.

[bookmark: _Toc206020014]Biometrics and card reader
The main access to the premises should be the use of either a fingerprint or a card. 
· Biometrics and card reader shall comply with SANS 2220-2-5 and SANS 2220-2-3, respectively.
· Card and biometric reader should be installed at every point of entry.
[bookmark: _Toc206020015]License plate recognition (LPR) cameras:
· High-resolution cameras capable of capturing license plates in various lighting and weather conditions.
· Integration with access control systems to automate vehicle entry/exit.
· Real-time alerts for unauthorised or flagged vehicles.
[bookmark: _Toc206020016]Metal Detectors and X-Ray machines
The bidder is required to provide screening equipment at designated main access points to support the detection and prevention of unauthorised items entering the premises. The solution should include personnel and baggage screening technologies that are suitable for high-traffic environments and aligned with recognised safety and performance standards. The equipment must be capable of detecting a wide range of prohibited items and should support rapid processing without compromising accuracy or safety. 

It is expected that the proposed systems will integrate seamlessly with existing security infrastructure, including access control and centralised security management platforms. Compliance with applicable local regulatory requirements, including radiation safety regulations enforced by the South African Health Products Regulatory Authority (SAHPRA). Equipment must include shielding to prevent radiation leakage and emergency stop features for operator safety.
[bookmark: _Toc206020017]IACS device layout
The examples of access control devices for the sites and their locations are shown in Table 1 below:
	Area
	Point 
	Device
	Status Contact
	Lock
	Evacuation Device
	Bypass

	Main Access
	Boom Gate
	Card or Fingerprint Reader
	Boom Status Contact
	Electro-mechanical Lock
	None
	Mechanical Switch

	Security Office
	Entrance Door
	Card or Fingerprint Reader
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch

	Control Room
	Entrance Door
	Card +Face recognition Reader
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch

	
	Emergency Exit Door
	Emergency Exit Button
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch

	
	Server Room Entrance
	Card +Face recognition Reader
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch

	Offices, classrooms and Canteens
	Entrances
	Card or Fingerprint (In) & Card (Out)
	Door Status Contact
	Magnetic Lock
	Emergency Exit Button
	Mechanical Switch


[bookmark: _Toc206020048]Table 1: IACS devices positioning
[bookmark: _Toc206020018]IACS high-level devices positioning and architecture philosophy
The contractor is required to submit a detailed design depicting the proposed architecture and narratives of how the IACS functional requirements will be achieved. The implemented architecture for IACS should comply with the principles outlined in the technical standards for IACS. 
In addition to ensuring that the installed system operates as required on-site, the contractor must also ensure that the system enables remote monitoring and control through Eskom WAN.
[bookmark: _Toc206020019]Intruder Detection Systems
Intrusion pre-detection units shall be installed in all areas of the Working Environments, including buildings, rooms and the perimeter area which need to be protected.

The proposed solution must include hardening of the existing perimeter fence with an energised non-lethal fence on top. The fence lining must be integrated with the Security Management System to enhance the required detection capability. Proposed Intruder detection systems may be perimeter thermal cameras with three layered virtual fencing.

The sensors shall be placed to effectively detect intrusion into the protected (secured) areas.

The intruder detection should have protection from vibrations caused by digging underneath, breaking through and climbing over the barrier fences/walls. The contractor can propose a suitable device for this protection.
The buildings inside should be protected by a PIR sensors or cameras that are capable of this function and the scope should add the devices where they are missing. 
The Intrusion Pre-detection System installed shall comply with the requirements of the Standard for Intrusion Pre-detection Systems used at Eskom sites (240-170000691). 
Security Lighting
The perimeter shall be equipped with security lighting that activates automatically in the event of an intrusion or alarm condition. The solution must include the following:
· Intelligent perimeter lighting that automatically switches on when an intrusion, alarm, or pre‑warning signal is received from any perimeter detection device, thermal camera, fence alarm, or access control alert.
· Lighting systems shall be integrated into the Security Management System (SMS) to ensure real‑time activation, event correlation, and operator visibility.
· The lighting must provide sufficient illumination for CCTV verification, guard response, and deterrence without compromising safety or revealing covert systems.
· Lighting units must be placed to: 
· Eliminate dark spots along the fence line
· Support visual tracking along patrol routes
· Enhance facial and vehicle identification during alarm-triggered events
· Lighting infrastructure shall support low‑power standby mode and switch to full output when triggered.
· The system must fail-safe to ensure minimum security illumination during power or network disruptions, with backup power integrated into the lighting circuit design.
· The contractor shall propose lighting technology suitable for the environment (e.g., LED floodlights, pole‑mounted lights, integrated smart security lighting).
The perimeter lighting solution must be designed to support detection, verification, response, and deterrence, functioning as a visual extension of the intrusion detection system.
[bookmark: _Toc206020020]Visitor Management System
a) Complete installation and setup of the system to facilitate visitor management. Visitors can pre-register through an online portal or a mobile app before their visit. For permission, the system gathers identity documents, pictures, personal information, and the reason for the visit.
b) Set up a self-service kiosk or tablets at the appropriate location. Visitors can use the self-service kiosk or tablet at the facility entry to check in when they arrive. The visitor can look up the host by name using the system. For security reasons, guests will need to take a picture, digitally sign in, or scan their identification card.
c) The ability to give and deny access to authorised areas based on visitor data is one of the features of integration with the present access control system that ensures compatibility.
d) Identification and verification: Several identity verification techniques, including QR code scanning, ID scanning, driver's license verification, and biometric choices (such as fingerprint or face recognition).
e) Following a successful check-in, visitors are given a physical or digital badge that contains their name, photo, the locations they are permitted to enter, and the host's information.
f) Host notification: setting up to notify hosts in real-time when guests arrive (visitors can only proceed when the host collects them from reception).
g) Integration with access control systems, including key cards and biometric readers, is made possible. Depending on their authorisation, visitors can enter secure areas using their badges, and security staff can monitor them in real-time.
h) Compliance and audit trails keep a thorough record of every visitor's activity, including the precise times of check-in and check-out, the locations visited, and any incidents.
[bookmark: _Toc206020021]CCTV Systems
A CCTV System shall be installed and the proposed system for the Working Environments is intended to provide the guards/control room operators with a single point from where they can view and verify alarm events from the Intrusion Detection System and energised fence triggers without having to physically respond to the alarm event in the case of a false/nuisance alarm and correctly assess and verify positive alarm events in the event of an attempted or successful intrusion attempt.

Implement AI video analytics software that integrates with the existing CCTV cameras. Use AI-driven intrusion detection systems that can analyse patterns and detect unusual activities.

Integrate AI with the existing access control systems to add features like biometric authentication and predictive analytics for identifying potential security breaches.

The offered system shall comply with the requirements of the Eskom Standard for CCTV System (240-91190304).The CCTV System shall be integrated with video analytics and automatically record any alarm event using the 30-second pre-event buffer, the actual event (for however long motion is detected by the camera) and at least a 30-second post-event period. The system shall utilise a Video Analytics System as pre-detection to automatically generate alarms and perform event recording.

It is proposed that static thermal cameras with video motion detection be installed along the perimeter of the Working Environments to provide both surveillance and detection functionality. In addition, it is proposed that PTZ cameras be installed strategically for zooming and recognition functionality.

The CCTV System shall be connected to the security LAN to enable event-driven video streaming to the local security control room and a nerve centre.

A video intercom system must be installed at the main gate entrance, and the audio feed and camera feed from the unit must be integrated into the local NVR to ensure both visual and audio recording of events. This unit enables the Security Control Room to interact with unannounced visitors and non-EAL staff.

The contractor shall determine the required camera lens types to ensure that the positioning of the cameras results in the most optimised and economical installation of the cameras on the Working Environments. This includes ensuring that continuous visibility is created along the perimeter by eliminating blind spots with one camera having the next camera within its field of view for effective monitoring.
All steel poles and structures shall be hot-dipped galvanised.
[bookmark: _Toc206020022]CCTV positioning
All CCTV (cameras) may be positioned as below, and the tenderer can propose the best solution:
	Area
	Location
	Device

	Perimeter
	Perimeter fence
	Static thermal camera
Associated PTZ

	Access gates
	Main access gate
	Static optical camera
Video intercom

	Buildings and offices
	Main building entrances
	Interior and exterior static cameras

	
	Office and canteens entrance
	Interior static dome camera

	Inside buildings
	Building corridors and common areas
	Static dome cameras

	Outside Working Environments
	Working Environments
	Motion detection cameras
PTZ

	Entrance and Exit of Parking lot
	Parking Lots
	Camera capable of vehicle counting


[bookmark: _Toc206020049]Table 2: Camera positioning layout
[bookmark: _Toc206020023]Alarm System
The Alarm System shall be installed and will form an integral part of the other security systems installed at EAL to provide proactive coverage and monitoring of all protected areas i.e. site perimeter, entrances, buildings, server rooms and other strategic places within the campus. The following inputs shall trigger the Alarm System: 

· Camera video analytics alarm detection on the zone(s). 
· Alarm inputs from the electric fence. 
· Alarm inputs from intrusion pre-detection devices. 
· Alarm inputs from access control points. 

The installed Alarm System shall comply with the requirements of the Specification for Integrated Security Alarm System for Protection of Eskom Installations and its Subsidiaries (Identifier: 240-86738968) and alarming requirements of other integrating technologies mentioned above, forming part of the Integrated Security System at the site. 
[bookmark: _Toc206020024]Public Announcement System
· The installation of a PA System is required to engage potential intruders and issue warnings.
· The PA System shall be able to be remotely and locally operated when necessary.
· The system must be operable from the guard house and remotely from the responsible control rooms to warn intruders of the restriction of access to the site.
· Voice recordings shall be synchronised with the cameras and recorder on the local NVR via suitable audio input to ensure synchronisation of events.
· Linking the PA to the Fire Detection System and the closest CCTV camera. This will assist with deploying emergency response to the exact location.
· The installed PA System shall comply with the requirements of Technical Specification for Public Address Systems (240-170000098).
All speakers shall be positioned strategically along the perimeter fence and across the campus.
[bookmark: _Toc206020025]Site monitoring and control
The contractor will be responsible for the relocation of the current control room at Eskom Academy of Learning. The new control room must be a state of the art and must be designed and equipped to meet modern operational and security standards, enabling effective command, control, and monitoring capabilities. 

The control room must include the necessary infrastructure (like Video wall, consoles, server room, modern furniture, etc), systems, and user interfaces to support the centralised management of on-site systems as well as remote sites. The design should facilitate the integration of multiple security subsystems and allow for real-time decision-making across the broader security environment.

There shall be a security manager workstation at the site in the security building for local allocation and revoking of access rights and control of security workflows. 
Some or all of the functions listed in Items (a) and (b) above may be combined into a single physical workstation. The workstation software GUI shall be based on the operator log-on credentials to be able to perform functions listed in Items (a) and (b) above. 
The security alarms and CCTV visuals should be routed to the remote nerve centre through the Eskom WAN or alternative network. 
The system shall allow the remote Security Control Centre to remotely control PTZ cameras at the site. 
The system shall allow the remote Security Control Centre to communicate audio (via PA system) and data with the Working Environments, including the ability to give audio warnings over the PA System to the security zone that detected an intrusion. 
Security Control shall be able to retrieve any of the stored event data or video streams in real-time, either locally or remotely. 
[bookmark: _Toc206020026]E-Guarding or virtual guarding
The tenderer to propose a system that can be utilised in conjunction with the cameras to conduct virtual guarding. 
The system should be integrated into the management system software.
The system should allow guards/operators to virtually patrol the sites and tag to detect the areas where the guards have missed.
Video Walls
The Video Walls shall be a key tool in the Control Centres, providing a clear and shared view of security operations. The video wall shall support real-time monitoring, quick decision-making, and coordinated response across all security systems. The video walls must be modern, seamless (Ultra narrow bezel), smart, and flexible, allowing for easy integration, configuration, and display of data from multiple security platforms.

a)	Live Video Monitoring and Visualisation
· Display live video feeds from all local CCTV cameras, including critical infrastructure, perimeter zones, access points, and high-risk areas.
· Support simultaneous display of multiple camera streams with configurable layouts, prioritisation of critical feeds, and rapid switching during incidents.
· Enable automatic camera call-up based on alarms, access control events, or intrusion detection triggers.
b)	Integrated Operational Dashboards and Alerts
· Display consolidated operational data and dashboards sourced from PSIM, VMS, access control, intrusion detection, and other integrated systems.
· Provide real-time visualisation of emergency alerts, alarms, system health status, and incident escalation levels.
· Support visual and audible alerting on the video wall to draw operator attention to high-priority or critical incidents.
c)	Access Control, Intrusion, and Sensor Event Visualisation
· Display access control logs, including real-time and historical entry/exit events for personnel.
· Visualise intrusion detection events, motion sensor activations, thermal alerts, and perimeter breaches in real time.
· Present building layouts, floor plans, site maps, and GIS overlays with event pinpointing
to enable rapid navigation and incident localisation.
d)	Command, Control, and Coordination Enablement
· Support shared situational awareness among operators, supervisors, and incident commanders through a common operational picture.
· Facilitate coordination between security personnel, emergency responders, and management by displaying incident timelines, response actions, and communication status.
· Allow role-based access to content displayed on the video wall to ensure operational and information security.
e)	Operational Resilience and Continuity
· Operate continuously on a 24/7/365 basis with redundancy at display, controller, power, and network levels.
· Provide automated failover, system health monitoring, and proactive fault alerts to minimise downtime.
· Ensure seamless operation during power interruptions through integration with UPS and backup power systems.
f)	Scalability and Future Readiness
· Be modular and scalable to support future expansion in screen size, resolution, number of sources, and integrated systems without major redesign.
· Support evolving technologies, including AI-driven analytics, advanced dashboards, and additional remote site integration.
Power supply
All system servers shall be housed in 19-inch equipment cabinets as specified in the Eskom Standard 240-60725641. This specification covers the earthing requirements in the cabinet as well. 
Power shall be distributed through the panel to isolate the supply of the subsystems using appropriately sized MCBs. At a minimum, the following will be on separate supply circuits: 
· Perimeter cameras 
· Indoor cameras 
· PA system devices 
· Site controllers and server-based equipment.
Other security-related equipment such as gate motors and electric fence energisers. 
The system shall have a power failure indication that shall be sent through to the remote Security Control Room should the supply be interrupted. 
The existing power systems at the site shall be used as the primary power sources, provided that the site's standby time (autonomy) requirements are not adversely affected. 
Tenderers are required to propose a suitable standby power system and UPS sized appropriately to handle the expected system load. Eskom Academy of Learning may, however, decide to utilise the existing standby batteries at the site.
Earthing and Bonding
As part of the perimeter security upgrade, the contractor shall conduct a comprehensive inspection of the earthing and bonding system along the entire perimeter fence line, including all energised fence components, perimeter lighting poles, electronic devices, and security infrastructure.
The following requirements apply:
· The contractor shall inspect, test, and verify the earthing system for compliance with Eskom standards and applicable SANS electrical safety requirements.
· All fence posts, energised fence lines, electronic devices, perimeter lighting poles, and associated metal structures must be correctly earthed to ensure: 
· Personnel safety.
· Protection of electronic equipment.
· Compliance with electrical standards.
· Proper operation of energised non‑lethal fence systems.
· Any faulty, damaged, high‑resistance, corroded, or non‑compliant earthing points shall be corrected, replaced, or reinstalled to meet specification.
· Measurements of earth resistance must be performed using calibrated instruments, and all results must be recorded and submitted.
· Earthing must be coordinated with the requirements of the energised fence, perimeter detection devices, and lighting circuits to prevent electromagnetic interference, false alarms, or equipment malfunction.
· The contractor shall submit a detailed Earthing Compliance Report, including: 
· Test results
· Corrective actions taken
· Location maps of earth spikes and bonding points
· Certification of compliance
· Any additional earthing points required to stabilise the perimeter system shall be supplied and installed as part of this scope.
The earthing system must support the reliable performance of the energised fence, perimeter lighting, and all intruder detection devices as part of an integrated security solution.
[bookmark: _Toc206020028]Site tests and commissioning
The testing of the system shall be done in the presence and to the satisfaction of an authorised representative of Eskom Academy of Learning. 

Tests shall include simulating fire conditions, testing network cabling, testing and switching audio and video signals, testing access control events, etc., to prove the efficiency of all aspects of the system to the satisfaction of Eskom Academy of Learning security team. 

All equipment, material, etc., that may be necessary for these tests shall be supplied by the contractor, including a suitable smoke and heat generator. 

The contractor shall do his complete commissioning tests before the actual first take-over tests are done. This is to satisfy himself that everything is working and is in accordance with the specification. Three system faults will result in Eskom Academy of Learning aborting the test, subsequent commission costs incurred by Eskom Academy of Learning shall be for the contractor’s account. 

After submission of the test results, the contractor shall notify that the installation is complete, tested and in working order. Eskom Academy of Learning will witness the re-testing of the installation.
[bookmark: _Toc206020029]As-Built drawings and documentations

The contractor shall prepare as-built drawings of his completed installation – including conduit, cables and fibre routes. 

The Operator's Manuals must be compiled and contain enough detailed information to enable a suitably qualified Eskom Academy of Learning technician to control and operate the full installation without any training from the contractor. 

Irrespective of the abovementioned, the Operator's Manuals must also contain short-form instructions to enable trained operators (trained by the contractor) to operate the full installation.

The contractor shall also prepare a comprehensive set of Operations Manuals for approval by Eskom Academy of Learning. 
The following shall be included as a minimum: 
· Cover page 
· Index 
· Contractor contact details 
· Call-out procedure 
· Manuals and specifications of all the installed equipment 
· Installed equipment warranty details, including supplier contact information. 
· Commissioning data 
· Photo report of installation 
· Snapshots of all camera’s day and night 
· Handover Certificates 
· Operator Guides and Procedures. 
· As-built drawings 
· Bill of quantities 
· Construction monitoring 
· Quality assurance about specifications 
· As-built drawings and close-out 
· Supply and delivery of material 
· Construction, commissioning and handover of the works based on the designs. 
[bookmark: _Toc206020030]Training
All training aids and course notes necessary to conduct effective operational training shall be supplied by the contractor. The training venue will be made available on-site by Eskom Academy of Learning. 

The training documentation must be accredited and submitted to Eskom Academy of Learning for evaluation and approval. 

Each group of trainees should receive a minimum of four hours of training. Allow to fully train three groups, each of up to four personnel. (The amount of personnel sent for training is at the full discretion of Eskom Academy of Learning). 

Training shall be adequate to ensure that the groups trained are competent in the operation of systems, adequately trained to carry out ongoing training, and fully aware of the location of all equipment installed as part of this contract within their area of responsibility. 

The contract shall adhere to Eskom Academy of Learning-defined security procedures for access to and during site attendance over the defect liability period.
Cyber Security Requirements
Access Control: Access control, unique user IDs and passwords shall be used to access the system.
Information Security Management System (ISMS): The Supplier or Service Provider shall have a valid Information Security Standard (ISO) 27001 certificate.
Encryption Standard: Data at rest to be encrypted using at minimum Advanced Encryption Standard (AES)-256 and in transit (or in motion) using at minimum Transport Layer Security (TLS) 1.3 or later version.
Audit trails, logs, user activity logs: Audit trails, logs, user activity logs shall be enabled, encrypted, and securely kept with limited access to administrators. 
Patch Management: Patch Management Process shall be defined. The software updates and patches shall be tested in a non-production environment before being deployed into the production environment.
Role-Based Access Control (RBAC): The software shall employ Role-based access control (RBAC) mechanism.
Input and File Handling Security: All user inputs and imported or exported files shall be validated, sanitized, and properly encoded to prevent injection attacks, block malicious content, and ensure integrity across all data and file operations.
Data Integrity: Data shall be secured at minimum using a secure hash algorithm (SHA)-256 for data integrity, securing transactions, and messages.
Privileged Access Management (PAM): The system shall be able to onboard privileged accounts onto PAM tools, such as CyberArk but not limited to onboard privileged accounts to securely manage, rotate passwords, monitor, record sessions, control, enforce access to privileged accounts, auditing and reporting capabilities.
Data Masking: Sensitive information such as personal identifiable information (PII) data in non-production environments shall be masked. 
Data Back-up: A back up Restore Plan and Procedure shall be defined, annually tested, and such test results shall be shared with Eskom’s Cyber Security team. 
Daily Incremental Back Ups: Incremental daily back-ups shall be done, encrypted, and securely kept offsite only for all critical systems.   
Security Information and Event Management (SIEM) Integration: The on-premises System and Cloud Service shall be able to integrate with SIEM standard technologies such as Syslog, Windows event logging, Simple Network Management Protocol (SNMP) and Application Programming Interface (API) but not limited to these technologies listed.
Database Security Management: Database Security Management tools shall be employed to provide regulatory compliance, encryption, key management, granular access controls, flexible data masking, comprehensive activity monitoring, and sophisticated auditing capabilities.

[bookmark: _Toc206020031]Warranty and Support
The contractor shall provide a three‑year (36‑month) warranty for all installed systems from the date of final acceptance, covering defects in materials, workmanship, installation, and system configuration. 

During the warranty period, the contractor shall, at no additional cost, rectify all failures attributable to such defects within agreed response times, including repair or replacement of faulty components and limited preventive inspections solely for defect detection. Where required to maintain system operability, the contractor shall implement manufacturer‑issued patches, firmware updates, or compatibility adjustments directly related to warranty compliance. 

The contractor shall also provide limited refresher training and knowledge transfer to nominated stakeholders to ensure correct system operation and a smooth transition upon expiry of the warranty period, excluding damage arising from misuse, unauthorised modifications, third‑party interference, or conditions outside specified operating parameters.
[bookmark: _Toc206020032]Technology Roadmap
· Implementation Plan: Provide a phased timeline for deploying technologies, including pilot testing, full-scale implementation, and scaling across sites. The tenderer to prioritise Integrated Access Control on the rollout plan.
· Scalability: The contractor to demonstrate how the proposed solutions can be scaled to meet Eskom’s growing or changing needs.
· Innovation Strategy: The contractor must detail the approach for staying ahead of emerging security threats through the adoption of modern and advanced technologies.
[bookmark: _Toc206020033]Deliverables
· Detailed Security System architecture and designs. 
· Procurement and installation of security components. 
· Security integration with Smart Working Environments infrastructure. 
· Training and documentation for security personnel and relevant stakeholders. 
· Final performance testing and optimisation reports. 

[bookmark: _Toc206020034]Implementation timelines 
	Task
	Duration 
	Milestones 

	System Design and Approval 
	
	Blueprint Finalisation 

	Equipment Procurement 
	
	Vendor Selection

	Installation and Configuration
	
	Deployment and Testing

	AI & IoT Integration 
	
	Data Synchronisation 

	Training and Handover 
	
	Project Completion 


[bookmark: _Toc206020050]Table 3: Implementation Timelines
[bookmark: _Toc206020035]Risk management 

	Risk Factor
	Mitigation Strategy 

	AI algorithm accuracy
	Regular AI model training and updates 

	System downtime
	Redundant serves and backup power systems 

	Compliance threats
	Aligning with industry standards, Eskom Academy of Learning Standards and Security Policies 

	Operational disruptions
	Phased implementation and testing


[bookmark: _Toc206020051]Table 4: Risk managements
[bookmark: _Toc206020036]Systems Performance Matrices
[bookmark: _Toc206020037]Alarm Systems Specification:
· Integration with motion detection systems for early threat detection.
· Must include tamper-proof mechanisms and backup power supply (e.g., UPS or solar).
· Real-time alerts to a centralised monitoring system.
	     Targets:
· False alarm rate: ≤ 5%.
· Uptime: 98% over 36 months.
[bookmark: _Toc206020038]Motion Sensors Specification:
· Strategically placed to cover all critical areas, including perimeters, entry points, and high-value assets.
· Must include advanced features such as thermal imaging and pet immunity to reduce false alarms.
· Integration with alarm systems and CCTV for real-time intrusion detection.
	     Targets:
· Detection accuracy: ≥ 95%.
· Response time: ≤ 5 seconds from detection to alert.
[bookmark: _Toc206020039]	CCTV Cameras Specification:
· High-resolution cameras (minimum 4mp) with night vision and wide dynamic range (WDR) for low-light conditions.
· AI-based analytics for real-time threat detection (e.g., loitering, perimeter breaches).
· Active monitoring 24/7 with footage stored for a minimum of 90 days.
· Integration with alarm systems and motion sensors.
	     Targets:
· Coverage of critical areas: 100%.
· Uptime: 98% over 36 months.
[bookmark: _Toc206020040]License Plate Recognition (LPR) Cameras Specification:
· High-resolution cameras capable of capturing license plates in various lighting and weather conditions.
· Integration with access control systems to automate vehicle entry/exit.
· Real-time alerts for unauthorised or flagged vehicles.

Targets:
· Recognition accuracy: ≥ 95%.
· Response time: ≤ 10 seconds from detection to alert.
[bookmark: _Toc206020041]Access Control Systems Specification:
· Biometric scanners (fingerprint or facial recognition) for personnel access.
· Integration with LPR cameras for vehicle access.
· Real-time monitoring and logging of all access events.
	     Targets:
· System uptime: 98% over 36 months.
· False acceptance rate: ≤ 0.1%.
[bookmark: _Toc206020042]Public Address Systems Specification:
· Clear and audible announcements for emergency notifications.
· Integration with alarm systems for automated alerts.
	     Targets:
· Coverage of critical areas: 100%.
· Uptime: 98% over 36 months.
[bookmark: _Toc206020043]Intrusion Detection Systems Specification:
· Combination of motion sensors, thermal imaging, and perimeter detection systems.
· Real-time alerts to a centralised monitoring system.
	     Targets:
· Detection accuracy: ≥ 95%.
· Response time: ≤ five seconds from detection to alert.

The Contractor shall provide labour and tools to carry out the Employer’s requirements.

A. SECURITY
 
The names and identity numbers of all workmen engaged in the work are to be submitted when the contract is awarded, and shall be amended as required. The contractor shall nominate a responsible person who will be in charge of the site, and who must be present at all times whilst work is in progress.

B. OCCUPATIONAL HEALTH AND SAFETY REQUIREMENTS
  
Contractor must comply with the provisions of the OHS Act & it’s regulations and Eskom SHEQ requirements  and other applicable legislation.

C. APPOINTMENT OF RESPONSIBLE PERSONS

The contractor shall cause all work to be carried out under general Supervision of a responsible person appointed by the Contractor in writing in accordance with the provisions of the Regulations made in terms of the Occupational Health Act  and Safety Requirements to be met be the Contractor and Sub-Contractor employed by Eskom 
A copy of the letter of appointment and of the appointee’s written acceptance thereof shall be lodged with the Facilities Manager before any work on site shall commence.
In addition, the Contractor shall provide the Services Manager with the names of any safety representatives appointed in terms of Section 4.2.1.3 of the abovementioned Act and who has been given the responsibility of any site or sites falling under the terms of this contract.

CONTRACT REQUIREMENTS:

The company must ensure that workers/ employees’ salaries/ wages are according to Government Gazette for all persons employed on Eskom sites. None payment of staff salaries/ wages will be considered a serious breach in terms of this contract as it has adverse effect on the services to be rendered.
· Supplier must ensure that they have the necessary equipment to provide the services required from the start and end date of the contract.
· Supplier must ensure that only SABS approved building and electrical material/ products are being used.
· The contractor will be expected to attend monthly contract management meetings.
· In order to promote local job creation contractors will be required to source from the local communities within the area as per Eskom Zonal boarders 
· Supervisors to ensure that time sheets are signed by contractor’s employees  at all times.

Non-conformance to the above will result in the following consequences:
Eskom reserves the right to cancel the contract immediately and replace with another service provider. All costs incurred as a result of such action will be recovered from the outgoing contractor. 

		LEADERSHIP VISIBILITY:

· Eskom will carry out random inspections at the sites and evaluation visits.
· The directors or senior managers of the company must visit sites at least once per month.

UNIFORM: 

· Wearing of uniform/ PPE and pandemic PPE is compulsory;
· The following PPE must be issued to the employees where necessary  
· Mask covers both nose and mouth 
· Safety gloves; 
· Uniform/ overalls; and
· Safety boot 
· Helmet
· Hearing Aid
· Goggles
NB: All PPE must be serviced/ washed 

1.2 [bookmark: _Toc137798041][bookmark: _Toc229128244][bookmark: _Toc232953637][bookmark: _Toc394174901]Interpretation and terminology

N/A
2. [bookmark: _Toc137798042][bookmark: _Toc229128245][bookmark: _Toc232953638][bookmark: _Toc394174902]Management strategy and start up.
2.1. [bookmark: _Toc137798055][bookmark: _Toc229128258][bookmark: _Toc232953639][bookmark: _Toc394174903]The Contractor’s plan for the service

The Contractor shall ensure that the service is supervised at all time. Wherein the Director of the Contractor is not directly managing the works, the Director is expected to visit the site once a month and complete an inspection form which will include recommendation on the improvement of the provision of service. The Service Manager reserves the right to request the aforementioned copied of inspection. 
2.2. [bookmark: _Toc137798043][bookmark: _Toc229128246][bookmark: _Toc232953640][bookmark: _Toc394174904]Management meetings

Meetings will be scheduled by the Eskom Real Estate should a need arises.

Meetings of a specialist nature may be convened as specified elsewhere in this Service Information or if not so specified by persons and at times and locations to suit the Parties, the nature and the progress of the service.  Records of these meetings shall be submitted to the Service Manager by the person convening the meeting within five days of the meeting.  

All meetings shall be recorded using minutes or a register prepared and circulated by the person who convened the meeting.   Such minutes or register shall not be used for the purpose of confirming actions or instructions under the contract as these shall be done separately by the person identified in the conditions of contract to carry out such actions or instructions.  

Regular meetings of a general nature may be convened and chaired by the Service Manager as follows:

	Title and purpose
	Approximate time & interval
	Location
	Attendance by:

	Risk register and compensation events
	As required
	Eskom offices
	Both parties

	Overall contract progress and feedback
	Monthly 
	Eskom offices
	Both parties





2.3. Contractor’s management, supervision and key people

•	The Contractor keeps up to date organogramme on site showing his people and their lines of 
      authority/ communication.

•	The Contractor keeps a daily attendance register, which must be signed off by the Contractor 
      on monthly basis and filed for audit purposes.

Annual/ Sick/ Maternity/ Family responsibility leave:

· When a staff member is off sick or on leave, Contractor must arrange for reliever, which will be paid by the Contractor and not the employee who is on leave.
· Payment for the reliever will be for the Contractor and not the employee who is on leave.

	Absence:

· When a staff member is absent, Contractor must arrange for reliever, which will be paid by the Contractor and not the employee who is absent.

	Employee Salaries:

· Salaries of all the contractor staff must be in their bank accounts on the last working day of the month.  Non-compliance will be considered as breach of contract.
· Salaries and bonuses paid to the workers must be in accordance with the minimum prescribed wages as per the Labour Relations Act.
· Payslips for each employee is compulsory and it must be according to the labour law standards.

	Job Output:

· No alcohol, firearms, knifes and other life threatening objects are allowed on the Eskom premises/ sites.
· No sleeping on site is allowed.

Contractor’s responsibility:

· In the execution of his duties, it is expected of the supplier to comply with Eskom Distribution Standard entitles Occupational Health Contractors Reference ESKASAAP4 (Rev1) (copy available on request).
· The Contractor must comply with the Occupational Health and Safety Act and Compensation of Occupational Injuries and Safety Act and Compensation of occupational Injuries and Diseases Act.
· All the supplier’s employees must be registered for UIF, Provident Fund and Workman’s Compensation.
· Induction is compulsory and will be done yearly by Eskom, but the Contractor will be liable for transport to the venue.
· Yearly medicals are compulsory and proof must be handed in. 
· All employees must be criminally cleared through police clearance certificate.

	
UNIFORMS AND PROTECTIVE CLOTHING

· The contractor will supply all his/ her staff with clothing of uniform colour and styles, clearly marked with the Company’s name:
· It is the Contractor’s responsibility to maintain the clothing in a neat, tidy and clean condition at all times.
· All machine operators will be equipped with safety helmets, eye and ear protectors and safety boots.  
· The Contractor shall ensure that all staff members are wearing the correct uniform at all times whilst on site.
· Head gear/ hats will be standardized and shall be considered part of the staff member uniform.  However, hats are not required to be worn at all times.
All of the above must be in the correct sizes to fit the employee. Employees will not be allowed on Eskom premises without the correct PPE. 

2.4. Provision of bonds and guarantees
            N/A
2.5. [bookmark: _Toc137798044][bookmark: _Toc229128247][bookmark: _Toc232953643][bookmark: _Toc394174907]Documentation control
All contractual Documentation must have relevant contract number and Purchase Order Number as reference as per Eskom Holdings SOC Limited Standards . Contractual communications will be in the form of properly compiled letters, letters attached to emails, emails, NEC3 template and urgent contractor meetings can be in the form of sms/ whatsapp and teams communication. The use of sms’s/ whatsapp and teams communication, emails does not override the use of applicable and relevant NEC3 standard templates, forms and Eskom Holdings SOC Limited procedures.

2.6. [bookmark: _Toc232953644][bookmark: _Toc394174908]Invoicing and payment

[bookmark: _Toc137798052][bookmark: _Toc229128255][bookmark: _Toc232953645][bookmark: _Toc394174909]Within one week of receiving a payment certificate from the Service Manager in terms of core clause 51.1, the Contractor provides the Employer with a tax invoice showing the amount due for payment equal to that stated in the Service Manager’s payment certificate.  

Each invoice shall contain the following information:

Name and address of the Contractor and the Service Manager; 
The contract number and title;
Purchase order number;
Contractor’s VAT registration number;
The Employer’s VAT registration number 4740101508;
Employer’s name should be stated Eskom Holdings SOC Limited
Description of service provided for each item invoiced based on the Price List;
Total amount invoiced excluding VAT, the VAT and the invoiced amount including VAT;
(add other as required)

Electronic submission of invoices via e-mail: 

Details on how to submit invoices and additional information: 

· Ensure that the Eskom order number is clearly indicated on your invoice together with the line number on the order you are billing for. 
· All Electronic invoices must be sent in PDF format only. 
· Each PDF file should contain one invoice; or one debit note; or one credit note only as Eskom’s SAP system does not support more than one PDF being linked into workflow at a time. 
· Only one PDF file per email. (one invoice or debit note or credit note) 
· Send all invoices in PDF straight from your system to an Eskom email address (see email addresses below) 
· For Foreign invoices, suppliers will still be required to physically deliver hard copies of original documents to the respective documentation management centers even though you have e-mailed those invoices (Eskom is still seeking clarity from the South African Reserve Bank regarding e-invoicing for Foreign Invoices or invoices in foreign currency. Current requirements are that these manual invoices should still be submitted. You can send the invoice copy to the email addresses indicated below). 
· Please ensure that you comply with the tax Requirement for submitting invoices electronically. 

· Introduction of electronic invoicing does not guarantee payment but will ensure visibility of all invoices and ensure that no invoices get lost. If the goods receipt is not done the invoice will be parked and the system will automatically send an e-mail to the end user to do the goods receipt. This is also tracked by Eskom through the park invoice report. 
· Your company can request a park invoice report from the Finance Shared Services (FSS) contact centre which can then be followed up and corrected. You are welcome to forward the details of invoices corrected to the FSS contact centre. 

· Email address for invoice submission: 
invoiceseskomlocal@eskom.co.za

2.7. Contract change management 

No additional requirement to than what has already been specified.


2.8. Records of Defined Cost to be kept by the Contractor

For the purpose of Compensation Events the Contractor provide a copy of the invoice/ quotation to the Employer.

2.9. [bookmark: _Toc137798051][bookmark: _Toc229128254][bookmark: _Toc232953647][bookmark: _Toc394174911]Insurance provided by the Employer
The insurance provided by the Employer, is addressed under the contract data.

2.10. Training workshops and technology transfer

The Contractor provides his employees with relevant training for them to execute the Service in accordance with the contract.

2.11. Design and supply of Equipment

This shall be in occordance with the specification that accompanies this document.

2.12. Things provided at the end of the service period for the Employer’s use
2.12.1	Equipment

Not applicable.

2.12.2	Information and other things

Not applicable.

2.13. Management of work done by Task Order
Not applicable.


3. [bookmark: _Toc232953652][bookmark: _Toc394174918]Health and safety, the environment and quality assurance
Eskom has an approved procedure which provides employees/ contractors with guidance regarding the management of incidents. This is a business procedure that requires all employees/ contractors to adhere to and comply with.
Any incident that occurs within the business should be communicated using the Flash report. The Flash report should be completed and reported within 24 hours to the Facilities Manager, Security Manager and SHEQ  Manager.

3.1. Life Saving Rules  

Due to the importance to safe life’s and apparatus of Eskom it is recommended that if a contractor abuse any Life Saving Rules, all work allocated to the contractor will immediately put on hold until final outcome with investigation. Safety is the combined responsibility of the team and therefore team leader or team will be punished together. There are five Life Saving Rules rules that may not be broken by the Team Leader and his/ her team.

The five Eskom Life Saving Rules are as follows:

Rule 1:*Open, isolated, tests, earth, and bond and/or insulate before touch*
Rule 2:*Hook up at height*
Rule 3:*Buckle Up*
Rule 4*Be Sober*
Rule 5:*Ensure that you have a permit to work*	

3.2. Specifications

The attached documents form part of this legal binding contract, the Contractor confirms that he has familiarized himself with all the embedded documents from 1 to 19 as indicated.
Do not print and send them when returning this contract

	 NO
	UNIQUE IDENTIFIER
	REVISION
	DOCUMENT TITLE


	1
	32 - 727
	2
	SAFETY, HEALTH, ENVIRONMENT AND QUALITY (SHEQ) POLICY 32-727
[image: ]

	2
	32 - 136
	6
	CONSTRUCTION SAFETY HEALTH AND ENVIRONMENTAL MANAGEMENT
[image: ]

	3
	32-524
	0
	DEVELOPING A SAFETY, HEALTH AND ENVIRONMENTAL SPECIFICATION
[image: ]

	4
	32 - 421
	1
	ESKOM CARDINAL RULES 32-421
[image: ]

	5
	CONSTRUCTION REG 3
	
	NOTIFICATION OF CONSTRUCTION WORK TO DEPARTMENT OF LABOUR
[image: ]

	6
	CONSTRUCTION REG 4 & 5
	
	APPOINTMENT LETTERS FOR CLIENT REPRESENTATIVE, PRINCIPAL CONTRACTOR & CONTRACTOR
[image: ]

	7 & 8
	OHS ACT
	
	WRITTEN AGREEMENT ON OHS ACT SECTION 37(2) & STANDARD CLAUSE
[image: ]  [image: ]

	9, 10 & 11
	34 - 1063
	0
	EXPANDED PUBLIC WORKS REPORT 34-1063.
[image: ]  [image: ]  [image: ]

	12
	32 - 95
	6
	ENVIROMENTAL, OCCUPATIONAL HEALTH AND SAFETY INCEDENT MANAGEMENT PROCEDURE



	13
	32 – 520
	2
	OCCUPATIONA HEALTH & SAFETY RISK ASSESSMENT PROCEDURE



	14
	240-43848327
	1
	EMPLOYEES’ RIGHT OF REFUSALTO WORK IN AN UNSAFE SITUATION PROCEDURE



	15
	240-73419711
	2
	

	16
	DST 34-961
	0
	LEGAL APPOINTMENTS AND AUTHORIZATIONS
[image: ]

	17
	TPC 41-55
	
	TRANSPORTING PERSONS ON BACK OF VEHICLES
[image: ]

	18
	QUALITY REQUIREMENTS
	
	QM 58 LINK[image: ]



The contractor is to supply confirmation of access to the Eskom Web in order to access standards, procedures and bulletins. The contractor must supply his access number or must supply his rervice to be done
For further details please contact, Johan Scholtz Tel: (011) 629 5624 Fax :086 662 9438 email: scholtjf@eskom.co.za

Acknowledgement by Contractor

I/WE, ………………………………………… DO HEREBY ACKNOWLEDGE HAVING READ AND UNDERSTOOD THE ABOVE ANNEXED DOCUMENTS FROM 1 TO 12 IN PART C3 OF THIS CONTRACT.

I/WE UNDERTAKE TO STUDY AND ABIDE BY THESE REQUIREMENTS AT ALL TIME.  


SIGNED AT: ……………………………………… ON THE ……………….. DAY OF ………………………….20……

4. Constraints on how the Contractor Provides the Works

Quality Control
1. An approved NEC SOW specific Method Statement  for the contract duration is to be implemented in conjunction with, and to the approval of, the Project Manager.
2. The Contractor needs to submit a Method statement indicating how the SOW activities shall be executed quality to ensure that the works are done according to specification for each task order issued;
3.  The Contractor is required to employ a competent Supervisor or Foreman on site for the duration of the project to implement workmanship quality checks.  .
4.  Eskom will do inspections and quality checks on installations completed by the Contractor prior to hand-over of each project, but this does not relieve the contractor from doing 1st line inspections and doing quality work.
                
Quality Engineering
a.   All construction and installation methods are to comply with the Power Delivery Engineering standard requirements as contained in the National and Provincial Standards on the Distribution Technology websites;
b. The Contractor shall comply with the Project Specifications included in the NEC document. Any changes proposed during the contract phase shall notify the Project Manager who will        allow the Project Change Request approval process;
c. Eskom Holdings SOC Limited’s representative must be allowed access to the site at any time during the contract to carry out an inspection of the works.
d.  The contractor shall ensure the material used for cleaning is SABS approved;

General Quality requirements
1. Compliance with the provisions of this clause in no way relieves the Contractor of the final responsibility to furnish an acceptable product and/or services;
2.The Contractor agrees to control and professionally  preserve and store appropriate documents, records and recordings to guarantee the traceability of the services rendered and inspection thereof, as per the Contract.
3. The Contractor agrees to implement all necessary improvements for the installation, production and organisation deemed necessary to meet the requirements of the order.
4. The delivered product and / or service shall be uniform in Quality and condition, sound and free from defects, consistent with good industry practices and adhere to the requested Eskom requirements, without deviation.
5. Eskom shall have the right to conduct surveys and perform surveillance of the Contractor’s and Sub- Contractor’s facilities to evaluate their capability to comply with the requirements necessary to conform to contractual requirements.
6. Eskom reserves the right to review , inspect and audit , at reasonable times , any or all parts of the Contractor’s QMS as well as documents associated with the service provision of the work included in the contract , at the Contractor’s premises or elsewhere . Verification by Eskom shall not absolve the Contractor of the responsibility to provide acceptable product and / or services, nor shall it preclude subsequent rejection by Eskom.
7. The services must comply with the agreed specifications and the applicable directives and technical standards set out in the Scope of Work and Specifications. Defects notified by Eskom shall be remedied by the Contractor upon demand by Eskom without undue delay and at no extra cost. The Contractor shall continuously monitor and identify non-conformances, both internal and external, as signals of opportunities for improvement making process and other relevant changes to prevent recurrence 
8. The Contractor shall further identify potential problems before they occur by identifying deviations in patterns or trends in product, service or process performance.
9. Nothing contained in the Contract shall relieve in any way the Contractor from the obligation of Quality control thereof.
10. The Contractor guarantees that the quantity and Quality of the delivered product/services comply with the requirements of the contract and/or relevant specifications.
11. The Contractor shall prove its ability to relate to the proposed scope of work which establishes the manner in which the Contractor intends to perform the Contract.
12. The Contractor shall, on request, prove its organisational, logistics and support resources to ensure the requirements of the contract can be achieved.
13. Eskom reserves the right to assess and measure , in the selection process, the qualifications , capability and competence of the key staff (assigned personnel ) in relation to the scope of work and to interview any / all Contractors to confirm the Quality evaluation.
14. The personnel of the Contractor, who will be conducting the service, will be available on a continuous basis until the conclusion of the project.
15. The Contractor shall demonstrate experience in comparable projects or specific aspects of the project and / or performance in similar projects.
16. The Quality of the service / product and the contents thereof will be in accordance with prescribed standards.
17. For the duration of the Contract , the Contractor shall  ensure that suitably experienced people are assigned to perform designated work 
18. Prior to the commencement of the management of the Professional services, the Contractor must have scrutinised Eskom’s requirements with specific focus on , inter alia , its  policies and practises.
19.  It is the Contractor’s obligation to ensure that his/her operations and the products and/or services it provides to Eskom comply with any applicable statutes and or regulations. Any non-compliance by the Contractor and the resultant corrective actions shall be the responsibility of the Contractor.
20.  The Contractor shall ensure that he/she  complies with the Scope of Work and that appropriate quality requirements (as in the main contract) are included in subcontracts placed by the Contractor to ensure sub-contractor’s compliance with the Scope of Work ,if and when  applicable
21. The Contractor shall:
a) Support Eskom’s effort to monitor, verify and / or witness any activities associated with the service at any reasonable time.
b) Comply with Eskom requests for documentation, records, inspections and witnessing. Eskom participation in audits, appraisals, assessment of plan and verification shall be conducted at no extra cost to Eskom.
c) Where applicable, the Contractor shall ensure that Eskom has access to all work procedures, quality records and to all supporting documentation through provision of access to view and photocopy as required to support verification of work scope requirements. Access shall include the ability to photograph Eskom equipment, systems, system components, materials, as required.
d) Provide access to all quality related information pertaining to activities performed by the Contractor or sub-contractor(s), which Eskom might not have participated in the witnessing of quality assurance or control thereof. (This refers to inspections, audits, or any part of the Contractor’s QMS , performed by the Contractor on its own sub-contractors, if applicable ).
e) Ensure above requirements (a-d) are communicated down to and accepted by sub-contractors if and when applicable.
f) Utilise detailed review of the work scope to determine deliverables, including deliverable quality activities identified and delivery schedules.
22. The Contractor shall allow Eskom the right to:
a). Oversee Contractor audit programs by participating in selected audits as an observer and by assessing Contractor at key work stages. Eskom will coordinate with the Contractor to develop an oversight schedule aligned with Contractor audit schedule.
b) Access to any audit reports (if any)
c) Conduct independent quality audits during all phases of the contract and the Contractor shall provide all resources to support these activities.
d). Have electronic and hard copy access to all method statement; procedures, documentation other quality records relating to the service provision including but not limited to data extracts.(if applicable)
e) The Supplier shall comply with the Quality requirements as set out in the latest edition of  Eskom QM-58 document, Supplier Contract Quality Requirements Specification, as well as all applicable legislation included in or referred to in this document.
g) The supplier shall ensure that all personnel have attended necessary training for equipment to be used;

Performance Management
•	The Contractor’s Performance will be assessed in accordance with a Performance Appraisal 
      Process.

Construction Safety 
•	The Contractor shall be responsible for ensuring that all equipment supplied and used and all work carried out under this contract shall be in accordance with the Occupational Health and Safety Act (Act 85 of 1993) and regulations remaining in force, as may be amended from time to time.
•	In addition, the Contractor shall comply with other Safety application provisions of Government, Provincial, Municipal Safety Laws, Building, 
•	The Contractor shall accept full responsibility for the means, methods, sequence or procedures of work for safety precautions or programmes incident to the work of the contractor. 
•	The Contractor is required to submit a working methodology statement with regards to the Safety Standards 
•	The Contractor shall indemnify the employer  against responsibility for safety on the site of the works.
•	The Contractor shall enter into an agreement to complete the work required  in accordance with the provisions of all pertinent legislation and in particular with the provisions of the Occupational Health and Safety Act (Act 85 of 1993) and the regulations promulgated there under.
•	Reference of the Safety Methodology Statement can be found in the Government Occupational Health and Safety Act (Act 85 of 1993) and Construction Regulations Document which is available publicly.
•	The safety of the Contractors personnel and employees acquire precedence over the provision of service.

Compensation for Occupational Injury and Diseases Act
•	The Contractor shall submit with his tender proof of adherence to the above act.  
	General Environmental Management Requirements 
•	All environmental legal Liabilities and claims arising from the negligent activities of the Contractor shall be for the Contractors expense.
	
Waste Disposal

The supplier shall ensure:

•	That waste is disposed of on a permitted / legal waste site, for the applicable waste type, in terms of the Environment Conservation Act, 73 of 1989 and the National Environmental Waste Management Act (Act 59 of 2008).
•	That a disposal certificate (waste manifest) is obtained, if hazardous waste was disposed-of.  
•	That where appropriate, waste is recycled or re-used.

Title to site materials
The Contractor ensures that during the period of procurement and installation, all materials and part of the plant are suitably stored on site in such a manner as to prevent damage by weather, fire, manhandling, corrosion, theft and any other peril. The cost of providing necessary protection, storing, handling and security is borne by the Contractor for the duration of this contract.
The Contractor returns all un-used spares to the Employer store.
32


43

image1.jpeg
R Eskom




image2.emf
1_Eskom SHEQ Policy  32-727.pdf


image3.emf
2_Construction  Safety Health and Environmental Management (32-136).pdf


image4.emf
3_Developing a  Safety, Health and Environmental Specification (32-524).pdf


image5.emf
5_Eskom Cardinal  Rules (32-421).pdf


image6.emf
6_Notification of  Construction Work to Department of Labour.doc


image7.emf
7_Appointment  letters for Client representative, Principal Contractor & Contractor.doc


image8.emf
8_Written  agreement on OHS Act Section 37(2).doc


image9.emf
9_Standard clause  Eskom Contracts Sect 37 OHS Act.doc


image10.emf
10_34-1063 EPWP  Works Instruction.pdf


image11.emf
11_EPWP Guidelines  Second edition 2005.pdf


image12.emf
Eskom EPWP report  template rev 6.xls


image13.emf
Adobe Acrobat  Document


Adobe Acrobat Document
@ € Skom Procedure

Title: Environmental, Occupational Document Identifier:  32-95
Health and Safety Incident
Management Procedure

Alternative Reference Not Applicable
Number:

Area of Applicability: ~ Eskom Holdings SOC Ltd

Functional Area: Environmental,
Occupational Health and
Safety

Revision: 6

Total Pages: 68

Next Review Date: November 2020

Disclosure Controlled Disclosure

Classification:

Compiled by Functional Responsibility Authorized by

T. Govender
Senior OHS Consultant General Manager Group Executive
Sustainability Systems Sustainability Systems Transmission and

Sustainability

SM/EDC/Formatted 28.05.2015/TR re-formatted 17.07.2015
Document Template 32-4 Revision 7





Environmental, Occupational Health and Safety Unique Identifier: 32-95
Incident Management Procedure

Revision: 6
Page: 2 of 68
Content
Page
[[al 1o o [N Lol i o] D PO P PP PP TPPPPPTTPN 3
SUPPOITING CIAUSES ...coevevviiiiei ettt e e e e e e ettt e e e e e e e e eeeat b aeaaeeaeteeeettsaanaaeaaees 3
N R Yo oL PSPPSR 3
2.1 PUIPOSE ...ttt e e e e ettt e e e et e e et e a e e e e 3
2.1.2  APPIICADIITY ©vueiiieee e e 3
2.1.3 EffECHVE aAlB.. oo 4
2.2 Normative/Informative REFEIENCES ........coeviiiiiiiie e 4
2.2.1 NOIMALIVE ...ttt e e et e e e e s et et e e e e e e bbn e eeeeeaan 4
2.2.2  INTOMMIALIVE. . ueee e e e e et a e e e e 5
PR T B 1= ] ] 1o o SRS 6
2.4 ADDIEVIALIONS ..otttk e e e 20
2.5 Roles and ReSPONSIDINLIES ......uuuuiiiiiiiiiii e 21
2.6 Process fOr MONITOMNG........covuuuiiiiiie e et e e e e e e e e e et e e e e e e e eettaa e e aeens 22
2.7 Related/Supporting DOCUMENTS .......ccoiiiiiie it eee e eeeeeeeeeeeereeeeeees 22
3. Document content: Environmental, Occupational Health and Safety Incident Management
o (0 ToT =T o U PR 23
3.1 INCIAeNt IENTICALION ... .ueiiiie et e e 23
3.2 Initiation and Execution of EMergency RESPONSE ......u.ciiiiiiiiiiiiiiiiiiieee et eeeeeeans 23
3.3 Notification and Reporting to Relevant Stakeholders..............ooviiiiiiiiiieiici e 24
3.4 INCIAENE PrIOMtISALION .....eviiieie et e e 27
3.5 Classification and Recording of INCIAENTS ..........oovviiiiiiiiiiiiiee e 37
3.6 INCIAENT INVESTIGALION .....ceiiiiiiiei e e et e e e e e e et e e e e e e eeees 41
3.7 Management Of Safety MEASUIES.........cooeeiiiiiei e 49
3.8 INCIAENE CIOSE-OUL ...ttt e s e e e 51
3.9 INCIdent COMMUNICALION .....cciiiiiiiii ettt e e e 51
3.10 Guidance to chairpersons during disciplinary hearings related to environmental,
occupational health and safety incident management............cc.euveeeeiiiiiiiieeeen e 52
Y ol ol =T o] =1 (o = S TP 53
B RBVISIONS ...ttt ettt e e e e e e e b e e e 54
T B TV (o] o] 41T | A I Y= o o 55
Y e [0 )V [=Te [o T=T o 41T o £ P PUPRR 55
Appendix A — Process flow to determine repeat environmental incidents.............c.cccccooeeeieeeeeeen. 56
Appendix B: Environmental, Occupational Health and Safety Metrics.........cccccoveeeeeiei e, 57
Appendix C: Classification Criteria for Environmental INCIdents ...........ccccoeeeveeeiee, 59
Appendix D: NEMA Section 30 Incident Classification and Reporting Guidance........................... 61

Appendix E: The following criteria will assist the reader with interpreting certain incidents
ClASSITICALIONS ....ceeeeeeiiit e et e e e e e e et e ettt e e e e e e ee ettt tteeeeeeeeeastbtnnaaaaeaeaeaeaes 63

CONTROLLED DISCLOSURE
When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorized version on the system.

No part of this document may be reproduced without the expressed consent of the copyright holder, Eskom Holdings SOC Ltd,
Reg No 2002/015527/30.





Environmental, Occupational Health and Safety Unique Identifier: 32-95

Incident Management Procedure -
Revision: 6

Page: 3 of 68

1. Introduction

Eskom’s SHEQ Policy sets out principles and rules that underpin the way in which Eskom
approaches occupational health and safety, the environment and quality.

The effective management of incidents is required so as to achieve the above. Incident
management is an integral function of risk management. The aims and objectives of incident
management are as follows:

a) Reduce risk and prevent any recurrence of incidents.

b) Ensure that incidents are managed effectively.

c) Ensure that incidents are classified and recorded accurately.

d) Ensure prompt and appropriate investigation.

e) Promote the proactive use and value of near-miss incident reporting.

f) Improve the quality of occupational health, safety, and the environment by learning from
incidents, including near-misses.

g) Share incident information.

h) Report to external and internal stakeholders, as appropriate.

i) Promote the analysis of trends, and review practices accordingly.
i) Involve and communicate information to all stakeholders.

Incident management is not a mechanism for assigning blame or monitoring staff performance, but
rather a way of identifying and addressing areas for improvement in order to reduce future risks.
Eskom is committed to Zero Harm as an Eskom value, which forms an integral part of its
operations. This supports the value of Zero Harm to people and the environment.

2. Supporting Clauses
2.1 Scope

2.1.1 Purpose

This document describes the high-level intention and requirements for the effective management of
incidents that occur during the course of Eskom’s business that result in, or could result in,
occupational diseases/illnesses, fatalities, injuries, near-misses, and/or environmental damage.

2.1.2 Applicability

This document shall apply throughout Eskom Holdings SOC Ltd, its groups/ divisions, subsidiaries,
and entities in which Eskom has a controlling interest. In cases where Eskom does not have a
controlling interest, this procedure shall apply if no such similar document exists.

This document is applicable to Eskom employees, contractors and members of the public affected
by activities of, or on behalf of, Eskom.

CONTROLLED DISCLOSURE
When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorized version on the system.

No part of this document may be reproduced without the expressed consent of the copyright holder, Eskom Holdings SOC Ltd,
Reg No 2002/015527/30.
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For the purpose of Eskom benchmarking with other organisations, the applicable Responsible
Manager may use the relevant classification criteria required for such benchmarking process.

In the case where a site consists of multiple employers, for Eskom reporting purposes, this
procedure must be complied with.

For interpretation of requirements related to environmental, occupational health and safety
incidents, this document will supersede any other procedures and instructions.

2.1.3 Effective date

The document is applicable as of date of signature.

2.2 Normative/Informative References

Parties using this document shall apply the most recent edition of the documents listed in the
following paragraphs.

2.2.1 Normative

[1] 240-62582234: OHS Roles and Responsibilities and Statutory Appointments Standard
[2] 32-727: Eskom, Safety, Health, Environment, and Quality Policy

[3] 32-123: Eskom Emergency Planning Procedure

[4] 32-124: Eskom Fire Risk Management Standard

[5] 32-256: Emergency Response Procedure — Communications

[6] 240-52599304: Process Control Manual (PCM) for Environmental Management

[7] 240-51122806: Process Control Manual (PCM) for Incident Management

[8] 240-49308149: Process Control Manual (PCM) for Occupational Health and Safety
Management

[9] Aviation Act 74 of 1962

[10] National Water Act 36 of 1998

[11] Occupational Health and Safety Act 85 of 1993

[12]Labour Relations Act 66 of 1995

[13]Medicine and Related Substance Control Act 101 of 1965

[14]Mine Health and Safety Act 29 of 1996

[15] Compensation for Occupational Injuries and Diseases Act 130 of 1993
[16]Basic Conditions of Employment Act 75 of 1997

[17]National Health Act 61 of 2003

[18] National Environmental Management Act 107 of 1998.

CONTROLLED DISCLOSURE
When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
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2.2.2 Informative

[1] 240-47560170: Process Control Manual (PCM) for Quality Management
[2] 240-51367318: Process Control Manual (PCM) for Assurance and Advisory Audits
[3] 32-450: Safety and Occupational Hygiene Performance Management
[4] 1SO 14001 Environmental Management System Standard

[5] 1SO 9001 Quality Management Systems

[6] OHSAS 18001 Occupational Health and Safety Systems

[7] EPMO0060: Measurement Specification Document for Headcount

[8] Criminal Procedures Act 51 of 1977

[9] Electricity Act 41 of 1987

[10] Explosives Act 15 of 2003

[11]Inquest Act 58 of 1959

[12]Law of Evidence Amendment Act 45 of 1988

[13]National Road Traffic Act 93 of 1996.

The legislation is not exhausted and/ or not limited to the legislation listed above.
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2.3 Definitions

231

2.3.2

2.3.3

234

2.35

2.3.6

2.3.7

2.3.8

2.3.9

Accident: Any unplanned event, arising out of, and in the course of, an Eskom or
contractor employee’s employment and resulting in human injury, illness, or death of the
employee, including environmental damage and/or pollution or degradation, as well as
death of, or injury to, any member of the public.

Acute stress: Acute stress reaction/disorder/psychological shock/mental shock will be a
work-related psychological condition (incident) when diagnosed by a medical practitioner
following a terrifying or traumatic work-related event, for example, but not limited to, an
incident involving assault, hijacking, armed robbery, explosion, being trapped in a confined
space or elevator, or a motor vehicle accident.

Analysis: The process of breaking down a complex topic into smaller parts to gain a better
understanding of it.

Announcement: An internal Eskom communication informing the business of Eskom
and/or contractor employee work-related fatalities.

Athletic activities sponsored by Eskom SOC Lt  d: All Eskom-sponsored athletic activities
involving physical exercises. These include any vigorous or energetic actions and any
physical activity or exertion associated with exercise, sport or games.

Auditing: A systematic, independent, and documented process for obtaining audit evidence
and evaluating it objectively to determine the extent to which audit criteria are fulfilled and
includes the following:

a) First-tier audit: audit process conducted within the means of the OU/BU and by the
Ou/BU.

b) Second-tier audit: audit assurance process conducted at an OU/BU by assurance
providers, for example, Sustainability Systems Department, A&FD auditing, or any other
OU/BU as an internal independent party within Eskom.

¢) Third-tier audit: audit process conducted at an OU/BU, Group/Divisional, or Eskom level
by an independent external function.

Bursary holder: A temporary worker who works during holidays or according to another
similar arrangement as part of his/her training; also regarded as a casual worker and is
under the supervision and/or direction of an employer.

Call-out: Where an employee responds to a formal request to perform work outside normal
working hours, in terms of the relevant level 1 Eskom policies.

CARAT principles: Principles relating to the quality of data or information, requiring
data/information to be:

C — complete;

A — accurate;

R —relevant;
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A — accessible; and
T — Timely

2.3.10 Case study: A management tool for sharing the details of an incident, which include the
incident description, findings, root cause analysis, and environmental, occupational health
and safety measures.

2.3.11 Classification: A process of determining whether the incident is a near-miss, first-aid,
medical, lost time injury, fatality, public injury, public fatality, property damage, significant
environmental incident (legal contravention, legal contravention in terms of the OHD
(Operational Health Dashboard)), emergency incident in terms of section 30 of NEMA and
section 20 of the National Water Act, or environmental event.

2.3.12 Controlled disclosure:  Controlled disclosure to external parties (either enforced by law or
discretionary), which needs to be approved by the Legal Department.

2.3.13 Close-out: The final step in the process to verify that all incidents have been properly
investigated, all root causes have been addressed appropriately, identified safety measures
have been effectively implemented and all relevant information has been captured
according to CARAT principles on the SAP EH&S system.

2.3.14 Communication: A process that allows an exchange of information by various methods
and that may require feedback.

2.3.15 Commuting: Travelling by any means from the employee’s permanent place of residence
to a regular place of work and back. Commuting ends when you enter workplace
boundaries.

2.3.16 Contractor (also referred to as a mandatory  as per section 1 of the OHS Act): For the
purpose of this document, any employer formally contracted (directly or indirectly) by Eskom
and who performs work and supplies a service, product, equipment or material for the
purposes of advancing Eskom’s business or other interests is classified as a contractor.
This includes Eskom board members, personal contractors (that is, consultants) and third-
party contractors (that is, vendors, suppliers, agents, joint ventures, principal contractors
and subcontractors). Further definitions relevant to this include the following:

a) Agent: any person who acts as a representative for Eskom as the client, as defined in
the OHS Act and Construction Regulations.

b) Consultant: any person, whether self-employed or not, who provides advice or a service
in a particular area of expertise

c) Courier service: any legal entity contracted (directly or indirectly) for the delivering of
messages, packages, and/or mail.
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d) Joint venture: an entity formed through a decision and agreement to work together

e)

9)

between/among two or more persons, parties, and/or organisations to undertake an
economic activity together and which entity is managed by means an agreement. The
parties agree to create a new entity by both/all contributing equity, and they then share in
the revenues, expenses, and control of the enterprise.

Principal contractor: an employer that is appointed in a formal agreement or contract
with Eskom for the supply of a product, material, or service. This implies that the
principal contractor has overall control and management of a part or the whole of the
actions and resources required to ensure that contractual obligations are met.

Subcontractor: an employer that is appointed in a formal agreement or contract with an
Eskom principal contractor or another subcontractor and has no direct, formal
contractual agreement with Eskom. The relationship between these entities exists,
however, in order to satisfy an agreement between a principal contractor and a
subcontractor, or a subcontractor and another subcontractor, in order to fulfil the
contractual obligations that form part or are the whole of the agreement or contract with
Eskom for the supply of a product, material, or service for the purposes of advancing
Eskom’s business interests.

Supplier: any person or organisation that supplies any product, equipment, or material.

2.3.17 Contractor employee: Any employee employed by a contractor (that is, either a principal
contractor or a subcontractor) to perform work for Eskom.

2.3.18 Crime: An illegal/prohibited action (act) or omission that constitutes an offence that may be
prosecuted by the state and is punishable by law.

2.3.19 Disability: A condition that resulted from a disease/an illness, a trauma, or a health or
safety-related incident and/or condition that prevents the person from performing his/her
regular/normal individual functions/duties. This could be categorised as either a permanent
partial, permanent total, or temporary disability:

i. Both eyes;
ii. One eye and one hand, or one eye and one arm, or one eye and one foot, or one eye
and one leg;

iii. Any two of the following not on the same limb: hand, foot, arm, or leg;
iv. Hearing loss in one or both ears.

a) Permanent total disability:  an injury, other than one that results in death, that
permanently and totally incapacitates an employee from following any gainful occupation or
that results in the loss of use of any of the following in any one incident:

b) Permanent partial disability: an injury, other than one that results in death or
permanent total disability, but that results in the complete loss of use of any member or part
of a member of the body or any permanent impairment of functions of the body or part of it,
regardless of any pre-existing disability of the injured member or impaired body function.
This definition excludes the following:

i. Inguinal hernia,;
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ii. Loss of fingernails or toenails;

iii. Loss of tip of finger without bone involvement;
iv. Loss of teeth;

v. Disfigurement.

2.3.20 Employee: A person who has entered into, or works under, a contract of service,
apprenticeship, or learner ship with an employer, whether the contract is express or implied,
oral or in writing, whether the remuneration is calculated by time or work done and paid for
in cash or in kind, or tacitly (by tacit agreement), and includes cases where such a person is
under the control, instruction, and supervision of his/her employer, namely:

a) Permanent employee , which includes:

i. Full-time employees who work regular/normal working hours on a continuous basis;

ii. Part-time employees who work a five-hour period daily on a continuous basis;

iii. A person referred to as a learner (18.1) or an apprentice in the Conditions of Service
for Bargaining Unit Employees.
b) Non-permanent employee , which includes the following:

i. Any person placed through a temporary employment service, including a labour
broker/personnel agency, on a contractual basis, to perform work and who is
remunerated by the temporary employment service and works under the control,
instruction, and supervision of Eskom as the employer.

Note: Medical surveillance of labour broker employees must be conducted by the
labour broker according to the occupational risk exposure profile. Furthermore, the
labour broker must provide a valid fitness for duty certificate to the SHEQ Department.

ii. A bursar refers to an Eskom Holdings Limited employee who studies at a University,
University of Technology or Technical Vocational Education and Training College by
means of a full or part time further study bursary and is contractually bound to remain
in Eskom’s employment on completion of such studies for a period determined by
Eskom.

iii. A casual employee refers to an individual employee who is a non-permanent worker,
works less than 24 hours in any month and do not qualify for fringe benefits that does a
once —off job or come in occasionally to do work for an employer when required.

iv. Occasional employees who are employed for more than three successive calendar
days for a specific purpose or a period not longer than six months and whose services
will be terminated when the purpose has been accomplished or the period expires and
shall include persons employed on a temporary basis for relief purposes.

v. A vacation student under the supervision and/or direction of an employer, which
includes university students, university of technology students, and matriculants who
do not hold an Eskom bursary.

vi. Any person employed in terms of a fixed-term contract.

Note 1: An apprentice, for the purpose of this document, means a person in training while
on an Eskom site or any other site under Eskom’s supervision.

Note 2. An employee only has one employer at any given time. The employer is the
person with whom he/she is in a contractual relationship of employment, even when
he/she performs his/her contractual obligations for another person.
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Note 3: A pensioner is not regarded as an employee, as the employee-employer
relationship does not exist.

Note 4: For the purpose of the Mine Health and Safety Act, any contractor employee
performing work on a defined mining site is regarded as an Eskom employee.

2.3.21 Environment: Environment means the surroundings within which humans exist and that
are made up of:

a) The land, water, and atmosphere of the earth;

b) Micro-organisms and plant and animal life;

¢) Any part or combination of (a) and (b) and the interrelationships among and between
them; and

d) The physical, chemical, aesthetic, and cultural properties and conditions of the foregoing
that influence human health and well-being.

2.3.22 Environmental aspect: Element of an organisation’s activities or products or services that
can interact with the environment.

2.3.23 Environmental impact: Any change to the environment, whether adverse or beneficial,
wholly or partially resulting from an organisation’s environmental aspects.

2.3.24 Environmental legal contravention — incident : Incidents where a provision of
environmental legislation (national, provincial, or local) and/or condition of an environmental
approval (for example, environmental authorisation, water use licence, waste licence,
licence in terms of the National Forests Act) or any other legal document issued in terms of
environmental legislation is contravened.

Note: Environmental legislation refers to legislation or legal requirements that has/have, or
potentially has/have, an impact on activities interacting with the physical environment as
defined in NEMA, including, but not limited to, events that result in either air pollution,
sterilising the soil, or destroying rare, endangered, or protected fauna or flora (as set out in
the NEMA: Biodiversity Act or provincial environmental ordinances) or result in making any
water resource unfit for its original purpose, such as domestic, agricultural, or industrial use,
or reduce the water quality to such a state that human intervention is required to restore it to
its original quality.

2.3.25 Environmental, occupational health and safet  y incident: An incident that could, or does,
result in human injury or iliness, environmental pollution and/or degradation, excluding:

a) Property damage where there was no potential for injuries or environmental damage;

b) Crime-related incidents where there was no potential for injuries or environmental
damage; and

c) Motor vehicle accident incidents where the vehicle was stationary and unoccupied or any
incidents of windscreen chips/tyre damage, with no serious or potential consequences.

Note: There can only be one near-miss incident per event, notwithstanding the number of
people involved.

CONTROLLED DISCLOSURE
When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorized version on the system.

No part of this document may be reproduced without the expressed consent of the copyright holder, Eskom Holdings SOC Ltd,
Reg No 2002/015527/30.





Environmental, Occupational Health and Safety Unique Identifier: 32-95

Incident Management Procedure -
Revision: 6

Page: 11 of 68

2.3.26 Environmental, occupational health and safet vy incident feedback report: It is a
management tool for sharing the incident description and immediate lessons learnt.

2.3.27 Environmental legal contravention - incident in terms of the Operational Health
Dashboard (OHD): These are specific cases of environmental legal contravention-
incidents that are considered of very high significance to Eskom in that they have a very
high environmental impact or business impact or illustrate a significant failure of business
systems. They are identified in terms of the criteria below. If any one of the criteria below is
relevant to a specific contravention of environmental legislation, then that environmental
legal contravention - incident is classified as an “environmental legal contravention -
incident in terms of the Operational Health Dashboard (OHD)":

a) The environmental legal contravention — incident: Results in formal censure from
government. These are a compliance notice, a directive, a fine (including a NEMA
section 24g), prosecution.

b) Is not reported through the initial notification to the applicable department.

c) Is considered a repeat environmental legal contravention (using the process flow found
in Appendix A of this document).

Note: This criterion can only apply if the previous incident was classified as an

environmental legal contravention incident.

d) The “safety” (corrective and preventative) measure is not implemented within 30 days
after the due date.

2.3.28 Event: An event is any observable or extraordinary phenomenon or occurrence. An event
could be the product of a chain of occurrences.

2.3.29 Environmental event: Where an incident results in an environmental consequence that is
low/minimum or minor/moderate as per the priority matrix provided in this document.

2.3.30 Fatality: A fatality is an incident occurring at work, or arising out of, or in connection with,
the activities of persons at work, or in connection with the use of plant or machinery, in
which, or in consequence of which, any person (that is, employee, contractor, or member
of the public) dies, regardless of the time intervening between the injury and/or exposure to
the cause and death. The date of the incident will reflect the date on which the incident
occurred, irrespective of the date of death.

Note: This excludes the death of a person (employee or contractor employee) while at the
workplace and on duty who dies as a consequence of any activity not directly related to the
course and scope of the deceased’s employment (for example, death from natural causes,
etc.).

2.3.31 First-aid injury:  An incident which resulted in a work related injury that requires first aid
treatment and does not require further treatment by a medical professional. Therefore the
following will be regarded as First Aid treatment cases where:

a) No medication is required;

b) No subsequent medical treatment is required,;

c) No referral to a medical professional (i.e. Medical doctor, Nurse, or Paramedic) is
required and,;

d) The affected employee is able to resume work after the injury has been treated. (See
3.5.1 for classification requirements).
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2.3.31 Flash report: It is a notification document informing the business of an incident that has
occurred.

2.3.32 Home/permanent place of resident: A person’s physical address at which legal
proceedings may be instituted.

2.3.33 Horseplay: Rough or boisterous play or pranks that occur at the workplace. Horseplay can
be activities such as joking that includes physical contact, playing around, racing, grabbing,
foolish vehicle operation, and social pressure to participate in unsafe acts, harassment and
unauthorized contests.

2.3.34 Qil Spill incident:  Any hydrocarbon (oil, diesel, jet fuel, etc.) spillage refers to the release
of liquid petroleum hydrocarbon into the environment (includes soil and water) which could
or does result in environmental damage, and/or pollution or degradation. All ‘insignificant’
spills as per the outcome of the spill assessment table (document number 240-47176039)
should not be considered as incidents, where the table is correctly applied.

2.3.35 Immediate action: Steps taken after the incident in order to contain or minimise further
damage/injuries.

2.3.36 Immediate causes: The sub-standard acts and/or conditions or factors that directly
precede an incident. In most cases, they can be detected by our senses (that is, they can
be seen, heard, smelled, touched, and sometimes tasted). These causes are readily
apparent or evident and immediately precede the contact in a causation sequence/model.

2.3.37 Incident management: Incident management is an integral function of risk management
and is aimed at reducing the impact of incidents, enabling corrective action to be taken and
changed practice to be introduced. It also allows for learning from the incidents that have
occurred to prevent similar incidents from happening or to mitigate their impact. This
includes the effective communicating, reporting, measurement, recording and investigation
of incidents.

2.3.38 Irregular place of work:  Any other workplace, excluding the regular place of work.

2.3.39 Lay-down area: Any physical space allocated to a contractor or other service provider for
the purpose of storage of material or equipment or development of associated infrastructure
required to supply a service or function.

2.3.40 Lost-time injury (LTI): A work injury, including a fatality, that arises out of, and in the
course of, employment and that renders the employee or contractor unable to perform
his/her regular/normal work on one or more full calendar days or shifts other than the day or
shift on which the injury occurred.

Note: Normal work refers to any work where a person can perform his/her normal duties
without restriction. This will apply if a person is booked off sick by a medical practitioner
(e.g. acute stress), registered psychologist (e.g. post-traumatic stress disorder), and/or
psychiatrist and it will be regarded as lost time.

This also includes, but is not limited to, the following:

a) Amputation or permanent loss of the use of a limb or part of it is classified as a lost-
time injury.

b) All bone fractures are classified as lost-time injuries, even if no time was lost.
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¢) Any incident that occurs while an employee is off duty and where he/she, because of the
situation at that time and his/her expertise, puts himself/herself on duty in order to save a
life, or to protect Eskom’s property, or to conduct any duty during an emergency
situation, in this way furthering Eskom’s business. Such an incident will be regarded as a
lost-time injury.

d) This includes restricted duty as per definition.

2.3.41 Lost-time injury rate (LTIR): The LTIR is a proportional representation of the work related
fatalities, lost-time, excludes the Occupational Diseases and Third Party at Fault incidents
(incidents including any motor vehicle or crime-related incidents ascribed solely to another
party being at fault), and all passengers in commuting incidents. It is used internationally as
an indicator or measure of health and safety performance. The figure 200 000 refers to the
average number of hours worked by 100 employees in one year. The LTIR reflects a rough
estimate of the percentage of the workforce that suffered a lost time injury incident based on
a 12-month moving index.

2.3.42 Lessons learnt: Valuable information to be shared immediately after an incident has
occurred in order to create awareness and to prevent reoccurrence of a similar incident.

2.3.43 Machinery: Means any article or combination of articles assembled, arranged, or
connected and that are used, or intended to be used, for converting any form of energy to
perform work or that are used, or intended to be used, whether incidental thereto or not, for
developing, receiving, storing, containing, confining, transforming, transmitting, transferring,
or controlling any form of energy.

2.3.44 Management: Management comprises of directing and controlling a group of one or more
people or entities for the purpose of coordinating and harmonising that group towards
achieving a goal. Management often encompasses the deployment and manipulation of
human resources, financial resources, technological resources, and natural resources.

2.3.45 Medical injury: An incident that results in a work injury where active treatment (excluding
prophylactic treatment that is intended to prevent disease or infection) is rendered by a
medical practitioner or an occupational health nurse practitioner within a 24-hour period,
and medication is prescribed, dispensed, and/or applied. The affected employee is able to
resume work after the injury has been treated.

Note: Treatment, for the purpose of this document, excludes any diagnostic or
examination procedure or method used in the establishment of the extent of injuries or
illnesses (for example, X-rays or scans).

2.3.46 Medical observation: Medical observation includes observation at a hospital or medical
facility as well as any observation by any other person under the instruction of a medical
practitioner. The following conditions are relevant. A blow on the head; a blow on the
abdomen, the inhalation of harmful gases and/or any other case where a medical practitioner
deems observation necessary.

Where people are under medical observation:

a) If, after medical observation for less than 48 hours from the time of injury (or a
suspected injury known to have a delayed effect), the person is able to resume
regular/normal duties, the case shall not be considered a lost time injury. The physician
shall verify that the injury was relatively slight and that the person can return to work
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without any permanent impairment or temporary total disability — the injury shall be
classified as a medical treatment case;

b) However, if the person is admitted for observation and medical treatment or medication
is administered after the first 24 hours following the incident, the injury shall be
classified/re-classified as a lost time injury; and

c) If the person is unable to continue with his/her regular/normal duties after a medical
observation, the condition shall be classified as a lost time injury.

2.3.47 Member of the public: Any person who is not regarded as an Eskom employee or a
contractor employee in any manner, including visitors and minors. Any family member or
visitor of a teleworker in the event of an incident if present and involved in performing work
for, or on behalf of, the teleworker at the house deemed to be the employee’s house will be
regarded as a member of the public.

Note: A visitor is any person visiting a workplace with the knowledge of, or under the
supervision of, an employee. This could include a minor.

2.3.48 Metrics: Itis the calculation methodology for a key performance for a specific discipline
(refer to Appendix B for EH&S measurements).

2.3.49 Minor: A person who is under the age of 18, at which age one legally assumes adulthood
and is legally granted the rights afforded to adults in society. According to the South African
Constitution (section 28), child (that is, a minor) means a person under the age of 18 years.

2.3.50 Motor vehicle accident: An accident involving mobile equipment used for furthering
Eskom’s business. This excludes incidents where the vehicle was stationary and
unoccupied, or any incidents of windscreen chips with no serious or potential
consequences.

2.3.51 Near-miss incident: Any OHS event that did not result in human injury or iliness, but that
had the potential, under different circumstances, to cause human injury or illness.

2.3.52 NEMA section 30 incidents: An unexpected, sudden and uncontrolled release of a
hazardous substance, including from a major emission, fire or explosion, that causes, has
caused or may cause significant harm to the environment, human life or property.

NWA section 20 control of emergency incident: Includes any incident or accident in
which a substance -

a) pollutes, or has the potential to pollute, a water resource or

b) has, or is likely to have, a detrimental effect on a water resource.

2.3.53 Noise-induced hearing loss (NIHL) incident: Where an individual experiences a bilateral
sensorineural hearing loss with a confirmed percentage hearing loss of 10% or more
measured from the baseline, which must be based on two diagnostic audiograms, as per
Instruction 171 issued by the Compensation Commissioner.

2.3.54 Nuisance: Nuisance is the bringing of a bodily part or organ to an abnormally excited or
sensitive condition.
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2.3.55 Number of days lost through lost-time injury ~ : The total number of full calendar days that

an injured person is unable to perform his/her regular/normal duties as a result of a work
injury. The total does not include the day on which the injury occurred or the day on which
the injured person returned to work, but it does include the intervening Saturdays, Sundays,
public holidays, or plant-shutdown days. In a case where the injured person’s service was
terminated, the number of days lost would be determined by the medical practitioner
involved.

2.3.56 OHS event: Where an incident could or does result in a human injury or iliness.

2.3.57 Occupational diseaselillness:  Any confirmed disease/iliness arising out of, and in the
course of, an employee’s employment and that is listed in Schedule 3 of the COID Act or
any other condition as determined by an occupational medical practitioner. In the case of
employees placed through a labour broker, the onus is on the relevant OU/BU to ensure
that the pre-employment medical examinations are done.

2.3.58 Operating unit/business:  Any defined unit within the Eskom environment, operating as an
operational unit. In the context of this document and in terms of health and safety, any
reference to an OU/BU includes a defined unit within any Eskom group, division and its
subsidiaries.

2.3.59 Operating/business unit manager:  The Responsible Manager at an operating/business
unit.

2.3.60 Pensioner: A pensioner is a person who has retired and now collects a pension. It is,
accordingly, implied that the person has stopped employment completely.

2.3.61 Plant: This includes fixtures, fittings, implements, equipment, tools, appliances, and
anything that is used for any purpose in connection with such plant.

2.3.62 Post-traumatic stress disorder/syndrome: A mental disorder/syndrome certified by a
qualified psychiatrist, following exposure to an extreme traumatic work-related event or
stressor.

Note: Where a person is booked off or placed on restricted duty, the medical certificate
must be issued by a psychiatrist.

2.3.63 Pre-existing condition/medical impairment  : An incident arising out of, and in the course
of, employment shall be considered as:

a) Non-work related if the incident arises solely as a result of a pre-existing
condition/medical impairment and if a worker without such a condition/medical impairment
would not have suffered such an incident; or

b) Work-related if the incident arises where the pre-existing condition/medical impairment
may have been a contributing factor.

Note: The decision with regard to the impact/implication of such pre-existing

condition/medical impairment must be confirmed by an Eskom medical practitioner.
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2.3.64 Property damage: Damage to Eskom’s assets.
2.3.65 Public fatality: The death of a member of the public.

2.3.66 Public incident: Direct or indirect exposure to Eskom’s product or activities caused by sub-
standard acts and/or conditions that result in, or have the potential to cause, physical harm
to members of the public, damage to property, or interruption of business.

2.3.67 Public Recordable Fatality Incident (PRFI, p reviously called public Sustainability

Index fatality)

a) A PRFI is an incident resulting in the electrocution of a member of the public by coming
into contact with Eskom apparatus, but excluding electrocution resulting from criminal
activities. Minors being electrocuted as a result of criminal activity will be regarded as a
public recordable fatality incident; or

b) Any work-related incident where an Eskom employee or contractor is responsible for the
death of a member of the public, excluding incidents where a member of the public was
solely at fault.

2.3.68 Recordable incident

a) Any injury that must be recorded in terms of the OHS Act (General Administrative
Regulations, section 9), as well as section 23 of the MHSA, as well as public fatalities
that meet the following criteria:

b) Minors being electrocuted as a result of criminal activity.

¢) Any other fatality involving a member of the public.

d) Any other work-related incident where an Eskom employee or contractor is responsible
for the death of a member of the public.

2.3.69 Recording: The process of capturing data or translating information into a format stored on
a storage medium (often referred to as a record) for the collection of data.

2.3.70 Repeat incident

2.3.71.1 OHS incident
Any incident where there is clear evidence that the incident is of the same type and with the
same root cause(s).
A repeat incident applies to incidents involving employees, contractors and/or members of the
public that reoccurred at least within a three-year period:

a) All incidents within the same OU/BU;

b) All lost-time injuries within the same Eskom Group/Division or Subsidiary;

c) All fatalities at all Eskom sites, including subsidiaries.

2.3.71.2 Environmental incident
Any incident where there is clear evidence that the incident is of the same type and with the
same root cause(s).

2.3.71 Repeat Environmental legal contravention —i  ncident: The following must be true, using
Appendix A for an environmental legal contravention — incident to be classified as a repeat:

a) Did the incident take place within 12 months of the previous environmental legal
contravention - incident?
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b) Did environmental legal contravention-incident take place within the same BU (for
example, transmission grid, Distribution operating unit, power station, Group Capital
project)?

c) Is the environmental legal contravention - incident related to the same section of
legislation and/or the same licence condition, previously classified as a legal
contravention - incident?

d) Is the environmental legal contravention -incident related to the same root cause ?

e) Have the safety measures (corrective and preventive actions) identified to address the
previous incident been implemented as per the agreed time frames, such that there was
an opportunity to prevent the present environmental legal contravention - incident?

2.3.72 Reportable incidents: An incident, as defined in section 24(1) and section 25 of the OHS
Act, as well as the MHSA, section 23, but including a traffic incident on a public road and
electrical contact incidents involving members of the public. This includes the uncontrolled
exposure of persons to occupational hygiene stress factors. It also includes significant
environmental incidents (NEMA section 30, NWA section 20, incidents, and legal
contraventions) that have caused, or may cause, significant pollution or degradation of the
environment, and incidents that are, or have resulted, in contravention of legislation.

2.3.73 Restricted duty: A work-related injury or illness that results in an employee/contractor
being unable to fully perform one or more of his/her routine functions for a full working day
from the day after the injury or illness has occurred and certified by a qualified medical
practitioner. All restricted-duty incidents will be regarded as lost-time injuries.

Note 1: Where the term “light duty” is used, it will be regarded (by implication) as restricted
duty, and therefore, the injured is regarded as not fit for normal duty as specified in the first
medical or any other medical report.

Note 2: OU/BU to ensure, in cases where an individual is on restricted duty for a period of
14 days or more, that such cases must be reported to the Department of Labour.

2.3.74 Responsible Manager: Any person appointed as a manager in terms of the Roles and
Responsibility Procedure (240-62582234).

2.3.75 Risk management: Risk management is the human activity that integrates the recognition
of risk, risk assessment, developing strategies to manage it, and mitigation of risk using
managerial resources, with the objective to reduce different risks to an acceptable level.

2.3.76 Root cause (basic or underlying cause): The underlying, deeper, more fundamental
cause(s) that allow(s) the immediate cause(s) to exist, which include(s) human (personal)
and workplace factors.

2.3.77 Regular place of work: That part of the workplace where the employee’s office/workstation
is, and/or he/she will, for example:

a) Report for duty and/or regularly attend meetings;

b) Receive his/her job cards and/or principal work instructions;

c¢) Perform his/her administrative functions;

d) Performing work / receiving training at the same venue for more than five consecutive
working days.
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2.3.78 Safety measures (corrective and/or preventiv e actions/recommendations):  Actions
identified to correct and/or prevent the reoccurrence of an incident.

2.3.79 Secondment: Any employee performing work (including training, lecturing/facilitating) at
another OU/BU or external company, which is part of a formal written arrangement.

2.3.80 Serious incident:
a) Any incident that results in a person being admitted to ICU for more than three days;
and/or

b) Any incident involving persons where a dangerous substance was spilled, the
uncontrolled spill of any substance under pressure took place, machinery or any part of it
fractured or failed, resulting in flying, falling, or uncontrolled moving object(s), where
machinery was released out of control, and uncontrolled release of energy (e.g. steam
release, electrical, etc.).

2.3.81 Severity indicator:  An indicator recording the number of lost-time injuries (including
restricted duty days) according to their severity and measured in accordance with the
number of calendar days lost and is classified in periods of one to three days, four to 13
days, or = 14 days.

Note: In case a person is booked off as a result of work-related injury, it must be captured
as accident leave.

2.3.82 Severity rate: The severity rate provides a proportional representation of the calendar days
lost through lost-time and restricted duty injuries as a percentage of the number of working
hours worked (based on a 12-month moving index). It is an indication of the seriousness of
the fatalities and injuries experienced in terms of days lost, according to COID Act
schedules, where the number of days lost for a fatality equals 6 000 days.

2.3.83 Significant environmental Incident: Where an incident results in an environmental
consequence that is “major” or “serious/critical” as per the priority matrix within this
document or is an environmental legal contravention-incident, environmental legal
contravention - incident in terms of the OHD, or a NEMA section 30 and NWA section 20
incidents.

2.3.84 Site: The location of an event, structure, or object, whether actual, abandoned, or an
archaeological site, decommissioned site, present or planned, and whether it has defined
boundaries or not (refer to definition of workplace boundaries).

2.3.85 Team-building or sports days:  Any event with the aim of promoting the enhancement of
working relationships and/or employee well-being that has been organised by Eskom, a
contractor, or stakeholder, and permission to attend the event has been granted by the
employer prior to the event.

2.3.86 Business function/ event/meeting: Any event with the aim of conducting/promoting
Eskom business including award functions.

2.3.87 Supervision: An action necessary, by a competent person appointed in the role of
supervisor, to ensure:
a) The performance of work activities;
b)The health and safety of any person at work and/or any person affected by activities
arising out of, or in connection with, the activities of persons at work, or in connection with
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the use of plant or machinery.

2.3.88 Temporary disability: A disability that is of a temporary nature.

2.3.89 Temporary place of residence: A non-permanent place of residence utilised by an
employee while on Eskom business for five consecutive days or less.

2.3.90 Total recordable injury rate (TRIR): The TRIR is a proportional representation of the work
related fatalities, occupational diseases/illnesses, lost-time and medical injuries, excluding
all passengers in commuting incidents. It is used internationally as an indicator or measure
of health and safety performance. The figure 200 000 refers to the average number of hours
worked by 100 employees in one year. The TRIR reflects a rough estimate of the
percentage of the workforce that suffered a recordable incident based on a 12-month
moving index.

2.3.91 Type of contact: It is the primary exposure, source of energy, substance or environmental
impact that resulted from an incident or a near-miss incident. This includes the identification
of the manner in which the contact occurred i.e. General Agency.

2.3.92 Work: Means work as an employee or as a self-employed person, and for such purpose an
employee is deemed to be at work during the time that he is in the course of his
employment, and a self-employed person is deemed to be at work during such time as he
devotes to work as a self-employed person.

2.3.93 Work injury: Injury to Eskom and/or contractor employees, arising out of, and in the course
of, employment, including occupational diseases/illnesses and exposures reportable in
terms of sections 24 of the OHS Act.

2.3.94 Work-related incident:  Any incident occurring at any workplace, arising out of, or in
connection with, the activities of persons at work (whether authorised or not authorised), or
in connection with the use of plant or machinery, or any incident referred to that has to be
investigated under section 12 of the Aviation Act, 1962 — Civil Aviation Regulations, 2011.
Incidents happening within the workplace boundaries as a result of hazards present in the
workplace should be regarded as work-related.

Note 1: Incidents involving contractor employees will only be regarded as Eskom work-
related incidents if the service provider to the contractor was performing work within the
contracted scope between Eskom and the principal contractor or the principal contractor
and the subcontractor, whether it occurred on site or not.

Note 2. Whether the incident is work-related or not, it must be reported to the
Compensation Commissioner.

2.3.95 Working hours of exposure:  Calculation of working hours must be consistent with 200
hours per employee per month.

2.3.96 Workplace: Any premises or place where a person performs work in the course of his/her
employment, including a private home or portion of it, in the case of telework, a campsite, a
lay-down area, a temporary place of residence, a vehicle, aircraft, train, boat, or vessel.
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2.3.97 Workplace boundaries: On Eskom property, the boundaries of the workplace include the
area where a person enters through any defined first point of entry, for example, entrance,
gate, boom, etc. The actual point of entry/exit will be the point where Eskom actively
exercises control over such site, entrance/exit area, gate, or boom.

In the case of a lease agreement, the first access point where a person enters through any
defined first point of entry, for example, entrance, gate, boom, etc will be regarded as the
boundary of the leased premises.

In the absence of the above, any area up to the point where the employee actual workplace
boundary will be where the employee enters or leaves his/her vehicle or public transport.

2.3.98 Telework or working from home:  Work performed by an employee at his/her home, in the
course and scope of his/her employment, for the employer as formally agreed and/or
directed by the employer. During the time that such work is performed, the appropriate area
(either predefined or the house and/or property as a whole) will be regarded as the
“workplace”. The onus is on the Responsible Manager to ensure a safe working
environment, and he/she is obliged to conduct an assessment in order to ensure, as far as
reasonably practicable, the identification of obvious potential hazards related to telework.
Note: The supervisor is to conduct a risk assessment on the “workplace” in any suitable
manner as appropriate for the particular circumstances at that time.

2.3.99 Work-related travel: Itis when an employee is travelling for or on behalf of Eskom.

2.4 Abbreviations

Abbreviation Explanation
AEL Atmospheric Emission Licence
A&FD Audit and Forensic Department
CcC Compensation Commissioner
DEA Department of Environmental Affairs
DoL Department of Labour
EEIC Eskom Environmental Incident Committee
Eskom Eskom Holdings SOC Limited
Exco Executive Committee
H&S Health and Safety
HR Human Resources
ICU Intensive Care Unit
INO Initial Notification of Occurrence
LTI Lost-Time Injury
LTIR Lost-Time Injury Rate
Manco Management Committee
MHSA Mine Health and Safety Act
NEMA National Environmental Management Act
NIHL Noise-Induced Hearing Loss
NPA National Prosecuting Authority
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Abbreviation Explanation

NWA National Water Act

OEL Occupational Exposure Limit

OH Occupational Hygiene

OHD Operational Health Dashboard

OHS Occupational Health and Safety

OHS Act Occupational Health and Safety Act, 1993 (Act No. 85 of 1993)

ou/BU Operating Unit/Business Unit

PCM Process Control Manual

PHL Percentage Hearing Loss

PPE Personal Protective Equipment

PRFI Public Recordable Fatality Incident

RCat Root Cause Analysis Technique (IRCATM RCat)

SAIOH Southern African Institute for Occupational Hygiene

SAP Systems, Applications, and Products in Data Processing

SAP EH&S SAP Environmental Health and Safety (system)

SDIC Safety Data Integrity Committee

SHEQ Safety, Health, Environment and Quality

SOC State-Owned Company

TRIR Total Recordable Injury Rate

WCL Workman’s Compensation Letter

2.5 Roles and Responsibilities

Eskom Holdings SOC Ltd and its subsidiaries shall take all reasonably practicable steps to prevent
all incidents and harm to any person and the environment, including members of the public and

damage to property.

The Responsible Managers shall be responsible for:

a) Implementing this procedure;

b) Communicating to all their employees, contractors and contractor employees the importance
of compliance with this procedure and the consequences of non-compliance. This includes
communicating duty of care and refusal to perform an unsafe task to all new employees and
new contractors;

¢) Implementing a monitoring process for ensuring understanding of, and compliance with, duty
of care and refusal to perform an unsafe task; and

d) Ensuring understanding of, and compliance with, the requirements of this procedure.

Note: Joint ventures: there may be occasions when Eskom and other organisations combine
resources to carry out a joint venture. Unless otherwise stipulated, each company in the joint
venture must be liable for its own contraventions and could, therefore, be prosecuted in its own
name, without reference to any of the other companies involved.

Feedback on defined incidents in this procedure is given to following committees:

a) Environmental incidents — EEIC and/or Environmental Steering Committee.
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b) Occupational Health and Safety — OHS Steering Committee and Manco.

2.6 Process for Monitoring

Compliance with the requirements of this procedure shall be audited as per the first- to third-tier
audit process, as defined. The OU/BU is responsible for its own monitoring; all other assurance
providers will monitor compliance with this procedure. Incident information on SAP EH&S, reports
and supporting documentation must be readily available from the Responsible Manager for
auditing and verification purposes. In the case where a manual Incident Register/ Occurrence Book
is in use the onus is on the Responsible Manager to ensure that an effective verification process is
in place. During the process of Incident Prioritisation (see 3,4), the Responsible Manager is to
provide a process in relation to the specific need of his/her area of responsibility that will specify
the manner in which and by whom, prioritisation of incidents will take place.

2.7 Related/Supporting Documents

Parties using this document shall apply the most recent edition of the documents listed below:
[1] Annexure 1: as required by the OHS Act — document number 240-100003427.

[2] OHS Incident Investigation Report template — document number 240-77046688.

[3] WCL forms.

[4] EEIC environmental legal contravention - Incident closure certificate — document number 240-
76507067.

[5] NEMA Section 30 Emergency Incident Report Template — can be obtained from the DEA
website.

[6] Spill assessment table — document number 240-47176039.
[7] Spill assessment feedback form — document number 240-47176095.
[8] AEL incidents: Initial report in terms of NEMA Section 30 — document number 240-7667761.

[9] Atmospheric Emission Licence Practice Note — document number ENV15-R071.
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3. Environmental, Occupational Health and Safety In  cident Management Procedure

The following steps describe the process of incident management and are described in detail in the
remainder of the document:

1. Incident identification.

2. Initiation and execution of emergency response.

3. Notification and reporting to relevant stakeholders.

4. Incident prioritisation.

5. Classification and recording of incidents.

6. Incident investigation.

7. Management of safety Measures - Implementation and monitoring of safety measures of
incidents.

8. Incident Close-out.

9. Incident Communication — occurs throughout the incident management process and is not

necessarily a standalone step.

3.1 Incident Identification

Identify or recognise that an incident has occurred. There are two types of identification or
recognition, that is, direct observation and indirect observation.

To ensure identification of incidents, the Responsible Manager should provide employees with
knowledge and skills as well as foster a culture and environment that motivate employees to
immediately identify incidents as they occur.

Direct observation includes seeing the incident happening or being involved in the incident. For
occupational disease incidents, direct observation refers to medical surveillance conducted by the
occupational health practitioner.

Indirect observation includes learning of the incident through, for example, complaints, feedback,
or information provided by internal stakeholders (for example, Eskom employees or contractor
employees) or external stakeholders (for example, authorities, members of the public, etc.).

Environmental incidents are identified through direct observation and indirectly through audits,
reviews, a compliance notice, a directive, a fine (including a section 24(g)) and/or prosecution from
the authority. Incidents identified through indirect observation shall be managed in SAP EH&S
parallel to the OU/BU audit tracking process.

3.2 Initiation and Execution of Emergency Response

a) Emergency response includes, but is not limited to, the following:
i. Rescue operations.
ii. Ensuring that the scene is safe during and after the incident.

iii. Providing emergency care (that is, first-aid treatment) to the injured to stabilise him/her
and prevent further injury and obtaining medical assistance, where necessary and/or
applicable.

b) Activate the appropriate emergency response actions in terms of the site emergency
preparedness plan/procedure.
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¢) In the event that the incident may result in significant pollution or degradation of the
environment, reasonable measures must be taken to prevent such pollution or
environmental degradation from occurring, continuing or recurring.

d) In order to prepare for proper emergency response, the Responsible Manager must assess
the potential risks and develop a suitable response plan to address the risks. In the event of
an incident, emergency care must be provided in accordance with the emergency response
plan for the area.

e) The supervisor/manager must ensure that the injured person is transported to the
doctor/hospital and that the relevant Employers Report (WCL) is duly completed.

f) The supervisor/manager must ensure that a copy of the person’s identity document is
available to the treating doctor/hospital, which will facilitate prompt treatment. The
supervisor/manager may accompany the employee to the doctor/hospital, with the purpose
of the supervisor/manager ensuring that the injured receives the best medical care and that
the relevant medical reports are completed correctly.

g) The OU/BU Responsible Manager to ensure that specific work instructions relating to
emergency response are available on site and executed accordingly.

h) Emergency response includes collection of evidence which will assist in establishing the
root cause. When collecting evidence, take cognisance of the 5 P’s (people, position, parts,
paper and process evidence).

i) Collection and preservation of evidence:

i. Immediate actions at the scene following an incident can disturb or potentially remove
vital physical items and information important to the investigation.

ii. The responsible manager is responsible for ensuring that complete and correct evidence
and records are identified, collected, recorded, and obtained, archived, stored and
preserved to support the investigation of the incident.

ii. The Responsible Manager must take steps to preserve physical items, computer data and
other relevant information until the incident investigation begins.

iv. No person should be allowed to remove, disturb or tamper with any evidence until
authorised to do so by the responsible manager or regulatory authority.

3.3 Notification and Reporting to Relevant Stakehol  ders

All environmental, occupational health and safety incidents must be reported. If information is not
readily available, the available information must be used and an updated notification must be
distributed to all stakeholders as more information becomes available. The Action and
responsibility requirements (See 3.4.4) under the Incident Prioritisation section must be referenced
to identify who needs to be notified.

Note: In the case of incidents involving crime and firearm-related incidents, the relevant Security
Department at the OU/BU, as well as the Eskom Corporate Security Risk Management
Department, must be notified.

3.3.1 Internal stakeholders to be notified for envi  ronmental, occupational health and safety
related incidents include the following:

a) Allincidents
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i. Supervisor.
ii. Responsible Manager.
iii. Occupational health and safety and environmental representative.
iv. Safety and/or Environmental Department.
v. Occupational Health Department (if applicable).
vi. If applicable, Fire Management or Emergency Control Department.
b) Specific incidents

i. In the case of a fatality or a serious incident, notify local Management and Sustainability
Systems Department immediately.

ii. In the case of receiving any notification in terms of the OHS Act, sections 30, 31, or 32, or
in the case of a summons received from the NPA, or where there is a possibility of liability,
immediately notify the Sustainability Systems and Legal Departments.

ii. In the case of significant environmental incidents, (e.g. legal contravention - incident,
NEMA section 30 incident and NWA section 20 incident), the incident must be reported
within 24 hours or as soon as reasonably practicable after knowledge of the incident within
the OU/BU, to the divisional EEIC representative and to Sustainability Division:
Environmental Management Department (refer to Appendix D for further guidance).

iv. All AEL emission exceedance notifications and investigation reports must be submitted to
the Sustainability Division: Environmental Management Department for review prior to
reporting and submitting all documents to the authorities. Reference document: Initial
report in terms of NEMA Section 30 — document number 240-7667761.

3.3.2 Eskom employees performing work temporarily a  t another Eskom OU/BU

a) The Responsible Manager at the OU/BU where the incident occurred shall report to the
relevant stakeholders.

b) The affected employee’s own OU/BU Responsible Manager is responsible for reporting the
incident to the CC.

3.3.3 Eskom employees performing work at another or  ganisation

If an incident occurs during regular/normal work, the reporting to the CC must be done by the
original OU/BU, although the external organisation (where reasonably practicable) must assist with
completing the documentation for submission to the CC.

3.3.4 Notification requirements for employee and co  ntractor fatalities

a) The OU/BU must provide to the Sustainability Systems Department, immediately or within
24 hours, detailed information relating to the circumstances of the incident, including details
of the deceased’s next of kin, in order that an announcement can be compiled for
communication to Eskom’s Board, Exco, Manco, and the rest of the organisation.

b) The fatality announcement to be sent throughout Eskom must be signed off by the Group
Executive or the acting Group Executive.

CONTROLLED DISCLOSURE
When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorized version on the system.

No part of this document may be reproduced without the expressed consent of the copyright holder, Eskom Holdings SOC Ltd,
Reg No 2002/015527/30.





Environmental, Occupational Health and Safety Unique Identifier: 32-95

Incident Management Procedure -
Revision: 6

Page: 26 of 68

c) Only the Eskom Communication Department and/or the Eskom spokesperson may disclose
information to the media and/or the public.

d) Information can only be released to any external party after verification by the Eskom Legal
Department.

3.3.5 Notification requirements for occupational di seases

Where an occupational disease/illness is confirmed by an Eskom occupational medical health
practitioner, the Responsible Manager, supervisor, and occupational health and safety and
environmental representative must be informed immediately.

Management of occupational diseases:

a) Incidents to be recorded on SAP EH&S and then each case will be discussed at the OU/BU
statutory committees as required by law.

b) On a quarterly basis have a standing item to discuss confirmed occupational diseases at the
Group/ Divisional SHEQ meetings discussing trends, merging issues and management
interventions.

¢) Once per year have a standing item at Manco Ops/Exco to discuss confirmed cases and
actions.

3.3.6 Notification to authorities and interested an  d affected parties of environmental
incidents
a) An alarm report in terms of NEMA section 30 and an initial notification in terms of NWA
section 20 must be submitted to the relevant authority within 24 hours or as soon as
reasonably practicable after knowledge of the incident, as specified in Appendix D.

b) All environmental legal contravention - incidents must be reported to the relevant authorities
and interested and affected parties as stipulated in the condition of a licence and/or
legislation.

3.3.7 Capture Initial Notification

3.3.7.1 Capture and communicate the initial notific ~ ation

a) Initial reports are reports that are submitted by any individual who is reporting an incident to
the relevant OU/BU Environmental, Occupational Health and Safety Department. They can
be provided in any form, for example, email, OU/BU internal flash report or INO.

b) Initial reports are brief and limited to an outline of the known facts (that is, date, time, place,
what happened, immediate actions taken, persons involved, and preliminary findings).

¢) Eskom’s occupational health staff or external medical practitioners shall, where reasonably
practicable, be responsible for initially assessing the injury sustained and/or disease/iliness
contracted by a person in Eskom’s employment, arising out of, and/or in the course of,
his/her employment.

d) Eskom’s environmental practitioner shall, where reasonably practicable, be responsible for
initially assessing the environmental damage arising out of the incident.
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e) The Responsible Manager must ensure that the initial notification is communicated as per
the time frames specified in the Action and responsibility requirements table (see 3.4.4).

3.4 Incident Prioritisation

From the initial reports, the Responsible Manager, in conjunction with, and advised by, the
occupational health and safety and environmental practitioner, must use the matrices provided
from table 3.4.1 to 3.4.3 to determine the priority rating of an incident. The Responsible Manager is
responsible for ensuring that all those involved in the prioritisation of incidents are in a position to
understand and use the relevant matrices.

The priority rating is utilised to:
a) Ensure that appropriate management of the incident takes place;
b) Determine the level of action following notification of the incident;

¢) Assist Responsible Managers with prioritising and classifying incidents; and
d) Provide clear direction about the incident reporting and communication requirements.

Steps involved in incident prioritisation:
Step 1

Determine the actual or potential outcome, consequence, and severity of the incident by using the
Consequence table (3.4.1). Note: For OHS, use the actual outcome for injuries and the potential
outcome for near-miss incidents.

Step 2

Determine the likelihood of a recurrence of this incident by using the Likelihood table (3.4.2).
Repeat incidents must increase the likelihood profile of the incident.

Step 3

Quantify the level of risk associated with the incident by assigning a priority rating to the incident.
Using the information obtained in Steps 1 and 2 of this process use the Priority matrix (3.4.3) to
determine the priority rating.

Step 4

Determine the appropriate action to be taken, as described in the Action and responsibility
requirements table (3.4.4).

Step 5

If the severity of the incident changes, that is, lost-time injury to a fatality or environmental legal
contravention to OHD, the priority rating of the incident must be reviewed and amended, where
necessary, including updating relevant information in SAP EH&S.
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3.4.1 Consequences table
Consequences Low/minimum Minor Moderate Major Critical
Fatalities/injur ies | First-aid or Lost-time injury | OHS Act section A single Multiple
to Eskom and/or medical where fewer 24 (a) (excluding fatality, a fatalities.
contractor treatment case. than 14 days fatality). serious
employees were lost. incident (see
definition of
Serious
Incident).
Occupational Resulted in Resulted in Resulted in Resulted in Resulted in
Hygiene irritation or single reversible | multiple reversible | single multiple
Incidents nuisance occupational occupational permanent permanent
illness illness disability/ disability/
irreversible irreversible
occupational occupational
illness. illnesses.
Note: All NIHL | Note: All
cases where NIHL cases
the PLH shift where the
of between PLH shift of
6.4% and 10% | 10% and
will be greater will be
regarded as regarded as
incidents and incidents and
need to be need to be
investigated in | investigated
terms of SANS | in terms of
10083. SANS 10083.
Fatalities/injuries First-aid or Incidents that Incidents that A single Multiple
to members of medical resulted in resulted in fatality. fatalities.
the public treatment case. hospitalisation hospitalisation
(not ICU). (ICv).
Occupational Potential to result | Potential to Potential to result | Potential to Potential to
Hygiene near- in irritation or result in single in multiple result in single | resultin
miss incidents nuisance. reversible reversible permanent multiple
(within the same occupational occupational disability/ permanent
ou/BU) iliness. illnesses. irreversible disability/
occupational irreversible
illness. See occupational
note 4 below. illnesses.
See note 4
below.
Eskom and/or Could have Could have Could have Could have Could have
contractor resulted, or resulted, or resulted, or resulted, or resulted, or
employee near- previously did previously did previously did previously did | previously did
miss incidents result, in a first- result, in alost- | result, in a lost- result, in a result, in
(within the same aid or medical time injury time injury where single fatality multiple
OuU/ BU) treatment case. where fewer 14 days or more or a serious fatalities.
than 14 days were lost. incident.

were lost.
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Consequences Low/minimum Minor Moderate Major Critical
Environmental - Little or no Minor ecological | Aspect could Aspect could Aspect has a
incidents ecological effect | effect. resultin a result in a recognised
and no Ecological moderate major global
measurable damage can be | uncontained or uncontained or | environmental
impact on human | remedied within | sustained sustained impact.
health. six months. environmental environmental | Widespread
Minor hazard to | release, impacting | release, or permanent
humans in the the local impacting the local
immediate environment only. | regional ecological
vicinity. Ecological environment damage.
damage can be only. Remediation
remedied in less . would take
Ecological
than one year. longer than
damage can
Health hazard to A one year.
. be remedied
humans in the - Could result
. . - within 1 year. . .
immediate vicinity, in a major
o Health hazard .
but not resulting in A public health
- to humans in
critical or fatal . . hazard.
S the immediate . .
injury/iliness. - Magnitude is
vicinity
co unknown.
resulting in ) .
- Incident gives
critical or fatal )
S rise to a legal
injury/iliness. :
. : contravention.
Incident gives
rise to a legal
contravention.

Note 1: Multiple means more than one.

Note 2: Where there are multiple injuries in the same incident with the same injury classification,
the next consequence level needs to be adopted.

Note 3: Where there are multiple injuries in the same incident with different injury classification, the
most serious injury classification will determine the consequence level to be adopted.

Note 4: All NIHL cases where the PLH shift is between 3.2% but less than 6.4% will be regarded
as near-miss incidents and need to be investigated in terms of SANS 10083. (The given PLH-shift
of 3, 2 % is the summation of the contributions to the PLH of 0.8% at 2 kHz, 0.3% at 3 kHz, 0.1%
at 4 kHz plus 2% as listed in the table 1, plus 2 %).
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3.4.2 Likelihood table

almost certain

month

Probability Likelihood or recurrence Description
Categories of event
Frequent, One or more times per | Is expected to occur again either immediately or within a short

period of time (that is, within the next few weeks).

years or once in a lifetime

Likely Occurs once per month Will probably occur in most circumstances (several times a
year).
Possible Occurs once per year or | Possibly will recur or may occur at some time (may happen
every two years every one to two years).
Unlikely Occurs more than once Possibly will recur or could occur at some time (may happen
within 10 years every three to ten years).
Rare Occurs once after 10 Unlikely to occur or may occur only in exceptional

circumstances (may happen every 10 to 100 years).

3.4.3 Priority matrix

Consequence/severity
Low/ minimum  [Minor Critical
Likeli hood Frequent,
. Moderate Moderate
almost certain
Likely Low Moderate
. Moderate
Possible Low Moderate
Unlikely Low Low Moderate
Rare Low Low Moderate
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3.4.4 Action and responsibility requirements
Low Moderate High Extreme
Levels of Need to inform Need to inform Immediately inform Immediately inform the
management to middle manager and | OU/BU management. | Group Executive and | Chief Executive, Group
be informed environmental OU/BU environmental | his/her direct reports Executive and
practitioner (for manager/ practitioner | for OHS incidents. Sustainability Systems
environmental (for environmental Department for OHS
incidents). incidents). Environmental incidents.
incidents - Notify the
divisional EEIC Environmental
representative and/or | incidents - Notify the
senior environmental Group Executive,
manager and divisional EEIC
Sustainability representative and/or
Systems Department. | senior environmental
manager (and
Sustainability Systems
Department.
Note: For occupational
diseases inform the
Group Executive.
Levels of Inform immediate Inform immediate Inform immediate Immediately inform

management to

supervisor or

supervisor or

supervisor and

OU/BU Responsible

be informed of Responsible Responsible OU/BU Responsible Manager and

near- miss Manager. Manager. Manager Sustainability Systems
incidents Department.

Employer Initiate investigation | Initiate investigation Initiate investigation Initiate investigation
investigation process within 7 process within 7 process within 48 process within 24

requirements

calendar days.
Complete
investigation within
30 calendar days or
as soon as
reasonably
practicable (see
Note 3 below).

calendar days.
Complete
investigation within 30
calendar days or as
soon as reasonably
practicable (see Note
3 below).

hours. Complete
Investigation within
30 calendar days or
as soon as
reasonably
practicable (see Note
3 below).

hours. Complete
Investigation within 30
calendar days or as
soon as reasonably
practicable (see Note 3
below).

Employer
Investigation
requirements for
near-miss
incidents,
including
Occupational
Hygiene near-
miss incidents.
(Note: Life-saving
Rule violation will
be investigated as
per Life-saving
Rule Procedure)

No investigation
required, remedial
corrective action
must be
implemented. OHS
Responsible
Manager in the
OU/BU shall analyse
trends and
investigate negative
trends of concern.

No investigation
required, remedial
corrective action must
be implemented.
OHS Responsible
Manager in the
OU/BU shall analyse
trends and investigate
negative trends of
concern.

Initiate investigation
process within 7
calendar days.
Complete employer
investigation within 30
calendar days or as
soon as reasonably
practicable (see Note
3 below).

Initiate investigation
process within 7
calendar days.
Complete employer
investigation within 30
calendar days or as
soon as reasonably
practicable (see Note 3
below).
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Low Moderate High Extreme
Chairperson of Chaired by a person | Chaired by a Chaired by a person OU/BU responsible

Employer
investigation.

who is at least at
Supervisor level.

For occupational
diseases, there must
be at least a SAIOH
registered
Occupational
Hygiene
Technologist in the
committee.

person who is at
least at MPS14
level. For
occupational
diseases, there
must be at least a
SAIOH registered
Occupational
Hygiene
Technologist in the
committee.

who reports directly to
the OU/BU manager
who is at least at M17
level. For
occupational diseases,
there must be at least
a SAIOH registered
Occupational Hygiene
Technologist in the
committee.

manager to appoint an
independent
chairperson (from
another OU/BU as an
investigator (at M17 to
E-band level) in writing.
Note 1: The chairperson
to liaise with
Sustainability Systems
on:

1. the independent
subject matter
specialist(s);

2. attendance by a
Sustainability Systems
representative; and

3. on the legal
investigation process
which is to follow.

Note 2: For
occupational diseases,
there must be at least a
SAIOH registered
Occupational Hygiene
Technologist on the
committee. The
chairperson for
occupational disease
related incident
investigations, could be
an independent
manager from the same
BU.

Chairperson of
near-miss
investigation.

No investigation
required.

No investigation
required

Chaired by an
immediate
Responsible Manager

who is at least MPS14.

For occupational
diseases, a completed
OH investigation
guidance form should
be evaluated by the
SAIOH registered
Occupational Hygiene
Technologist prior the
investigation.

Chaired by direct report
to the OU/BU manager
(that is, power station,
regional, or grid
manager) at least M17
level. For occupational
diseases, a completed
OH investigation
guidance form should be
evaluated by the SAIOH
registered Occupational
Hygiene Technologist
prior the investigation.
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Low Moderate High Extreme

Environmental
investigation
requirements

Initiate investigation
process within 7
days. Complete
investigation within
30 calendar days or
as soon as
reasonably
practicable.
Investigation team
shall be determined
by OU/BU, in
consultation with the
ou/BU
environmental
practitioner.

Initiate investigation
process within 7
days. Complete
investigation within 30
calendar days or as
soon as reasonably
practicable.
Investigate using root
cause identification
methodology).
Investigation team
shall be determined
by OU/BU, in
consultation with the
OU/BU environmental
practitioner.

Initiate investigation
process within 48
hours. Complete
investigation within 30
calendar days or as
soon as reasonably
practicable.
Investigate using root
cause identification
methodology.
Investigation team
and chairperson shall
be determined by
OU/BU, in
consultation with the
divisional EEIC
representative, where
needed, and/or
Sustainability
Systems Department.

Initiate investigation
process within

24 hours. Complete
investigation within 30
calendar days or as
soon as reasonably
practicable.
Investigate using root
cause identification
methodology.
Investigation team and
chairperson shall be
determined by OU/BU,
in consultation with the
divisional EEIC
representative, where
needed, and/or
Sustainability Systems
Department.
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Low Moderate High Extreme

Classification
and recording
requirements

Initial classification
and recording of
incidents must be
done on SAP EH&S
within 48 hours. Any
change in
classification must
be done immediately
when new
information is
available. Confirm
classification during
the investigation
process.

Fields to be
completed for near-
miss incidents:
entry type,
Division/Group,
date, time, short
description of the
event, work area,
*accident location,
involved person/s,
*accident details,
classification tab
page, general
agencies, occ.
Hygiene agencies,
type of contact
immediate actions
taken.

Initial classification
and recording of
incidents must be
done SAP EH&S
within 48 hours. Any
change in
classification must be
done immediately
when new information
is available. Confirm
classification during
the investigation
process.

Fields to be
completed for near-
miss incidents: entry
type, Division/Group,
date, time, short
description of the
event, work area,
*accident location,
involved person/s,
*accident details,
classification tab
page, general
agencies, occ.
Hygiene agencies,
type of contact
immediate actions
taken.

Initial classification
and recording of
incidents on SAP
EH&S must be done
within 48 hours.

Any change in
classification must be
done immediately
when new information
is available. Confirm
classification during
the investigation
process.

Fields to be
completed for near-
miss incidents: entry
type, Division/Group,
date, time, short
description of the
event, work area,
*accident location,
involved person/s,
*accident details,
classification tab
page, general
agencies, occ.
Hygiene agencies,
type of contact
investigation results,
root cause analyses,
safety measures,
flash report details,
immediate corrective
actions, preliminary
findings, lessons
learnt.

Initial classification and
recording of incidents
on SAP EH&S must be
done within 48 hours.
Any change in
classification must be
done immediately
when new information
is available. Confirm
classification during the
investigation process.
Fields to be completed
for near-miss incidents:
entry type,
Division/Group, date,
time, short description
of the event, work area,
*accident location,
involved person/s,
*accident details,
classification tab page,
type of contact, general
agencies, occ. Hygiene
agencies, investigation
results, root cause
analyses, safety
measures, flash report
details, immediate
corrective actions,
preliminary findings,
lessons learnt.
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Low Moderate High Extreme

OHS Incident
communication

Notify the SHEQS
department and

local line
management in
writing immediately
or no later than 24
hours. Communicate
the SAP EH&S
Flash report to
OU/BU management
within 48 hours. The
lessons learnt for
OHS incidents with
common
causes/themes must
be consolidated and
circulated within the
Ou/BU on a
guarterly basis.

Notify the SHEQS
department and local
line management in
writing immediately or
no later than 24
hours. Communicate
the SAP EH&S Flash
report to
Sustainability
Systems Department
and to management
of the applicable
Group/Division within
48 hours.

The lessons learnt for
OHS incidents with
common
causes/themes must
be consolidated and
circulated within the
Group/ Division on a
quarterly basis.

Notify the SHEQS
department and local
line management in
writing immediately or
no later than 24
hours. Communicate
the SAP EH&S Flash
report to
Sustainability
Systems Department
and to management
of the applicable
Group/Division within
48 hours.

The OU/BU must,
within three working
days of the incident
occurring, ensure that
the lessons learnt are
compiled and
circulated within the
Group/ Division.

Notify the SHEQS
department, local line
management and
Sustainability in writing
immediately or no later
than 24 hours.
Communicate the SAP
EH&S Flash report to
Sustainability Systems
Department and
management of the
applicable
Group/Division within
48 hours.

The OU/BU must,
within three working
days of the incident
occurring, ensure that
the lessons learnt are
compiled and
forwarded to the
Sustainability Systems
Department to be
distributed Eskom-
wide.

Near-miss
incident
communication

No communication
of flash report
required.

Create awareness
based on trends.

No communication of
flash report required.

Create awareness
based on trends.

Notify the SHEQS
department and local
line management in
writing immediately or
no later than 24
hours. Communicate
the SAP EH&S Flash
report to
Sustainability
Systems Department
and within the
Group/Division within
48 hours.

The OU/BU must,
within three working
days of the incident
occurring, ensure that
the lessons learnt are
compiled and
circulated within the
Group/ Division.

Notify the SHEQS
department, local line
management and
Sustainability in writing
immediately or no later
than 24 hours.
Communicate the SAP
EH&S Flash report to
Sustainability Systems
Department and within
the Group/Division
within 48 hours.

The OU/BU must,
within three working
days of the incident
occurring, ensure that
the lessons learnt are
compiled and
forwarded to the
Sustainability Systems
Department to be
distributed Eskom-
wide.
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Low Moderate High Extreme
Environmental Notify the Notify the Notify the Notify the

Incident
communication

environmental
department and line
management in
writing immediately
or no later than 24
hours.

Communicate the
SAP EH&S Flash
report to the relevant
person(s) at the
OU/BU within 48
hours.

The lessons learnt
may be shared
within OU/BU on a
six monthly basis
when necessary.
Case studies may
be shared within the
OU/BU when
necessary.

environmental
department and line
management in
writing immediately or
no later than 24
hours.

Communicate the
SAP EH&S Flash
report to the relevant
person(s) at the
OU/BU within 48
hours.

The lessons learnt
may be shared within
OU/BU on a six
monthly basis when
necessary.

Case studies may be
shared within the
OU/BU when
necessary.

environmental
department (including
the relevant EEIC
representative for
significant
environmental
incidents) and line
management in
writing immediately or
no later than 24
hours.

Communicate the
SAP EH&S Flash
report to the relevant
person(s) at the
OU/BU within 48
hours.

The lessons learnt for
LC’s and OHD’s must
be compiled and
submitted to
Sustainability
Systems within 3
months of the incident
being classified in
order to be shared
Eskom-wide.

Once the
investigation details
are updated on SAP
EHS, a case study
must be generated for
LC’s and OHD'’s and
shared with the
OU/BU and/or
Group/Division within
14 working days of
finalising the
investigation report.
Environmental event
case studies may be
shared within the
Ou/BU.

environmental
department (including
the relevant EEIC
representative for
significant
environmental
incidents) and line
management in writing
immediately or no later
than 24 hours.

Communicate the SAP
EH&S Flash report to
the relevant person(s)
at the OU/BU within 48
hours.

The lessons learnt for
LC’s and OHD’s must
be compiled and
submitted to
Sustainability Systems
within 3 months of the
incident being
classified in order to be
shared Eskom-wide.

Once the investigation
details are updated on
SAP EHS, a case
study must be
generated for LC's and
OHD'’s and shared with
the OU/BU and/or
Group/Division within
14 working days of
finalising the
investigation report.
Environmental event
case studies may be
shared within the
OuU/BU.

Note 1: For reference to root cause analysis requirements, see 3.6.2 a).

Note 2: Specific action must be taken for NEMA section 30 and NWA section 20 incidents
as specified in Appendix D, legislation and/or guidelines.

Note 3: The onus is on the OU/BU manager to provide evidence for the reasons why the
Employer’s incident investigation could not be completed in 30 days.
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Note 4: The lessons learnt for public fatalities and injuries with common causes can be
consolidated and circulated within the OU/BU on a quarterly basis.

Note 5: *accident is the SAP EH&S field name but in the case of a near-miss these fields
will be completed with the incident location and incident details.

3.5 Classification and Recording of Incidents

Environmental, occupational health and safety incidents must be classified, prioritised, and
recorded in the SAP EH&S system according to the CARAT principles. The SAP EH&S system is
the only acceptable system for the capturing of incident information. Contractor employees working
under the Mine Health and Safety Act will be classified and recorded as contractor employees and
not as Eskom employees for the purposes of this document.

3.5.1 Classification

The following must be considered when classifying occupational health and safety incidents:

3.5.1.1 Classification of OHS incidents:

Classification of incidents is based on the severity of the injuries. In order to classify an incident as
either a First aid or Medical case, the defining factor will be the evidence collected related to the
treatment received, as established during the investigation process.

3.5.1.2 Type of relationship with the person:

The aim of classifying the type of relationship with the person is to determine whether the
person(s) involved in the incident was/were an Eskom employee(s), contractor employee(s), or
member(s) of the public.

Appendix E will also assist in interpretation of certain OHS incident classification.

3.5.1.3 Work-relatedness: in order to classify the work status and to determine whether the
incident arose out of, or in connection with, the person at work, and one needs to consider the
work-relatedness of an incident. Unless otherwise specified in this procedure, as a general rule, an
affirmative answer to all of the following questions is required:

a) Did the incident or exposure occur at any workplace or within workplace boundaries?

b) Did it arise out of, or in connection with, the activities of persons at work, or as a result of a
hazard present in the workplace?

¢) Did it occur in the course of a person’s employment?

d) Did it result, or could it have resulted, in personal injury or health impairment?

3.5.1.4 Responsible Unit (OU/BU)

Eskom employees: determine with which legal entity the employee(s) involved in an incident had
a contractual relationship. In the case of an Eskom employee, an incident must be captured
against the OU/BU/ subsidiaries based on the employee’s cost centre at the time of the incident.
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Contractor employees: if an incident must be recorded against the OU/BU/subsidiary with which
the contractor has a contractual relationship with.

Repeat incidents: determine and indicate whether the incident is a repeat of a previous incident,
as per definition.

3.5.1.5 Classification of environmental incidents

All environmental incidents must be classified using the criteria in the table in Appendix C in order
to determine if the incident is an environmental event, environmental legal contravention incident,
or environmental legal contravention incident in terms of the Operational Health Dashboard (OHD).
NEMA section 30 incidents can be classified using the guidance provided in Appendix D. The
outcome of the classification must then be completed on SAP EH&S.

If the incident is classified by the OU/BU as an environmental legal contravention - incident or an
environmental legal contravention incident in terms of the OHD, the incident must be reported to
EEIC via the divisional EEIC representative, within the same month the incident occurred, where
practicable. EEIC will review and confirm environmental legal contravention incident and
environmental legal contravention incident in terms of the OHD.

In terms of classifying oil spill incidents, the spill classification form must be completed and
electronically attached to the incident in SAP EH&S. The form is registered as spill assessment
table (document number 240-47176039). This table must be completed with the spill assessment
feedback form (document number 240-47176095), which can be used as the investigation report
for all spills and electronically attached to the incident in SAP EH&S document management
system.

3.5.1.6 Reclassified incidents

Reclassified incidents must be communicated by means of an updated SAP EH&S Flash report to
relevant internal stakeholders, together with an explanation for the reclassification. Supporting
documentation or proof must be made available for incident classification, verification, and audit
purposes and electronically attached to the incident in SAP EH&S.

3.5.1.7 Clarification regarding incident classifica  tion of occupational health and safety
related incidents

Where clarification is required for occupational health and safety incident interpretation of rules and
examples for the classification of incidents or in order to resolve disputes, the Responsible
Manager must send all relevant information to the Sustainability Systems Data Integrity Committee
(SDIC) for review, who will evaluate information and provide direction as per the Terms of
Reference of the SDIC.

3.5.1.8 Classification dispute and appeal process

In order to deal with disputes or clarification, the following committees are established at an Eskom
level.
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a) Classification dispute and appeal process — OHS incidents

OHS incidents requiring clarification must be tabled at the Eskom Safety Data Integrity
Committee (SDIC), which will be reviewed in terms of this procedure and/ or other relevant
documentation.

b) Classification dispute and appeal process — envi ronmental incidents

Disputes or appeals regarding classification of environmental incidents must be submitted to
the EEIC to be tabled at the ESC, which will review the incident in terms of this procedure
and/ or other relevant documentation.

3.5.2 Recording

3.5.2.1 General requirements

All work related occupational health and safety incidents must be recorded on SAP EH&S.

All non-work related occupational health and safety incidents which occur within workplace
boundaries must be recorded on SAP EH&S and it is not necessary to communicate the flash
report. It is the prerogative of the Responsible Manager on what to do with the available
information after the investigation.

The following generally agreed principles must be followed: The date on which the incident
occurred, as opposed to the date of subsequent reclassification on severity, for example,
deterioration of condition or death or outcome of EEIC decision for environmental incidents will be
used for reporting purposes.

Any preceding incident, including an occupational disease/iliness, that occurred as a result of
exposure to the same agent or environmental factor, impacting the same body part or target organ
on a different occasion and resulting in similar symptoms or health effects, must be reported and
recorded as a new/different incident.

3.5.2.1.1 Scanning and attaching relevant documenta  tion

Scan and attach all relevant documentation (for example, the initial notification report, SAP EH&S
system-generated Flash report, Eskom Internal Investigation Form/ Report, OHS Act Annexure 1,
safety measure implementation supporting evidence, WCL2 and 4, photographs) on SAP EH&S,
which must be marked as confidential and for internal use only.

Note: OHS Act Annexure 1 must not be marked as confidential and for internal use only.

3.5.2.2 Recording of environmental incidents

All environmental incidents must be captured and recorded in detail on SAP EH&S following the
detailed processes outlined within this document. All incidents must also reflect the applicable
legislation or permit and the applicable section within the respective legislation that was
contravened.

All environmental incidents must be investigated according to investigation requirements in this
document, and safety measures must be implemented successfully in order to close the incident.
Safety measures for all significant incidents must be captured and managed on SAP EHS.
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For environmental events, the safety measure information does not need to be captured on SAP
EH&S, but must be attached electronically in SAP EH&S document management system in the
form of a corrective action table in the investigation report. The corrective action table must be
signed by the environmental practitioner in confirmation that the event has been closed
successfully at OU/BU level. The incident can be closed on SAP EH&S.

3.5.2.3 Recording of emission incidents

All emission exceedances that exceed the periods allowed for start-up, maintenance, upset
conditions and shut-down as specified in the station specific AELs must be reported and managed
as incidents, as detailed in the Atmospheric Emission Licence Practice Note.

3.5.2.4 Recording of OHS incidents

3.5.2.4.1 Recording of occupational diseases oril  Inesses:

Occupational diseasesl/illnesses will be recorded against the OU/BU to which the employee
belongs at the date of diagnosis, unless it can be proven that the occupational disease/illness
was caused by the activities of another OU/BU, as described in the section on “Previous
Group/Division/OU/BU” below.

3.5.2.4.2 Previous Group/Division/OU/BU:

With regards to incidents that occurred during employment at another Group/Division/OU/BU
where the current employer has sufficient proof or historical information that the involved employee
was injured/exposed prior to starting employment at the current OU/BU, he/she must communicate
the incident to the previous OU/BU and the Sustainability Systems Department

The following must be noted:

a) If the previous Group/Division/OU/BU still exists, the incident must form part of its OH&S
performance measure.

b) If the previous Group/Division/OU/BU no longer exists, the incident must be included in the
OH&S performance measure of the Group/Divisional head office of the previous
Group/Division/OU/BU.

c) If the previous employer is an external company, the incident must be recorded, but not
included, in Eskom’s performance measures.

d)If there is no proof or no historical information available to determine the
Group/Division/OU/BU responsible for the exposure, the current Group/Division/OU/BU
must report the incident as part of its own performance measures.

3.5.2.4.3 Previous Eskom employees: in the case of incidents involving previous Eskom
employees, where no relevant medical records exist, such person(s) must be recorded and
included in Eskom’s performance measures. The following must be noted:

If this person’s previous Group/Division/OU/BU in Eskom still exists, the previous
Group/Division/OU/BU must include the incident in SAP EH&S system and report on it; and if this
person’s previous Group/Division/OU/BU in Eskom no longer exists, the incident must be included
in the performance measures of the previous Group/Division head office of the previous employer.
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3.5.2.4.4 Previous incidents: if an incident develops into a more severe incident at a later stage,
such an incident must be reclassified based on the current available information and proof (for
example, a medical becomes an LTI), and it must be recorded against the employee’s OU/BU that
was relevant at the time when the incident occurred.

3.5.2.4.5 Training: an incident that occurred on site at a training facility or in transit to a training
facility (whether internal or external) must be recorded against the OU/BU that employs the person.

3.5.2.4.6 Telework: an incident involving an employee working from home (telework) on a
temporary or permanent basis will be recorded against the OU/BU that employed such a person,
provided that the work was performed with the formal approval of the applicable supervisor and
that proof is given that the work actually performed at the time of the incident arose out of, and in
the course of, his/her duties.

3.6 Incident investigation
3.6.1 General

a) All investigation reports must be considered controlled disclosure documents as per the
Eskom document management requirement.

b) All environmental, health and safety incidents must be investigated, excluding non-work
related incidents occurring outside workplace boundaries.

c) During the investigation of repeat incidents, ineffective safety measures for previous
incidents must be considered.

d) Where there are investigations, hearings, or inquiries initiated by the DoL or Department of
Mineral Resources, Department of Energy, and South African Police Services, the
Responsible Manager must inform the Sustainability Systems and Legal Departments,
where a legal representative will be appointed as part of the investigation, hearing, or
inquiry.

e) In the case of incidents involving crime, the OU/BU Security Department and Eskom
Security Risk Management from Sustainability Systems Department must be involved in
both the employer’s investigation and the Corporate Legal investigation.

f) The employer's investigation report (Annexure 1 in terms of the OHS Act) must be
completed by the OU/BU appointed Investigating Committee’s chairperson (investigator)
and signed off by the applicable OU/BU responsible manager as the representative of the
employer/user.

g) The results of the OHS investigation must be captured on the Eskom internal investigation
template: Form 240-77046688.

h) All investigation results must be documented, reviewed (where necessary), and captured on
SAP EH&S, including root cause analysis and identified safety measures. The root cause
analysis worksheet must be electronically attached to the incident in SAP EH&S.
Investigations by government agencies could also trigger a review of the initial incident
information captured.

i) Records must be kept by the OU/BU of all OHS Act section 24 incidents, lost-time injuries,
and medical treatment cases on the Annexure 1 form (as required in the OHS Act — General
Administrative Regulations for Recording and Investigation of Incidents) for all employees,
contractors, and members of the public. All investigation reports must be kept and archived
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for at least 25 years, unless another period has been specified in legislation or in any court
proceedings that may ensue. All reports describing an incident involving a minor must be
kept and archived for at least three years after such a person becomes an adult.

j) To determine an estimated cost of an incident, the Compensation Commissioner Cost
calculations should be utilised.

k) All reports must be kept safe and secure.

) The completed Annexure 1 form, as required in terms of the OHS Act — (General
Administrative Regulations for Recording and Investigation of Incidents), may be made
available to a third-party on request and in consultation with the Eskom Legal Department.

m)Chapter 23 of the MHSA Regulations sets out the manner in which incidents are to be
reported to the Mine Health and Safety Inspectorate on the following forms: SAMRASS 1, 2,
4, and 9 as per Chapter 21 of the MHSA Regulations, as may be required, in consultation
with the Eskom Legal Department.

3.6.2 Environmental incidents

All environmental incidents, regardless of their classification, must be investigated within the
OU/BU using a root cause analysis in order to determine the root cause of the incident.

a) The focus of the investigation for environmental legal contravention - incidents should be the
reason or root cause, direct cause, and contributory cause for the contravention. The
investigation shall also include which legislation/permit (including the specific section within
legislation) was contravened in addition to the technical details of the incident.

b) The investigation team/committee and chairperson for significant environmental incidents
shall be appointed by the OU/BU, in consultation with the EEIC divisional representative.
The investigation team will require input from the OU/BU SHEQ manager as well as
involvement of supervisors, engineers, chemical services, contractor representatives, etc.,
where applicable. Subject matter specialist(s) and consultants for particular fields may also
be required for certain incident investigations; specialist(s) involvement in the investigation
can be determined by the EEIC representative or OU/BU manager. A detailed investigation
report should be generated and captured on SAP EH&S as well as circulated to the
divisional EEIC representative and Sustainability Systems Department, on request.

Note: For investigations of environmental legal contravention - incidents in terms of the OHD,

the respective EEIC representatives shall be involved.

¢) Investigations of environmental events shall involve the environmental practitioner(s) of the
OU/BU as well as the relevant supervisor or contractor representative where the incident
occurred. Expertise from relevant fields, for example, engineering, chemical services, or the
contractor representative, etc., can be requested, depending on the type of incident being
investigated.

CONTROLLED DISCLOSURE
When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorized version on the system.

No part of this document may be reproduced without the expressed consent of the copyright holder, Eskom Holdings SOC Ltd,
Reg No 2002/015527/30.





Environmental, Occupational Health and Safety Unique Identifier: 32-95

Incident Management Procedure -
Revision: 6

Page: 43 of 68

The root cause analysis process used by the OU/BU should consider the following principles:

i.Determine the type of incident, what occurred (sequence of occurrence), when and where
the incident occurred.
ii.ldentify consequences and impacts.
iii.Determine the risk of the incident reoccurring using the root cause analysis likelihood and
consequence table.
iv.Determine the immediate cause(s).
v.ldentify root causes, taking into consideration human, workplace, and natural factors (who,

what, and why).
vi.ldentify system failures (procedure non-conformance, training, plant failure, etc.).

3.6.3 OHS incidents

a) Regardless of the work-relatedness or not of an incident that occurs within the workplace
boundaries, such an incident must be investigated to identify any possible contributing
causes and to make recommendations on preventing any repeat incidents.

b) The investigation of non-work related incidents that do not occur at the workplace,
including non-work related commuting incidents is not required. In some cases an
investigation can be requested by the Responsible Manager where the Responsible
Manager has a very good reason to request such an investigation (where Eskom has an
interest to understand the reasons/root causes) with permission from an Employee.
These lessons could be shared in the organisation to prevent repeat incidents.

¢) It must be noted that the employer does not have the mandate to investigate incidents
that occurred at an employee’s home, unless the person was performing work from
home (defined as telework) at the time of the incident, in which case the incident would
be regarded as work-related.

d) Eskom investigations will consist of an OU/BU investigation, or depending on the severity of
the incident (as determined in the incident prioritisation section), a corporate investigation
will be held.

e) Employer’s investigation under the MHSA must be conducted as set out in section 11(5), as
revised, of the MHSA.

f) Root cause analysis techniques
i. A root cause analysis technique (RCat) must be used for all employee and contractor
OHS investigations.
ii. Other techniques may be used supplementary to the RCat.
iii. The root cause analysis report will be used as a source document for presentation

purposes.
3.6.3.1 Employer’s investigation

3.6.3.1.1 OU/BU investigations (excluding serious a  nd fatality investigations)

The Investigation Committee should consist of the following, given the nature of the incident:

a) A chairperson (appointed in writing by the Employer) as the investigator of the incident,
which must be at a level defined in the Action and responsibility requirement table 3.4.4,
provided there is no conflict of interest.

b) Where applicable, a subject matter specialist(s) may be appointed by the OU/BU.
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Note: In the case of a serious incident or a fatality, the representative from Sustainability
Systems and/or, if applicable, the independent subject matter specialist(s) as determined by
Sustainability Systems will also be a member of the committee.

c) Representatives from all entities, where multiple organisations and/or Groups/Divisions are
involved in an incident.

d) The relevant supervisor/manager under whose supervision the incident occurred shall be
the first person to give evidence related to the incident and will be allowed to remain in
attendance at the investigation as an observer, provided there is no conflict of interest.

e) Applicable health and safety representative, as required by the OSH Act.

f) If available, the applicable Full Time Health and Safety Representative, as per Health and
Safety Agreement. The onus is on the OU/BU to extend the invitation to the applicable Full
Time Health and Safety Representative.

g) The applicable union representative as per Eskom’s recognised trade unions may
participate during the employer’s investigation, including the process of evidence collection,
investigation, formulation of findings and safety measures. Limited to one representative per
recognised trade union.

h) Environmental Department representative, if applicable.

i) EEIC representative if applicable.

i) Applicable BU OHS Department representative.

k) The relevant witnesses.

The Investigation Committee chairperson is responsible for the process of evidence collection,
investigation, formulation of findings, identification of root causes, formulation of safety measures,
compilation of an investigation report, and completion of Annexure 1 (OHS Act).

Note 1: In the case of a committee member that needs to testify as a witness, such a member
needs to be excluded from the investigation sitting until such time as he/she has given his/her
testimony and the chairperson can exercise his/her prerogative to allow such a person to become
a member of the committee.

Note 2: The investigation may not continue if either the chairperson, the Responsible Manager (or
his/her delegate) and the subject matter specialist(s) determined by the chairperson is not present.
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Note 3: Sustainability Systems Department, as well as an identified subject matter specialist(s),
may attend as observers on the invitation of the most senior persons appointed under the MHSA or
relevant legal representation.

Note 4: The initiation of the incident investigation must not be delayed due to the unavailability of
any witness.

Note 5. Corporate OHS (Sustainability Systems) has the prerogative to participate, as it may deem
fit and consulted with the relevant OU/BU Responsible Manager, in any incident investigation
notwithstanding the priority rating or incident classification. Corporate OHS (Sustainability
Systems) may also request, through the relevant management structures, any incident
investigation report and consult on the contents of such a report. Corporate OHS (Sustainability
Systems) may lead any investigation at the request of any senior manager.

Note 6: The site owner, where an incident occurred, has the right of access to any employer’s
investigation report and may consult on the contents of such a report which shall be requested
through the relevant management structures. The employer (Responsible Manager) is responsible
for informing the applicable site owner of all incidents that incurred on site. Where applicable, the
reporting mechanism must be stipulated in the SHE specifications and reflected in the SHE plan.

Public incidents
a) Public fatalities:

i. In the case of fatalities that involve members of the public, a corporate legal investigation
must be conducted. The OU/BU must notify Sustainability Systems and Legal
Department immediately.

i. The Legal Department will appoint an attorney from Eskom’s panel of attorneys to chair
the investigation. The OU/BU must immediately mobilise a team who will collect
evidence and assist in conducting the corporate legal investigation. Sustainability
Systems will assist the corporate legal chairperson during investigation and oversee the
collection of evidence, statements, conducting of root cause analysis, and completing
the investigation

ii. In the case of electrical related incidents which occurred beyond point of supply or
involving electrical related criminal activities (theft), the onus is on the OU/BU to conduct
its own investigation and if there is any reason to believe that a corporate legal
investigation is required, the OU/BU need to provide a motivation accompanied by
supporting documentation to the Sustainability and Legal department for a decision.
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b) Non-fatal public incidents:

Note:

In the case of all other incidents involving members of the public where there were
injuries (excluding fatalities), an employer’s investigation must be conducted, chaired by
a person appointed by the OU/BU Responsible Manager.

This includes incidents beyond point of supply.

. If, at the conclusion of an employer’s investigation, there is/are any reason(s) to believe

that potential liability on Eskom’s part exists, the chairperson of that Investigation
Committee, together with the OU/BU manager, must provide the Corporate Legal
Department with the applicable investigation report, evidence related to the incident,
completed root cause analysis worksheet, and reasons for requesting the appointment of
an independent legal chairperson. The Legal Department will assess the information
provided and indicate whether liability exists and whether a corporate legal investigation
needs to be conducted.

Note: This includes incidents beyond point of supply.

3.6.4 Corporate investigations

3.6.4.1 Corporate specialist investigation (employe e and contractor serious incidents)

Sustainability Systems Department will:

a) Appoint and mobilise an independent investigation subject matter specialist to facilitate and

b)

C)

coordinate the collection of evidence, statements, root cause analysis to support the
OU/BU-appointed chairperson/investigator (see paragraph 3.6.3.1.1 a); and

The OU/BU employer’s investigation chairperson/investigator must provide the investigation
final report as per the OHS investigation report template (240-77046688) within 10 working
days after conclusion of the investigation to Sustainability Systems Department. The
independent subject matter specialist(s) (referred to in a) above), will provide a separate
technical report to Sustainability Systems Department.

If there is potential liability, the Corporate Legal Department and Sustainability Systems
must be provided with a motivation of such possible liability in order to advise the OU/BU
on the way forward.
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3.6.4.2 Corporate legal investigation (fatalities)

3.6.4.2.1 General

a)

b)

<)

In the case of employee and contractor fatalities, Sustainability Systems Department will
initiate a corporate legal investigation and mobilise a team immediately, who will facilitate
and coordinate the collection of evidence to support the OU/BU-appointed chairperson of
the employer’s investigation (see paragraph 3.6.3.1.1 a), take statements, conduct root
cause analysis, and complete the investigation chaired by an independent legal person.

A safety culture perception survey, when required, may be conducted (to form part of
feedback to Manco/Exco during the close-out presentation).

In case of an employee fatality, Eskom flags must be flown half-mast at Megawatt Park and
at the main site office where the fatality occurred (if flags are available) for 7 consecutive
days.

Note 1: At the discretion of the Chief Executive, in the case of multiple fatalities, additional
memorial-related interventions may be executed. When available, the Chief Executive is to
visit the site where the fatality occurred.

Note 2: In the case where the MHSA applies, the investigation process set out in it will be
followed. Thereafter, a corporate investigation may continue, as may be required by Eskom.

3.6.4.2.2 Corporate Legal Investigation Committee (  fatalities)

The Corporate Legal Investigation Committee, as determined by Sustainability Systems
Department, will be structured and limited to the following members:

a) Core committee members

iii.
. The OU/BU employer’s investigation chairperson (appointed investigator)
vi.
Vi.
viii.
ix. The applicable full-time health and safety representative.

XL

Chairperson — a legal practitioner formally appointed by the Eskom Legal Department.

In cases where the incident resulted in a fatality of an Eskom employee(s) and/or
contractor employee(s), the Responsible Manager, appointed in terms of section 16(2) of
the OHS Act, or his/her delegated person, in whose area the incident occurred, must be a
member of the Corporate Legal Investigation Committee.

Sustainability Systems Department representative.

OU/BU occupational health and safety manager or nominee.

OU/BU senior management representative (provided that he/she has no direct
involvement in the particular incident).

Representatives from other divisions in cases involving multiple divisions,

The local statutory health and safety representative.

A human resources representative.

In the case where the MHSA applies, the following members may be included as
committee members: 4(1) employer’'s representative, 3(1) (a) mine manager, and 2.13.1
engineering manager (mining equipment)/mine engineer.
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b) Members

i. If available, the Eskom A&FD representative/nominee, who performs the role of providing
independent assurance to Exco.

ii. A subject matter specialist(s), as determined by the committee, to advise the chairperson.

iii. If applicable, a representative of the Eskom Security Risk Management Department.

iv. The Eskom-recognised trade union member representing the affected employee(s) may
participate during the employer’'s investigation, including the process of evidence
collection, investigation, formulation of findings, and recommendations.

c) Observers
Any other person whom the chairperson allows on a formal application.

Note: The chairperson may grant permission to any observer at his/her own discretion to
ask questions during the investigation.

d) Witnesses

i. An overview of the incident to be provided to the committee by the OU/BU appointed
investigator (see paragraph 3.6.3.1.1 a) with the assistance of the applicable subject
matter specialist(s).

i. The relevant person appointed as supervisor or safety team leader, under whose
supervision the incident occurred, as the first witness.

ii. Depending on the case, the relevant OHS Act section GMR 2(1) person appointed for
plant-related incidents.

iv. In case of contractor fatalities, the contractor management representative have the right to
be present while his or her employee is giving evidence.

v. Any person who witnessed the incident.

vi. Any other person with any other evidence related to the incident.
vii. Any other person identified by the committee.

Note: A witness may be recalled to answer further questions from the committee, as
determined by the chairperson.

e) Inquiries, investigation and hearings initiated by government agencies

i. National, provincial, and regional government agencies have the legal authority to inquire
into, or investigate, certain incidents.
ii. Any inquiry or investigation by any of these agencies should be preceded by giving proper
notice to the organisation.
iii. When any of the following notices are received:
» Compliance and/or pre-compliance notice issued by the DEA or provincial or district
municipal environmental authority;
» Notifications issued by the DoL (in terms of the OHS Act, sections 31 and 32 and
section 56 of COID Act — Application for Increased Compensation); and
* Where the MHSA applies, the Mine Health and Safety Inspectorate may convene an
investigation in terms of section 60 of the MHSA and/or an inquiry in terms of section
65 of the MHSA;
» The OU/BU must immediately inform the Sustainability Systems and Legal
Departments of such notice or requests received by providing a copy of the notice,
relevant investigation report, and supporting documents.
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iv. Requests by government agencies for access to the site’s investigation reports and
related materials must be made in writing and reviewed with Eskom’s Legal Department
before they are granted, as may be applicable.

v. Employees have the right not to incriminate Eskom or themselves.

vi. In the case of incidents involving contractor employees, the investigation will require the
contractor’s involvement.

vii. In the case where a contractor does not cooperate during any part of the Eskom
investigation, in terms of contractual and legal obligations, Eskom shall take further steps
to ensure that the immediate and root causes of the incident have been identified and to
ensure that workable safety measures are identified and implemented and that actions
that will prevent the repeat of such an incident are implemented in order for Eskom to fulfil
its legal obligation.

viii. When required, all persons must be available and cooperate during any investigation by
the Department of Labour or NPA.

f) Contractor employer’s investigation report

In the case of incidents involving contractor employees, the contractor must investigate
those as an employer in his/her own right (employer’s investigation) and generate a report.
The report and Annexure 1 must be submitted to the applicable OU/BU or on request to the
Department of Labour by the contractor.

Eskom may participate during these investigations

Note: All reports related to investigations, with the exception of Annexure 1, must be marked
and treated as confidential and for internal use only.

3.7 Management of Safety Measures

3.7.1 Implementation and Monitoring of safety measu  res of incidents

a) There must be at least one safety measure for each root cause identified during the
investigation.
b) The Investigation Committee must consider the following hierarchy of control when
formulating safety measures:
i. Engineering control for the purpose of designing/redesigning in order to eliminate the risk.
ii. Barriers to isolate/insulate between the source and employees or animals.
iii. The provision of personal protective equipment should be the last resort.
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¢) Planned start and completion (end) dates for all safety measures must be clearly defined

and must be:

i. Specific;

ii. Measureable;

iii. Achievable;

iv. Realistic, with clearly allocated responsibilities; and
v. Timeous, with clear deadlines.

d) Safety measures and restart criteria/conditions that have to be completed before operations
may resume must be clearly identified in the investigation report. Other safety measures (for
example, longer-term system-related improvements or evaluations) often have a completion
date that extends beyond the start-up date.

e) Identify potential risks that can influence the achievement of the safety measures, and
document in the investigation report how these risks should be mitigated.

f) All safety measures must be verified by the person responsible in order to determine
effective implementation. Documentary evidence of the implemented safety measures must
be available and attached electronically to the incident in SAP EH&S before the safety
measure is closed on SAP EH&S.

g) Where a safety measure that has been implemented is deemed ineffective and, therefore,
unsuccessful, the safety measure(s) must be revised by the Investigation Committee and
implemented. An alternative safety measure must be identified to address the root cause(s).

h) The revised safety measure must be approved by the chairperson of the Investigation
Committee, and the report must be revised accordingly. The chairperson must provide the
motivation and/or justification for the decision. The previous ineffective safety measure must
be closed out on SAP EH&S and a new safety measure identified and captured on SAP
EH&S.

i) Risk assessment must be done to ensure that any safety measure that constitutes an
improvement does not create an additional risk or increase the existing risk.

j) To ensure the prompt follow-up and close-out of safety measures from an incident
investigation report, periodic status reports must be provided from SAP EH&S to site
management until all recommendations have been acted on and closed out.

k) The Statutory Occupational Health and Safety/SHEQ Committee meetings must also track
the safety measures, target dates, and responsible person(s) identified during investigations
and note, in the minutes, the discussion points on the progress made with the
implementation of safety measures. The minutes must be kept for at least three years.

I) The OU/BU manager, as the Responsible Manager, is responsible for reviewing/analysing
the recommendations made in the incident investigation report, assigning responsibilities to
the relevant applicable Responsible Manager s, and providing the necessary resources to
implement the recommendations made, within a reasonable time frame that does not
expose persons to risk for an unnecessarily long period, and to prevent recurrence of the
incident.

m)After implementation of all OHS safety measures for incidents with an extreme priority
rating, the Responsible Manager must ensure that an independent and objective person,
who was not involved in the investigation, must verify the effectiveness of the safety
measure/s implemented within three months after the planned end date of the safety
measures.
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3.7.2 Safety measures for significant environmental incidents

a) All significant environmental incidents must have safety measures developed using the
general principles provided above and captured on SAP EH&S.

b) The Responsible Manager is responsible for ensuring that the safety measures are
implemented.

3.7.3 Safety measures for environmental events

a) Environmental events do not require safety measures to be captured in SAP EH&S;
however, the corrective action table should determine what actions need to be implemented,
who is responsible for the implementation, and time frames for implementation, as
prescribed in the general principles above.

b) The responsible environmental practitioner will sign of the corrective action table, indicating
that the corrective actions have been implemented. Once this has been completed, the
document must be electronically attached to the incident in SAP EH&S in order for the
environmental manager/advisor to verify and close the incident.

3.8 Incident close-out
a) Close-out is the final step in the incident management process. The action of closing out an
incident signifies that all safety measures have been effectively implemented, lessons learnt,
case studies effectively communicated and all relevant documents attached.
b) The incident must then be closed out in SAP EH&S as an action.
c¢) All environmental legal contravention - incidents and contravention - incidents in terms of the
OHD must have a closure certificate completed (document number 240-76507067).

3.9 Incident Communication
The following are the communication means for environmental, occupational health and safety
incidents:

a) Initial incident notification reports are reports that are submitted by any individual who is
reporting an incident to the relevant OU/BU Environmental, Occupational Health and Safety
Department. They can be provided in any format, that is, email, OU/BU Flash report, or INO.

b) The SAP EH&S Flash report is the formal notification informing all relevant stakeholder/s
(specified in the Action and responsibility requirements table 3.4.4) that an incident has
occurred.

¢) Fatality announcement — Sustainability Systems Department will send out an SMS and an
announcement for employee and contractor work-related fatalities.

d) The memorial wall shall be updated with relevant information.

e) Environmental, occupational health and safety incident feedback report (lessons learnt) —
the incident feedback report must state the lessons learnt, which need to be shared as per
the Action required table in order to create awareness and to prevent reoccurrence. The
Responsible Manager where the incident occurred is responsible for compiling an incident
feedback report for all OHS incidents. In the case of incidents where the priority rating is
extreme the incident feedback report must be communicated to the Sustainability Systems
Department for further distribution to all relevant stakeholders.

f) When compiling the lessons learnt, consider the following:

i. The lessons should be those lessons that are obvious (not necessarily the root causes,
as they might not be available at the time of communication).
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ii. They must only cover a few main points.

iii. Focus on positive points as well.

iv. Protect the individuals by excluding names and places or any other information that could
be sensitive. Where reasonably practicable, use photos that are relevant to the incident.
Be sensitive towards the reader. Do not include any sensitive photos or information.

v. The OU/BU must ensure that this information is disseminated to all affected and
interested parties who could benefit from the feedback. The OU/BU Responsible
Manager must ensure that the effectiveness of shared lessons learnt is monitored.

vi. The communication of the lessons learnt should not be delayed by waiting for the incident
investigation outcome/report. Lessons learnt are, therefore, not findings or
recommendations.

g) Manco/Exco fatality and environmental legal contrav ~ ention — incident in terms of the
OHD presentations

i. Presentations must be made to Exco/Manco on all employee and contractor fatalities and
environmental legal contravention — incidents in terms of the OHD by the relevant
Group/Divisional executive or delegated senior manager.

ii. Any additional and/or amended information provided at Exco/Manco must be updated on
SAP EH&S and a revised case study must be republished immediately on the Eskom
publication tool, i.e Hyperwave.

h) Case studies must be published for the following in cidents:

i. Case studies must be published for all occupational health and safety incidents rated with
a priority rating of extreme, high, and/or moderate. In the case of near-miss incidents,
publish those rated as extreme.

ii. Public fatalities and injuries (excluding public crime-related incidents and incidents that
occurred beyond point of supply) with a priority rating of extreme, high, and/or moderate.

For the above incidents, after the investigation has been completed, the findings, the root cause
analysis, and the safety measures captured on SAP EH&S; the case study must be generated and
formally communicated within the OU/BU within five working days after finalising the report. The
OU/BU must ensure that all case studies are published on an Eskom publication site i.e
Hyperwave, which will be linked to the OHS website or appropriate Eskom wide communication.

3.10 Guidance to chairpersons during disciplinary h earings related to environmental,
occupational health and safety incident management

Transgression of any of the following will be treated as misconduct:

a) If misleading information is deliberately supplied or information is deliberately withheld.

b) If evidence is wilfully withheld, removed, disturbed, tampered with, or distributed without the
relevant permission.

c) If a witness or any person involved in the incident investigation process is victimised or
intimidated.

d) If notification of the incident is not given within the specified time frames.

e) If prioritisation of the incident is deliberately, wilfully manipulated to indicate a lower priority.

f) If any incident is not fully investigated within the time frames specified.

g) If incidents are deliberately, wrongfully classified.
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h) If any incident is not recorded.
i) If safety measures are not implemented within the time frames agreed and captured in SAP

EH&S.

|) If the effectiveness of safety measures is not assessed within the required time.

Note 1: The collection of evidence for the purpose of the disciplinary process must be conducted
separately from the environmental, occupational health and safety incident investigation process.

Note 2: The disciplinary process must collect its own evidence
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4. Revisions
Date Rev. Compiler Remarks
November 2015 6 SN Middel Clarification required as requested by

the Legal Department with regard to
the investigation process into cases of
serious incidents and fatalities in so
far as alignment with the employer
investigation and the corporate
investigation process. To clarify the
corporate investigation process for
incidents where no injuries occurred
or in the case of third party
investigations with serious
consequences for the business.

April 2015 5 SN Middel OHS Steering Committee raised a

concern regarding the practicality of

managing incidents at the operational

level as some of the processes are

complex. This initiated a procedure

review. During the review the

following issues were identified for

improvement and to simplify:

1) Near-miss incident reporting and
investigation process.

2) Clarify certain definitions. .

3) Review incident notification time
frame.

4) Management of occupational
diseases.

5) Incident prioritization.

6) Classification of certain
incidents

28 February 2013 4 SN Middel Changes in incident management
steps, corporate investigation
process, and expansion of
environmental incident process.

31 October 2011 3 K Terblanche This document was compiled to
address the PCM and in line with the
objectives of the Back to Basics

project.
18 February 2010 2 SN Middel and K Correction of document and
Terblanche application date of document.
15 February 2010 1 SN Middel Withdrawn due to technical reasons
and incorrect application date of
document.
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Appendix A — Process flow to determine repeat envir ~ onmental incidents

Questions to be asked:

Did the incident take place within 12 months of the previous environmental legal contravention -
incident?

Yes l No (then not a repeat)

Did environmental legal contravention-incident take place within the same BU (for example,
transmission grid, Distribution operating unit, power station, Group Capital project)?

Yes
l No (then not a repeat)

Is the environmental legal contravention - incident related to the same section of legislation and/or
the same licence condition, previously classified as a legal contravention - incident?

Yes

l No (then not a repeat)

| Is the environmental legal contravention -incident related to the same root cause ?

ves No (then not a repeat)

Have the safety measures (corrective and preventive actions) identified to address the previous incident
been implemented as per the agreed time frames, such that there was an opportunity to prevent the
present environmental legal contravention - incident?

¥

Yes (then a repeat)

No (then not a repeat)
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Appendix B: Environmental, Occupational Health and Safety Metrics

B.1 Environmental metrics

Metrics

Calculation

Contravention of
environmental legislation

Total number of contraventions of environmental legislation over
the previous 12-month period (12-monthly moving index) and
financial year to date.

Contraventions of
environmental legislation in
terms of the OHD

The total number of contraventions in terms of the OHD over the
previous 12-month period (12-monthly moving index) is used as
the key performance indicator and is reported against a set
“target”, “alarm”, and “critical”, as well as financial year to date.

B.2 OHS metrics

Metrics

Calculations

Fatalities (employee and
contractor)

Total number of fatalities as a result of work-related incidents
that occurred in a 12-month period measured against a set
target of zero.

Note: Fatalities excludes the Occupational Diseases and Third
Party at Fault incidents (incidents including any motor vehicle or
crime-related incidents ascribed solely to another party being at
fault). Third Party at Fault incidents must be confirmed by the
Safety Data Integrity Committee (SDIC) at Group Sustainability

Lost-time injury rate (LTIR)

LTIR = (total number of lost-time injuries x 200 000) / (total

number of employee work hours). The figure 200 000 refers to

the average number of hours worked by 100 employees in one

year, where:

e total number of lost-time injuries is the sum of all the lost-
time injuries that occurred over a 12-month period; and

e total number of employee work hours is the sum of all
employee work hours over a 12-month period, and
measured against a set target.

Note: The LTIR figure excludes the Occupational Diseases and
Third Party at Fault incidents (incidents including any motor
vehicle or crime-related incidents ascribed solely to another
party being at fault). Third Party at Fault incidents must be
confirmed by the Safety Data Integrity Committee (SDIC) at
Group Sustainability.

Public Recordable Fatality
Incidents (PRFI)

The total number of PRFI (public recordable fatality incidents)
that occurred in a 12-month period measured against a set
target of zero.

Severity indicator

Measured in accordance with the number of calendar days lost
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and restricted days, classified in periods of one to three days,
four to 13 days, or 2 14 days.

Metrics Calculation

Severity rate Severity rate = (the number of calendar days lost x 200 000) /

(total number of employee work hours), where:

¢ the number of days lost is the sum of all the calendar days
lost and restricted days over a 12-month period; and

e total number of employee work hours is the sum of all
employee work hours over a 12-month period.

Total public fatalities The total number of public fatalities that occurred in a 12-month
period measured against a set target of zero.

Total Recordable Injury Rate TRIR = (total number of recordable incidents x 200 000) / total

(TRIR) number of employee work hours). The figure 200 000 refers to
the average number of hours worked by 100 employees in one
year, where:

» total number of recordable incidents is the sum of all
recordable incidents that occurred in a 12-month period; and

e total number of employee work hours is the sum of all
employee work hours over a 12-month period and measured
against a set target.

Note: The TRIR figure excludes Third Party at Fault incidents
(incidents including any motor vehicle or crime-related incidents
ascribed solely to another party being at fault). Third Party at
Fault incidents must be confirmed by the Safety Data Integrity
Committee (SDIC) at Group Sustainability.
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Appendix C: Classification Criteria for Environmental Incidents

EEIC criteria for classification of environmental i ncidents

Element N/a Yes No

1. Did the incident result in a contravention of any environmental legislation and/or
condition of a licence?

2. Did the incident result in either sterilising the soil or destroying rare, endangered,
or protected fauna or flora?

3. Did the incident result in making any water resource unfit for its original purpose
such as domestic, agricultural, or industrial use or reduce the water quality to such a
state that human intervention is required to restore it to its original quality?

4. Did Eskom fail to take reasonable measures to prevent pollution or degradation
from occurring?

5. Did Eskom fail to prevent pollution or degradation from continuing?

6. Did Eskom fail to implement measures to prevent pollution or degradation from
recurring?

7. Did Eskom fail to implement measures to contain and minimise the effects of the
incident on the environment and on the health, safety, and property of persons?

Specify legislation, applicable section within legislation, and licence condition that were contravened.

Classification
If “Yes” to any of the questions, classify incident as legal contravention, if “No” to all
of the questions, classify as an event.

If classified as a legal contravention, check again st the following criteria to
determine whether the incident is an OHD.

Criteria Yes No

1. The environmental legal contravention results in formal censure from government.
These are a compliance notice, a directive, a fine (including a section 24g), prosecution.

2. The environmental legal contravention is not reported through the initial notification to the
applicable department.

3. The environmental legal contravention is considered a repeat environmental legal
contravention (using the process flow found in Appendix A of this document). Note: This
criterion can only apply if the previous incident was classified as an environmental legal
contravention.

4. The “safety” (corrective and preventative) measure is not implemented within 30 days
after the due date.

OHD event (any shaded area marked)
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Appendix D : NEMA Section 30 Incident Classification and Reporti  ng Guidance

This section must be read in conjunction with NEMA Section 30. Emission incidents must be
classified and reported in terms of the requirements of the Atmospheric Emission Licence, in
conjunction with NEMA section 30 (as per the Atmospheric Emission Licence Practice Note).

Classification guidance

For an incident to be a section 30 Emergency incident, the following must apply:

The incident was an "an unexpected, sudden and uncontrolled release of a haz
ardous substance, including frorm a major emission, fire or explosion,'? For re-
lease of hazardous substance, see additional information below.

Yes 1 No—"Mot a MEMA Section

Did the incident cause or has caused ar may cause significant harm to the environment, human
life ar property?

Yes Mo

3

Yes—Report and classify incident as a Mo—Incident is not a NEMA Section
MEMA Section 30 incident

Additional Information

In the case of pollution events, the incident mustfirstly invole one of the substances s et out in
Appendix 1 of the DEA Guidelines. If the substances is listed on the guidelines, at least one of
the following consequences must cause or has caused or may cause significant harm to the envi-
ranment, human life or property:

I. Rivers and streams: any fire, explosion, or major emission cavering an area exceeding
10 square meter's within the one-in-ten-year flood line of a river ar strearm or within 32
rmeters of the bank of a river or stream where the flood line is unknown.

Il Farine environment: any fire, explosion, or major emission covering an area exceeding
10 square meters in the sea or within a distance of 100 meters inland of the high-water
mark of the sea.

I Sensitive ecosystems: any fire, explosion, or major emission that results in the transfor-
mation of indigenous vegetation of 3 hectares or moare or of any size where the transfor
mation occours within a critically endangered or an endangered ecosystemn listed in
terms of section 52 of the Mational Environmental Management: Biodiversity Act, 2004
[Aact Mo, 10 of 2004).

[, Groundwater: any fire, explosion, or major emission that results in the formation of a
plurme exceeding 1 hectare in size in an aguifer or und erground water.
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Action required for NEMA Section 30 Incidents and N WA Section 20 Incidents

This section must be read in conjunction with the applicable legislation.

1.

Determine if the incident is a NEMA Section 30 or NWA section 20 incidents by using the
Appendix D above, applicable legislation and by consulting the Sustainability Division:
Environmental Management Department.

Submit initial notification to the Sustainability Division: Environmental Management
Department, Department of Environmental Affairs and/or Department of Water and Sanitation.

Notify relevant stakeholders as prescribed in this procedure, including interested and affected
parties.

Initiate investigation within 24 to 48 hours. The timeframe for initiating investigations must be
determined by using the priority rating matrix and the associated actions in the action required
table within this document.

Summit follow-up report to DEA and Sustainability Division: Environmental Management
Department with investigation results (prelim or final) on the DEA template within 14 days of
the NEMA Section 30 incident occurring. For NWA Section 20 incidents, a follow-up letter
containing investigation results and corrective actions must be completed and submitted to the
Department of Water and Sanitation as soon as the investigation is concluded. Sustainability
Division: Environmental Management Department must be consulted prior to final reports
being communicated to the authorities.

Provide additional information to authorities once investigation is concluded and/or corrective and
preventative actions are implemented.
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Appendix E

E.1 The following criteria will assist the reader w ith interpreting certain incidents
classifications:

a) Occupational diseases

i. Any contractor diagnosed with an occupational disease/iliness, where this is proven to be
due to exposure on an Eskom site, must be recorded and included in Eskom’s
performance measures.

i. In the case of a pensioner diagnosed with an occupational disease/illness, such
diseasel/illness must be reported in terms of section 25 of the OHS Act. Any medical
practitioner who examines or treats a person for a disease/iliness described in the COID
Act or any other diseasel/illness that he/she believes arose out of, or in connection with,
that person’s employment shall, within the prescribed period and in the prescribed
manner, report the case to the person’s employer and to the chief inspector and inform the
person accordingly; the incident must be recorded and included in Eskom’s performance
measures.

ii. If an employee, during the exit medical assessment, is diagnosed with an occupational
diseaseliliness, the incident will be recorded against the last OU/BU in which he/she was
employed.

b) Secondment
An incident that involves an employee seconded to another OU/BU within Eskom and/ or
its subsidiaries will be recorded against the OU/BU that employs that employee and where
the cost of the employee is captured. Working hours will be allocated to the OU/BU that
employs the employee, unless the individual's cost centre is amended by agreement and
processed within the SAP HR system to reflect the OU/BU to which he/she has been
seconded.

An incident that occurred during regular/normal work while the employee was transferred/
seconded to organisations external to Eskom (including Eskom Enterprises (Pty) Ltd) will
be recorded against the OU/BU from which that person was transferred.

CONTROLLED DISCLOSURE
When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorized version on the system.

No part of this document may be reproduced without the expressed consent of the copyright holder, Eskom Holdings SOC Ltd,
Reg No 2002/015527/30.





Environmental, Occupational Health and Safety Unique Identifier: 32-95

Incident Management Procedure -
Revision: 6

Page: 64 of 68

c) Travel-related incidents

i. Commuting includes the following:

» Travel, by any means, from the permanent place of residence to a regular place of work
and/or back, and shall not be regarded as work-related travel.

* When an employee makes use of a pool or rented vehicle during commuting or for
private use, it is not regarded as work-related travel.

* Where the employer provides transport that is free of charge, directly or indirectly, and
the vehicle was driven by an Eskom employee who was an authorised driver, and the
incident occurred between the time when an employee boarded the provided vehicle at
the point of departure and the time when he/she arrived at the destination, will be
regarded as work-related for the driver but in the case of the passengers it shall be
regarded as non-work-related. All these incidents will be investigated in terms of Action
and responsibility requirements table (see 3.4.4).

ii. Work-related travel
The following will be regarded as work-related travel:

« Eskom employee is travelling between the employee’s permanent place of residence
and an irregular place of work.

« Eskom employee is travelling between a temporary place of residence and regular
place or irregular place of work.

« Employees travelling between a regular or an irregular place of work for the purpose of
buying food within a reasonable distance (as determined by the supervisor) and where
an Eskom canteen is not available.

If an Eskom employee is involved in an incident while travelling on personal business or for
personal reasons to and from a regular or an irregular place of work, or deviates from an
accepted regular/normal work-related route, that incident which occurred on the deviated
part of the trip/route, will not be regarded as work-related.

Temporary accommodation: all incidents related to an employee while on a business trip
that occurred at the hotel or temporary accommodation (Eskom-owned or not) will not be
regarded as work-related, unless the premises were used for official work activities at the
time of the incident. Each incident that results in a fatality or a serious incident must be
investigated, findings and lessons learnt identified, and the incident presented to the
applicable Divisional SHEQ Committee. The lessons learnt must be communicated
throughout the division and the investigation report forwarded to Eskom Sustainability
Systems and Legal Departments.

An incident occurring where an employee staying at temporary accommodation, which
does not provide meal(s), and the employee is required to go and purchase a meal, then
the incident will be regarded as work related. This is not applicable to contractor
employees.

d) Call out travel related incidents:  any incident that occurs while an employee is responding
to a call out duty:
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i. Travelling directly to the work place from either home or from another place, as
circumstances may dictate, will be regarded as work related. (This must be interpreted
within the requirements of the level 1- HR policies/ procedures).

ii. On the return journey, travelling directly from the workplace going home will be regarded
as work related; however, traveling to any other destination will be regarded as private and
therefore classified as not work related.

e) Eskom employees without a regular place of work: an incident involving an Eskom

employee who has no regular place of work shall be considered work-related if the incident
occurred between his/her permanent place of residence and return from his/her duties for
the day, excluding deviation of route or activities of a private nature. This is not applicable to
contractor employees.

g) An incident involving an Eskom employee who travels locally or abroad for business

purposes, occurring while on the journey, shall be considered work-related, except if it
occurred: during personal activities; during deviations for personal reasons, from a
reasonably direct route of travel; or in the course of activities neither necessitated by the
journey nor in the interest of the employer.

h) Contractor travel incidents:  all incidents occurring on an Eskom site involving a contractor

will be regarded as an Eskom-related contractor incident and recorded as such if it is within
the scope of work. Contractor vehicle incidents occurring off-site or between sites where
travelling is excluded from the contract will not be classified as an Eskom-related contractor
incident. Each incident that results in a fatality or a serious incident must be investigated by
the contractor, who will be requested to present the investigation findings and lessons learnt
to the applicable Group/Divisional SHEQ Committee. The lessons learnt must be
communicated throughout the division and the investigation report forwarded to Eskom
Sustainability Systems and Legal Departments.

Incidents occurring in parking areas: any incident occurring in any parking area deemed to be
reasonable for business-related purposes shall be considered as work-related.

Entertainment by, or as, a customer/client: an incident involving an employee while
formally entertaining or being entertained as a customer/client in the interest of the
employer, for example, for the purposes of receiving, discussing, or promoting business,
shall be regarded as work-related.
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K)

Vi.

Rules with regard to Work-relatedness/non-work-r  elatedness of other general
incidents:

. Voluntary work: this will include any activity performed by any person on a voluntary

basis, provided that the voluntary work is conducted in the interests of Eskom or its
subsidiaries as part of its community development programme, and shall be regarded as
work-related. Note: Section 22 of the COID Act provides that an incident shall be deemed
to have arisen “out of and in the course of employment” if the employee was so acting for
the purposes of, or in the interests of, or in connection with, the business of his/her
employer.

. Business function/event/meeting: an incident occurring during any formal, pre-arranged

business function/event/meeting paid for by Eskom, even if it was held outside the
regular/normal workplace and/or working hours will be regarded as a work-related incident.
Note: Whether the incident is work related or not, it must be recorded on SAP EHS and
reported to the Compensation Commissioner.

Incidents arising from team-building or sport days: any incident that arises from
participating in formally arranged team-building or sports days, including travelling, whether
intended to be a team-building event or not, will be regarded as a non-work-related
incident. However, an incident involving an individual who, in the course of performing
his/her duty, organised or facilitated such an event will be regarded as work-related. Note:
Whether the incident is work related or not, it must be recorded on SAP EHS and reported
to the Compensation Commissioner.

. Athletic activities sponsored by Eskom: an incident resulting from participation in

athletic activities will not be regarded as a work-related incident. However, an incident
involving an individual who, in the course of performing his/her duty, organised or facilitated
such an event will be regarded as work-related.

Note: Whether the incident is work-related or not, it must be recorded on SAP EHS
reported to the Compensation Commissioner.

. Incidents from biokinetic exercises: an incident resulting from official biokinetic exercises

shall be classified as work-related if the incident occurred during working hours.

Shower room/ablution facility incidents: an incident that occurs while an employee is
proceeding to or from a shower or ablution facility or that occurs while he/she is taking a
shower or otherwise using washroom facilities on the premises before, during, or after
working hours shall be regarded as work-related if the use of such facilities was
necessitated by the employee’s work. However, if the incident occurred in respect of
washing facilities relating to the person’s place of residence, for example, a camp, the
incident will be considered non-work-related.

vii.Incidents occurring during lunch and rest brea ks: an incident that occurs during an

employee’s specifically defined lunch break or other specifically defined off-duty period
shall be considered non-work-related, unless it arises as a result of hazards within Eskom’s
control in the work area.
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viil.

Xi.

Xii.

Xiii.

Xiv.

Note: A specifically defined lunch or rest break refers to either a set time or a time
reasonably deemed to be a lunch or rest break by a manager or supervisor. If a horse play
incident occurred during a lunch or rest break, the horse play incident will be regarded as
work related.

Physical violence at work: all incidents of violence at work must be investigated to
establish whether the violence was work-related or related to personal issues. If the incident
is related to personal issues, it should be classified as non-work-related.

. Playing around (Horseplay) at work: all incidents involving playing around at work are

regarded as work-related.

. Purposely inflicted and/or premeditated inciden ts: an incident where a person purposely

inflicted harm or injury to himself or herself shall be considered work-related if it arises out
of, and in the course of, employment. If the incident is unrelated to the injured person’s work,
it shall be considered a non-work-related incident.

Incidents arising from activities necessitated by external events: an incident due to an
activity or response necessitated by an external event, for example, firefighting, cleaning up
debris, or repairing equipment, shall be classified as work-related, provided that it arises out
of, and in the course of, the employee’s duties.

Note: The person must be fully trained in performing that activity, and it must be in line with
the employee’s appointed duties.

Exposure to temperature extremes:  an incident resulting from exposure to temperature
extremes (heat or cold) that could or did lead to the symptoms of a related condition is a
work-related incident if it arises out of, and in the course of, employment.

Skin irritation and infections: skin lesions, allergic reactions, sensitisation, atopic
dermatitis, or infection-related incidents are classified as work-related if they arise out of,
and in the course of, employment. This will include skin cancer where an employee was
exposed to the sun or any other stress factor that, according to a medical practitioner, could
have been the cause of the cancer.

Inguinal hernia: an inguinal hernia (right, left, or bilateral hernia in the groin) shall be
considered a work-related injury only if it is precipitated by an impact, sudden effort, or
severe strain and meets all of the following conditions:

« A clear record exists of an incident such as a slip, trip, fall, sudden effort, or overexertion.

 Actual pain was experienced in the hernia region at the time of the incident.

» The immediate pain was so acute that the injured was forced to stop work for long
enough to draw the attention of his/her supervisor or fellow employees.

* The attention of a physician was secured within 12 hours.

» There is no evidence of a congenital hernia defect.
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xv. Back injuries and strains:  a back injury or strain shall be considered a work-related injury if it
meets all of the following conditions:
e ltis caused by an incident such as a sudden effort or overexertion or blow on the back or a
slip, trip, or fall that is clearly and formally recorded.
e The incident that caused the back condition was reported to the supervisor immediately or
not later than at the end of the shift on which it occurred.
e The physician treating the case is satisfied, after a complete review of the circumstances of
the incident, that the injury could have arisen from the said incident and that the disability
did not exist prior to the incident.

xvi. Muscular disability:  muscular disabilities such as bursitis, tenosynovitis, etc. are work-related
injuries if they arise out of, and in the course of, employment.

xvii. lliness from antitoxin, vaccines, or drugs: illness resulting solely from a reaction to an
antitoxin, vaccine, or drug during the treatment of an employee shall be classified as a non-
work-related incident, excluding any individual exposed as part of his/her duty, for example,
sewerage workers, medical staff, first-aiders, or proto team members.

xviii. Vector-borne/transmitted diseases/illnesses or death: when an employee contracts a
vector-borne disease/iliness that is endemic to his/her regular/normal place of residence and
workplace, the diseaselillness will be regarded as non-work-related. When an employee,
whose regular/normal place of residence is not located in a defined endemic area, is deployed
in an endemic area where he/she contracts the disease/illness, the disease/illness will be
regarded as work-related. The Compensation Commissioner could apply the same criteria
when considering compensation claims.

xix. Animal and insect bites: incidents involving animal bites and insect bites/stings are regarded
as work-related when they arise out of, and in the course of, employment.

xx. Death of animals: incidents resulting in the death of animals and/or protected birds due to
Eskom’s activities or products must be reported, recorded on SAP EH&S, investigated, and
lessons learnt shared.

xxi. Death from undetermined origin:  where a fatality occurs where the death of the person may
have resulted either from an illness or from an incident following the illness, the incident shall
be considered work-related only if it is the opinion of the attending medical practitioner (for
example, medical practitioner engaged or authorised by the employer) that the illness arose
out of, or in connection with, the deceased’s duties or was aggravated by the deceased’s
work.

xxii. Food and water poisoning: incidents resulting from poisoning, where the food and/or water
was provided free of charge or subsidised by the employer to the employees from internal
sources or external sources managed by means of a formal agreement, shall be considered
work-related, unless proven that the individual was negligent.

xxiii. Security incidents:  incidents involving contractor security personnel involved in any incident
unrelated to their scope of work or guarding their own assets at the contractor dedicated site
will not be classified as Eskom-related incidents. Each incident that results in a fatality or a
serious incident must be investigated by the contractor, who will be requested to present the
investigation findings and lessons learnt to the applicable Group/ Divisional SHEQ Committee.
The lessons learnt must be communicated throughout the division and the investigation report
forwarded to Eskom Sustainability Systems and Legal Departments.
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xxiv. Subcontractor or principle contractor inciden ts involving external service providers:

incidents involving subcontractors or principle contractors’ external service providers will not
be regarded as work-related incidents for Eskom.

General note 1. Injuries where the person ignores a medical certificate, cancellation of lost
time injury and reclassification of original assess ment: Following treatment for a work injury, the
attending physician issues a medical certificate entitling the injured to recuperate. If the employee
feels he/she can carry on with his/her work, he/she should ask the doctor to reassess his medical
fitness and cancel the medical certificate before he/she returns to work and to inform the relevant
responsible manager / Eskom medical practitioner accordingly. The cancelled certificate should
indicate the date of cancellation and the reasons for cancellation of the original certificate. This
incident must be reported to the Compensation Commissioner to prevent the lost days’ wages being
refunded to the employer (Eskom).

General note 2: Doubtful degree of disability: If in doubt about the degree of disability, the
classification of an injury shall be based on the decision of the attending medical practitioner.

General note 3. Second opinion regarding disability  /injury: In the event that a responsible
manager doubts the opinion of the attending physician regarding the severity of the injury of an
injured employee, the responsible manager is entitled to (within a period of 72 hours) refer the
employee to the Eskom doctor for a second opinion. The injured shall be obliged to co-operate and
the second opinion shall take precedence if differing from the first opinion. The attending physician
should at all times act in the best interests of the patient. Contractors should handle second opinion
based on their policies and procedures
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1. Introduction

Eskom has adopted a value of Zero Harm. This requires all business to be conducted with respect
and care for people and the environment. Safety, health, environment, and quality (SHEQ)
management is an important part of all operations within Eskom and exists to prevent harm to both
people and the environment.

Occupational Health and Safety (OHS) risk assessment ensures that Eskom can identify, predict,
evaluate, and control the actual and potential impact it's operations may have on the health, safety,
environment, socio-economic conditions, and cultural heritage of the country. The risk assessment
process allows for the risks, causes, and consequences to be identified and controlled. In turn, this
will minimise the negative impact and maximise the benefits of its activities. This promotes
compliance with legal requirements and the principles of occupational health and safety.

2. Supporting Clauses
2.1 Scope
2.1.1 Purpose

This document describes the mandatory processes, requirements, and advisory guidance for
managing occupational health and safety hazards and risks. The aim of this procedure is to
ensure and facilitate the effective management of hazards and risks.

Compliance with this procedure is mandatory in its area of applicability.
2.1.2 Applicability

This document shall apply throughout Eskom Holdings SOC Limited, its divisions, subsidiaries, and
entities in which Eskom has a controlling interest. In cases where Eskom does not have a
controlling interest, this procedure shall apply if no such similar document exists.

2.2 Normative/Informative References

Parties using this document shall apply the most recent edition of the documents listed in the
following paragraphs.

2.2.1 Normative

[1] 240- 49308149: Process Control Manual for Occupational Health and Safety Management
[2] 32-136: Contractor Health and Safety Requirements Standard

[8] 240-62582234: OHS Roles and Responsibilities and Statutory Appointments

[4] 32-391: Integrated Risk Management Frameworks and Standards

[5] 32-727. Safety, Health, Environment, and Quality (SHEQ) Policy

[6] 32-86: Enterprise Risk and Resilience Policy

[7] 1SO 31000:2009: International Risk Management Standard
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[8] ISO/IEC Guide 73:2009: Vocabulary for Risk Management

[9] MHS Act: Mine Health and Safety Act, Act 29 of 1996

[10] OHS Act: Occupational Health and Safety Act, Act 85 of 1993

[11] OHSAS 18001: Occupational Health and Safety Management Systems, Requirements.

2.2.2 Informative

[12] 1SO 9001: Quality Management Systems.

2.3 Definitions
2.3.1 Assurance

Assurance is a process that provides confidence that objectives will be achieved with a tolerable
level of residual risk.

2.3.2 Communication and consultation

Continual or iterative process that an organisation conducts to provide, share, and/or obtain
information and to engage in dialogue with stakeholders regarding the management of risk.

2.3.3 Consequence
Outcome of an event/exposure affecting objectives.
2.3.4 Control

Measure that is modifying risk.
Note 1. controls include any process, policy, device, practice, or other actions which modify risk.

Note 2: controls may not always exert the intended or assumed modifying effect.
2.3.5 Control owner

Person nominated as accountable for the assurance of the control to ensure that both the design
and the operation of the control are effective. The names of control owners are recorded in risk
registers.

2.3.6 Event

Occurrence of, or change in, a particular set of circumstances.

2.3.7 Exposure

Extent to which an organisation is subjected to an event.

2.3.8 External context

External environment in which the organisation seeks to achieve its objectives.
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2.3.9 Frequency

Measure of the likelihood of an event, expressed as a number of events or outcomes per defined
unit of time.

2.3.10 Hazard

Potential source of harm.

2.3.11 Hazard identification

Process of finding, recognising, and describing hazards.

2.3.12 Internal context

Internal environment in which the organisation seeks to achieve its objectives.
2.3.13 Level of risk

Magnitude of a risk expressed in terms of the combination of consequences and their likelihood.
2.3.14 Likelihood

Chance of something happening.

2.3.15 Monitoring

Continuous checking, supervising, critically observing, or determining the status in order to identify
change from the required or expected level of performance.

2.3.16 Probability

Measure of the chance of occurrence expressed as a number between 0 and 1, where 0 is
impossibility, and 1 is absolute certainty.

2.3.17 Residual risk
Risk remaining after risk treatment.
2.3.18 Review

Activity undertaken to determine the suitability, adequacy, and effectiveness of the subject matter
to achieve established objectives.

2.3.19 Risk

Effect of uncertainty on objectives.
A risk with a negative consequence can be the result of human interaction with a hazard.

Note 1: an effect is a deviation from the expected — positive and/or negative.
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Note 2: objectives can have different aspects such as financial, health and safety, and
environmental goals and can apply at different levels such as strategic, organisation-wide, project,
and product and process levels.

Note 3: risk is often characterised by reference to potential events, a consequence or a
combination of these, and how they can affect the achievement of objectives.

Note 4: risk is often expressed in terms of a combination of the consequences of an event or a
change in circumstances and the associated likelihood of an occurrence of the risk.

2.3.20 Risk acceptance

Informed decision to take a particular risk.

2.3.21 Risk analysis

Process to comprehend the nature of risk and to determine the level of risk.
2.3.22 Risk assessment

Overall process of hazard and identification, risk analysis, and risk evaluation.
2.3.23 Risk evaluation

Process of comparing the results of the risk analysis to risk criteria to determine whether the level
of risk is acceptable or tolerable.

2.3.24 Risk management
Coordinated activities to direct and control an organisation with regard to risk.
2.3.25 Risk management framework

Set of components that provide the foundations and organisational arrangements for designing,
implementing, monitoring, reviewing, and continuously improving the risk management processes
throughout the organisation.

2.3.26 Risk management information system

The database operated by Eskom that holds all risk management information, including all risk
registers, risk treatment plans, and risk management plans.

2.3.27 Risk management plan

Document in the risk management framework, specifying the approach to, the management
elements of, and resources to be applied to, the management of risk.

2.3.28 Risk management process

Systematic application of management policies, procedures, and practices to the tasks of
communicating, consulting, establishing the context, identifying, analysing, evaluating, treating,
monitoring, and reviewing risk.
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2.3.29 Risk matrix
Tool for ranking and displaying risks by defining ranges for the consequences and likelihood.
2.3.30 Risk owner

Person with the accountability and authority for managing the risk and any associated risk
treatment. With regard to Occupational Health and Safety; and in line with the OHS Act,
designated 16.1 and 16.2 appointees have this accountability. This includes the Responsible
Manager as defined in 240-62582234.

2.3.31 Risk profile

Description of a set of risks.

2.3.32 Risk register

Record of information about identified risks.
2.3.33 Risk reporting

Form of communication intended for particular internal or external stakeholders to provide
information about the current state of risk and its management.

2.3.34 Risk sharing

Form of risk treatment involving the agreed distribution of risk with other parties.

2.3.35 Risk tolerance

Organisation’s readiness to bear the risk after risk treatment in order to achieve its objectives.
2.3.36 Risk treatment

Process of developing, selecting, and implementing measures to modify risk.

2.3.37 Stakeholders

The people and organisations that may affect, be affected by, or perceive themselves to be
affected by, a decision or activity.

2.3.38 Task owner

The person nominated as accountable for the completion of a risk treatment action.
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2.4 Abbreviations
Abbreviation Explanation
AIA Approved inspection authority
BU Business unit
CBRA Contractor baseline risk assessment
COID Act Compensation for Occupational Injuries and Diseases Act, 1993 (Act No. 130
of 1993)
HAZOP Hazards of operations
HRA Health risk assessment
IRM Integrated risk management
LTIR Lost-time injury rate
OHS Occupational health and safety
OHS Act Occupational Health and Safety Act 85 of 1993
OHS RAWG Occupational Health and Safety Risk Assessment Working Group
OHSSC Occupational Health and Safety Steering Committee
ORHVS Operating Regulations for High Voltage Systems
Oou Operating unit
PSR Plant Safety Regulations
RACI Responsible, accountable, consulted, and informed
SHE Safety, health, and environment
SHEQ Safety, health, environmental, and quality
SMAT Safety management audit technique

2.5 Roles and Responsibilities

Eskom and its subsidiaries shall take all reasonably practicable steps to manage risks to an
acceptable level.

2.5.1 Group Executive (Strategy and Risk Management)

The Group Executive (Strategy and Risk Management) is accountable for the overall direction and
function of Eskom’s risk management programme and reports back directly to the Holdings Board,
through the Board Risk Management Committee.

The Risk and Resilience Strategic Function has developed a common Eskom Enterprise Risk &
Resilience framework, supported by appropriate methodologies, one common language, and an
executive sponsor (GE — Strategy and Risk Management).
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2.5.2 Responsible managers

The Responsible managers of the various operating units, service functions, and strategic
functions in Eskom are responsible for, and committed to, the implementation of the OHS risk
management standards; including the Occupational Health and Safety Risk Assessment
Procedure. These aspects include coordinating the risk management strategy, ensuring
compliance with these standards, and the planning and implementation of the procedure in their
operating units, service functions, and strategic functions, as well as projects.

Responsible managers are responsible for the development of baseline OHS risk assessments
and all other associated risk assessments for all activities and processes in their operating units,
the implementation of risk treatment plans, and for ensuring that risk registers are kept up to date.

The Responsible managers are accountable for the monitoring and reviewing of OHS risks, for the
assurance of controls, and for the completion of risk treatment tasks.

[1 Risk owners (16.1 and 16.2 appointees and those delegated with authority, for example,
OU/BU responsible managers) are responsible for ensuring that the assessment of that risk is up
to date and is properly recorded in risk registers.

[1 Control owners should ensure that appropriate and periodic assurance takes place to check
that the controls on which the organisation relies are in place, are effective, and cannot be cost-
effectively improved.

[1 Task owners will have treatment actions to complete by an agreed date. Of course, these
tasks can be delegated, but the accountable manager will remain fully responsible for their
completion.

2.5.3 Project and contract managers

Project managers and contract managers are responsible for ensuring that OHS risk assessments
are conducted during the design phases of the project and for ensuring that baseline risk
assessments are conducted for all project and construction activities in their operating units.
Project managers should ensure that all contractors working on the projects are informed of, and
comply with, Eskom’s risk assessment requirements prior to the commencement of construction as
well as during construction.

2.5.4 Sustainability Division

Sustainability Division’s Sustainability Systems and Climate Change Department is responsible for
providing support to divisions in terms of the interpretation and understanding of the legal and
procedural requirements of this procedure.
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2.5.5 On-site SHE personnel

SHE personnel on site are responsible for providing support within their operating units, service
functions, and strategic functions in terms of the interpretation and understanding of the
requirements of this procedure for their specific processes and activities. They will have to ensure
assurance through the periodic verification of control measures and their effectiveness. SHE
personnel are also responsible for assisting and supporting Responsible managers in fulfilling their
duties by providing necessary advice, expertise, and administrative support where required and
agreed to by both parties.

2.5.6 Joint ventures

There may be occasions when Eskom and other organisations combine resources to carry out a
joint venture. Unless otherwise stipulated, where the work is to be managed jointly with a joint-
venture partner, the requirements imposed on the responsible manager in this procedure will also
apply to the joint venture and will also be indicated in the memorandum of understanding as such,
unless the joint venture contractual agreement specifies, in writing, the health and safety
arrangements as required in terms of section 37.2 (if applicable) of the OHS Act.

2.6 Process for Monitoring

The Occupational Hygiene and Safety Steering Committee(OHSSC) and Occupational Health and
Safety Risk Assessment Workgroup members are responsible for providing guidance on the risk
management process. Responsible managers and OHS personnel are responsible for the day-to-
day coordination of risk management activities and information sharing between operating unit,
service, and strategic functions.

Compliance with the requirements of this procedure has to be reviewed internally by the operating
unit, service function, and/or strategic function at least annually as part of an internal review
process.

Records shall be audited by the Assurance and Forensic Department or any person appointed on
its behalf at planned intervals. The focus areas of such monitoring process will include training in
OHS risk assessment, previous risk assessment reviews, general adherence to the OHS risk
assessment process, and determining the adequacy of risk assessment.

2.7 Related/Supporting Documents

240-70044602 Occupational health and safety risks assessment template.
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3. OCCUPATIONAL HEALTH AND SAFETY RISK ASSESSMENT PROCEDURE

3.1 Types of Occupational Health and Safety Risk assessments

3.1.1 Baseline risk assessment

= Baseline risk assessment refers to the OHS hazards and risks that are identified and
assessed before the inception of a new project and commencement of operations. The
baseline risk assessment shall include both routine and non-routine tasks.

= The output of baseline risk assessments is a set of OHS risk profiles, per operation and/or
process and/or activity, which is used to prioritise action programmes.

= The OHS baseline risk assessments template 240-70044602 shall be the tool used to
perform baseline risk assessments within Eskom Holdings.

a) Project baseline risk assessments

i. Client risk assessment

The OHS Act, Construction Regulations 5.1, and Mine Health and Safety Act
(section 11) require the client to provide the principal contractor or his or her agent
with any information that might affect their health and safety while performing work
on behalf of the client.

The baseline risk assessment should be submitted as part of the tender documents
or during negotiations, so that the potential contractor can make provision for the
cost of health and safety measures during construction.

A multidisciplinary risk assessment needs to be performed during the planning or
design phase of the project, so as to eliminate hazards and implement OHS
engineering controls before the project is executed amongst other controls that will
enhance our ability to achieve the desired objectives.

Baseline risk assessments should take into consideration hazards and risks that
could have an impact beyond the site borders as well as external factors that could
affect the health and well-being of persons on site and employees off site (for
example, roads).

The baseline risk assessment must be periodically reviewed based on, for example,
project life-cycle changes, incident trend analysis or changes to scope of work, and
newly introduced risks due to residual risks.

ii. Contractor baseline risk assessment (CBRA)

The contractor shall, based on the client risk assessment, develop a baseline risk
assessment for all planned activities, which shall form part of the OHS plan
submitted to the client.

The contractor baseline risk assessment will be an essential consideration during
the tender evaluation/ adjudication/negotiation and/or clarification processes prior to
contract award.
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- A contractor baseline risk assessment must be carried out for all planned project
elements/activities/tasks regardless of the frequency and duration with which those
tasks are expected to be carried out.

- The contractor baseline risk assessment must be periodically reviewed based on,
for example, changes to scope of work, changes to work
methods/procedures/equipment, organisational changes (including personnel),
incident trend analysis, or new/revised technology.

- The CBRA shall be submitted to the client at the agreed times.
b) Baseline risk assessments for routine tasks

- Baseline risk assessments need to be developed for routine activities that the
business performs on a daily basis. These will assist the business in developing
treatment measures such as standard operating procedures or work instructions to
reduce the hazards and risk attached to these activities.

- Occupational exposures with potential health effects must be identified, assessed,
documented, treated, and communicated.

- The hazards and control measures from this baseline risk assessment shall be
communicated to all affected employees, so as to inform them of hazards attached
to the work they are to perform.

- The hazards identified from this baseline shall be incorporated in employee man-job
specifications, so that proper medicals can be conducted.

- This baseline risk assessment shall be reviewed periodically based on, for example,
changes in the scope of work, new technology, etc.

3.1.2 Issue-based risk assessments

= Although most standard activities should already be covered by a baseline risk
assessment, the circumstances surrounding the activities may vary from day to day;
therefore, each task or activity needs to be assessed and analysed before work starts.

= Issue-based risk assessment can also be conducted for a specific hazard, for example, fire
risk assessment.

= All relevant stakeholders need to be involved when an issue-based risk assessment is
conducted.

= Issue-based risk assessment looks at assessing the risks attached to each activity and
hazard; for instance, if chemicals were identified as part of the baseline risk assessment,
the task-specific risk assessment needs to assess and analyse each chemical individually.

= |f there is no baseline risk assessment, the issue-based risk assessment must cover all
aspects of the job, the core activity, as well as circumstances.

= Issue-based risk assessment needs to be performed prior to every activity or task, and it
shall be informed by the baseline risk assessment.
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= The issue-based risk assessment is essential for the development/review of SOPs/SWPs,
method statements, emergency plans, and so forth, as it addresses work-specific hazards

and risks.

= On construction projects, the contractor shall conduct the issue-based risk assessments
and submit them to the client prior to the commencement of work.

= The client shall sign acknowledgement that risk assessments have been reviewed,;
however, this does not absolve the contractor of his/her duties in terms of the OHS Act.

a) Pre-task (daily) risk assessment

As part of the issue-based risk assessment, there is a requirement that a pre-
task risk assessment be conducted before any task, as circumstances may
change, for example, the weather and site location.

The pre-task risk assessment is also required as part of the work permit,
required by the Life-saving Rules, ORHVS, and PSR.

The pre-task risk assessment shall be completed as part of the pre-job
planning processes by the responsible and authorised person(s), together with
all the people who will perform the task.

The pre-task risk assessment shall be conducted at the location where the
activity takes place to ensure that all circumstances can be evaluated properly.

All people who patrticipate in the activity must be trained on the contents of the
risk assessment to ensure that they understand the hazards associated with
the task.

A qualitative, simple checklist method is advisable for a pre-task risk
assessment, as staff at all levels in the organisation should be able to perform
this task with quality. As a minimum, the checklist should consider the
following areas:

0 Work area

0 Unsafe conditions

o Environmental conditions

0 Health conditions

o Condition of PPE, tools, and equipment
o Ergonomics risks

o Personal risks

o0 Emergency response risks

0 Work permit (ORHVS, PSR)

When circumstances change during the course of the activity, activities must
be stopped, and risk assessments must be again updated and discussed with
all involved in the task.
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3.1.3 Continuous risk assessment

Occupational health and safety risk assessments should take place continuously, as an integral
part of day-to-day health and safety management. This form of risk assessment is an important
tool for ensuring the reduction of OHS hazards and risks in the workplace, as it addresses day-to-
day changes in the activity.

It is the duty of all supervisors to ensure that effective continuous risk assessment actually takes
place in the workplace. The employer must ensure that all employees are competent to perform
continuous risk assessments.

3.1.4 Health risk assessment (HRA)
The health risk assessment shall be conducted for all activities, and the process shall be led by
Occupational Hygiene (OH) professionals.

The HRA shall consider, but not be limited to, the type, health effects, physical form, and route of
entry of the stressor(s), exposure patterns, and the effectiveness of the existing controls.

The outcome of the HRA shall inform the OH monitoring programme, medical surveillance
programme, training, and PPE matrix.

3.2. Occupational Health and Safety Risk Assessment Process
Note: before conducting risk assessments, proper planning and preparation shall be done.
3.2.1. Communication and consultation

= Conduct a stakeholder analysis to define the relevant stakeholders, their roles, and
communication needs.

= Identify who is exposed to risks, who is responsible and accountable for the management
of risk (risk owner), who needs to be included in the risk analysis process, and who needs
to be consulted and informed.

= Communicate information on OHS risks to management, the employees, and other
affected stakeholders.

3.2.2. Hazard identification and context setting
= Determine the scope, purpose, or objective of risk assessment.

= List all the activities that are to be performed by the business, taking into account third-
party stakeholders such as the community.

= |dentify hazards or stress factors that have an impact on the health and safety of
employees, the environment, and third-party stakeholders. Note: hazards are generally
tangible and can be seen, heard, felt, measured, smelt, or determined through the use of
one’s senses.
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= Classify the OHS hazards into one of these broad areas (but not limited to them):
o0 Physical, for example, light, heat and cold, or vibration
0 Chemical, for example, hazardous substances, poisons, vapours, or dust
0 Biological, for example, plants, bacteria, parasites, or viruses

0 Mechanical/electrical, for example, working from heights or plant and
equipment

o Ergonomic, for example, posture, weight, or repetition

o Psychological, for example, stress, boring/repetitive  work, or
violence/aggression

3.2.3. Risk identification
= Identify risks attached to listed hazards, and list the implications and causes of such risks.

= Describe the risks in terms of an event, changes in a situation, circumstances, and how
these lead to consequences.

= Record the identified risks in the risk registers, with the following information:
0A description of the risk, its possible cause, and consequence
o The risk owner (typically a responsible manager)
oThe risk category (safety or health)

3.2.4. Assess and Analyse risk

= This is a step where risks are analysed in order to determine the effectiveness of existing
control measures and implement further control measures to minimise the consequences
of those risks for the health and safety of employees and the environment.

= Both qualitative and quantitative techniques can be used to assess and analyse risks, for
example, qualitative incident investigation reports or quantitative data/measurements.

3.2.4.1. Determine existing controls

- Through walk-throughs, inspections, records, interviews, and observations, existing
controls are recorded.

- Controls will include systematic controls and elimination, engineering,
administrative, or personal protective equipment controls.
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3.2.4.2. Determine consequence rating

When determining the consequences of the risk, take into account existing controls and their
adequacy and effectiveness.

Consequence

rating

Description

Health and safety

Multiple fatalities

Fatality or life-threatening health effects

Lost-time injury; Irreversible health effects/occupational disease with
permanent consequence

Medical treatment case; occupational disease with reversible/non-
permanent effect

First-aid treatment case and temporary discomfort case

No injuries or health effects (near misses)

3.2.4.3. Determine likelihood rating of risk

The likelihood considers the probability that the consequences will be experienced will occur as
well as the frequency of exposure to the hazard.

This is determined by using the likelihood table below:

Score | Descriptor Safety Occupational hygiene
Exposure Probability of
exceeding OEL
1 Highly = < 5% probability, or Rare (once a|No exposure (or
i 0
unlikely «  occurrence requires year) gngsure < 10% of
exceptional )

circumstances, or

= exceptionally  unlikely,
even in the long-term
future, or

= only occurs as a “100-
year event”
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2 Unlikely > 5% probability, or Short periods of | Low exposure (<
: : 0
may occur, but not time, a few tlgles/ 50% of OEL)
anticipated, or per . ay
intermittent
occur in “years to | (once in  six
decades” months,  three
months, or a
month)
3 Possible > 20% probability, or | Continuous  for | Moderate exposure
between one and | (chronic exposure >
may occur shortly, but o
a distinct probability it two IZours (often/ | 50% of OE>LOoEr lj;lcute
will not, or weekly) exposure = )
could occur within
“months to year(s)”

4 Likely > 50% probability, or | Continuous  for | High exposure
balance of probability between two and | (chronic exposure >
it will occur. or four hours | OEL, or exposure

’ (frequent/daily) exceeding OEL-
could occur within STEL)
“weeks to months”
5 Unavoidable 99% probability, or Continuous  for | Very high exposure
impact is occurring eight-hour shift (chronic exposure >
2 x OEL or exposure
now, or .
exceeding OEL-C)
could occur within
“days to weeks”
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3.2.4.4. Determine risk rating

Plot the consequence and the likelihood on the risk matrix below to determine the risk priority level.

Consequences

1 2 3 4 5

Likelihood

3.2.5. Evaluate risk

= Rank the risks in different categories based on the level of risk that has been determined
as well as the effectiveness of the current risk controls, that is, very high, high, medium, or
low, using the qualitative method below:

Priority | Risk Action required
ranking
Very Immediate action required
high
High Strong mandatory action

required

Medium | Action required, possibly
at administrative level

Low Minor or no action
required

= Test the identified risk against safe limits, internal requirements, and external requirements,
including legislation and other requirements, limits and conditions of authorisations issued
for that activity, and any other possible requirements to ascertain whether the risk exists or
not.
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3.2.7.

3.2.8.

Depending on the risk ranking, determine the degree of control and tolerance against the
defined limits.

Determine whether the risk is acceptable; if acceptable, no further assessment is required.
Eliminate and reduce risk

Develop a risk management strategy to treat the impact, consequence and/or
likelihood/exposure of assessed risks.

Establish the actions to be taken, where the highest-order type of preventive measure will
be the most effective and sustainable, using the hierarchy of control.

Different approaches can be taken that are aligned with the agreed risk-tolerance level.
Consider treatment/ hierarchy of control measures in terms of the following priorities:

oRisk elimination or avoidance totally removing the risk.

oRisk reduction: involves methods that minimise either the impact or the
likelihood of a risk, or a combination of both.

oRisk sharing/transfer: means causing another party to accept the risk fully, for
example, by transferring the risk to a contractor who is better equipped to
deal with the risk.

oRisk tolerance or risk retention: involves accepting the risk as it occurs. This
is a viable option for minor risks where the total “cost” of treatment exceeds
the expected benefits in terms of loss reduction.

Monitor risk

On a continuous basis, review/re-analyse the identified risks and control measures at
intervals determined by the applicable legislative requirements or if there is a change in the
risk.

Where a frequency of review is not prescribed by specific regulations or standards, the risk
assessment shall be reviewed every two years.

Report risk
Document all assessment results irrespective of the risk rating.

Risk assessments shall be discussed with all employees, and implementation of control
measures is to be supervised.

The risk assessment shall be reported to all affected stakeholders to ensure that corrective
measures are implemented.
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3.3.Training and Support

A major component of implementation is the awareness and training of all staff members in the
OHS risk management processes in Eskom. Divisions and projects should have a training plan
that covers the following:

= Awareness briefings for all staff members

Training for OHS personnel, line managers, project managers, and contractor managers in the
principles of OHS risk management, line management responsibilities, and the use of risk
assessment tools.

4. Acceptance

This document has been seen and accepted by:

Name Designation
Alex Stramrood Senior Manager OHS (Operational)
Jace Naidoo Senior Manager OHS (Contractor and Skills Development)

Occupational Health Safety Steering Committee

Distribution SHEQS Managers Committee

Generation SHE Managers Forum

5. Revisions

Date Rev. Compiler Remarks
September 2009 0 Sandile Seme New procedure
August 2011 1 Pulane Raophala This document was compiled to

address the PCM in line with the
objectives of the Back to Basics
project. Changes to the document
include alignment with the mapped
business process.

January 2014 2 Ntokozo Ngubane The document was due for revision
and was developed to standardise the
OHS risk assessment processes in
Eskom and to align them with IRM.
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1. Introduction

Eskom is committed to health and safety excellence, which forms an integral part of its operations.
Eskom and its subsidiaries will conduct business with respect and care for people to ensure that no
operating condition or urgency of service endangers the life of anyone or causes injury or damage
to the environment.

Although the Bill of Rights entrenched in the South African Constitution makes no specific
reference to health and safety in the workplace, the rights relevant to health and safety in the
workplace include the right to life, the right to a safe and healthy environment, and labour rights.

Employees have a duty to take reasonable care of their health and safety and the health and
safety of other persons, to cooperate with the employer, to carry out lawful orders, to report unsafe
situations and incidents, and engage in a manner following the behavioural safety observations
elements (SMAT), which will ensure that unsafe behaviour does not continue or repeat itself.

The aim of this Procedure is to ensure that an environment is created that promotes Zero Harm by
empowering employees and contractors to take responsibility for their own safety and that of
others.

2. Supporting Clauses

2.1 Scope

This Procedure shall apply to all Eskom sites with the intention of promoting a safe working
environment for all Eskom employees (permanent, non-permanent, employees placed by a
Temporary Employee Services provider (TES), learners, and bursary students), agents,
consultants, and contractors.

2.1.1 Purpose

This Procedure clarifies Eskom’s intention to ensure that no one is exposed to unsafe conditions or
is in a position, with respect to any behaviour, that can result in serious risk at the workplace.

2.1.2 Applicability

This Procedure shall apply throughout Eskom Holdings SOC Ltd divisions and subsidiaries.

2.1.3 Effective date
1 July 2015.

2.2 Normative/Informative References

Parties using this document shall apply the most recent edition of the documents listed in the
following paragraphs.
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2.2.1 Normative

[1] Occupational Health and Safety Act 85 of 1993.
[2] 32-727. Eskom, Safety, Health, Environment and Quality Policy.
[3] 32-407 Behavioural Observation Procedure.

2.2.2 Informative

[4] DPC 34-846: Operating Regulations for High-voltage Systems.
[5] GGR 0992: Plant Safety Regulations (Low-voltage Regulations).
[6] GGR 0568: Pulverised Fuel Firing Regulations.

[7] 1SO 9001 Quality Management Systems.

[8] NEMA 107: National Environmental Management Act.

[9] MHSA: Mine Health and Safety Act.

2.3 Definitions

2.3.1 Absolute (or strict) requirement: A requirement designed for a safe working environment,
which means that the particular duty must be complied with, irrespective of cost or likelihood
of injury.

2.3.2 Unsafe situation: Any situation involving an unsafe act from an individual or an unsafe
condition.

2.3.3 Safety rules: Rules designed to prevent accidents and injuries when followed.

2.3.4 Contractor: Any employer formally contracted (directly or indirectly) by Eskom and who
performs work or supplies a service, product, equipment, or material for the purposes of
advancing Eskom’s business and other interests. This includes personal
contractors/consultants and third-party contractors (vendors, suppliers, agents, joint
ventures, principal contractors and subcontractors).

2.3.5 Suppliers: Any person or organisation that supplies any product, equipment, or material;
and this includes courier services.

2.3.6 Agents: Any person who acts as a representative for Eskom (as the client), as defined in
the OHS Act. (With specific reference to the Construction Regulations).
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2.3.7 Joint ventures: An entity formed through a decision and agreement to work together
between two or more persons, parties, and/or organisations to undertake an economic
activity together and which entity is managed by means of this agreement. The parties
agree to create a new entity by both contributing equity, and they then share in the
revenues, expenses, and control of the enterprise.

2.3.8 Treat: to apply/administer a process to improve or remedy a risk/hazard/unsafe condition(s)
or situation(s).

2.3.9 Mitigate : to control/prevent a hazard from causing harm and to reduce a risk/hazard/unsafe
condition(s) or situation(s).

2.3.10 Eliminate: to remove/eradicate a risk/hazard/unsafe condition(s) or situation(s).

2.3.11 Workplace: Any premises or place where a person performs work in the course of his
employment.

2.3.12 Behavioural Safety Observation (SMAT):  Technigue use to assess and address the
actual safe and unsafe behaviours of people in the workplace; as well as workplace
conditions - which are caused by the actions or non-actions of employees, contractors or
their supervisors.

2.4 Abbreviations

Abbreviation Explanation
BU Business Unit
EDC Eskom Documentation Centre
ExCo Executive Committee
H&S Health and safety
OH&S Occupational Health and Safety
ou Operating Unit
TES Temporary Employee Services
SMAT Safety Management Audit Technique

2.5 Roles and Responsibilities

2.5.1 The Sustainability Systems Department (OH&S):  The OH&S Department shall review the
Procedure every five years or as required by the OHS Steering Committee.

2.5.2 Group and divisional executives:  Group and divisional executives are responsible for
ensuring adherence to this procedure within their respective groups/divisions.
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2.5.3 Operating units/ Business units:  The management at Business Unit level shall be
responsible for:

. implementing this Procedure;

. communicating to all their employees, contractors, and contractor employees the
importance of compliance with this Procedure; and the consequences of non-
compliance. This includes communicating duty of care and refusal to perform an unsafe
task to all new employees and new contractors;

. implementing a monitoring process for ensuring understanding of, and compliance with,
duty of care and refusal to perform an unsafe task; and

. ensuring understanding of, and compliance with, the requirements of this Procedure.

2.6 Process for Monitoring

Compliance with the requirements of this Procedure has to be audited by the Operating/Business
Unit,

Service Function and/or Strategic function at least annually as part of an internal review process.
All records have to be audited by Assurance and Forensics Department or any person appointed
by it to do so, on its behalf, at its discretion and at a frequency determined by it.

The focus areas of such monitoring will include the following:
. Self-assessments at BU/OU level (at intervals not exceeding three months)

*  Auditing by Audit and Forensics Department

2.7 Related/Supporting Documents

2.7.1 Refusal to work in an unsafe workplace. (Unique identifier 240-53716047).

3. Employees’ Right of Refusal to Work in an Unsafe Situation Procedure

3.1 General

The employer has the duty to inform each person of his or her right to refuse unsafe work, which
includes that every employee shall, at work:

a) take reasonable care of his or her own health and safety and that of any other person who may
be affected by his or her acts or omissions;

b) co-operate in order to enable that any duty or requirement, including absolute (or strict)
requirements imposed on the employer in order to achieve a safe workplace, are performed
and complied with;

CONTROLLED DISCLOSURE
When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorized version on the system.

No part of this document may be reproduced without the expressed consent of the copyright holder, Eskom Holdings SOC Ltd,
Reg No 2002/015527/30.





Employees’ Right of Refusal to Work in an Unique Identifier:  240-43848327
Unsafe Situation Procedure Revision: 1

Page: 7 of 10

c) carry out any lawful order given to him or her and obey the health and safety rules and
procedures laid down by his or her employer or by anyone authorised to do so by the employer
in the interest of health and safety;

d) if any situation that is unsafe or unhealthy comes to his or her attention, as soon as practicable
take immediate preventative and corrective action and report such situation to his or her
employer or to the health and safety representative for his or her workplace or section thereof,
as the case may be, who shall, in turn, report it to the employer; and

e) exercise the duty so as not to interfere with, damage, misuse or intentionally or recklessly
interfere with anything that is provided in the interest of health or safety.

3.2 Standard Procedure for when an Employee Exercis  es his or her Right of Refusal to
Work in the case of an Unsafe Work Situation

Where an employee is directed, required, or instructed to perform a task in relation to equipment, a
machine, device, thing, or physical condition and he or she reasonably believes in good faith that
the:

a) equipment, machine, device, or thing; or

b) physical condition of the workplace;

c) isin contravention of any health and safety requirement, may endanger, endangers, causes an
undue hazard, or may cause an undue hazard to his or her health and safety, (collectively
referred to as an unsafe work condition) or those of his or her co-worker or any person, such
an employee has the right to refuse to perform such a task until such time as it has been
corrected and made safe.

d) The employee may refuse to return to perform such a task until the unsafe work condition(s)
has/have been mitigated, treated or eliminated.

e) An employee cannot refuse to work when high-risk work condition(s) and processes form part
of his or her normal contractual duties, where following approved safe work procedures will
ensure a safe working environment. (Example: a live line worker involved in live line work
following safe work procedures).

f) Should any employee at any time reasonably believe, in good faith, that the performance of
work or a task is unsafe, the following procedures shall apply:

Stage 1:

1. The employee will immediately notify to the supervisor about the details of the unsafe
condition or unsafe act. The supervisor shall give the situation immediate attention.

2. The employee will explain to the supervisor (or his nominated team leader) and, where
available, the applicable health and safety representative the reasons for believing that the
work to be performed is unsafe. The employee has the right to invite his/her union
representative.

3. The employee(s) shall remain in a safe place.

The supervisor shall investigate the unsafe situation together with the applicable employee
and the applicable health and safety representative responsible for that particular area.
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5. The task risk assessment is to be reviewed to address the concerns of the employee and to
outline the corrective actions in order to mitigate/treat/eliminate the unsafe situation.

Alternatively, if it is found that the perceived threat is unfounded, the supervisor shall give a
clearance notice to the employee, co-signed by the applicable employee, indicating that the
identified perceived threat has been thoroughly investigated and that the situation has been
declared to be safe. (See form referenced in Paragraph 2.7.1.)

6. If emergency action is required to correct an unsafe situation that constitutes an immediate
threat to employees or any other person, only qualified and properly instructed employees
or persons will be permitted to correct such unsafe condition. Every possible effort must be
made to control the hazard while this is being done.

7. When the issue has been resolved and the appropriate corrective action has been taken,
the employee shall return to work. If the issue has not been resolved, proceed to the
following stage.

Stage 2

The manager of that section or, if not readily available, any other person with the necessary
knowledge, skills, and experience who understands the task and associated risks must then
review the risk assessment and mitigation plans and, where necessary, make changes to
further reduce/treat/eliminate the risk. If the issue is resolved and the appropriate corrective
action has been taken, the employee shall return to work.

If the issue has not been resolved, then the work will be considered as unsafe and cannot
continue until the applicable Responsible Manager (BU/OU Manager) have introduced all
steps to ensure the work place is safe as defined in the Occupational Health and Safety Act,
Eskom’s policies, procedures and best practices.

3.3 Participation by Subject-Matter Specialist

If a supervisor requests that a subject-matter specialist should participate in the resolution of an
issue, the BU Responsible Manager:

a)
b)

c)

must ensure the appointment of the appropriate subject-matter specialist to enter the
workplace for the purpose of participating;

must give every reasonable assistance necessary to enable participation by the subject-matter
specialist; and

shall:
i. ensure that the necessary steps are taken to make the workplace healthy and safe; and
ii. jointly advise the employees of the steps that are being taken
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3.4 Report

The supervisor, together with the subject-matter specialist (if applicable), must prepare a report as
stipulated in form referenced in Paragraph 2.7.1, which must be tabled and discussed at the next
Statutory Health and Safety Committee meeting. The chairperson of the Health and Safety
Committee must enter the refusal to work into the register and ensure that all events involving any
person exercising his or her right of refusal to work in unsafe situations have been recorded in the
minutes of the Health and Safety Committee.

3.5 Victimisation Prohibited

Employees who exercise their right to refuse to work in accordance with the steps set out in this
Procedure are protected by the Occupational Health and Safety Act. Therefore, no employer or
person acting on behalf of an employer shall:

a) dismiss or threaten to dismiss an employee;

b) discipline or suspend or threaten to discipline or suspend an employee;
c) impose any penalty on an employee; or

d) intimidate or coerce an employee

Solely because the employee has acted in compliance with the applicable requirements set out in
this Procedure.

Notwithstanding this, any employee who without good reason refuses to work and who fails to
follow this Procedure may be dealt with in terms of Eskom’s applicable policies and procedures.

4. Acceptance

This document has been seen and accepted by:

Name Designation
Neo Tsholanku General Manager Legal
Phillip Mashego Senior Manager Human Resources

OHS Steering Committee

5. Revisions

Date Rev. Compiler Remarks
June 2015 1 SN Middel Confirmed still valid. Revision date
updated
August 2013 0 SN Middel
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