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Introduction
(a) The State Information Technology Agency (SITA) is a company with limited liability duly incorporated in accordance with the Companies Act of the Republic of South Africa (RSA), company registration number 1999/001899/30, and in terms of the State Information Technology Agency Act No. 88 of 1998 [Hereinafter referred to as the “SITA Act”] as amended by Act 38 of 2002.
(b) SITA is mandated in accordance with section 7 of the Act to render Information and Communication Technology (ICT) services to government departments, and to act as the procurement agency of the Government.
(c) SITA herewith invites bidders to provide information on suitable Email as a Service (EaaS) with price estimates.
[bookmark: _Toc213330115]Purpose
[bookmark: _Hlk187916119]The purpose of this RFI is to gather relevant information from industry to enable SITA to:
(a) Identify prospective bidders who have the capability to supply, implement, maintain and support a suitable Email as a Service (EaaS) solution. 
(b) Augment the specification that can be used to acquire such a system in a subsequent competitive bidding process; and 
(c) Obtain an estimate amount that such suitable Email as a Service (EaaS) and related services will cost. 
[bookmark: _Toc213330116]Background 
SITA was tasked by the Client Organisation to acquire a suitable Email as a Service (EaaS) that will replace the current emailing systems. 
It must further be possible to enhance the system with subsequent requirements that will be identified during and after implementation.
[bookmark: _Toc213330117]Current environment
The current client organisation environment is running two different email systems. Internal email system, this system is almost exclusively isolated to the internal network. It is used to a limited extent for internal emails. Secondly there is an external facing email network which allows users to send and receive emails with anyone outside the client organisation environment. There is no direct relation between the internal email system, and external email.
[bookmark: _Toc213330118]Target environment
[bookmark: _Toc213330119]Proposed to be 

It is proposed that the client organization remains the data owner, while the EaaS provider acts as the data processor or custodian of the service.  The EaaS service providers must be local and host the email-as-a-service within the borders of South Africa with digital/Data sovereignty restricted to the RSA. The two existing corporate email systems must be migrated into a single solution seamlessly.  It will be the responsibility of the service providers to manage the infrastructure where the solution will be hosted, this includes the maintenance and support.

[bookmark: _Toc213330120]Services
System take-on services
Email as a service take-on must address the following, but not limited to:
(a) Confirmation of hardware, software and connectivity requirements.
(b) Confirmation of licensing requirements. 
(c) Email as a service installation.
(d) Configuration of the Email as a service to cater for client business requirements.
(i) Security Configuration - multi-factor authentication and role-based access controls (RBAC)
(ii) Encryption - In-Transit and At-Rest  
(iii) Boundary Protection - Email Gateway and firewalls
(iv) High Availability (HA) replication services and failovers
(v) Storage & Backup - mail archives and daily back-ups including deduplication and compression
(vi) Message Flow Configuration – internal and external mail gateway through different proposed networks
(e) System customisation: 
(i) Customisation of existing email functions to suite the business requirements.
(ii) It is foreseen that customisation will be necessary to accommodate client organisation unique and discipline specific requirements. If client organisation and discipline-specific business rules cannot be effectively applied via mechanisms such as decision support, workflow, role-based access control (RBAC), etc, customisation will be required. 
(f) Email as a service testing that includes functionality, integration, performance, stress and user acceptance testing. 
(g) Email as a service operating processes and procedures.
(h) Mailbox data migration

System take-on must first be performed in a development and test environment, thereafter system take-on will be done for training, pre-production and production environments. Note that each of these environments exist on the primary as well as the secondary site.
[bookmark: _Toc213330121]System implementation services
A summary of the SITA Solution Implementation Methodology (SSIM) is provided below to serve as a guideline only, to the bidder to determine the price for system implementation.  
SSIM describes eight capabilities that are applicable to the implementation stages. The capabilities are: 
(a) Project management. A full life-cycle project management process is the essential connective tissue that holds every implementation project together. It entails inter alia initiating, planning, executing, monitoring & controlling and closing. A project management methodology needs to be followed. 
(b) Organisational change management (OCM). The OCM capability is based on the premise of understanding and aligning the client organisation with its objectives and strategies in order to maximise service delivery through effective and efficient use of resources. When new technology is implemented, client’s organisational culture becomes impacted where people’s way of working is transformed. Their principles, beliefs and the way they have done things for many years become challenged. OCM necessitates the transition by aligning people to new processes and technology. The aim is to minimise disruption to service delivery; minimise resistance and maximise productivity.
(c) Data management. The capability of Mailbox migration to cloud involves planning, environment preparation, choosing the right method, executing migration, and post-migration validation. 
(d) Business process management. Business process management (BPM) is a natural and inherent part of every new software implementation or software upgrade project. The focus is on managing efficiency and effectiveness of business processes throughout the organisation by modelling, automating, managing and optimising any business process. By addressing end-to-end business processes, BPM cuts across organisations, applications and users. Workflow and decision support functionality of the new system are informed by business processes.
(e)  Technology management. Technology management ensures that the current technology environment can accommodate change because of implementation of the new system.  The minimum technical requirements in terms of hosting environments required by the new system must be taken in consideration. This, together with the current technology environment, must then be utilised to determine the gap to be addressed to prepare the technical environment for the implementation.
(f) Learner management. Learner management entails train the trainer, which includes the following:
(i) Train 10 SITA/client organisation trainers to deliver end-user training to all users of the Email as a Service system.
(ii) Train 5 SITA employees to deliver system administrator training to system administrators.
(iii) Training / skills transfer to technical resources to maintain and support the Email as a Service system, e.g. license management, upgrades etc.  
(iv) Provide training material for end-user training as well as for technical resources training.
(g) Solution management. An effective Solution Management programme based on the best practices is required to guide the Solution Management team to successfully implement the contracted solution through the analysing, designing, configuring, customising, testing, certifying, deploying and go-live activities of the project. 
(h) Quality management. Quality management is to be performed continuously throughout the implementation project lifecycle to ensure that all activities required to design, configure and implement the solution are effective and efficient with respect to the solution and performance. 
The bidder is requested to provide a total price for each capability mentioned above, which add up to provide the total price for system implementation. 
The bidder may use the above implementation capability information in conjunction with experience from previous implementations to determine the implementation service price. 
[bookmark: _Toc213330122]Maintenance and support services
The following services as specified in the Service Breakdown Structure (SBS) are required: 
[bookmark: _Toc213330205]Table 1 – Maintenance and support SBS
	SBS
	Service Element
	Service Grade
	Service Level

	1. 
	Incident Response 
	Normal 
	Maximum 4 hours 

	1. 
	Incident Restore 
	Normal 
	Maximum 8 hours 

	1. 
	System upgrades and patching
	Normal
	As and when needed on all environments, after thorough testing



The bidder maintenance and support personnel must be available to render support and maintenance, within the given timeframes, from the hosting site.
[bookmark: _Toc213330123]Ad hoc system enhancement services
During system take-on, implementation and thereafter new requirements or changes to the Email as a service may be identified. A fixed amount must be estimated in the total price to cater for such eventualities. It is foreseen that enhancement requirement specifications will be submitted to the bidder for impact analysis, planning and costing. The impact analysis exercise will assist the client organisation and SITA with prioritisation of enhancements against available funds from the allocated fixed amount.
[bookmark: _Toc213330124]Confidentiality
(a) The information contained in this document is of a confidential nature and must only be used for purposes of responding to this RFI. This confidentiality clause extends to all bidder(s) or associates whom you may decide to involve in preparing a response to this RFI.
(b) For purposes of this process, the term “confidential information” shall include all technical and business information, including, without limiting the generality of the foregoing, all secret knowledge and information (including any and all financial, commercial, market, technical, functional and scientific information, and information relating to a party’s strategic objectives and planning and its past, present and future research and development), technical, functional and scientific requirements and specifications, data concerning business relationships, demonstrations, processes, machinery, know-how, architectural information, information contained in a party’s software and associated material and documentation, plans, designs and drawings and all material of whatever description, whether subject to or protected by copyright, patent or trademark, registered or un-registered, or otherwise disclosed or communicated before or after the date of this process.
(c) The receiving party shall not, during the period of validity of this process, or at any time thereafter, use or disclose, directly or indirectly, the confidential information of SITA or its client (even if received before the date of this process) to any person whether in the employment of the receiving party or not, who does not take part in the performance of this process.
(d) The receiving party shall take all such steps as may be reasonably necessary to prevent SITA’s confidential information coming into the possession of unauthorised third parties. In protecting the receiving party’s confidential information, SITA shall use the same degree of care, but no less than a reasonable degree of care, to prevent the unauthorised use or disclosure of the confidential information as the receiving party uses to protect its own confidential information.
(e) Any documentation, software or records relating to confidential information of SITA or its client, which comes into the possession of the receiving party during the period of validity of this process or at any time thereafter or which has so come into its possession before the period of validity of this process:
(i) Shall be deemed to form part of the confidential information of SITA or its client.
(ii) Shall be deemed to be the property of SITA or its client.
(iii) Shall not be copied, reproduced, published or circulated by the receiving party unless and to the extent that such copying is necessary for the performance of this process and all other processes as contemplated in; and
(iv) Shall be surrendered to SITA or its client on demand, and in any event on the termination of the investigations and negotiations, and the receiving party shall not retain any extracts.
[bookmark: _Toc516689560][bookmark: _Toc213330125]Precedence of documents
(a) This RFI consists of a number of sections. Where there is a contradiction in terms between the clauses, phrases, words, stipulations or terms and herein referred to generally as stipulations in this RFI and the stipulations in any other document attached hereto, or the RFI submitted hereto, the relevant stipulations in this RFI shall take precedence.
(b) Where this RFI is silent on any matter, the relevant stipulations addressing such matter and which appears in the SITA Procurement Policy and Procedures shall take precedence. RFI shall refrain from incorporating any additional stipulations in its RFI submitted in terms hereof other than in the form of a clearly marked recommendation that SITA may in its sole discretion elect to import or to ignore. Any such inclusion shall not be used for any purpose of interpretation unless it has been so imported or acknowledged by SITA.
(c) It is acknowledged that all stipulations in the SITA Procurement Policy and Procedures are not equally applicable to all matters addressed in this RFI. It however remains the exclusive domain and election of SITA as to which of these stipulations are applicable and to what extent. The bidders are hereby acknowledging that the decision of SITA in this regard is final and binding. The onus to enquire and obtain clarity in this regard rests with the bidders. The bidders shall take care to restrict its enquiries in this regard to the most reasonable interpretations required to ensure the necessary consensus.
[bookmark: _Toc213330126][bookmark: _Hlk48287996]Submission format
(a) Bidders shall submit RFI response in accordance with the prescribed manner of submissions as specified below.
(b) Bidders are requested to complete their responses in electronic format, in the spaces provided for answers within this document.
(c) All additions to the information documents, i.e. appendices, supporting documentation, photographs, technical specifications and other support documentation covering suggested solutions etc. shall be submitted as part of this RFI. 
(d) No information shall be accepted by SITA if submitted in any manner other than as prescribed above.
(e) SITA will not be liable for any costs incurred by the bidders in the preparation of response to this RFI. The preparation of responses will be made without obligation to accept any of the suggestions included in any response, or to discuss the reasons why such suggestions were accepted or rejected.
(f) Responses are non-binding on both SITA and the bidder.
(g) Bidders may respond to only selected parts of the document, should they choose to do so.
(h) Estimated pricing must be included in the responses. 
(i) There will be NO PUBLIC OPENING of the RFI responses received; however, the list of responses received may be published on the SITA website.
[bookmark: _Toc516689566][bookmark: _Toc213330127]Oral presentations and briefing sessions
(a) Bidders who respond to this RFI may be requested to give an oral presentation.
(b) A virtual briefing session will be held for this RFI.
[bookmark: _Toc213330128]Guideline to respond to the requirement
(a) The bidder must provide information regarding existing Email as a Service Solution(s) on offer to fulfil the stated email as a service requirement of SITA and its client.
(b) The bidder must respond to each question in the table provided below where applicable.
(c) The bidder must supplement the answer/response, where applicable, with full solution architecture documentation (e.g. product brochure and or training manual) that defines the building blocks (modules), functional and non-functional features of the solution.
(d) The bidder should provide pricing as per Table 6 further below.
(e) The bidder must indicate, for each functional requirement, whether the functionality of the proposed solution:
(i) exist in the proposed solution (no development required).
(ii) must be customised with minor development to meet the requirement. 
(iii) does not exist and must be developed to meet the requirement; or
(iv) does not exist in the proposed system and cannot be developed.
[bookmark: _Toc213330129]Functional requirements 
[bookmark: _Toc213330130]Email as a service requirement
Column a of Table 3 reflects function names. The function for which descriptions and requirements are provided in column b, are typed in bold font. Functional hierarchy that provides context for the function in bold is indicated using arrows. 
Column b of Table 3 contains the description and requirements relevant to the function stated in bold in column a.
Column c of Table 3 is used to indicate whether a requirement is considered as a core or non-core requirement. A requirement is classified as core when it must be satisfied by the Email as a Service system. Non-core requirements are considered as ‘nice-to-have’ requirements.
The bidder must indicate in Column d of Table 3, for each requirement, as indicated in the table below. Bidders are encouraged to provide additional information as comment per requirement (column d of Table 5).  
[bookmark: _Toc213330206]  Table 2 – Response legend 
	Response indicator
	Definition

	Y
	The functionality exists in the proposed system (no development is required)

	YC
	The proposed system must be customised with minor development to meet the requirement 

	YD
	The functionality does not exist and must be developed to meet the requirement 

	N
	[bookmark: _Hlk187945543]The functionality does not exist in the proposed system and cannot be developed
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[bookmark: _Toc213330207]Table 3 – Email as a Service requirements
	[bookmark: _Toc516703261][bookmark: _Toc515953561][bookmark: _Toc516689571]No
	Function
	Description and Requirements
	Core
Non-Core
	Bidder response & comment:
Y = Yes exist
YC = Customise, Minor development
YD = Can be developed
N = Not available

	
	a
	b
	c
	d

	1 
	 Hardware 
	The system must run on the service provider hardware infrastructure and hosted in the cloud by a provider
Hardware includes but is not limited to server infrastructure, network infrastructure, security infrastructure (excluding security devices that may be supplied and managed by the client organisation), power supply infrastructure.
	Core.
	

	2 
	Software 
	The software platform must allow users to access the system from either end user devices connected to the client organisation private network or that is connected to the Internet.
	Core.
	

	3 
	Security
	Up-to-date security on all levels the EAAS must be always maintained, in line with Business Best Practice and client organisation Security Policies.
Robust security measures to protect against spam, malware, phishing, and data breaches, ensuring the integrity and confidentiality of sensitive information.
	Core.
	

	4 
	
	Anti-Spam and Anti-Malware: Integrated and regularly updated filtering to block spam, viruses, and other malicious content.
	Core.
	

	5 
	
	Phishing Protection: Advanced threat protection capabilities to identify and block phishing attempts and malicious links.

	Core.
	

	6 
	
	Data Encryption: End-to-end encryption for emails in transit and at rest.
	Core.
	

	7 
	
	Multi-Factor Authentication (MFA): Support for MFA to secure user accounts and prevent unauthorized access
	Core.
	

	8 
	
	Access Control: Role-based access control (RBAC) to manage user permissions and administrative privileges.
	Core.
	

	9 
	
	Data Loss Prevention (DLP): Capabilities to detect and prevent the unauthorized transmission of sensitive data (e.g., credit card numbers, PII) via email.
	Core.
	

	10 
	Back Up
	Built-in backup and recovery options in case of accidental deletion of Client Organisation data 

	Core.
	

	11 
	
	Backup data to be kept indefinitely. Backup data recovery tests to be conducted weekly and test data to be provided to the client organisation in a monthly report.
	Core.
	

	12 
	
	Client organisation data to be backed up daily.

	Core.
	

	13 
	Decentralised user application and approval process
	Identified members to have access to the system to register or remove users from locations throughout the RSA.
	Non-Core
	

	14 
	Auditing
	Comprehensive logging and auditing of all user and administrative activities for security and compliance purposes. 

	Core
	

	15 
	Historical Data
	Historical data of both current platforms must be migrated and accessed on the EAAS solution.
	Core.
	

	16 
	Reporting
	Detailed reports on mailbox size, user activity, and service consumption to facilitate cost management and resource planning. 
Security Reporting: Reports on blocked threats, compliance violations, and access logs.

	Core.
	

	17 
	Archiving
	User data of closed user accounts to be archived indefinitely.
	Core.
	

	18 
	Data Classification
	The EAAS solution must be able to classify data sent/received according to the client organization Security classifications.
	Core.
	

	19 
	Data encryption/decryption
	The EAAS solution must be able to encrypt email content for distribution and saving on client organisation and user devices, as well as decrypting when accessing the data on client organisation and user devices.
	Core.
	

	20 
	Account Validity Period
	Account validity:
90 days – whereafter user account must be disabled, to be enabled if member requests for re-enablement before 120 days expired.
120 days – whereafter account must be deleted and archived.
	Core.
	

	21 
	Enhance Communication and Collaboration
	Provide a modern email and calendaring platform that facilitates efficient internal and external communication, scheduling, and collaboration.
	Core.
	

	22 
	Regulatory Compliance
	Adhere to relevant industry and government regulations regarding data privacy, retention, and e-discovery.
	Core.
	

	23 
	Scalability and Reliability
	Ensure the email service can scale to accommodate future growth in users and data, while maintaining high availability and reliability (99.9% uptime).

	Core.
	

	24 
	Reduce Operational Overhead
	Minimize the administrative burden of managing an on-premises email system by leveraging a cloud-based service, allowing IT staff to focus on strategic initiatives.
	Core.
	

	25 
	Optimize Total Cost of Ownership (TCO)
	Transition from a capital expenditure (CapEx) model to an operational expenditure (OpEx) model, and reduce costs associated with hardware, software licensing, and maintenance.

	Core.
	

	26 
	Email
	Send, receive, and manage emails with rich text formatting, attachments, and inline images.
	Core.
	

	27 
	Calendar
	Create and manage appointments, meetings, and events. Support for shared calendars, meeting invitations, and free/busy status lookups.
	Core.
	

	28 
	Contacts
	Centralized address book with personal and global contact lists.
	Core.
	

	29 
	Tasks
	Ability to create, track, and manage tasks with due dates and reminders.
	Core.
	

	30 
	Search
	Fast and accurate search capabilities across all email, calendar, and contact data.
	Core.
	

	31 
	Cross-Platform Access
	Access email and collaboration tools from multiple devices, including desktop clients (e.g., Microsoft Outlook, Apple Mail), web browsers, and mobile devices (iOS, Android) for approved client organisation end user devices.
	Core.
	

	32 
	User Interface
	Intuitive and user-friendly interface that minimizes training requirements.
	Core.
	

	33 
	Offline Access
	Ability to read, compose, and manage emails and calendars offline, with changes synchronized upon reconnection.
	Core.
	

	34 
	Storage
	Provide adequate mailbox storage per user, with the ability to easily provision additional space as needed. 
This includes attachment sizes per email
	Core.
	

	35 
	Data Residency
	The ability to specify and control the geographic location of data storage to meet regional regulatory requirements.
	Core.
	

	36 
	e-Discovery
	A robust and searchable repository for legal holds and e-discovery requests, enabling the quick retrieval of relevant data.
	Core.
	

	37 
	Integration with Identity Management
	Seamless integration with the existing corporate directory service (Active Directory) for user provisioning, deprovisioning, and single sign-on (SSO).
	Core.
	

	38 
	Self-Service
	Enable users to perform basic tasks like password resets and mailbox management, where appropriate.
	Core.
	

	39 
	Reporting Dashboard
	A centralized dashboard providing a high-level overview of service health, security threats, and usage statistics.
	Core.
	

	40 
	Service Level Agreement (SLA)
	A clear and enforceable SLA from the provider covering uptime, performance, and support response times.
	Core.
	

	41 
	Support
	24/7 technical support from the service provider with defined escalation paths.
	Core.
	

	42 
	Pricing Model
	A transparent and predictable pricing model, preferably on a per-user, per-month basis, with clear details on included features and costs for add-ons.
	Core.
	

	43 
	TCO Analysis
	The ability to demonstrate a clear return on investment (ROI) and a reduced TCO compared to the current or on-premises solution.
	Core.
	

	44 
	Cost Management
	Tools and reports to monitor and manage consumption and control costs effectively.
	Core.
	

	45 
	Mailbox Migration
	The system must provide the utilities to support the migration of mailboxes data such as mailboxes, calendars, contacts, tasks, archives from legacy or on premise to the new Email as a Service (EaaS) system.

	Core.
	

	46 
	Data ownership 
	The service provider must only Hosts, stores, and transmits the email data under contract as the processor 
The client owns the data 

	Core.
	

	47 
	
	The service provider cannot use or disclose data beyond the terms agreed
	Core.
	

	48 
	Data Sovereignty
	Require local data residency and explicit hosting locations in the SLA
The service provider mut provide the locations where data centre is located.
	Core.
	

	49 
	
	Data localisation, the client organisation data must stay within national borders, under legal jurisdiction
	Core.
	

	50 
	
	The service Provider cannot replicate data outside without written consent from the client organisation

	
	

	51 
	
	
	
	





[bookmark: _Toc213330131]Non-functional requirements
[bookmark: _Toc213330132]Email as a service non-functional requirement
Non-functional requirements are expressed in Table 5 below, per non-functional aspect as listed below.
Column a of Table 5 reflects non-functional aspects. 
Column b of Table 5 contains the description and requirements relevant to the non-functional aspect stated in bold in column a.
Column c of Table 5 is used to indicate if a requirement is considered as a core or non-core requirement. A requirement is classified as core when it must be satisfied by the Email as a Service system. Non-core requirements are considered as ‘nice-to-have’ requirements.
Column d of Table 5 is allocated for Bidder comment.
The bidder must indicate in Column d of Table 5, for each requirement, as indicated in the table below. Bidders are encouraged to provide additional information as comment per requirement (column d of Table 5).  
[bookmark: _Toc213330208]  Table 4 – Response legend (Non-functional requirements)
	Response indicator
	Definition

	Y
	The system can satisfy the non-functional requirement. (no development is required)

	YC
	The proposed system must be customised with minor development to meet the requirement 

	YD
	The system cannot satisfy the non-functional requirement, but with development it will meet the requirement 

	N
	The system cannot satisfy the non-functional requirement, not even with development.
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[bookmark: _Toc213330209]Table 5 – Non-functional requirements
	No
	Non-functional aspect
	Description and Requirements
	Core
Non-Core
	Bidder response & comment:
Y = Yes exist
YC = Customise, Minor development
YD = Can be developed
N = Not available

	
	a
	b
	c
	d

	1 
	System Availability.
	The system must be available twenty-four hours a day, seven days a week; without system interruptions.
	Core.
	

	2 
	System Accessibility.
	The system must be accessible from anywhere including from outside RSA boarders and rural RSA areas, using any computing device (e.g. laptop, desktop, smart phone, tablet). (Only authorised and authenticated users and devices).
	Core.
	

	3 
	Data Availability.
	Users must have access to all data as allowed through RBAC; thus, all data must be centrally available.
	Core.
	

	4 
	System Performance-scalability
	The system must be scalable to be able to successfully handle concurrent use by: 
The system must add/remove users with ease.
	Core.
	

	5 
	Maintainability
	The Service Provider handles updates, patches, and monitoring.
	Core.
	

	6 
	User interface.
	The system must be commonly in use browsers such as Google Chrome, Microsoft Edge, Safari, Firefox etc.
Provide browsers that are compatible with your Email as a Service system, including browser versions. 
	Core.
	

	7 
	System customisability.
	Email as a service must be customizable to add other modules and functionality.
It is foreseen that large customisation (development) will be required to accommodate client organisation-specific requirements such systems alerts and notification management other functions that are not usually included in Email as a Service system. 
	Core.
	

	8 
	Interoperability
	The system must conform to the list of Government Minimum Interoperability Standards (MIOS).
The system must seamlessly exchange, process, and manage email data, calendar information, and directory services across different systems, platforms, and security domains, while maintaining compliance and security controls of the client organisation 
EaaS platforms must support standard mail and directory protocols to exchange data with other environments.


	Core.
	

	9 
	
	Email Protocol Interoperability
EaaS platforms must support standard mail and directory protocols to exchange data with other environments
	Core.
	

	10 
	
	Directory and Identity Interoperability
Enables single sign-on, authentication and verifications for user access
	Core.
	

	11 
	
	Application-Level Interoperability
Enables other applications to easily connect with the solution
	Core.
	

	12 
	
	Security Interoperability
To communicate securely with external email domains and internal security tools
	Core.
	

	13 
	
	Network Interoperability
EaaS must support multiple connectivity models
	Core.
	

	14 
	POPIA
	The system must conform to the Protection of Personal Protection of Personal Information Act (POPIA).
	Core.
	

	15 
	Deployment.
	The system must be deployed in any location throughout South Africa and outside where the client organisations conduct business.
	Core.
	

	16 
	Hosting.
	The service provider must provide different hosting environments to suit the client organisation requirements. 
The service provider should provide the computing platforms, hardware and foundation software specification of the platforms that are applicable to email as service solution.
	Core.
	

	17 
	
	Private Cloud (Onshore Data Centre)
The whole EaaS solution (mail servers, databases, archives, gateways) is hosted in a local private cloud data centre owned or contracted by the client or an accredited local provider
	Core.
	

	18 
	
	Sovereign Cloud (Managed by a Local Entity)
A sovereign cloud is hosted and operated by a locally registered entity, often certified by the government or regulators.
It uses cloud-native infrastructure but guarantees no foreign legal jurisdiction.
Isolation from global operations of the provider where the solution is managed locally under local law.

	Core.
	

	19 
	
	Community Cloud (Sector-Specific Deployment)
Multiple organisations in the same industry or government sector share common cloud infrastructure, owned by a trusted consortium or national IT agency.
	Core.
	

	20 
	
	Hybrid Model (Local Storage + Cloud Processing)
Core EaaS functions (email routing, spam filtering) run in the cloud,
while mailboxes, archives, and logs are stored locally on private infrastructure
Split deployment: Cloud for performance, local storage for compliance.
	Core.
	

	21 
	
	Colocation with Sovereignty Guarantees
Host the EaaS solution in a colocation facility owned by a local third-party provider, but all hardware and software are client-owned.
	Core.
	

	22 
	
	The following information is required regarding hosting of the proposed email as a service 

	Core.
	

	23 
	
	Number of VMs required
	Core.
	

	24 
	
	OS and version for each VM
	Core.
	

	25 
	
	OS disk size
	Core.
	

	26 
	
	Minimum VM Network Interface Card (NIC) requirements
	Core.
	

	27 
	
	Backup policy
	Core.
	

	28 
	
	Disaster recovery (DR) policy requirements
	Core.
	

	29 
	
	All other technology platforms/services/software[footnoteRef:1] that are required to host and use the Email as a service. [1:  Technology platforms/services/software may include for example the, database management system (DBMS), data interchange services, graphic and imaging services, location and directory services, software engineering platform/integrated development environment, transaction processing, user interface/user experience platform, security services, system and network management services, IoT platform, API management software, interoperability platform, data and analytics platform, decision support platform, unified communication platform and workflow management platform, QR code reader.] 

Provide a list of all technology platforms/services, with brand names with key specifications, that are required to host and use the Email as a Service system.
	Core.
	

	30 
	Network.
	It must be possible to access the proposed system via the internet or Intranet or air gapped access as required. 
EaaS (Public Cloud) → Internet
EaaS (Private Cloud) → Air-gapped 
EaaS (Private Cloud) → intranet-only


	Core.
	

	31 
	
	Provide the minimum bandwidth requirement of your Email as a Service system.
	Core.
	

	32 
	
	EaaS – Private Cloud (Air-Gapped)
 Entirely isolated environment with no external internet connectivity.
 Mail flows only within the organization’s secure internal network.

	Core 
	

	33 
	
	EaaS – Private Cloud (Internet-Enabled)
Private EaaS instance hosted in government/enterprise cloud but with controlled, secure internet connectivity.
Exchange email with external entities (vendors, partners, citizens)
Email flows allowed in/out via secure email gateways

	Core
	

	34 
	
	EaaS – Private Cloud (Intranet/MPLS Only)
Only via a secure intranet (corporate WAN, MPLS, SD-WAN)

	Core
	

	35 
	Network Combination 
	It must be possible to access the proposed system using a combination of the networks 
	
	

	36 
	
	Hybrid Airgap + Internet Gateway:
· Core mail stays air gapped.
· Controlled “cross-domain solution” (CDS) or email guard allows sanitized external email.

	Non-Core
	

	37 
	
	Intranet + Limited Internet:
· Primary access via MPLS/private WAN.
· External communication routed via secure gateway.

	Non-Core
	

	38 
	
	Tiered Security Zones (Multi-Domain):
Different user groups in different zones:
· Secret/Critical staff → Air-gapped mail.
· General staff → Internet-enabled private EaaS.

	Non-Core
	

	39 
	End-user devices.
	Provide the minimum specification for the different types of end-user devices.
i. Workstation
	Core.
	

	40 
	
	ii. Laptop
	Core.
	

	41 
	
	iii. Smart phone
	Core.
	

	42 
	
	iv. Tablet
	Core.
	

	43 
	Email as a service maturity.
	Provide the number of customers where your Email as a service is implemented and in operation.
	Core.
	

	44 
	
	Describe any product/system accreditation, if applicable.
	Core.
	

	45 
	Bidder affiliation / certification.
	Indicate if you are the original software manufacturer (OSM) of the Email as a Service system.
	Core.
	

	46 
	
	Indicate if you are accredited with the OSM on an enterprise level for the provision, customisation and roll out of the proposed Email as a Service system. If accredited, provide the OSM name.
	Core.
	

	47 
	
	If accredited with the OSM, provide the accreditation level, e.g. enterprise for the provisioning, customisation and roll out of the Email as a Service system.
	Core.
	

	48 
	
	Provide the period (start and end dates) that your Email as a service is /was in operation per customer. 
	Core.
	

	49 
	
	Describe any other supplier accreditation, if applicable.
	Core.
	

	50 
	Bidder experience.  System take-on.
	Describe your experience in providing system take-on services to take-on your Email as a service in the RSA and internationally. 

Please state examples of the customers to whom you have supplied the system take-on services and relevant dates.
	Core.
	

	51 
	Bidder experience.  System implementation.
	Describe your experience in implementing your Email as a service in the RSA and internationally. 
Please state examples of the customers to whom you have supplied the implementation services, relevant dates and indicate whether it included data migration from an existing system to your Email as a service or not.
	Core.
	

	52 
	Bidder experience. Maintenance and support.
	Describe your experience in providing system maintenance and support services on your Email as a service in the RSA and internationally. 

Please state examples of the customers to whom you have supplied the system maintenance and support services and relevant dates.
	Core.
	

	53 
	Bidder profile and services. 
	Do you have a local capability in South Africa to provide the system and required services? 
	Core.
	

	54 
	
	Provide the physical address(es) of your service outlet(s).
	Core.
	

	55 
	Licensing model.
	Provide complete information on the licensing of the system per product that the system comprises of, such as: 
i Term/Subscription or Perpetual Licensing  
ii Licensing per user or per CPU
iii  the minimum and maximum period that licenses can be procured for, 
iv what are the minimum number of licenses that can be procured. 

	Core.
	

	56 
	System Customisation and larger enhancements
	How long (in months) do you estimate will it take to customise your Email as a service to satisfy all requirements that are categorised as core requirements?


	Core.
	

	57 
	System take-on
	Describe your approach to system take-on.
	Core.
	

	58 
	System implementation
	Describe your approach to system implementation.
	Core.
	

	59 
	Project management
	What project management methodology do you use?
	Core.
	




[bookmark: _Toc213330133]Estimated price
The Bidder’s estimated price should be divided into the following categories and should take account of the following, however, is not limited to these categories:
(a) Email as a serviceand licensing
(i) Email as a service and licensing as per the requirements documented in this specification. Note that all products (tools, platforms etc) that are required to run / use the proposed email as a service must be included in the price. Products must be priced for development, test, training, pre-production and production environments on primary as well as secondary hosting sites.
(ii) Specify whether perpetual of term/subscription licensing per product that forms part of the Email as a Service system. 
(b) Services
(iii) Email as a service take-on
(1) Advise on hardware, software and connectivity requirements
(2) Email as a service installation (all required products)
(3) System configuration
(4) System customisation
(5) System testing
(6) Operating processes and procedures
(iv) Email as a service implementation
(1) Project management
(2) OCM
(3) Data management
(4) Business process management
(5) Technology management
(6) Learner management
(7) Solution management
(8) Quality management
(v) System maintenance and support
(vi) Ad hoc system enhancements.

NOTE: The table below may be used as a basis to provide pricing information, the bidder is requested to amend the table according to their licensing and contracting model. 

[bookmark: _Toc213330210]Table 6 – Estimated pricing
	
	
	Estimated price in ZAR

	No
	Item
	Yr 1
	Yr 2
	Yr 3
	Yr 4
	Yr 5
	Yr 6
	Yr 7
	Yr 8
	Yr 9
	Yr 10

	1 
	Email as a service (all environments)
	
	
	
	
	
	
	
	
	
	

	2 
	i. Product a
	
	
	
	
	
	
	
	
	
	

	3 
	a. Development
	
	
	
	
	
	
	
	
	
	

	4 
	b. Test
	
	
	
	
	
	
	
	
	
	

	5 
	c. Training
	
	
	
	
	
	
	
	
	
	

	6 
	d. Pre-production
	
	
	
	
	
	
	
	
	
	

	7 
	e. Production
	
	
	
	
	
	
	
	
	
	

	8 
	ii. Product b
	
	
	
	
	
	
	
	
	
	

	9 
	a. Development
	
	
	
	
	
	
	
	
	
	

	10 
	b. Test
	
	
	
	
	
	
	
	
	
	

	11 
	c. Training
	
	
	
	
	
	
	
	
	
	

	12 
	d. Pre-production
	
	
	
	
	
	
	
	
	
	

	13 
	e. Production
	
	
	
	
	
	
	
	
	
	

	14 
	iii. Product n (include all products to be installed for the system to be used, per environment as indicated above)
	
	
	
	
	
	
	
	
	
	

	15 
	Email as a service license (all environments) 
	
	
	
	
	
	
	
	
	
	

	16 
	i Product a
	
	
	
	
	
	
	
	
	
	

	a. 
	a. Develop
	
	
	
	
	
	
	
	
	
	

	b. 
	b. Test
	
	
	
	
	
	
	
	
	
	

	c. 
	c. Training
	
	
	
	
	
	
	
	
	
	

	d. 
	d. Pre-production
	
	
	
	
	
	
	
	
	
	

	e. 
	e. Production
	
	
	
	
	
	
	
	
	
	

	17 
	ii Product b
	
	
	
	
	
	
	
	
	
	

	18 
	a. Develop
	
	
	
	
	
	
	
	
	
	

	19 
	b. Test
	
	
	
	
	
	
	
	
	
	

	20 
	c. Training
	
	
	
	
	
	
	
	
	
	

	21 
	d. Pre-production
	
	
	
	
	
	
	
	
	
	

	22 
	e. Production
	
	
	
	
	
	
	
	
	
	

	23 
	iii Product n (include all products to be installed for the system to be used, per environment as indicated above)
	
	
	
	
	
	
	
	
	
	

	24 
	Services
	
	
	
	
	
	
	
	
	
	

	25 
	i. Email as a service take-on
	
	
	
	
	
	
	
	
	
	

	26 
	a. Advise on hardware, software and connectivity requirements
	
	
	
	
	
	
	
	
	
	

	27 
	b. Email as a service installation (all required products)
	
	
	
	
	
	
	
	
	
	

	28 
	c. System configuration
	
	
	
	
	
	
	
	
	
	

	29 
	d. System customisation to satisfy all core requirements
	
	
	
	
	
	
	
	
	
	

	30 
	e. System testing
	
	
	
	
	
	
	
	
	
	

	31 
	f. Operating processes and procedures
	
	
	
	
	
	
	
	
	
	

	32 
	ii. Email as a service implementation
	
	
	
	
	
	
	
	
	
	

	33 
	a. Project management
	
	
	
	
	
	
	
	
	
	

	34 
	b. OCM
	
	
	
	
	
	
	
	
	
	

	35 
	c. Data management
	
	
	
	
	
	
	
	
	
	

	36 
	d. Business process management
	
	
	
	
	
	
	
	
	
	

	37 
	e. Technology management
	
	
	
	
	
	
	
	
	
	

	38 
	f. Learner management
	
	
	
	
	
	
	
	
	
	

	39 
	g. Solution management
	
	
	
	
	
	
	
	
	
	

	40 
	h. Quality management
	
	
	
	
	
	
	
	
	
	

	41 
	iii. System maintenance and support (professional services)
	
	
	
	
	
	
	
	
	
	

	42 
	iv. License maintenance and support
	
	
	
	
	
	
	
	
	
	

	43 
	v. Ad hoc system enhancements
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[bookmark: _Toc213330135]Definitions
(a) “RFI” - a request for information, which is a written official enquiry document encompassing all the terms and conditions of the information in a prescribed or stipulated form.
(b) “RFI response” - a written response in a prescribed form in response to an RFI.
(c) “Acceptable RFI” - any RFI, which, in all respects, complies with the specifications and conditions of the RFI as set out in this document.
(d) “Bidder” - any enterprise, consortium or person, partnership, company, close corporation, firm or any other form of enterprise or person, legal or natural, which has been invited by SITA to submit a bid in response to this RFI.
(e) “Client” – SITA
(f) “Consortium” - several entities joining forces under an umbrella to gain a strategic collaborative advantage by combining their expertise, capital, efforts, skills and knowledge for the purpose of executing a tender.
(g) “Goods” –any work, equipment, machinery, tools, materials or anything of whatever nature to be rendered to SITA or Government in terms of a bid.
(h) “Internal Collaboration” - collaborative arrangements within a group of companies or within various strategic business units/subsidiaries/operating divisions in order to gain a strategic position whilst sharing resources, profits and losses as well as risks.
(i) “Management” - in relation to an enterprise or business, means an activity inclusive of control, and performed on a daily basis, by any person who is a principal executive officer of the company, by whatever name that person may be designated, and whether or not that person is a director.
(j) “Organ of State” - a constitutional institution defined in the Public Finance Management Act, Act 1 of 1999.
(k) “Person (s)” - a natural and/or juristic person (s).
[bookmark: _Toc213330136]Acronyms and abbreviations 
The following acronyms and abbreviations are used in this information and must be similarly used in in the information submitted in response and shall have the meaning ascribed thereto below.
	Term
	Acronyms

	API
	Application Programming Interface 

	BPM
	business process management

	DBMS
	Database management system

	EaaS
	Email as a Service 

	DR
	Disaster recovery

	HA
	High availability

	ICT
	Information and Communication Technology

	IoT
	Internet of Things

	IT
	Information Technology

	MIOS
	Minimum Interoperability Standards


	MPLS
	Multiprotocol Label Switching

	NGN
	Next-generation Network

	NIC
	Network Interface Card

	OCM
	Organisational Change Management

	OSM
	Original Software Manufacturer

	PC
	Personal Computer

	PDF
	Portable Document Format

	PKI
	Public Key Infrastructure

	POPIA
	Protection of Personal Information Act

	RBAC
	Role-Based Access Control

	RFC
	Request for Comments

	RFI
	Request for Information

	RSA
	Republic of South Africa

	SITA
	State Information Technology Agency 

	SOC
	State Owned Company

	SOP
	Standard Operating Procedure

	VM
	Virtual Machine

	WAN
	Wide Area Network
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