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	SPECIFICATIONS

	SUPPLY, INSTALLATION, CONFIGURATION, SUPPORT, MAINTENANCE AND HOSTING OF VOICE OVER INTERNET PROTOCOL, INTERNET CONNECTIVITY, WIFI CONNECTIVITY, VIRTUAL PRIVATE NETWORK, FIREWALL, PHYSICAL SERVERS & VIRTUAL SERVERS AND DATA BACKUP & RECOVERY INFRASTRUCTURE, NETWORK, SYSTEMS AND SERVICES FOR A PERIOD OF FIVE (5) YEARS / SIXTY (60) MONTHS.


1. Purpose and Scope

Musina Local Municipality invites potential bidders for the Supply, Installation, Configuration, Support, Maintenance and Hosting of Voice Over Internet Protocol, Internet Connectivity, Wifi Connectivity, Virtual Private Network, Firewall, Physical server and Virtual servers and Data Backup & Recovery Infrastructure, Network, Systems And Services For A Period Of Five (5) Years / Sixty (60) Months. 
2. Definitions

a) VOIP

– Voice Over Internet Protocol 
b) MLM 

– Musina Local Municipality
c) IP 

– Internet Protocol
d) VPN

– Virtual Private Network
e) NGFW

- Next Generation Firewall

f) MLM

- Musina Local Municipality

g) Mbps

- Megabits per second

h) QoS

- Quality of Service

i) SLA

- Service Level Agreement

j) SIP

- Session Initiation Protocol
k) WAN

- Wide Area Network
l) Wifi

- Wireless Fidelity

m) AP

-Access Point

3. Queries and Contract Information
All queries/inquiries regarding this bid must be submitted in writing via email to the Manager Supply Chain Management and Manager Information Communication Technology, who in turn will record receipt and furnish written response to the respective bidder. Telephonic queries/enquiries will not be entertained. Contact details for queries/enquiries on the bid are as follows:

Technical Specification Enquiries

Ms Lesedi Mokoena

Acting Manager: ICT

lesedim@musina.gov.za
Supply Chain Enquiries

Ms Mary Siziba

Manager SCM 

marys@musina.gov.za
4. Technical Specifications
The specifications outlined below are minimum technical specifications requirements for the Configuration, Support, Maintenance and Hosting of Voice over Internet Protocol (VOIP), Internet Connectivity, Wifi Connectivity, Virtual Private Network, Firewall and Data Backup & Recovery Infrastructure, Network, Systems and Services. A bidder may exceed the minimum requirements but details of this must be included in the pricing notes, proposal and product brochures included in the response documentation.

4.1 VOIP TELEPHONE SYSTEM
4.1.1 The service provider is required to build and configure the hardware to the specification requirements outlined in this tender document and software to manage the system and allocation of PIN to users must be supplied by the service provider and the software must be accessible to ICT Officers remotely. Hardware will become municipal asset at outright purchase. Hardware equipment such as:

a) Router(s), 
b) POE 10/100 Base Network Switches(s),  
c) 10/100 Base IP Voice Devices and provide Cat 6 Ethernet Cables for each phone Install all required network Points (Cat6) 
d) Install and Configure Switchboard IP Phones (x1)
e) Install and configure all required network point 
f) VOIP PBX device including  interface cards, gateways, and network
g) Software application that can manage
4.1.2 Handsets to be provided for the allocated areas are categorized as below;
a) 1 X Main Office switchboard phone with Expansion Module
Functionality/Capability
· Program 14 physical keys per module, 28 keys with “second page” in software
· Keys present up to 14 characters when active, enhancing user accuracy in call handling 
· Two graphical, backlit, high-resolution colour displays makes viewing easy
· Get status of available staff with Busy Lamp Field (BLF) support 
· View both voice message and missed call counts on the display
· One-, two-, and three-module configurations expand scalability and extend IP phone investment
· Power options include Power over Ethernet (POE) and a local power cube
· The Power Save Plus option reduces power consumption in off-hours
b) Standard IP Phone
Functionality/Capability
· Four line and programmable feature keys enable quick access to telephony features and staff
· High-resolution, graphical grayscale display makes viewing easier
· Dedicated fixed keys** ease communications for increased efficiency 
· Built-in speakerphone adds freedom with hands-free communications
· Wideband for enhanced audio clarity is supported with handset, speaker, or a headset
· Line keys, Soft-keys, Two-way navigation and select keys, Hold/Resume, Transfer and Conference keys
· Messaging, Service and Directory keys
· Standard key pads. 
· Volume Control toggle key 
· Voice mail
c) Standard Phone 

Functionality/Capability
· Single-line IP phone with support for up to two concurrent calls
· Graphical 128 x 32-pixel monochrome display with a two-way navigation button
· Full duplex speakerphone for flexibility with hands-free communications
· Fixed keys for common telephony features: hold, redial, transfer, and mute
· Foldable, single-position display stand to simplify wall-mount deployments

4.1.3 Voice Services
The proposed connectivity solution should include SIP account services and licensing and the voice services requirement are detailed as follows:
a) SIP account services with reduced call rates for the current on-site VoIP solution. The SIP account will be used at thirteen sites outlined in item 5.
b) SIP Services at each site with no charges for interbranch calls.
c) The service provider is required to include a detailed listing of SIP tariffs per category
d) All incoming/outgoing lines should have failover redundancy in place in the event of connectivity outages.
e) The SIP trunking should be a scalable solution with the following minimum channel requirement per site:
	Site No
	Site Name
	Number of channels

	1
	Main Office (Civic Centre)
	70

	2
	Municipal Workshop
	5

	3
	Old Traffic Building
	5

	4
	Spirulina
	5

	5
	Nancefield Proper Offices
	5

	6
	New Traffic Building
	5

	7
	Madimbo Thusong Centre
	5

	8
	Malale Satellite Office
	5

	9
	Matswale Satellite Office
	5

	10
	Nancefield Extension 5 (Skoonplas) Satellite Office
	5

	11
	Nancefield Extension 6 (Harper) Satellite Office
	5

	12
	Nancefield Extension 7 (Campel) Satellite Office
	5

	13
	Tourism Information Centre
	5

	14
	Domboni Satellite Office
	           5


4.1.4 The infrastructure equipment will be procured once off to become and remain the asset of Musina Local Municipality and therefore no monthly rentals for equipment is applicable. 
4.1.5 The VOIP System must work independently from the current Local Area Network with its own network/VOIP/telephony equipment including VOIP PBX interface cards, gateways, and network, which must be supplied, delivered, installed, configured, and commissioned by the bidder. 
4.1.6 The system must be deployed at 13 municipal sites be capable of handling up to ultimately 314 each remotely connected to Musina Municipality Network at the Civic Centre (21 Irwin Street). 
4.1.7  A dedicated internet line must be supplied and maintained for the VOIP system. 
4.1.8  A Telephone Management System for allocation of PIN codes, Management of the System and Reporting purpose must be included. 
4.1.9 Software License Agreement will be applicable which must be included in the Bid documents.
4.1.10 The successful bidder must after implementation provide a detailed infrastructure and network diagram.
4.1.11 The Service Provider must include and continuously update any necessary systems and Configurations to secure VOIP Systems, i.e., Firewall and any protective software such as antivirus.
4.1.12 The bidder / service provider must provide/attach confirmation of  previous projects in provision of ICT solution especially VoIP services of at least 3 successfully completed projects
4.2 INTERNET AND VPN CONNECTIVITY INFRASTRUCTURE
The Municipality is focused on the availability of internet, inter-office connectivity, VPN, Wi-Fi, Firewall, and VoIP services that have the efficient capability to access electronic data, voice services, and information from different sources.

The proposed solution should provide for an internet uplink at the Main Office and WAN connectivity and VPN connectivity from the Main Office to twelve sites (address details are outlined in point number 5 in the section (“Location of Required Services”). The Main Office internet will act as a central point for secure internet breakout for the satellite offices. This service maybe delivered either Fibre or a Licensed Microwave.
The primary internet connection or WAN connectivity should be provided through optical fibre or licensed microwaves. The details of the required functionality are covered in the sections below and must be viewed as a minimum requirement unless specified otherwise. The offered services are required to be efficient, reliable, cost-effective, and supported by the service provider.

4.2.1 Internet Connectivity

1. Provide internet uplink for two (2) internet connections, (a) Primary and (b) Secondary/Failover at the MLM Main Office. The connection should be capable of accommodating internet browsing, sending and receiving emails from the on premise Exchange server, SIP trunking from the on-site VoIP PBX solution, video conferencing, VPN traffic, and hosted corporate applications. This connection may be delivered either via Fibre or Licensed Microwave.

a. Primary connection

i. 100Mbps Fibre or Licensed Microwave
ii. Contention Ratio 1:1

iii. The service is expected to be highly stable and reliable, with overall uptime of no less than 99.99%.

iv. Subnet of at least 1 static publicly routable IP address

v. Scalable solution for future growth

b. Secondary/Failover connection 

(The municipality reserves the right to accept or reject the secondary/failover connection for this proposal) 

i. 20Mbps alternative infrastructure which will circumvent a break in the Fibre or Licensed Microwave link.

ii. Contention Ratio 1:1

iii. The service is expected to be highly stable and reliable, with overall uptime of no less than 99.99%. 

iv. Subnet of at least 1 static publicly routable IP address

v. Scalable solution for future growth

c. The required routers, necessary hardware, cabling, and software should be provided and the setup cost should be included in the offer. The provided firewall should be capable of initiating the failover configuration and management.
d. Transfer and management of all DNS records for MLM-owned domains from the current service provider(s).
e. No limitations on traffic, ports, and bandwidth capacity.
f. Redundant, dedicated point-to-point links to the Internet breakout and point-to-multi-point for the satellite offices connectivity to the Main Office.
g. The internet services should not have additional charges, limitations by traffic volume, or restrictions that would affect normal usage of the proposed services.
h. The prioritization of network traffic according to MLMs QoS business requirements.
i. Differentiated classes of service that manage traffic types effectively, ensuring that mission-critical traffic receives the required bandwidth throughput and performance.

4.2.2. Inter-Office WAN Connectivity

a. Provide inter-office WAN Connectivity using MPLS point to multi-point from the Main Office to twelve (13) satellite office sites using point-to-point. (Address details are outlined on point number 5 in the section “Location of Required Services”).
b. The WAN bandwidth requirements should not affect the internet bandwidth requirements at the Main Office.
c. The WAN solution details are outlined in the table below

	Site No
	Site Name

	Service Required
	Min. Bandwidth

	1
	Main Office (Civic Centre)
	Point-to-Multipoint, MPLS (to satellite offices)
	20Mbps

	2
	Municipal Workshop
	Point to Point, MPLS (to the Main Office)
	20Mbps

	3
	Old Traffic Building
	Point to Point, MPLS (to the Main Office)
	20Mbps

	4
	Spirulina
	Point to Point, MPLS (to the Main Office)
	20Mbps

	5
	Nancefield Proper Offices
	Point to Point, MPLS (to the Main Office)
	20Mbps

	6
	New Traffic Building
	Point to Point, MPLS (to the Main Office)
	20Mbps

	7
	Madimbo Thusong Centre
	Point to Point, MPLS (to the Main Office)
	20Mbps

	8
	Malale Satellite. Office
	Point to Point, MPLS (to the Main Office)
	20Mbps

	9
	Matswale Satellite Office
	Point to Point, MPLS (to the Main Office)
	20Mbps

	10
	Nancefield Extension 5 (Skoonplas) Satellite Office
	Point to Point, MPLS (to the Main Office)
	20Mbps

	11
	Nancefield Extension 6 (Harper) Satellite Office
	Point to Point, MPLS (to the Main Office)
	20Mbps

	12
	Nancefield Extension 7 (Campel) Satellite Office
	Point to Point, MPLS (to the Main Office)
	20Mbps

	13
	Tourism Information Centre
	Point to Point, MPLS (to the Main Office)
	20Mbps

	14
	Domboni Satellite Office
	Point to Point, MPLS (to the Main Office)
	20Mbps


d. The WAN solution should be capable of accommodating the QoS traffic prioritization requirements to the Main Office:

e. Internet browsing, sending and receiving emails from the on premise Exchange server, SIP trunking from the VoIP PBX solution, video conferencing, VPN traffic, and hosted corporate applications.

i. Scalability as future business requirements, changes, and developments;

ii. Internet breakout at satellite offices

iii. Increase of bandwidth at all sites

f. The service is expected to be highly stable and reliable, with overall uptime of no less than 99.99%.

4.2.3 VPN Connectivity

The supply and delivery of the required minimum 50Mbps SLA VPN Link Main Office and all remote offices. At least a dedicated Link 100MBps.

4.2.4 WIFI connectivity

Progression set up of Hardware and any Software required to establish Wi-Fi connectivity in the specified sections of the Buildings at Musina Local Municipality consisting of the main building and 13 sites. 

a. Main Router (Central Access Point Management) -MUST Be Dual Band to provide at least 5.8 GHZ Spectrum for Access Points and 2.4 GHZ Spectrum for Devices) (3 Year Warranty included)

b. Firewall router for system security (3 years warranty)

c. Core switch to cater for all access points.
i. Wireless distribution system
	Site
	
	Access points Estimates

	Main Office (Civic Centre)
	
	Minimum  25

	Municipal Workshop
	
	Minimum  6

	Old Traffic Building
	
	Minimum  7

	Spirulina
	
	Minimum  7

	Nancefield Proper Offices
	
	Minimum  7

	New Traffic Building
	
	Minimum  10

	Madimbo Thusong Centre
	
	Minimum  2

	Malale Satellite Office
	
	Minimum  2

	Matswale Satellite Office
	
	Minimum  3

	Nancefield Extension 5 (Skoonplas) Satellite Office
	
	Minimum  3

	Nancefield Extension 6 (Harper) Satellite Office
	
	Minimum  3

	Nancefield Extension 7 (Campel) Satellite Office
	
	Minimum  3

	Tourism Information Centre
	
	Minimum 1

	Domboni Satellite Office
	
	Minimum 1

	Total
	
	79


d. Installation and Licensing of a Wifi Management System that will be used to Control Access of Wifi users, Monitoring usage and reporting. 
e. The Wifi must be provided at an UNCAPPED model and the Municipality will only incur Monthly Fees to the Service provider for a period of five years. 

f. All ICT Security related requirements must be complied with by the system and shall be the responsibility of the Service Provider. 
g. The minimum Internet Speed of 200Mbps Upload and Download  

h.  All equipment must carry at least a 3 Year Guarantee of the manufacturer. The equipment will become the Municipality’s asset from the onset upon payment of delivery, installation and commissioning and will remain municipal asset at the end of SLA term. 

i. The Service Level Agreement includes provision of Ad Hoc Support for a period of five years. 
j. NB Accessibility to the Wi-Fi must be configured such that after a user joins the Wi-Fi they must automatically be redirected to the Browser/Portal where they must insert login credentials to proceed and use internet under managed environment where Municipal Policies will apply and there can be monitoring and reporting. This is the responsibility of the service provider. 

k. Password Management: All users and passwords will have to comply with Musina Local Municipality ICT Security Policy. 

l. The bidder / service provider must provide/attach confirmation of own valid registration with the Independent Communication Authority of South Africa (ICASA)

m. The bidder / service provider must provide/attach confirmation of stamped bank rating A or B.
n. The bidder / service provider must provide/attach confirmation of capacity to provide Wi-Fi connectivity. 
4.3 ONE (1) NEXT-GENERATION FIREWALL 
The Municipality is focused on the availability of a firewall that provides Network security, Content security, Administration security, Network availability, zero-day, reporting, and software license must be included. The details of the required functionality are covered in the sections below and must be viewed as a minimum requirement unless specified otherwise. The offered services are required to be efficient, reliable, cost-effective, and supported by the service provider.

4.3.1 Hardware Specification

	Type
	Description

	Storage (local quarantine/logs)

Ethernet interfaces (fixed)

Bypass port pairs

Management ports

Other I/O ports

Number of Flexi port slots

Max. Total ports density (incl. use of modules)

Power-over-Ethernet (Using Flexi port Module)

Optional add-on connectivity

Display


	Integrated min 120 GB SATA-III SSD

8 x GbE copper 2 x SFP fiber*

1

1 x RJ45 MGMT ,1 x COM,RJ45, 1 x Micro-USB (cable incl.)

2 x USB 3.0 (front) 1 x USB 2.0 (rear)

1 Flexi Port modules  (optional) 8 port GbE copper 8 port GbE SFP fiber 4 port 10GE SFP+ fiber 4 port GbE copper bypass (2 pairs) 4 port GbE copper PoE + 4 port GbE copper 4 port 
2.5 GbE copper PoE

18 Max

1 module: 4 ports, 60W max.

SFP DSL module (VDSL2) SFP/SFP+ Transceivers

Multi-function LCD module


4.3.2 Technical Specification

	Items
	Description
	Size

	System Performance
	Firewall throughput

Firewall IMIX 

Firewall Latency (64 byte UDP)

IPS throughput

Threat Protection throughput

Concurrent connections

New connections/sec

IPsec VPN throughput

Xstream SSL/TLS Inspection

Xstream SSL/TLS Concurrent connections
	30,000 Mbps

15,900 Mbps

4 µs

7,000 Mbps

1,400 Mbps

6,500,000

148,000

3,500 Mbps

1,450 Mbps

18,432

	Features;
	Network Security

Web Security

Zero-Day Security

Central Orchestration

Enhanced Support
	

	Security
	Bidder accreditation as Microsoft Software Partner(s)
	


NB: The installation and configuration of the quoted firewall should be capable to restore the existing firewall policies, settings, Setup of rules and Internet filtering setup.

4.4 PHYSICAL AND VIRTUAL SERVERS

4.4.1 Hardware and Licensing

1. 1 x Rack mountable Server for Virtual Server Environment

a. Xeon CPU

b. RAM (36GB)

c. Hard drives (12 TB)

i. Raid 10 SAS

d. Scalability on RAM modules and hard drives for future growth

2. Hyper-V type-1 or VMware software and licensing (a type-1 (bare-metal) hypervisor)

3. Windows Server 2022 Licensing (6) and User CALs (200 users)

4. Windows Exchange Server 2022 Standard and User CALs (200 users)

5. Mimecast configuration and licensing (200 users)

6. Next Gen Firewall configuration and licensing

7. Online UPS 8KVA

4.4.2 Device Roles

1. Primary Active Directory and Domain Controller (Secondary AD and DC for redundancy)

a. Server installation and role configuration

b. Data Migration

c. Active Directory User Migration and Group Policy creation

2. On-premise Exchange Server 2022 Standard (size allocation per user 10GB x 200 = 2 TB)

a. Server installation and role configuration

b. User mailbox and data migration

c. 200 Exchange User CALS (each device might need double requirements)

3. File Server 

a. 10 GB allocation per user for 200 users = 4 TB (current without GPO working 3TB)

b. Eset Administration setup

4. Backup Server (User files, GIS)

a. Size requirements (currently 3TB, increase to 4)

5. Application Server (GIS, Meter Reading, ESET Remote endpoint administration)

a. GIS (current amount 500GB, increase to 1TB)

b. Meter Readings System (current 5GB, increase to 10GB)

c. HR & Payroll (current 50GB, increase to 70GB)

6. Next Gen Firewall

a. Firewall

b. IPS

c. Web and Application Filter

d. VPN ( users)

e. WAF

Services

1. Installation and Commissioning of all servers and configuration requirements

2. Migration of user accounts and data

3. Creation of GPOs

4. Firewall installation and configuration

a. Firewall Rules

b. IPS configuration

c. Web and Application Filter configuration

d. VPN setup and configuration

5. Support and Maintenance for 5 years for proposed solutions 
6. Training and Skills Transfer for:

a. Virtual Server solution

b. Windows Server Configurations

c. Exchange Server

d. Firewall

e. Mimecast

7. Installation and configuration of Eset Remote Administration.

8. Develop and maintain data recovery plan and procedure. Data recovery must be tested at least once per quarter.

9. The service provider must provide daily data backup and recovery solution for all servers and provide support at a priority number 1 classification.

10. Warranty requirements, 5 years next business day onsite support on Computer Hardware & Software.

11. Provide training and access to municipal ICT Administrator(s)

12. The service provider must provide proof of: 

i. VMware Certified Professional 6 – Data Centre Virtualization (VCP6-DCV)

ii. Microsoft Certified Solutions Expert

iii. Microsoft Certified Solutions Associate

iv. Microsoft Technology Associate

v. CompTIA A+

5. LOCATION OF REQUIRED SERVICE

The proposed solution is required to on a progression basis be available and functional at the locations described below. These include the Main Office and twelve (13) offsite plus upgrade (should there be any)service points:

	Site No
	Site Name
	Coordinates

	
	
	Latitude


	Longitude

	1
	Main Office (Civic Centre)
	30,04058
	-22,351297

	2
	Municipal Workshop
	30,040678
	-22,329283

	3
	Old Traffic Building
	30,04572
	-223435

	4
	Spirulina
	30,007765
	-22,343876

	5
	Nancefield Proper Offices
	30,035833
	-22,331403

	6
	New Traffic Building
	30,030578
	-22,324106

	7
	Madimbo Thusong Centre
	30,566712
	-22,450083

	8
	Malale Satellite Office
	30,59384
	-22,399945

	9
	Matswale Satellite Office
	30,02031
	-22,333032

	10
	Nancefield Extension 5 (Skoonplas) Satellite Office
	30,040274
	-22,334271

	11
	Nancefield Extension 6 (Harper) Satellite Office
	30,007731
	-22,348973

	12
	Nancefield Extension 7 (Campel) Satellite Office
	29,991124
	-22,37186

	13
	Tourism Information Centre
	30,032982
	-22,354034

	14
	Domboni Satellite Office
	30,46107
	-22,469382


6. User information

(a) User Projections

The figures stated below are the estimated requirements over the contract term depending on the number of user:

	Site No
	Site Name
	Number of Users

	1
	Main Office (Civic Centre)
	150

	2
	Municipal Workshop
	25

	3
	Old Traffic Building
	30

	4
	Spirulina
	5

	5
	Nancefield Proper Offices
	30

	6
	New Traffic Building
	40

	7
	Madimbo Thusong Centre
	5

	8
	Malale Satellite Office
	5

	9
	Matswale Satellite Office
	5

	10
	Nancefield Extension 5 (Skoonplas) Satellite Office
	5

	11
	Nancefield Extension 6 (Harper) Satellite Office
	5

	12
	Nancefield Extension 7 (Campel) Satellite Office
	5

	13
	Tourism Information Centre
	2

	14
	Domboni Satellite Office
	2

	Total number of Users
	314


7. SCOPE OF WORK
7.1 Provide Technical Support.
7.2 Support shall be provided to the municipality between 07:00 and 16:00, Monday through Friday.
7.3 The proposed agreement must include a bidder technician providing on-site service to diagnose and provide solutions when required. 
7.4 Remote access service may be acceptable depending on the stated urgency of repair.
7.5 Replacement parts must be readily available for a prompt replacement.
7.6 The service provider should ensure a smooth transition of the existing services and the proposed solution. 
7.7 The Bidder is expected to plan and conduct the installation of the project with minimal impact on daily operations and staff 
8.  MANDATORY BID REQUIREMENTS 

To ensure your proposal is considered for evaluation, the bidder must ensure their proposal includes the following, Failure to submit the listed documents may lead to a disqualifying position: 

a) A hand completed and signed tender document. 

b) The following must accompany all proposals: 

i. A Project Proposal- Details products and software proposed for the project
ii. Profile/Resume- A profile or resume of all principal staff assigned to the project, their respective roles, qualifications and a brief description of the organization as a whole. 

iii. Schedule of activities - The bidder should provide schedule of anticipated modules that are required to meet the needs of the Municipality. 

c) Project plan 

d) Risk management plan associated with the project 

e) Change management plan associated with the project 

f) Training plan 

g) Detailed pricing per price schedule 

h) Information Technology network requirements on LAN and WAN 

i) Valid registration with the Independent Communication Authority of South Africa (ICASA)

j) Accreditation as Microsoft Software Partner(s)
9. SUPPORT AND MONITORING SERVICES
The Municipality seeks to conclude a service contract, supported by a Service Level Agreement, for the detailed supply, installation, configuration, and maintenance of the proposed solution for a period of five (5) years

The equipment and software must be continuously upgraded to the latest version for the duration of the contract at no cost to Musina Local Municipality. The following support services are required and will form part of the SLA:

i. The bidder must supply and manage the VoIP system, Internet Connectivity, Wi-Fi Connectivity, VPN, Next Generation Firewall,  and Data Backup & Recovery Infrastructure
ii. Contracted services, support guarantees with service standards and response times

iii. Technical support of the VoIP system, Internet Connectivity, Wi-Fi Connectivity, VPN, Next Generation Firewall,  and Data Backup & Recovery Infrastructure
iv. Ensure provided services are monitored.

v. Enable MLM nominated staff access to a comprehensive monitoring of the the VoIP system, Internet Connectivity, Wi-Fi Connectivity, VPN, Next Generation Firewall,  and Data Backup & Recovery Infrastructure status and performance. 

vi. Monthly reports must be provided to the MLM ICT staff. The reports must include as a minimum: uptime; utilization; and performance against Service Level Targets;

vii. Ensure a backup and restore of the system

viii. SMS and e-mail notifications to alert MLM ICT staff of any errors, faults, and warnings.

ix. Detailed fault reporting procedures with contact details;

x. Escalation procedures with contact details;

xi. Design and provide a network diagram 
xii. The service provider should be able to provide a service to the Infrastructure upgrade (e.g new building not listed on the document that requires a service) 
10. SERVICE LEVEL AGREEMENT MINIMUM REQUIREMENTS
The Service Levels outlined within the SLA which refer to the service provider’s commitment to resolving the Service Requests within the applicable response time, unless stated otherwise must be conducted.

The SLA and Warranty must cover repair or replacement for fair wear and tear of devices or the repair or replacement of inherently faulty devices listed in the pricing schedule, as provided by the Bidder.

i. All hardware and software shall be warranted for a period of five (3) years (minimum) after final acceptance and shall include parts, labor and installation.

ii. All hardware shall be new, unused, and not refurbished.

iii. Responsibility Matrix and Project Schedule - A master project schedule must be included, along with a work responsibility matrix, identifying the tasks the vendor will perform and the tasks required by the MLM that is expected to perform to successfully implement the service solution.

iv. Requirements -The successful bidder is required to conduct end-user training at MLM premises, tailored specifically to monitoring, maintaining and supporting the proposed infrastructure and hardware.

v. Training Manual - Bidder shall provide a training program (with support and follow-up) and training materials for designated MLM personnel who will train future employees. The manual shall be delivered in hard copy and electronically.

vi. A complete maintenance and warranty agreement must be included as part of the bidder's proposal to support the municipality between 07:00 and 16:00, Monday through Friday. The proposed agreement must include a bidder technician providing on-site service to diagnose and provide solutions when required. Remote access service may be acceptable depending on the stated urgency of repair. Replacement parts must be readily available for a prompt replacement.

vii. Three Year Warranty - The installation and all hardware shall be warranted by the bidder and by the manufacturer to be free of defects for a period of at least three years following the commissioning of the solution.

viii. Defective Parts - During the warranty period and any subsequent maintenance agreement, any defective components shall be repaired or replaced at no cost to the MLM and within a 48-hour period.

ix. Repair Commitment - The bidder must include a description of their commitment from time of equipment failure to replacement or repair.

x. Response Time – The MLM requires a guaranteed response time of no more than two (2) hours for all major system problems where services are lost and a maximum of 24 hours’ response to other system problems. Failure to comply will result in monetary compensation to the MLM. The triggers to start and stop the "clock", compensation amount, and time increment are to be negotiated. This compensation will be credit on the account.

xi. Major/Minor Problems - Bidders must describe their definitions of major and minor problems.

xii. Replacement Time - Explain the amount of time required for full replacement of the central operating hardware/software of the system (Mean Time, assuming a suitable site exists for locating the replacement components in case of a disaster.       

xiii. Reporting - A “Service Level Performance Report” will be required quarterly in electronic format to a designated representative of the municipality. The following minimum requirements will be required to be reported on:

1. Number of incidents and service requests logged which is summarized by entitlement, priority and whether the service level was met or breached;

2. System resource utilization and availability; and
3. Detailed analysis of down time.
11. PRICING SCHEDULE
All bidders are required to complete the pricing schedule which will include the unit cost only, of the contracted service over five (5) years. Kindly include a detailed breakdown quotation with the bid proposal. 
Detailed pricing per module, hardware which may be required, annual license fees, training, data migration, skill transfer and any other cost to complete these requirements. No claims for additional costs or escalation claims will be entertained after the contract has been awarded. Acceptance of the contract with its specified price will be in writing on the official letterhead of the MLM and the starting date of the contract will be stipulated. 
An implementation plan with timeframes is required for the Supply, Installation, Configuration, Support, Maintenance and Hosting of Voice Over Internet Protocol, Internet Connectivity, Wifi Connectivity, Virtual Private Network, Firewall, and Data Backup & Recovery Infrastructure, Network, Systems And Services. Please attach the implementation plan
11.1.1 BIDDER PRICING SCHEDULE:

All bidders are required to complete the pricing schedule indicating the summarized cost of the services monthly, annually and for the duration of the contracted service over five (5) years. 

a. Next-Generation Firewall

	Items
	Description
	Quantity
	Once-Off Cost

(incl VAT)
	Monthly Costs

(incl VAT)
	Year 1

Total cost (incl VAT)
	Year 2

Total cost (incl VAT)
	Year 3

Total cost (incl VAT)
	Year 4

Total cost (incl VAT)
	Year 5

Total cost (incl VAT)
	Total Cost over 5 Years

(incl VAT)

	Hardware
	Next-Generation firewall that includes:

Network security, Content security, Administration security, Network availability, and zero-day.
	1
	
	
	
	
	
	
	
	

	Licensing
	License for a period of 5 years
	1
	
	
	
	
	
	
	
	

	Support Services
	Initial once-off technical setup and onsite support for Next-Generation Firewall:

Supply, installation, and configuration

Installation onsite 

Setup of rules

Internet filtering setup

Technical support  

	1
	
	
	
	
	
	
	
	

	
	Total (including VAT)
	
	
	
	
	
	
	
	
	


NB: Take note that it is compulsory to complete the pricing schedule in full for all items listed in the above pricing schedule table, Failure to complete the pricing schedule within the detailed technical description will render the bid non-responsive and disqualify the prospective bidder. 

If the above table doesn’t cover all the categories of pricing for the proposed solution, kindly attached a quotation covering all specified items and select the checkbox below:
	See Attached Quote
	


b.  Internet and VPN Hosting
	Site Name
	Proposed Services (name and bandwidth)
	Once-Off Cost

(incl VAT)
	Monthly Costs

(incl VAT)
	Year 1

Total cost (incl VAT)
	Year 2

Total cost (incl VAT)
	Year 3

Total cost (incl VAT)
	Year 4

Total cost (incl VAT)
	Year 5

Total cost (incl VAT)
	Total Cost over 5 Years

(incl VAT)

	Internet Connectivity Infrastructure (Cost of all Infrastructure)
	
	
	
	
	
	
	
	
	

	Internet Connectivity Operation & Maintenance Including Interoffice WAN Connectivity (Cost per month)
	
	
	
	
	
	
	
	
	

	Internet Connectivity Hosting (Cost per month)
	
	
	
	
	
	
	
	
	

	Inter-Office WAN Connectivity Infrastructure (Cost of all Infrastructure)
	
	
	
	
	
	
	
	
	

	VPN Connectivity Configuration & Hosting (Cost per month)
	
	
	
	
	
	
	
	
	

	SIP Service

(if applicable)
	
	
	
	
	
	
	
	
	

	Support Services (Cost per month)
	
	
	
	
	
	
	
	
	

	VPN Hosting
	
	
	
	
	
	
	
	
	

	
	Total (including VAT)
	
	
	
	
	
	
	
	


NB: Take note that it is compulsory to complete the pricing schedule in full for all items listed in the above pricing schedule table, Failure to complete the pricing schedule within the detailed technical description will render the bid non-responsive and disqualify the prospective bidder. 

If the above table doesn’t cover all the categories of pricing for the proposed solution, kindly attached a quotation covering all specified items and select the checkbox below: 

	See Attached Quote
	


c. VOIP Telephone System
	Items
	Once-Off Cost

(incl VAT)
	Monthly Costs

(incl VAT)
	Year 1

Total cost (incl VAT)
	Year 2

Total cost (incl VAT)
	Year 3

Total cost (incl VAT)
	Year 4

Total cost (incl VAT)
	Year 5

Total cost (incl VAT)
	Total Cost over 5 Years

(incl VAT)

	VOIP PABX equipment

POE 10/100 Base Network switch (Cost per unit)
	
	
	
	
	
	
	
	

	Routers (Cost per unit)
	
	
	
	
	
	
	
	

	Network points (Cost per unit)
	
	
	
	
	
	
	
	

	Switchboard IP phone (Cost per unit)
	
	
	
	
	
	
	
	

	Ethernet cables for each phone (Cost per unit)
	
	
	
	
	
	
	
	

	10/100 Base IP Voice Devices (Cost per unit)
	
	
	
	
	
	
	
	

	Standard IP phone (Cost per unit)
	
	
	
	
	
	
	
	

	Telephone management hardware (Cost per unit)
	
	
	
	
	
	
	
	

	Software License (Cost of licensing)
	
	
	
	
	
	
	
	

	Installation and configuration (Cost of service)
	
	
	
	
	
	
	
	

	Call rate per minute Local
	
	
	
	
	
	
	
	

	Call rate per minute International
	
	
	
	
	
	
	
	

	Call out fee ad hoc support
	
	
	
	
	
	
	
	

	IP phone replacement (Cost per unit)
	
	
	
	
	
	
	
	

	Total 
	
	
	
	
	
	
	
	


NB: Take note that it is compulsory to complete the pricing schedule in full for all items listed in the above pricing schedule table, Failure to complete the pricing schedule within the detailed technical description will render the bid non-responsive and disqualify the prospective bidder. 
If the above table doesn’t cover all the categories of pricing for the proposed solution, kindly attached a quotation covering all specified items and select the checkbox below: 
	See Attached Quote
	


d. Wi-Fi connectivity
	Item
	Proposed Services (name and bandwidth)
	Once-Off Cost

(incl VAT)
	Monthly Costs

(incl VAT)
	Year 1

Total cost (incl VAT)
	Year 2

Total cost (incl VAT)
	Year 3

Total cost (incl VAT)
	Year 4

Total cost (incl VAT)
	Year 5

Total cost (incl VAT)
	Total Cost over 5 Years

(incl VAT)

	Internet connection service
	
	
	
	
	
	
	
	
	

	Main Router

Must be dual band to provide at least 5.8 GHZ Spectrum for access point and 2.4 GHZ spectrum for devices.
	
	
	
	
	
	
	
	
	

	Firewall router for system security
	
	
	
	
	
	
	
	
	

	Core switch to cater for all identified access points.
	
	
	
	
	
	
	
	
	

	Wireless distribution system. X 78 access points
	
	
	
	
	
	
	
	
	

	Outdoor Access Points (Through Point to Point Access) Minimum 10 AP
	
	
	
	
	
	
	
	
	

	Establishment of point-to-point connectivity.
	
	
	
	
	
	
	
	
	

	Cabling and other peripherals
	
	
	
	
	
	
	
	
	

	Installation of Wi-Fi management solution
	
	
	
	
	
	
	
	
	

	Installation costs / Labour of all items including items on item 4.3 
	
	
	
	
	
	
	
	
	

	Total cost Licensing for 5 years
	
	
	
	
	
	
	
	
	

	Certified training for x 4 ICT Officials on management and support
	
	
	
	
	
	
	
	
	

	Internet rental fee
	
	
	
	
	
	
	
	
	

	Internet subscription fee on 200 mbps up/down uncapped
	
	
	
	
	
	
	
	
	

	 Call out fee per onsite Support Services
	
	
	
	
	
	
	
	
	

	VPN Hosting
	
	
	
	
	
	
	
	
	

	
	Total (including VAT)
	
	
	
	
	
	
	
	


NB: Take note that it is compulsory to complete the pricing schedule in full for all items listed in the above pricing schedule table, Failure to complete the pricing schedule within the detailed technical description will render the bid non-responsive and disqualify the prospective bidder. 

If the above table doesn’t cover all the categories of pricing for the proposed solution, kindly attached a quotation covering all specified items and select the checkbox below: 

	See Attached Quote
	


e. Virtual Servers
	Item
	Once-Off Cost

(incl VAT)
	Monthly Costs

(incl VAT)
	Year 1

Total cost (incl VAT)
	Year 2

Total cost (incl VAT)
	Year 3

Total cost (incl VAT)
	Year 4

Total cost (incl VAT)
	Year 5

Total cost (incl VAT)
	Total Cost over 5 Years

(incl VAT)

	Rack mountable Server for Virtual Server Environment (Cost per Unit)
	
	
	
	
	
	
	
	

	Hyper-V type-1 or VMware software and licensing (a type-1 (bare-metal) hypervisor. (Cost per Unit)
	
	
	
	
	
	
	
	

	Windows Server 2022 Licensing (6) and User CALs (200 users) (Cost per Unit)
	
	
	
	
	
	
	
	

	Windows Exchange Server 2022 Standard and User CALs (200 users). (Cost per Unit)
	
	
	
	
	
	
	
	

	Mimecast configuration and licensing (200 users). (Cost per Unit)
	
	
	
	
	
	
	
	

	Next Gen Firewall configuration.  (Cost per Unit)
	
	
	
	
	
	
	
	

	Online UPS 8KVA (Cost per Unit)
	
	
	
	
	
	
	
	

	Server installation and role configuration (Cost per Unit)
	
	
	
	
	
	
	
	

	Data Migration including Active Directory User Migration. (Cost per Unit)
	
	
	
	
	
	
	
	

	Active Directory User and Group Policy creation.  (Cost per Unit)
	
	
	
	
	
	
	
	

	200 Exchange User CALS (each device might need double requirements). (Cost per Unit)
	
	
	
	
	
	
	
	

	File Server. (Cost per Unit)
	
	
	
	
	
	
	
	

	Backup Server. (Cost per Unit)
	
	
	
	
	
	
	
	

	Application Server. (Cost per Unit)
	
	
	
	
	
	
	
	

	Next Gen Firewall. (Cost per Unit)
	
	
	
	
	
	
	
	

	Training and Skills Transfer. (Cost per person per training)
	
	
	
	
	
	
	
	

	Data backup and recovery solution Services. (Cost per month)
	
	
	
	
	
	
	
	

	Technical Support (Cost per month)
	
	
	
	
	
	
	
	

	Hosting (Cost per month)
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


NB: Take note that it is compulsory to complete the pricing schedule in full for all items listed in the above pricing schedule table, Failure to complete the pricing schedule within the detailed technical description will render the bid non-responsive and disqualify the prospective bidder. 

If the above table doesn’t cover all the categories of pricing for the proposed solution, kindly attached a quotation covering all specified items and select the checkbox below: 

	See Attached Quote
	


SUMMURY OF COST:
	NO: 11.1.2
	Items Total Cost for a  period of 5 years
	Total Cost over 5 Years

(incl VAT)

	A
	Next Generation firewall Total Cost
	

	B
	Internet and  VPN connectity Total Cost
	

	C
	VoIP Telephone system Total cost
	

	 D
	Wi-Fi connectivity Total Cost
	

	E
	Physical & Virtual Servers
	

	
	Total (including VAT)
	


INFORMATION TO BIDDERS
Please note that the proposal will be adjudicated in terms of the Preferential Procurement Policy Framework Act of 2000 and the Preferential Procurement Regulations, 2022.

80/20 preferential point system will apply
	Price 
	80

	Specific goals
	20

	Total
	100


Points will be allocated for specific goals in the following manner
	Designated groups
	Number of Points: (20)

	· Points for HDI status (51% Black owned)
	10

	· Points for 51% Women’s Equity
	4

	· Points for black person with Disability
	3

	· Points for 51% owned Youth firm
	3

	Form not completed or submitted
	0


26

