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ANNEXURE D: TECHNICAL SERVICE LEVEL AGREEMENT

[bookmark: _Toc276223789]PURPOSE AND INTERPRETATION
This Technical Service Level Agreement (this SLA) forms part of the Agreement between the Parties for the provision, maintenance and support of Local Area Networks (LANs) in Sites across the Province of the Western Cape.
The purpose of this annexure to the Master Agreement is to document and regulate the technical aspects pertaining to the provision of Local Area Network and related services and define the levels of service that the Western Cape Government requires from the Service Provider.
[bookmark: _Toc276223791]DURATION
This SLA shall come into effect on the same date as the Master Agreement and run concurrently with it.
This SLA shall cease to have effect on the date of expiry of the Agreement.
[bookmark: _Toc276223792]SERVICES TO BE PROVIDED
The Service Provider will provide the required goods and services to the Department to render the Services set out in this SLA.  The Services, and associated cooperation required from the Department, are as follows:
Project Initiation
To commence rendering the Services, the Department Programme Manager will schedule a Project Initiation meeting with the Service Provider as soon as possible after the Signature Date.  At this meeting, an overview will be provided to the Service Provider of the Services to be rendered.  
The Service Provider will thereafter, and within 10 (ten) Business Days, prepare a written Project initiation report, and which, if satisfied with the contents, will be signed-off by the Department Programme Manager.  This report will form the basis for tracking the initial progress of the Project.

Planning
The Programme Manager will, from time to time, provide a list of Sites at which Site Assessments are to be performed.
The Department’s Project Manager and the Service Provider’s Project Manager are jointly responsible for the planning of the Services to be rendered at each Site. 
As from the Signature Date, the Service Provider will assign the necessary resources for the execution of the Services. 
The Department Project Manager in conjunction with the Department Project Coordinator shall ensure that the Department’s resources, Sites and facilities are made available to the Service Provider to enable it to comply with their obligations and responsibilities in terms of the Agreement.
The Department’s Project Manager will thereafter -
arrange for the issuing of a Site Assessment Purchase Order to the Service Provider for the Site(s) to be assessed;
confirm the physical location of the Sites as per list received from the Programme Manager and furnish same, together with the accompanying Site Assessment Purchase Order to the Service Provider’s  Project Manager; and
arrange for the stakeholders of each Site to be notified in advance of the Site Assessment to be performed at a Site.
Project management: Project manage the assessment of Sites and subsequent installation of LANs at Sites across the Western Cape.
The Service Provider will project manage the overall installation program, and project manage the installation of the LAN Equipment and infrastructure in each Site. This includes, but is not limited to, liaison and co-ordination with the Department’s management and the principal of each Site; assessment, design and planning; installation, including all associated procurement, delivery, civil works, cabling and LAN Equipment installation; provisioning; integration and commissioning; hand over; and transition to the support and maintenance, and management services.
Site Assessment: Assess each individual Site for the purpose of establishing the specific LAN requirements; design an appropriate LAN and develop a plan (this to include taking note of and reporting on relevant School hours, School holidays, existing LANs and LAN Equipment at a Site, a requirement analysis, potential security and other risks and possible solutions thereto) to install the Equipment (“Site Assessment”).
The Service Provider will attend to a Site to perform a Site Assessment, which includes developing a specific design for the LAN infrastructure and equipment necessary to establish and maintain the required LAN environments (i.e. VLANs for the purposes of Site administration, e-teaching, e-learning and Sites security) at such Site.  
A WCG technologist will be made available by the Department to the Service Provider to assist with the Site Assessment.
The Deliverable of the Site Assessment will include a Project implementation and solution proposal per Site.
Each Project implementation and solution proposal will include a bill of equipment and materials, installation plan (including layout) and implementation plan, support and maintenance fee and will be costed in accordance with the rates provided in annexure I (Pricing), and subject to the Terms and Conditions section of the Agreement (including, but not limited to, clause 10 thereof).
Each Project implementation and solution proposal will be submitted to the Management Committee and must be approved in writing by the Management Committee before a Purchase Order may be issued for work to commence at a Site.
Installation: Procure, install and configure the Equipment.
Upon acceptance and sign off of the Project implementation and solution proposal by the Management Committee, the Department Programme Manager will authorise the issuing of a LAN installation Purchase Order to the Service Provider for the provisioning of the Equipment. Upon receipt the Service Provider will procure the Equipment as per the Purchase Order. 
The Department Project Manager will arrange for setup on the Site for the Service Provider.
The date on which the Service Provider physically moves onto the Site, either on a fixed or temporary basis, will be the date upon which the Service Provider assumes responsibility and liability for the work to be performed in terms of this Agreement at the Site.
The Service Provider will then perform the installation of the Equipment at each Site as per the approved Project implementation and solution proposal.
Upon completion of the installation, the Service Provider will submit a LAN installation report for each Site to the Department Programme Manager or representative. 
The Department Project Manager or representative will review the LAN installation report for each Site when received and conduct a Site inspection and issue a Certificate of Installation within 2 (two) Business Days of receiving the LAN installation report, provided that the installation was performed in accordance with the Agreement.  The Certificate of Installation will be furnished to the Service Provider Project Manager and the Department’s Programme Manager. 
Receipt of the Certificate of Installation by the Service Provider’s Project Manager shall transfer the risk of the installed Equipment at the Site to the Department. In the absence of the Department issuing the Certificate of Installation as aforesaid (but not due to the installation of the LAN not being effected in terms of the Agreement’s requirements), the risk in the installed Equipment at a Site shall be deemed to have passed to the Department after completion of the Site inspection.   
Integration: Integrate each Site’s LAN with the Western Cape Schools VPN.
The Service Provider will integrate the installed LAN and the provisioned VLANs with the Western Cape Schools VPN, ensuring that all traffic is routed correctly and that users of the various LAN environments have access to the relevant resources and services, and that the appropriate firewalls are in place.

Handover:
[bookmark: _Ref425252890]Upon consideration of the following documentation from the Service Provider the Department Programme Manager will issue a Certificate of Completion, provided that the Services at a Site are rendered satisfactorily and in accordance with this SLA:
LAN implementation report which includes configuration records, including an inventory of the installed Equipment, with model numbers, serial numbers and test results as appropriate from the Service Provider;
Certificate of Installation; 
As-built cabling and Equipment diagrams; 
Network point certification; and
Duly completed checklist as determined from time to time by the Department and the Service Provider and signed off by both the Department Project Manager and Service Provider Project Manager or their representatives.
The Department undertakes not to unreasonably withhold or delay the issuing of the Certificate of Completion upon receipt of the documentation referred to in clause 3.7.1 above.
The Site will be handed over to the Department upon the issuing of the Certificate of Completion for a Site and this shall be deemed as the Date of Acceptance for that Site.
Upon receipt of the Certificate of Completion the Service Provider may proceed to issue an invoice for the Services in accordance with the Purchase Order and the terms and conditions of this Agreement.
LAN Support & Maintenance: Maintain each Site’s Equipment.
The Service Provider will monitor the performance of the LAN and manage it accordingly, to ensure optimum effective use by each class of user.
The Service Provider will support and maintain the LAN Equipment and infrastructure installed in each Site until the final termination of the Agreement or any extension thereof. These services are required to achieve the minimum Uptime, and in the event of an Incident, must be done within the MTTR.
LAN Management: Monitor and manage each Site’s LAN including the authentication and security of all devices connected to the Site’s LAN.
The Service Provider will manage the LAN provided to each Site from the Date of Acceptance to the end of the Agreement (or any extension thereof).
The Support, Maintenance and LAN Management fee will cover the full cost of the necessary activities, which may include (but are not limited to):
Ensuring the operational availability and integrity of each Site’s LAN;
Configuration management, including asset tracking;
Remote monitoring and support of each Site’s active LAN equipment, including (but not limited to) firmware upgrades, software patch installation, and licencing;
Remote monitoring of each Site’s LAN environment, and undertaking consequent modifications to the configuration of devices and provisioning of the network as may be necessary to ensure its optimum performance;
Management of the RADIUS server (where installed);
Remote authentication of devices connecting to each Site’s LAN; and 
Monitoring each Site’s LAN for security breaches, and responding to incidents accordingly.
Web based tools: Provide a web based Self-administration tool and a dashboard reporting tool. The Service Provider will make available the following (web based) online tools for use by the Department:
A Reporting tool that allows Department officials to obtain real time information about the status and performance of each Site’s LAN, including number of authenticated users, service measures and metrics; and
A Self-administration tool that allows user information to be added, updated or deleted, including password resets.
EQUIPMENT WARRANTY
The Service Provider warrants that the installed Equipment is free from latent defects and will perform its intended function from the Date of Acceptance of each Site and for a period of 5 (five) years (sixty Calendar Months). Failure of any item of Equipment will be covered by this warranty:
provided that the item of Equipment has been operating under Normal Conditions; and
provided that the item of Equipment has not been damaged, moved, removed or broken (whether deliberately or accidently);
and will therefore be repaired or replaced within the LAN MTTR metrics specified in this SLA.
INSTALLATION GUARANTEE
The Service Provider guarantees the workmanship associated with the installation of the Equipment and any relevant Services from Date of Acceptance of each Site for a period of 12 (twelve) full Calendar Months.
Any defects, faults or failures that arise during this time, which can reasonably be attributed to faulty or substandard workmanship at the time of installation will be repaired or replaced within the LAN MTTR metrics specified in this SLA.
REMOTE AND ON-SITE SUPPORT AND MAINTENANCE
The Service Provider will remotely monitor and support each Site’s active LAN Equipment, including (but not limited to) firmware upgrades, software patch installation, and licencing.
The Service Provider will provide on-site support and maintenance of each Site’s LAN Equipment, as may be necessary to maintain the optimum operation and Availability (Uptime) of each LAN.
[bookmark: _Toc276223800]EQUIPMENT REPAIR OR REPLACEMENT
In the event of damage or loss other than as a result of any action of the Service Provider, the installed Equipment will be repaired or replaced on a break-fix repair or replace basis, which is separate from the Services covered by the Support & Maintenance fee. The Department shall be liable for the associated costs as charged on a time-and-materials basis for the on-site maintenance or replacement of each Site’s Equipment as a result of, inter alia, accidental or deliberate damage, theft or force majeure events, provided that such damage was not occasioned by any act or omission of the Service Provider.
[bookmark: _Toc276223803]SERVICE LEVEL MEASURES AND METRICS
The table below summarises the Services, measures and metrics:  
	Service
	Measure
	Metric

	Site Assessment
	Assessment Completion Time
	Six calendar weeks (42 Calendar Days)

	LAN Installation
LAN Provisioning
LAN Integration
	Installation Completion Time
	Twelve calendar weeks (84 Calendar Days)

	LAN Equipment Support & Maintenance
LAN Management
	LAN Availability (Uptime):
 Percentage of time (Business Hours) that the entire LAN in each Site is functioning normally
	
‘Gold standard’ uptime: ≥99%
‘Silver standard’ uptime: ≥97%
‘Bronze standard’ uptime: ≥95%


	
	
Percentage of time (outside of Business Hours) that the entire LAN in each Site is functioning normally
	

≥90% at any Site

	
	Incident Mean Time To Resolve
(MTTR) – average for all Sites each month in respect of the same priority level
	Priority 1 Incidents: ≤12 hours
Priority 2 Incidents: ≤24 hours
Priority 3 Incidents: ≤36 hours

	Web based reporting tool
	Reporting Tool Availability - Percentage of time that the reporting tool is available
	≥99.5% during Business Hours
≥80% at all other times

	Web based Self-administration tool
	Administration Tool Availability - Percentage of time that the administration tool is available
	≥99.5% during Business Hours
≥80% at all other times

	Centralized Services
· Firewall
· Active Directory
· DNS
· DHCP
· RADIUS
· SCCM
· MIM

	Centralized services must be redundant from 2 physical locations
	≥99.5% All Hours 



[bookmark: _Toc276223804]


Assessment Completion Time
Measure: Assessment Completion Time is the time in Calendar Days from issue of Purchase Order to delivery of requirement plan, bill of equipment and materials, installation plan and project plan, and pro forma quote based on tender rates.
Metric: Assessment Completion Time will be no more than 6 (six) calendar weeks (42 Calendar Days, measured to the end of Business Hours on the 42nd day) inclusive of date of Purchase Order  and date of delivery of assessment documentation per Site, or as per the program for multiple Sites (by prior written agreement between the Parties).
The Service Provider will track and document the Assessment Completion Time for each assessment, and report this in writing to the Department on a weekly basis or as otherwise reasonably requested in writing by the Department.
[bookmark: _Toc276223805]Installation Completion Time
Measure: LAN Installation Completion Time is the time in Calendar Days from issue of Purchase Order to completion of Installation, Provisioning and Integration, as evidenced by a signed Certificate of Completion.
Metric: Installation Completion Time will be no more than twelve calendar weeks (84 Calendar Days, measured to the end of Business Hours on the 84th day) inclusive of date of the Purchase Order and the Certificate of Completion per Site, or as per the program for multiple Site (agreed in advance). The elapsed time taken for the Department to evaluate each LAN installation for Acceptance shall not count towards the Installation Completion Time used for Penalty Credit calculations.
The Service Provider will track and document the Installation Completion Time for each Installation, and report this in writing to the Department on a weekly basis or as otherwise reasonably requested in writing by the Department.
[bookmark: _Toc276223806]LAN Availability
Measure: LAN Availability is a measure of the proportion of time in a given period that the entire LAN in each Site is available for use by authenticated users, and connected to the Western Cape Schools VPN at the SITA WAN router.
LAN Availability is calculated as follows:

 
The LAN Availability service metric therefore guarantees the minimum proportion of time that a particular Site’s LAN is available for use during Business Hours.
Metric: Three levels of service are to be provided:
	LAN Availability Service Level
	LAN Availability % (Business Hours)
	LAN Availability % (all other times)

	Gold
	≥99%
	≥90%

	Silver
	≥97%
	≥90%

	Bronze
	≥95%
	≥90%


The primary LAN Availability measure will apply during Business Hours.
Additionally, the LAN Availability outside of Business Hours shall not fall below 90% at any Site.
The maximum cumulative Downtime permitted by the LAN Availability Service Level in a Calendar Month of 30 (thirty) Calendar Days in which there are 20 (twenty) Business Days is therefore:
	LAN Availability % (Business Hours)
	Maximum permitted cumulative Downtime during Business Hours in a Calendar Month

	99%
	120 minutes (2 hours)

	97%
	360 minutes (6 hours)

	95%
	600 minutes (10 hours)

	LAN Availability % (outside of Business Hours)
	Maximum permitted cumulative Downtime at all other times in a Calendar Month

	90%
	3 120 minutes (52 hours)


The Service Provider will measure the LAN Availability percentages over each Calendar Month for each Site’s LAN, and report this in writing to the Department on a weekly basis or as otherwise reasonably directed by the Department.
Measurement of Downtime
LAN Availability depends upon the following:
The Uptime of the LAN Equipment including access points, LAN Core Switch and Wireless Controller at each Site;
The integrity of the LAN cabling at each Site; and
The Uptime of the Service Provider’s network including LAN Management Systems.
Failure of any of these may result in:
The general failure of the LAN across a Site campus i.e. users’ devices cannot connect to the Western Cape Schools VPN (‘Priority 1 Incident’);
The limited failure of the LAN in a Site block (e.g. more than 40% of devices in a Site cannot connect to the Western Cape Schools VPN) (‘Priority 2 Incident’); or
The limited failure of the LAN in a particular Site room (e.g. classroom) due to the failure of an individual Access Point or Network Point (‘Priority 3 Incident’).
The Service Provider will track and document the cumulative total Downtime and the cumulative Allowable Downtime for each Priority Level 1, 2 and 3 Incident; use the information for only Priority Level 1 and 2 Incidents to calculate the LAN Availability percentages of each Site for each Calendar Month; and report this in writing to the Department monthly.
The process for measuring Downtime
The Service Provider must report all Priority level 1 and 2 Incidents to the Department within ten (10) minutes of becoming aware of such Incidents.
A period of LAN Downtime shall start when ‑
the Department or the Service Provider report a Priority Level 1 or 2 Incident in accordance with the Incident Management process; or
the Department attempts to contact the Service Provider to report an Incident and cannot do so, and the Incident is later proved to have occurred, then the period of Downtime shall start when the Department first attempted to report the Incident; or
the Service Provider attempts to contact the Department to report an Incident and cannot do so, then the period of Downtime shall start when the Service Provider first attempted to report the Incident.
A period of Downtime ends when normal service is restored, and the Department has been informed electronically or telephonically that the Incident has been resolved. Once the Department has confirmed electronically or telephonically that normal service has been restored, then the Service Provider will close the Incident.
If the Service Provider has attempted and failed to contact the Department to report the Incident as resolved, or the Service Provider has attempted and the Department fails to respond within 60 minutes, then the Incident will be closed without confirmation that normal service has resumed. The period of time that elapse while the Service Provider waits for confirmation from the Department of normal service restoration will not count towards the LAN downtime used for Penalty Credit calculations.
If, within 30 minutes of being informed that the Incident has been resolved, the Department responds in writing that normal service has not resumed, then the Incident report will remain open, and the LAN Availability metric will be adjusted accordingly.
Where the Department reports an Incident and the Service Provider is unable to confirm the occurrence of the Incident after performing appropriate tests, then the Service Provider will Notify the Department in writing within the MTTR that there is “no fault found”, and this will not contribute to the measure of the period of LAN Downtime.
LAN Downtime due to a Priority 3 or 4 Incident will not contribute towards the measurement of Downtime for the purpose of reporting LAN Availability percentages but must be dealt with within the allowed MTTR.
[bookmark: _Ref424824319]The Service Provider will keep record of periods of LAN Downtime that may include, but are not limited to, any of the reasons listed below; however, such Downtime may be counted as Allowable Downtime, which will not count towards the determination of performance metrics for the purposes of Penalty Credit calculations:
Unavailability of the OSI (Open Systems Interconnection) Layer 3 Western Cape Schools VPN provided by SITA;
The Department requested the Service Provider to test the Service although no Incident has been detected and/or reported;
The LAN Service being modified or altered in any way at the Department’s request and with the Service Provider’s consent;
LAN Downtime due to any network configuration performed by the Department or SITA;
A network failure not attributable to the Service Provider, the cause of which may include, but is not limited to, electrical power failure at a Site; faults attributable to the Department’s or SITA’s equipment; faults originating outside of the Service Provider’s network including failure of the Department’s applications, SITA equipment, or SITA infrastructure;
Changes or alterations made other than by the Service Provider (or its authorised agents) to the LAN service or to associated equipment, connections, routing plans or applications maintained by the Service Provider;
Maintenance to the electricity grid or any other electricity outage; and
LAN Downtime and other reasons as a result of force majeure, including those resulting from the actions of third parties acting without the knowledge or supervision of Service Provider.
Planned downtime due to Routine Maintenance, changes, enhancements and testing may only occur within a Maintenance Window and must have been approved in advance using the Change Management process. 
[bookmark: _Toc276223807]Incident Mean Time To Resolve
Measure: Mean Time To Resolve (MTTR) is the average Time to Resolve for the Service Provider to resolve:
all Priority Level 1 Incidents in each Calendar Month for all Sites;
all Priority Level 2 Incidents in each Calendar Month for all Sites; and
all Priority Level 3 Incidents in each Calendar Month for all Sites.
Metric: The MTTR for each category of Incident is as follows:
	Incident Severity Level
	MTTR

	Priority 1
	≤12 Business Hours

	Priority 2
	≤24 Business Hours

	Priority 3
	≤36 Business Hours


The elapsed Time To Resolve of each Incident will not include time outside of Business Hours.
The elapsed Time To Resolve of each Incident includes travelling time (also referred to as “Time To Respond”).
Measurement of Time To Resolve
The Time To Resolve is the actual time taken for the Service Provider to respond to an Incident and restore normal service; this is the elapsed period of time between the Service Provider becoming aware of an Incident as reported by the Department or through normal network monitoring procedures, and the resumption of normal service.
The Time To Resolve for each Incident is the number of minutes during Business Hours and in respect of consecutive Business Days, and is the same as the period of LAN Downtime for that Incident.
Calculation of Mean Time To Resolve
The Service Provider will track and record the Time To Resolve for each Priority Level 1, 2 and 3 Incident for each Site during each Calendar Month.
The Service Provider will sum the Time To Resolve for all Incidents of the same severity occurring at all Sites in a Calendar Month, and calculate the average for each Incident category.

[bookmark: _Toc276223808]Availability of web based tools
Availability is calculated as follows:

The Service Provider will track and record the Downtime of each web based service and tool during each Calendar Month; use this to calculate the Availability of each web based service and tool; and report this to the Department in writing at least every 30 Calendar Days.
[bookmark: _Toc276223809]INCIDENT MANAGEMENT
The primary goal of Incident Management is to restore normal service as quickly as possible and minimise adverse impact on Site operations.
In the event of an Incident being detected by a Site, the Site representative will log a call with the Department’s internal service desk, which will then inform the Service Provider by contacting the Service Provider’s service desk. The relevant contact details are documented in Schedule 1 of this SLA. Alternatively, sending an email to the Service Provider’s service desk email address, listed in Schedule 1 of this SLA, will automatically log an Incident on the Service Provider’s Incident Management system.
[bookmark: _Toc276223810]Incident categories. The Department and the Service Provider will categorise the priority level of Incidents according to the severity of their impact on LAN Availability, as per the following table:
	Incident Severity Level
	Definition
	Comment

	Priority 1
	Critical Incident - The general failure of the LAN across a Site campus i.e. users’ devices cannot connect to the Western Cape School VPN
	A Critical Priority 1 Incident is an acute operating problem that is causing a generalised LAN downtime at a Site

	Priority 2
	The limited failure of the LAN in a Site block (i.e. more than 40% of devices are unable to connect)
	A Priority 2 Incident is an acute operating problem that is causing the LAN to be unavailable for use by a significant minority of users at a Site

	Priority 3
	The limited failure of the LAN in a particular Site room (e.g. classroom) due, for example, to the failure of an individual Access Point or Network Point
	LAN is available within the SLA metrics, but unavailable on a localised basis

	Priority 4
	Incident indicating that there is a problem with some aspect of the LAN. LAN remains available, and service quality is within SLA metrics – no impact on the level of service
	An Incident that does not affect the availability or quality of the Service, but which may do so if not addressed



The Service Provider will maintain an Incident Notification Matrix (see Schedule 2 to this SLA) detailing who should be notified in the Department in the event of an Incident, and at what stages during the Incident Resolution process they should be kept informed.
Person(s) nominated by the Department will be notified by electronically or telephonically that a particular LAN is unavailable (i.e. Priority Level 1 as in the above table) or the performance quality of the LAN is degraded (i.e. Priority Level 2 or 3 as in the above table).
It is the responsibility of the Department and the Service Provider to provide accurate and current contact information to be used for Incident Notification purposes. The Service Provider’s obligations will no longer be applicable should the contact information which the Department has supplied be out-of-date or inaccurate due to an act or omission by the Department.
Similarly, should there be a delay due to out-of-date or inaccurate contact information provided by the Service Provider, the consequent lapsed time will be added to the MTTR.
[bookmark: _Toc261532375][bookmark: _Toc276223811]Information to be exchanged in the case of an Incident. The Department’s designated technical contact person, or representative, should ideally report incidents to the Service Provider’s service desk whose contact details are listed in Schedule 1, and provide the following information:
Affected Site i.e. name and address of Site;
Nature of Incident (when known);
Severity Priority Level (impact on normal service);
Time of occurrence; and
[bookmark: _Toc129658493][bookmark: _Toc133901767]Department Incident reference number.
The Service Provider will confirm or provide the following information at the time of Incident Notification:
The Service Provider’s Incident identification number;
Affected Site i.e. name and address of Site;
Nature of the Incident (to the extent known);
Severity Priority Level (impact on normal service); and
Expected Resolution Time.
[bookmark: _Toc258764318][bookmark: _Toc261532378][bookmark: _Toc276223812][bookmark: _Toc129658494][bookmark: _Toc133901768][bookmark: _Toc258764316][bookmark: _Toc261532376]Incident Resolution process. Upon becoming aware of an Incident:
The Incident will be logged on the Service Provider’s service desk incident management system and an incident identification number will be generated (‘Incident received’);
The Service Provider’s service desk staff will carry out first line analysis and confirm the occurrence of an Incident within 30 (thirty) minutes during Business Hours, or within 30 (thirty) minutes of the start of the next Business Day if outside of Business Hours (‘Incident acknowledged’);
Incident alerts will be routed to the Resolver Group, depending on the cause of the Incident (‘Incident assigned’);
Affected users will be notified, if necessary;
Once normal service has been restored, affected users will be notified and the Incident will be closed (‘Incident resolved’).
The elapsed Time To Resolve will be recorded, which will be used to calculate the MTTR and the LAN Availability percentages. The Time To Resolve will be the actual time elapsed from the opening Incident acknowledged to the time recorded for the Incident resolved, less any Allowable Downtime.
The reason for Downtime will be documented for each Incident for presentation at the next scheduled Service Review meeting, and provided to the Department within 5 (five) Business Days on request from the Department.
The Incident Management process is illustrated in Schedule 2 of this SLA.
[bookmark: _Toc276223813]ESCALATION PROCEDURES
If the Department’s representative(s) wishes to escalate a problem, either because of the urgency of the problem, or because the problem is not being given the priority it deserves, the following escalation procedure should be followed:
If the Service Provider’s service desk cannot or does not deal with the matter to the Department’s reasonable satisfaction, then the Department may escalate the matter to Service Manager, as per Schedule 1, who will ensure that the issue is resolved satisfactorily.
[bookmark: _Toc276223814]Escalation Matrix: See Schedule 3 of this SLA.
STATISTICS AND REPORTING
Assessment Completion Times, Installation Completion Times, LAN Availability Percentages and the MTTR for each Incident Category will be measured and collected by the Service Provider, using the Service Provider’s management systems, together with the Incident record logs maintained by the service desk. These will be considered to be the definitive source of statistical data for the purpose of performance level reporting and the calculation of Penalty Credits (when incurred).
Incidents will be identified by both the Service Provider’s Incident identification number and the corresponding Department Incident reference number.
Root cause analysis results and repair measures will be documented for all Priority Level 1, 2 and 3 Incidents.
[bookmark: _Toc261532381][bookmark: _Toc276223816]SERVICE REVIEW MEETINGS
Assessment Completion Times, Installation Completion Times, LAN Availability Percentages and the MTTR for each Incident Category will be reported in writing to the Department on a monthly basis and within 10 (ten) Calendar Days of the end of the month under review. These will be formally presented at each Service Review Meeting, to be held monthly no later than 14 (fourteen) Calendar Days after the end of the month under review.
A cumulative schedule of all Priority 1 or 2 Incidents that have occurred, with identified causes and eventual resolution, will also be presented. For each Incident, at least the following information will be recorded and must be available on request:
Date;
Site(s) affected;
Time To Resolve;
Downtime (if any);
Cause (as per outcome of root cause analysis);
Actions taken, timeline and problem resolution;
Penalty Credits due, if any; and
Configuration changes (assets added / moved / replaced / removed).
The cumulative report will include at least:
The total number of Incidents in each severity category (Priority 1, 2 and 3);
MTTR for all Incidents in each severity category; 
Availability of web based services and tools; and
Average LAN Availability percentages across all Sites with the same LAN Availability service level, calculated as follows:

At these Service Review Meetings, other aspects of the Service and the business relationship between the Parties may also be discussed, including but not limited to:
New Sites to be assessed;
New LANs to be installed;
Claims in terms of the break-fix repair or replace arrangements;
Change Requests;
Technical queries; and
Billing and account status.
In the unlikely event that an element of the Service Provider’s management systems is unavailable, then no statistics will be presented for such period. No penalties will be applied to any Incidents that may occur during such periods, unless the Department has itself logged a Service Request Notifying the Service Provider of an Incident during the period which would have had an impact on the penalty calculation, in which case the documented Downtime as experienced by the Department shall be used as the basis for performance level reporting and the calculation of Penalty Credits (when necessary).
[bookmark: _Toc276223817]PENALTY CREDITS
Services that are delivered outside of the SLA target metrics will result in penalties being paid to the Department in the form of credits. This recognises that sub-standard performance by the Service Provider has implications for the Department in terms of the efficiency and effectiveness of the administration and teaching in its Sites.
The calculation of Penalty Credits shall be as described in Schedule 4 of this SLA.
Should the Service Provider fail to meet these performance obligations, Penalty Credits will be paid by way of crediting the Department’s account 1 (one) month in arrears of the credits becoming available in terms hereof. 
Service Level metrics will be measured per Site and documented from the date of the issuing of the Certificate of Completion of such Site, but the payment of any Penalty Credits relating to LAN Availability and Repair Time shall only become due for sub-standard performance occurring from 30 (thirty) Calendar Days after the date of the issuing of the Certificate of Completion.
[bookmark: _Toc276223818]SERVICE LEVEL MANAGEMENT
[bookmark: _Toc258764323][bookmark: _Toc261532384][bookmark: _Toc276223819]Routine Maintenance, changes, enhancements and testing. Necessary maintenance activities, changes to the  LAN network, Western Cape Schools VPN including the internet service provider, the implementation of new systems or changes to existing systems, and testing which may result in the degradation of the performance of the LANs, or the unavailability of any particular LAN, must be carefully planned and justified using the Change Management process.
Notice of any LAN Downtime due to maintenance, changes, enhancements and testing will be given by the Service Provider to the Department at least 10 (ten) Business Days in advance.
Maintenance, changes, enhancements and testing will be scheduled to cause minimum disruption to normal service; Downtime will, as far as possible, take place:
Outside of Department Schools Priority Seasonal Times; and
During the following Routine Maintenance windows:
	Day
	Maintenance Window time slots

	Monday - Friday
	15:00hr – 07:00hr the next day

	Saturday
	07:00hr – 24:00hr

	Sunday
	0:00hr – 07:00hr the following Monday


Downtime due to maintenance, changes, enhancements and testing will be limited to the maximum acceptable Downtime permitted by the LAN Availability service metric, unless otherwise agreed in writing by the Department. Note that the Maintenance Window during Business Days does allow for Downtime during Business Hours between 3.00 pm – 5.00 pm.
If it is necessary to perform Emergency Repairs outside of these Maintenance Window time slots, it will be treated as Downtime in terms of the performance metrics used to calculate Penalty Credits unless the Emergency Repair was the result of any of the reasons referred to in clause 8.6.8 of this SLA.
Maintenance to the electricity grid or any other electricity outage that is outside of the Service Provider’s control and that may result in Downtime, will not contribute towards the minimum acceptable LAN Availability service metrics.
The Department will be informed when any maintenance that required Downtime has been completed and normal service has been resumed.
[bookmark: _Toc276223823]THE DEPARTMENT’S OBLIGATIONS
The Department acknowledges that successful provision of the Services by the Service Provider in terms of this SLA requires the following: 
[bookmark: _Toc276223824][bookmark: _Toc258764329][bookmark: _Toc261532389]Provide a LAN project manager. The Department will nominate a person who will act as the Service Provider’s primary point of contact responsible for project management, coordination and service management.
[bookmark: _Toc276223825]Follow agreed procedures. The Department and all its employees and agents shall adhere to and comply with the communications requirements and management processes contained in this SLA.
[bookmark: _Toc258764330][bookmark: _Toc261532390][bookmark: _Toc276223826]Provide location for Equipment Facilities. The Department will facilitate and ensure the timeous identification of the location to host the Equipment at each Site.
[bookmark: _Toc258764331][bookmark: _Toc261532391][bookmark: _Toc276223827]Access to Sites
[bookmark: _Toc258764332][bookmark: _Toc261532392]Normal Site access. Upon request, the Department will arrange access for the Service Provider’s work teams to Sites for the purpose of:
Site Assessment;
LAN installation, provisioning and integration;
Routine LAN Support & Maintenance;
Routine LAN Management;
Emergency Repair;
Changes, additions and upgrades; and
Decommissioning.
[bookmark: _Toc261532393]Access to Sites for Critical Incident management. Additional arrangements must be made with regard to those Sites where all hours’ access may be required for the purposes of responding to Priority Level 1 Incidents. At all such Sites, the Department must make suitable arrangements for all hours access, including:
Pre-arranged security clearance for identified Service Provider technicians and contractors;
All hours point of contact for the Site; and
All hours access to secure areas where equipment is located and/or cables terminate (i.e. keys).
[bookmark: _Toc258764334][bookmark: _Toc261532394][bookmark: _Toc276223828]SECURITY
The Service Provider’s obligations include all reasonable measures to protect the Western Cape Schools VPN from threats originating from Sites’ LANs, including installing and maintaining appropriate firewalls.
If the Service Provider determines that a device on a Site LAN is responsible for corrupted or malformed data packets, or is the source of any kind of attack on the Western Cape Schools VPN, then the Service Provider may require that the Department remove that device from the network until such time as the associated Incident has been resolved.
Conversely, if the Department determines that a device on the Service Provider’s network is responsible for corrupted or malformed data packets, or is the source of any kind of attack on the Western Cape Schools VPN, then the Department may require that the Service Provider remove that device from the network until such time as the associated Incident has been resolved.



[bookmark: _Toc261532401][bookmark: _Toc276223835][bookmark: _Toc258764338]Schedule 1: Contact details (as at Signature Date)
The Service Provider
The Service Provider’s service desk (First Line)
Telephone (24 hours):			
Email:					
Physical location:			

The Service Provider’s service desk Manager:
Name:					
Telephone:	  			
Email:					

The Service Provider’s service desk Senior Manager:
Name:					
Telephone:	  			
Email:					

The Service Provider’s service desk Head – Service Assurance:
Name:					 
Telephone:	  			
Email:					


The Service Provider’s Project Manager:
Name:					
Telephone:	  			
Email:					

The Service Provider’s Service Manager:
Name:					
Telephone:	  			
Email:					

Western Cape Government
Department Network Operations Centre
Telephone (24 hours):			021 834 4690
Email:					SchoolsIT.Helpdesk@westerncape.gov.za
Facsimile:				021 903 1329

Department E-Learning Project Manager
These details will be provided to the Service Provider by the Department.

Department Programme Manager
These details will be provided to the Service Provider by the Department.


Department Project Manager
These details will be provided to the Service Provider by the Department.

Department Project Coordinator
These details will be provided to the Service Provider by the Department.


[bookmark: _Toc261532402][bookmark: _Toc276223836]Schedule 2: Incident management process and work flow and Incident Notification Matrix 
1. In the event of an Incident being detected by a Site:
The Site will log a call with the Department service desk. 
Upon confirming the nature of the incident as a LAN incident, the Department service desk will inform the Service Provider by:
Contacting the Service Provider’s service desk.  The contact details of the Service Provider are listed in Schedule 1 of the SLA. 
Alternatively, sending an email to the Service Provider’s service desk. The Service Provider will use the email to automatically log an Incident on its Incident Management System.
The Service Provider service desk will carry out first line analysis and confirm the occurrence of an incident within 30 (thirty) minutes (during Business Hours), or within 30 (thirty) minutes of the start of the next Business Day if outside of Business Hours (‘Incident acknowledged’).
Incident alerts will be routed to the Resolver Group, depending on the cause of the Incident (‘Incident assigned’).
1. In the event of an Incident being detected by the Service Provider:
The Incident will be logged on the Service Provider’s Incident Management System and an Incident Identification Number will be generated (‘Incident received’).
The Service Provider’s staff will carry out first line analysis and confirm the occurrence of an Incident within 30 minutes during Business Hours, or within 30 (thirty) minutes of the start of the next Business Day if outside of Business Hours (‘Incident acknowledged’).
Incident alerts will be routed to the relevant Resolver Group, depending on the cause of the Incident (‘Incident assigned’).
1. Subsequently:
The Service Provider will maintain an Incident Notification Matrix, as shown in clause 4 of this Schedule, detailing who should be notified within the Department in the event of an Incident, and at what stages during the Incident Resolution process they should be kept informed.
The Department may escalate an Incident, either because of the urgency of the resolution of the Incident or because the Incident is not being given the priority it deserves. The escalation must be conducted as per the escalation matrix in Schedule 3. 
Affected users and person(s) nominated by the Department will be notified electronically or telephonically that a particular LAN is unavailable or that the performance quality of the LAN is degraded.
The Service Provider’s technical team will resolve the Incident as per the SLA.
Once normal service has been restored, affected users will be notified and the Incident will be closed (‘Incident resolved’).
Once the Incident has been resolved, the Service Provider will Notify all affected users and person(s) nominated by the Department.
The elapsed Time To Resolve will be recorded, which will be used to calculate the MTTR and the LAN Availability percentages. The Time To Resolve will be the actual time elapsed from the opening of the Incident acknowledged to the time recorded for the closure of the Incident resolved, less any Allowable Downtime, provided that the period of time that elapse while the Service Provider waits for confirmation from the Department of normal service restoration will not count towards the LAN Downtime used for Penalty Credit calculations. 
The reason for Downtime will be documented for each Incident for presentation at the next scheduled Service Review Meeting, and if requested by the Department in writing within 5 (five) Business Days on request.
The Department will provide the Service Provider with the names and contact details of individuals that should be notified in the event of a Priority Level 1, 2 or 3 Incident. This process is required to create awareness of Incidents and keep management and users informed of the progress of the Incident Resolution process, including updates of the expected time when normal service will be resumed (when appropriate).






1

[bookmark: _Ref413747625]INCIDENT NOTIFICATION MATRIX
	Priority Level
	P1
	P2
	P3

	Severity Level
	P1a
	P1b
	 

	Contact Person
	 
	 
	 
	 

	
	 
	 
	 
	 

	
	 
	 
	 
	 

	
	 
	 
	 
	 

	
	 
	 
	 
	 

	
	 
	 
	 
	 

	
	 
	 
	 
	 

	
	 
	 
	 
	 

	
	 
	 
	 
	 


 
	P1a
	· LAN failure in a single Site or up to a maximum of 10 Sites concurrently

	P1b
	· LAN failure in more than 10 Sites concurrently

	
	· Entire WC Schools' VPN affected  


 

[bookmark: _Ref413748148]Schedule 3: Escalation Matrix

	 
	25% of SLA
	50% of SLA
	75% of SLA
	Breach of SLA

	P1
	 
	 
	 
	 

	P2
	 
	 
	 
	 

	P3
	 
	 
	 
	 








Schedule 4: Calculation of Penalty Credits
	Measure
	Metric
	Maximum Penalty Amount (‘amount at stake’)
	Increment
	Penalty due per Increment

	Assessment Completion Time
	Six Calendar Weeks (42 days)
	10% of the value of the Assessment Service per Site
	Each Business Day or part thereof after the 42nd day that the Assessment is not complete
	10% of the Maximum Penalty Amount (1% of the value of the Assessment Service)

	Installation Completion Time
	Twelve Calendar Weeks (84 days)
	10% of the combined capital value of the Installation, Provisioning and Integration services per Site
	Each Business Day or part thereof after the 84th day that the Installation is not complete
	10% of the Maximum Penalty Amount (1% of the value of the Installation Service)

	LAN Availability (uptime): Percentage of time (Business Hours) that the entire LAN in each Site is functioning normally
	‘Gold standard’ uptime: ≥99%
‘Silver standard’ uptime: ≥97%
‘Bronze standard’ uptime: ≥95%
	20% of the monthly LAN Management Fee per Site in the month under review
	Each 1% or part thereof that the minimum LAN Availability (Business Hours) is under achieved in the month under review
	10% of the Maximum Penalty Amount (2% of the of the value of the monthly LAN Management Fee)

	LAN Availability (uptime): Percentage of time (outside of Business Hours) that the entire LAN in each Site is functioning normally
	≥90% at all Sites
	10% of the monthly LAN Management Fee per Site in the month under review
	Each 1% or part thereof that the minimum LAN Availability (outside of Business Hours) is under achieved in the month under review
	10% of the Maximum Penalty Amount (1% of the of the value of the monthly LAN Management Fee)

	Incident Mean Time To Resolve (MTTR)
	Priority 1 Incidents: 12 hours
Priority 2 Incidents: 24 hours
Priority 3 Incidents: 36 hours
	7.5% of the monthly LAN Management Fee for all Sites in the month under review:
Priority 1 Incidents: 2.5%
Priority 2 Incidents: 2.5%
Priority 3 Incidents: 2.5%
	Each hour or part thereof that that the MTTR for each Incident category is under achieved in the month under review
	10% of the Maximum Penalty Amount (0.25% of the value of the monthly LAN Management Fee for all Sites)

	Tool Availability - Percentage of time that the administration tool or reporting tool is available
	≥99.5% during Business Hours
≥80% at all other times
	10% of the monthly service charge for each web based tool
	Each 0.5% or part thereof that the minimum Availability is under achieved in the month under review
	10% of the Maximum Penalty Amount (1% monthly service charge for each web based service or tool)




