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BID SPECIFICATION

STATE INFORMATION TECHNOLOGY AGENCY (SOC) LTD

Registration number 1999/001899/30

	RFB REF. NO:
	RFB 2648/2022

	DESCRIPTION
	Procurement For The Supply, Installation And Commissioning Of Tetra Radio Equipment At Existing High Sites For The South African Police Service (SAPS) In Western Cape Metropolitan Area

	PUBLICATION DATE
	19 SEPTEMBER 2022

	COMPULSORY BRIEFING SESSION
	COMPULSORY BRIEFING SESSION AND SITE VISIT:
DATE: 26 SEPTEMBER 2022
TIME: 10:00 AM
VENUE: SITA , 459 TSITSA STREET, ERASMUSKLOOF, PRETORIA (HEAD OFFICE)

	CLOSING DATE FOR QUESTIONS AND ANSWERS
	30 SEPTEMBER 2022

	CLOSING DATE 
	11 OCTOBER 2022

	RFB VALIDITY PERIOD
	120 DAYS FROM THE CLOSING DATE


PROSPECTIVE BIDDERS MUST REGISTER ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE PRIOR TO SUBMITTING BIDS.
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ANNEX A: INTRODUCTION
1.0 PURPOSE AND BACKGROUND
1.1. PURPOSE
The purpose of this RFB is to invite Suppliers (hereinafter referred to as “bidders”) to submit bids for the supply, installation and commissioning of Tetra Radio Equipment at existing High Sites for the South African Police Service (SAPS) in Western Cape Metropolitan Area for a period of eight (8) years.
2.0 SCOPE OF BID
1.2. SCOPE OF WORK
(a) This specification calls for the design, supply, delivery, installation (including all integration), test, commissioning and successful operation of a new two-way radio communications system for the SAPS Cape Metropolitan Area in the Western Cape.
(b) The complete radio communications system shall operate and comply in all aspects with the technical, functional requirements and features as outlined in this specification.

(c) The radio system shall be a digital trunked system meeting all specifications, stipulations, requirements and regulations of the ETSI TETRA standards.  It must be clearly understood that it shall in all aspects meet all the provisions of the TETRA standard.

(d) The radio system shall operate in the 380 MHz to 400 MHz frequency band.

(e) The coverage area served by the radio system shall be the Cape Town Metropolitan Area.

(f) The tenderer shall be responsible for the total provision of the radio system infrastructure.

(g) The radio system infrastructure shall consist of:

(g) Central fault tolerant TETRA Switches

(g) TETRA base transceiver stations (Base Station) and installations.

(g) IP Microwave and switching subsystems for linking the various high sites and the TETRA switches.

(g) A number of Network Management Terminal (NMT) positions. 

(g) A number of radio dispatch terminals.

(g) Automatic Radio location (ARL) subsystem.

(g) Voice logging subsystem.

(h) The tenderer shall quote for 5 x Portable, 2 x Mobile and 1 X Desktop TETRA radio terminals for testing and evaluation.

(i) The radio system shall make provision for voice and data transmissions.

(j) The radio system shall make full provision for TETRA air interface encryption of transmissions.
3.0 TECHNICAL REQUIREMENT OVERVIEW

3.1 TECHNICAL REQUIREMENTS 

1) SCOPE OF THE REQUIREMENT
(i) The tenderer shall supply, install (including all integration) test and commission the following equipment and installations at the proposed/chosen sites for the infrastructure of the radio communications system.

a. TETRA Base Transceiver System installations. (Also referred to as Base Station installations in this document)

b. TETRA Base Transceiver System. (Also referred to as Base Station in this document)

c. Standby DC power supply installations where needed at the base station site.

(ii) All above-mentioned equipment shall be installed into 19inch racks inside the equipment accommodation on the site.

(iii) Detail with respect to the installations and services mentioned are furnished elsewhere in this document (Annex E and Pricing schedule) and will be defined and clarified during the detailed site surveys.
2) TETRA BASE TRANSCEIVER STATION
(i) Two types of Base Station units are required viz.

a. An indoor type multi base radio unit that can accommodate up to 4 TETRA base radio modules with an optional unit to expand the Base Transceiver system for up to 8 base radios.

b. A cost effective IP66 compliant TETRA Base Station unit that is designed as an outdoor or indoor simple or rapid deployment solution.
(ii) The TETRA Base Stations shall consist of a controller, TETRA transceiver unit(s), power supply(s), RF distribution components, all Power, Ethernet and RF connection points as well as cooling and shall be housed in a single factory assembled and be a pre-tested unit.

(iii) The Base Station units shall be pre-wired for up to the maximum number of TETRA base radio positions that it was designed for, even if fewer base radios are called for at the initial phase. This will allow for easy expansion of capacity at the site by only adding and configuring the base radio module when required.
(iv) The IP66 Base Station units shall be capable of connecting to a second identical Base Station unit to create a dual 2-Base Radio configuration. This configuration will allow for double the time slot capacity at the site.
3) BASE TRANSCEIVER CONTROLLERS
(i) Each Base Station shall be equipped with a controller which shall execute all operational functions and requirements through control of the base radios at the sites and intercommunication with the TETRA Switch.

(ii) The controller shall be a state-of-the-art dual processor unit.

(iii) The controller shall form an integral part of the Base Station unit. 

(iv) The controller shall be properly interfaced with all Base Station components under its control and shall be connected via the IP microwave system to the central TETRA Switch.

(v) The controller shall have two dedicated site link interfaces to connect the Base Station to the redundant TETRA Switch infrastructure as two independent links. In the case that any of the link paths to any of the TETRA Switch units fail, the second path or TETRA Switch should provide uninterrupted service to the Base Station.
4) OPERATIONAL REQUIREMENTS
(i) The controller shall be capable of controlling all base radio equipment within the rack.

(ii) Diagnostic and alarm monitoring functions shall take place locally through RS232 or Ethernet interfaces and over IP microwave links to the TETRA Switch.

(iii) The controller shall be capable of processing radio calls even when all traffic channels are busy by means of advanced queue and channel assignment techniques.

(iv) The controller shall have full system diagnostics capability to diagnose and test all site equipment it controls and report fault conditions down to modular level.

(v) The controller shall be able to perform the following operational tasks:

a) An indoor type multi base radio unit that can accommodate up to 4 TETRA base radio modules with an optional unit to expand the Base Transceiver system for up to 8 base radios.

b) Reception and decoding of inbound signaling requests originating from portable, mobile or desktop radios and units, as well as from the TETRA Switch.

c) Monitoring of all traffic channel activities.

d) Selecting and assigning vacant channels as required to satisfy service requests.

e) Generating and encoding outbound signaling to direct radio specific traffic channels.

f) Monitoring and controlling in all aspects each call sequence.

g) Consecutive rotation of all base station traffic channels in a predefined sequence in order to optimize equipment usage.
5) TRANSMITTER COMBINERS, CAVITY FILTERS, DUPLEXERS AND RECEIVER MULTI-COUPLERS
(i) In the case a multi transceiver TETRA Base Station, the Base Station shall include all transmitter combining, receiver multi-coupler, pre-select filtering and duplexer components within the Base Station. 

(ii) The performance of these components shall be constantly monitored by the base station controller and any deviations reported to the network management facility.
6) TRANSMITTER COMBINERS
(i) To allow for addition redundancy, it is required that in the case of multi base radio stations, the tenderer shall configure the transmitter combiner such that no more than 50% of the installed base radios will operate through a single antenna. (It is acceptable that this figure might not be achievable in cases where an uneven number of base radios are installed).
(ii) The transmitter combiner units must be low loss and of the auto tuning cavity combiner type.
7) DUPLEXERS
(i) In cases where the configuration of the combining warrants the use of duplexers, only duplexers of the best available quality with minimum feed through loss shall be used by the tenderer.
8) BASE RADIO
(i) The base radio shall have the following minimum specification.

(ii) Programming and diagnostic testing shall be possible by means of a personal computer (PC).

(iii) The channel spacing of the unit shall be 25 kHz using TDMA.

(iv) TRANSMITTER SPECS:

a) Frequency Range

:
380 – 400 MHz


b) Output Impedance
:
50 ohms
c) Frequency Stability
:
± 0,0001, %
d) Carrier spacing

:
25kHz (TDMA)
e) Duplex spacing

:
10 MHz
(v) RECEIVER SPECS

a) Frequency Range

:    
380 – 400 MHz

b) Receiver Bandwidth
:    
5,0MHz

c) Sensitivity (Static)
:    
Better than -115 dBm with BER = 3%  

d) Frequency stability
:    
0,0001%

e) Diversity receiving
:    
minimum 2 receiver diversity.

f) RF input Impedance
:    
50 ohms
(vi) TETRA BASE TRANSCEIVER STATION INSTALLATIONS

a) The tenderer shall provide TETRA Base Station installations at the proposed/chosen sites, which shall consist of:

1. TETRA Base Station equipment.

2. An antenna system.

3. Antenna feeders.

4. Proper lightning protection.

5. Cable Support.

b) All equipment offered and supplied shall be new, of the latest available technology and modular in construction.

c) Should it be established by the SAPS that the tenderer used equipment and material of inferior quality and specifications, the SAPS reserves the right to instruct the tenderer to use the better-quality available product or material at no additional costs to the SAPS.

d) The above-mentioned clause shall particularly apply, but not be limited to materials used, antenna cable, cable connectors and cable ties/straps, filters, combiners, duplexers and isolators where resistance against corrosion and minimum losses will be critical factors.

e) Equipment shall throughout be installed in 19inch racks within the equipment accommodation.  Racks shall be orderly spaced inside the site. It is appreciated that at some sites equipment accommodation space might be limited. In such cases the options must be investigated and agreed on between the successful tenderer and the SAPS project coordinator.

f) The successful tenderer shall submit a detailed drawing indicating the rack layout, cable routes, all equipment positions etc. for each site to the SAPS for approval before installation commences. The tenderer shall note that only the highest quality craftsmanship with respect to construction and installation work will be acceptable.
9) ANTENNA SYSTEM
(i) The importance of an absolute thoroughly designed and exceptional high-quality antenna system for each base station installation, providing the best performance achievable, cannot be overemphasized.

(ii) The TETRA radio terminals have an output power that is substantially less than that of conventional analogue type radio terminals. Every effort must therefore be made to minimize losses and maximize gain in order to reduce the talk back path loss as far as possible, yet with sound engineering principles.

(iii) A low path loss from the base station to radio terminals is important especially in city areas to achieve building penetration of the radio signal for good communications.

(iv) In suburban and towards the rural areas the general absence of obstructions will allow a larger area coverage if the path loss is also small.

(v) The tenderer shall note that Talk-in and Talk-out on the radio system shall be optimized.

(vi) It is proposed that the tenderer shall provide on all base station sites antenna systems that will optimize the receive path. This shall be designed around receive diversity technology for the offered TETRA Base Station. The successful tenderer shall submit the antenna system design for each site together with detail sketches to the SAPS before installation of the antenna system.

(vii) It is proposed that the default antenna configuration for each site be as follow:

a) Multi transceiver base station triple receiver diversity deployment:

1. Transmit/Receive 1

2. Transmit/Receive 2

3. Receive 3

b) Multi transceiver base station dual receiver diversity deployment:

1. Transmit/Receive 1

2. Transmit/Receive 2

c) Single transceiver base station dual receiver diversity deployment:

1. Transmit/Receive 1

2. Receive 2

d) Dual deployment Single transceiver base station dual receiver diversity deployment:

1. Transmit1/Receive 1

2. Transmit2/Receive 2

(viii) ANTENNA CABLE

a) The tenderer shall supply and install antenna cable of the Suhner Sucofeed or Eupen copper corrugated and high flexible type or approved absolute equivalents or better cable on all antenna installations.

b) Antenna cable used for reception and transmission purposes on all base station masts shall be selected such that the transmission loss between the antenna system and the cable entry into the building shall not exceed 2dB at a frequency of 400MHz. For each installation the tenderer shall provide proof of losses for the cable type selected by providing the cable loss calculations based on the cable datasheet.

c) Antenna cable shall be installed on a cable tray on the mast securely tied down by means of purpose designed stainless steel cable clamps at intervals not exceeding 1000mm.

d) Sharp bends in the cable where the route changes direction shall be avoided and where practical, a loop shall be made instead of a bend in the cable.

e) An appropriate sealant shall be used at all cable connection points to prevent the entry of water or any moisture into the cable.

f) The antenna cable shall also be neatly tied down by means of cable clamps onto a cable tray between the mast and the equipment accommodation.
(ix) CABLE CONNECTORS
a) Cable connectors used shall be of the Suhner Quick-fit or Tele Gartner crimp type or an approved absolute equivalent with an IP 68 rating for all outdoors and where required for indoor, installations.  

b) Connectors of the Suhner or Tele Gartner crimp type or an approved absolute equivalent shall however be used on the majority of indoor installations where the substantial thinner cable will allow such type of connectors.
(x) CABLE ENTRY INTO ACCOMMODATION
a) All antenna cables shall terminate on lightning arresters of the Polyphaser type or an approved equivalent, of which the current carrying capacity and voltage break-through must be sufficient for the combined RF power carried through such an arrestor, which the tenderer shall install onto an existing surge protector entry panel or a neat new mounting panel as required.
(xi) CABLING INSIDE ACCOMMODATION
a) The tenderer shall provide and install antenna cable inside the accommodation from the cable entry, where it shall be securely connected to the lightning arrestor on the inside of the cable entry, neatly along cable trays to 19inch racks which will accommodate radio and ancillary equipment.

b) Cable runs shall follow only horizontal and vertical routes inside the accommodation on the cable trays.
(xii) TESTING OF ANTENNA AND ANTENNA FEEDER INSTALLATIONS
a) The tenderer shall test each individual antenna before installation as well as the antenna installation including the cable feeder to the antenna after installation.

b) This testing shall be done by means of performing a frequency sweep over the whole frequency range on the antenna and antenna feeder installation to make sure that the antenna, the feeder and all connectors have been properly installed and connected.

c) All connectors shall be included in the sweep to ensure that no unwanted attenuation or reflections will be generated in the cable.

d) All installation test results shall be recorded and form part of the site documentation
10) STANDBY POWER SUPPLY INSTALLATION
(i) All of the base station sites will be supplied by a mains 230 volt + 10%, 50Hz AC supply.

(ii) At certain sites where the SAPS is into formal arrangements with a third party for accommodation it might be provided with an emergency back-up AC supply.

(iii) In the event of an interruption of the 230 Volt feed, the site equipment shall revert to a DC feed connected to it from a standby battery system provided by the tenderer where required.

(iv) Where required, the tenderer shall supply the following items for the power supply installation to feed the TETRA Base Station and ancillary and control equipment:

a) Mains feed to the -48VDC battery charger equipment from the site distribution panel. 

b) A -48VDC battery charger with at least two (2) hot swappable rectifier modules. 

c) Standby batteries with battery stand.
11) EQUIPMENT OPERATING FROM A DC SUPPLY
(i) All equipment responsible for TETRA wide area operations at each base station site (TETRA Base Station, Network Switch, Microwave units etc.) shall be connected to the standby batteries, which shall continuously be charged by an AC/DC battery charger.

(ii) The standby batteries and connection shall be configured in such a way that disconnection of the batteries for maintenance shall not cause any interruption in the system operation i.e. batteries shall be provided with separate feeds to the equipment and have a battery isolator to isolate them from the charger.
12) BATTERY CHARGER
(i) The tenderer shall provide a battery charger where needed to convert the 230 volt, 50Hz supply into a -48-volt (nominal) DC supply to feed power to that equipment operating normally from a DC supply as well as to charge the standby batteries.

(ii) The capacity of the charger shall be sufficient to deliver full power to the radio equipment requiring a DC supply as well as to charge the standby batteries if, in the event of a mains power feed interruption, the batteries has discharged (been drained) to 20% of its capacity. 

(iii) The battery charger shall have at least two (2) modular hot swappable rectifier units. Each rectifier unit must be capable of sustaining all site equipment operations should the second unit be out of service. If one rectifier unit is not sufficient to sustain the power requirement, then a third rectifier unit shall be provided to provide the redundancy.

(iv) The battery charger shall make provision for normal charge of the batteries as well as a trickle charge facility in order that no over-charge of the batteries will occur.  The tenderer shall provide an automatic sensing facility for this purpose.


(v) The battery charger shall be properly fused at its input as well as the output and shall be provided with its own lightning protection device or circuitry. 

(vi) Each load item connected to the battery charger shall be provided with its own properly sized DC breaker.
13) STANDBY BATTERIES
(i) The tenderer shall provide standby batteries for sites (existing and new), which shall be of the Lithium type

The battery capacity required for each site shall be as per the pricing schedule.
14) MONITORING OF THE POWER SUPPLY INSTALLATION
(i) The tenderer shall make full provision for the monitoring of the following parameters of the power supply installation:   

a) Mains feed

b) Supply from batteries


c) Supply from battery charger 


d) Battery voltage level 



e) Load current

f) Charging current

(ii) It should be noted that certain installations might not require a complete battery backup system and will only require a basic 48VDC power supply unit to power the TETRA base station equipment. The tenderer shall make provision for such a unit where required.
15) INTEROPERABILITY
(a) The Bidder confirms and will ensure interoperability to existing equipment and systems.

16) ICASA REQUIREMENTS

(b) All equipment provided needs to comply with the ICASA requirements.

3.2 SERVICES REQUIREMENTS
The following map shows the greater Cape Town Metropolitan service area:
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a. The coverage area to be served by the new radio communication system includes the area within the Cape Town Metropolitan Area.
b. It is accepted that the TETRA Base Station sites proposed by the SAPS later in this document (Annex E and Pricing schedule) will not provide a total area coverage. Advanced licensing must form part of the offering.
c. The requirements in this coverage specification section consist of the following three elements viz:

i. Coverage Prediction Maps

ii. Coverage Acceptance Test Plan

iii. Coverage Performance Requirements
4.
BID EVALUATION STAGES
The bid evaluation process consists of several stages that are applicable according to the nature of the bid as defined in the table below.
Table 1 Bid Evaluation Stages

	Stage
	Description
	Applicable for this bid

	Stage 1

	Administrative pre-qualification verification
	YES

	Stage 2A
	Technical Mandatory requirement evaluation
	YES

	Stage 2B
	Technical Functionality requirement evaluation
	YES

	Stage 3
	Special Conditions of Contract verification
	YES

	Stage 4

	Price / B-BBEE evaluation
	YES


The bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation.
ANNEX A.1: ADMINISTRATIVE PRE-QUALIFICATION

5.
ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS

5.1 ADMINISTRATIVE PRE-QUALIFICATION VERIFICATION
(1) The bidder must comply with ALL of the bid pre-qualification requirements in order for the bid to be accepted for evaluation.

(2) If the Bidder failed to comply with any of the administrative pre-qualification requirements, or if SITA is unable to verify whether the pre-qualification requirements are met, then SITA reserves the right to:

(a) Reject the bid and not evaluate it, or

(b) Accept the bid for evaluation, on condition that the Bidder must submit within seven (7) days any supplementary information to achieve full compliance, provided that the supplementary information is administrative and not substantive in nature.

5.2 ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS

(1) Submission of bid response: The bidder has submitted a bid response documentation pack –  

(a) that was delivered at the correct physical or postal address and within the stipulated date and time as specified in the “Invitation to Bid” cover page, and;

(b) in the correct format as one original document, two copies and a copy on memory stick.
(2) Attendance of briefing session: A Compulsory Briefing session and Site Visit will be held. The bidder has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. 
(3) Registered Supplier. The bidder is, in terms of National Treasury Instruction Note 3 of 2016/17, registered as a Supplier on National Treasury Central Supplier Database (CSD).

Note Annex E will only be provided at the Compulsory Briefing session after bidders signed a Non-Disclosure Agreement.
ANNEX A.2: TECHNICAL MANDATORY REQUIREMENTS

6.
TECHNICAL MANDATORY 

6.1 INSTRUCTION AND EVALUATION CRITERIA

(1) The bidder must comply with ALL the requirements by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.

(2) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.

(3) The bidder must complete the declaration of compliance, as per section 6.3 below by marking with an “X” either “COMPLY”, or “NOT COMPLY” with ALL of the technical mandatory requirements, failing which it will be regarded, as “NOT COMPLY”.

(4) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid to proceed to the next stage of the evaluation.

(5) No URL references or links will be accepted as evidence.

6.2 TECHNICAL MANDATORY REQUIREMENTS

	MANDATORY REQUIREMENTS
	SUBSTANTIATING EVIDENCE OF COMPLIANCE
	Evidence reference

(to be completed by bidder)

	1. BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS

The bidder must be an OEM/OSM, or accredited partner at an enterprise level by the OEM/OSM to supply, install, configure, test, deploy, implement and support of Tetra System (Network solution) as indicated in Sections 2.0 and 3.0 in the Bid Specification.
Note (1): 
OEM/OSMs that has a partner or re-seller model must not be in competition with these Partners, or Re-sellers as this is regarded as ant-competitive.
	Attach to ANNEX B a copy of OEM/OSM documentation (valid certificate, license, letter) that the bidder is a registered OEM/OSM or partner at an enterprise level for the design, supply, installation, configuration, testing, deployment, implementation and support of Tetra System(Network solution) as indicated in Sections 2.0 and 3.0 in the Bid Specification.

Note: SITA reserves the right to verify the information provided.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B section 10.1 >

	2. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS

The bidder must have supplied, installed, maintained and supported a  Network Connectivity solution  to at least one (1) customer in the last five (5) years.

	Provide reference details from at least  one (1) customer to whom a Solution for Network Connectivity solution was supplied, installed, maintained and supported in the last five (5) years.

NB: SITA reserves the right to verify information provided


	<provide unique reference to locate substantiating evidence in the bid response – see Annex B section 10.2 >

	3. SPECIAL CONDITIONS OF CONTRACT
The Bidder must accept the following:

(a) All the Special Conditions of Contract (SCC) as stated in section 8.2, and
(b) All the conditions in Annex E.
	The Bidder must accept the following by completing the documents: 

(a) All the Special Conditions of Contract (SCC) as stated in section 8.2, and
(b) All the conditions in Annex E.
Note (1):
Failure to complete and submit both the documents as indicated above will result in disqualification.
Note (2):

Annex E will only be provided at the Compulsory Briefing session after bidders signed a Non-Disclosure Agreement.
	<provide unique reference to locate substantiating evidence in the bid response – see ANNEX B, section 10.3>



	2. TECHNICAL MANDATORY FUNCTIONAL REQUIREMENT

The bidder must confirm compliance to the Technical Mandatory Functional requirements mentioned under the Special Conditions Contract section.
	The Bidder must confirm that they comply with the Technical Mandatory Functional Requirements by completing ANNEX C: Addendum 1.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex B section 10.4 and Annex C: Addendum 1>  



	3. LOCAL CONTENT REQUIREMENT

The bidder must comply with the LOCAL CONTENT obligations as prescribed by PPPFA Regulation 2017 (Regulation 8) and National Treasury Instruction 5 of 2016/17 for designated sector, “Telecommunication cables products”, which prescribes a Local Content target for the designated sector of at least 90%. The local content target is applicable to the installation or replacement of telecommunications, products.
	Bidder must complete Annex B section 10.5.
Note (1): 

Connectors of the Suhner, or Tele Gartner crimp type, or equivalent.
Note (2):

SITA reserves the right to verify the information provided.


	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 10.5 and Annexure D>


ANNEX A.3: TECHNICAL FUNCTIONALITY REQUIREMENTS

7.1 INSTRUCTION AND EVALUATION CRITERIA

(1) The bidder must complete in full all of the TECHNICAL FUNCTIONALITY requirements.

(2) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.

(3) Evaluation per requirement. The evaluation (scoring) of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence. 

(4) Functionality will be evaluated by conducting the following Desk Top Evaluation of SERVICE TECHNICAL FUNCTIONALITY REQUIREMENTS (Stage 2B).

(5) Each TECHNICAL FUNCTIONALITY requirement will be evaluated using the following generic 3-point scale:

	Evaluation criteria 
	Score

	Irrelevant (Does not meet any requirement or no substantiation)
	0

	Good (Meets minimum requirements) 
	3

	Excellent (Far exceeds minimum requirements)
	5


(6) Weighting of requirements. The full scope of requirements will be determined by the following weights and each Bidder will be evaluated on each individual requirement as indicated in the table below:

	No.
	Technical Functionality Requirements 
	Weighting

	1. 
	Proposed Tetra System (Network Solution) to be procured
	20%

	2. 
	Installation, Configuration, Maintenance and Support for the Tetra System (Network solution)
	20%

	3. 
	Coverage Prediction Maps
	20%

	4. 
	Coverage Acceptance Test Plan
	20%

	5. 
	Training and Skills Transfer 
	20%

	TOTAL
	100%


4) Minimum threshold. To be eligible to proceed to the next stage of the evaluation the bid must achieve a minimum threshold score of 60%.
Note: No single category may score less than 60% of the required functionality.

5) Provide unique reference i.e. document name/number, page and paragraph number, to locate substantiating evidence in the bid response – see Annex B, section 10.6.

6) The Bidder needs to complete the Declaration of Compliance in section 7.4.
7) SITA reserves the right to verify information/evidence provided by the Bidder.
7.2 SERVICE TECHNICAL FUNCTIONALITY REQUIREMENTS

(1) Complete and clear responses to the service functional requirements must be provided. 

(2) Responses must be stated clearly to avoid misinterpretation.

(3) The bidder must provide substantiating evidence to prove compliance.

(4) Bidder substantiating evidence of compliance and statements should be kept to a minimum to avoid evaluation complexity.

7.3 SERVICE TECHNICAL FUNCTIONALITY REQUIREMENT TABLE

(1) Each Bidder will be evaluated on the understanding of the solution requirement as follows:

	TECHNICAL FUNCTIONALITY REQUIREMENTS
	Substantiating evidence and evidence reference to be completed by bidder. 

Evaluation per requirement: Each requirement indicated in the tables below must be completed and will be scored.


	Evidence Reference
(to be completed by bidder)

	(1) PROPOSED TETRA SYSTEM (NETWORK SOLUTION) TO BE PROCURED

The proposed solution must address the Tetra System (Network Solution) to be procured.

	Evidence:

Provide a narrative supportive documentation substantiating how the proposed Tetra System (Network Solution) being procured, requirements will be met. 

Evaluation:

0= Irrelevant (Does not meet any requirement or no substantiation)

3= Good (Meets minimum requirements)

5= Excellent (Far exceeds minimum requirements)


	<Provide unique reference to locate substantiating evidence in the bid response and attach the evidence to Annexure B section 10.6.>

	(2) INSTALLATION, CONFIGURATION, MAINTENANCE AND SUPPORT FOR THE TETRA SYSTEM (NETWORK SOLUTION)


Installation, Configuration, Maintenance and Support for the Tetra System (Network solution).

	Evidence:

Provide supporting documentation substantiating how the Installation, Configuration Maintenance and Support will be facilitated by indicating the steps or processes to be followed. 

Evaluation:

0= Irrelevant (Does not meet any requirement or no substantiation)

3= Good (Meets minimum requirements)

5= Excellent (Far exceeds minimum    requirements)


	<Provide unique reference to locate substantiating evidence in the bid response and attach the evidence to Annexure B section 10.6.>

	(3) COVERAGE PREDICTION MAPS


Bidder needs to provide Coverage Prediction Maps
	Evidence: 

Provide documentation substantiating how the following:  

(a) The Bidder shall describe in detail the link budget methodology used to produce the required coverage prediction maps and how these prediction results relates to the coverage performance requirements. 

(b) The coverage map shall show the minimum acceptable talk-in signal level for both the Portable and Mobile Radio Terminals that will achieve the specified coverage requirement. 

(c) Coverage prediction maps shall be provided for each of the proposed Base Station sites as well as a combined coverage of all the sites for both the Portable and Mobile Radio Terminals. 

(d) Coverage predictions maps shall be done at 1.5m above ground level for both mobile and portable TETRA terminals. 

Note: 

Refer to Anne E for further details regarding the Coverage Prediction Maps.

Evaluation:

0= Irrelevant (Does not meet any requirement or no substantiation)

3= Good (Meets minimum requirements)

5= Excellent (Far exceeds minimum    requirements)
	<Provide unique reference to locate substantiating evidence in the bid response and attach the evidence to Annexure B section 10.6.>

	(4) COVERAGE ACCEPTANCE TEST PLAN


Bidder needs to provide a Coverage Acceptance Test Plan.

	Evidence:

Bidder needs to provide a Coverage Acceptance Test Plan.
Note: 

Refer to Annex E for further details regarding the Coverage Acceptance Test Plan.

Evaluation:

0= Irrelevant (Does not meet any requirement or no substantiation)

3= Good (Meets minimum requirements)

5= Excellent (Far exceeds minimum    requirements)


	<Provide unique reference to locate substantiating evidence in the bid response and attach the evidence to Annexure B section 10.6.>

	(5) TRAINING AND SKILL TRANSFER

Training and skill transfer to be rendered to the Users, Administrators and Technical Support Team.
	Evidence:

Substantiate how the Bidder will provide Training and Skill Transfer for Users, Administrators and Technical Support Team.

Evaluation:

0= Irrelevant (Does not meet any requirement or no substantiation)

3= Good (Meets minimum requirements)

5= Excellent (Far exceeds minimum    requirements)
	<Provide unique reference to locate substantiating evidence in the bid response and attach the evidence to Annexure B section 10.6.>


7.4 DECLARATION OF COMPLIANCE

	
	Comply
	Not Comply

	The bidder declares by indicating with an “X” in either the “COMPLY” or “NOT COMPLY” column that –

(a) The bid complies with each and every TECHNICAL FUNCTIONALITY REQUIREMENTS as specified in SECTION  7 above; AND

(b) Each and every requirement specification is substantiated by evidence as proof of compliance.
	
	


ANNEX A.2: SPECIAL CONDITIONS OF CONTRACT (SCC)

8. SPECIAL CONDITIONS OF CONTRACT

8.1 INSTRUCTION
1. The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.

2. SITA reserves the right to –

a) Negotiate the conditions, or

b) Automatically disqualify a bidder for not accepting these conditions. 

3. In the event that the bidder qualifies the proposal with own conditions, and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 8.1(2) above.

4. The bidder must complete the declaration of acceptance as per section 8.3 below by marking with an “X” either “ACCEPT ALL” or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified.

8.2 SPECIAL CONDITIONS OF CONTRACT

2. CONTRACTING CONDITIONS

a) Formal Contract. The Supplier must enter into a formal written Contract (Agreement) with SITA 

b) Right of Award. SITA reserves the right to award the contract for required goods or services to multiple Suppliers.
c) Right to Audit. SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
3. DELIVERY ADDRESS. The supplier must deliver the required products or services as per attached site list.
4. SCOPE OF WORK AND DELIVERY SCHEDULE

(a) The Supplier is responsible to perform the work as outlined in the following Work Breakdown Structure (WBS):
	WBS
	Statement of Work
	Delivery Timeframe

	1. 
	Delivery of equipment
	6-8 weeks


5. SERVICES AND PERFORMANCE METRICS

(a) The Supplier is responsible to provide the following services as specified in the Service Breakdown Structure (SBS): 

	SBS
	Service Element
	Service Grade
	Service Level

	1. 
	Hardware Maintenance and Support
	8h x 5x NBD
Fault reporting 8 Hours a day, 5 days a week - Hardware replaced by Next Business Day
	Silver


6. SUPPLIER PERFORMANCE REPORTING

(a) Weekly project meetings must be held to manage the installation and implementation.
7. CERTIFICATION, EXPERTISE AND QUALIFICATION
(a) The Supplier represents that, 
i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition;
ii) it is committed to provide the Products or Services; and
iii) perform all obligations detailed herein without any interruption to the Customer.
(b) The Supplier must provide the service in a good and workman like manner and in accordance with the practices and high professional standards used in well-managed operations;

(c) The Supplier must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition;

(d) Original Equipment Manufacturer (OEM) or Original Software Manufacturer (OSM) work. The Supplier must ensure that work or service is performed by a person who is certified by Original Equipment Manufacturer or Original Software Manufacturer. 
8. LOGISTICAL CONDITION
(a) Hours of work. Normal working hour are 08:00 to 16:30, If after hours work is required this must be arranged with the relevant SITA technical manager(s).
(b) In the event that SITA grants the Supplier permission to access SITA's Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Supplier must adhere to SITA's relevant policies and procedures (which policy and procedures are available to the Supplier on request) or in the absence of such policy and procedures, in terms of, best industry practice.
9. SKILLS TRANSFER AND TRAINING

Not Applicable. 
10. REGULATORY, QUALITY AND STANDARDS
(a) The Supplier must for the duration of the contract ensure that the proposed product or solution conform with the Government Minimum Interoperability Standards (MIOS).
(b) The Supplier must for the duration of the contract ensure compliance with Protection of Personal Information Act, 2013 (POPIA).
11. PERSONNEL SECURITY CLEARANCE
(a) The Supplier personnel who are required to work with GOVERNMENT CLASSIFIED information or access government RESTRICTED areas must be a South African Citizen and at the expense of the Supplier be security vetted (pre-employment screening, criminal record screening and credit screening).

(b) The Supplier must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.
12. CONFIDENTIALITY AND NON-DISCLOSURE CONDITIONS
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:

i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);

ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;

iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;

iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;

v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;

vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;

vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and

viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or

ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;

(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;

(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;

(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
13. GUARANTEE AND WARRANTIES
The Supplier warrants that:
(a) The warranty of goods supplied under this contract remains valid for twelve (12) months after the goods, or any portion thereof as the case may be, have been delivered to and accepted at the final destination indicated in the contract, or for eighteen (18) months after the date of shipment from the port or place of loading in the source country, whichever period concludes earlier;

(b) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever; 

(c) the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;

(d) the Products is maintained during its Warranty Period at no expense to SITA; 

(e) the Product possesses all material functions and features required for SITA’s Operational Requirements;

(f) the Product remains connected or Service is continued during the term of the Contract;

(g) all third-party warranties that the Supplier receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to SITA without reducing or limiting the Supplier’s obligations under the Contract;

(h) no actions, suits, or proceedings, pending or threatened against it or any of its third-party suppliers or sub-contractors that have a material adverse effect on the Supplier’s ability to fulfil its obligations under the Contract exist;  

(i) SITA is notified immediately if it becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the Supplier’s ability to fulfil the obligations under the Contract;

(j) any Product sold to SITA after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest;

(k) SITA’s use of the Product and Manuals supplied in connection with the Contract does not infringe any Intellectual Property Rights of any third party; 

(l) the information disclosed to SITA does not contain any trade secrets of any third party, unless disclosure is permitted by such third party;

(m) it is financially capable of fulfilling all requirements of the Contract and that the Supplier is a validly organized entity that has the authority to enter into the Contract; 

(n) it is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract;

(o) the prices, charges and fees to SITA as contained in the Contract are at least as favourable as those offered by the Supplier to any of its other customers that are of the same or similar standing and situation as SITA; and

(p) any misrepresentation by the Supplier amounts to a breach of Contract. 
14. INTELLECTUAL PROPERTY RIGHTS 
(a) SITA retains all Intellectual Property Rights in and to SITA's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's Intellectual Property for the sole purpose of providing the Products or Services to SITA pursuant to this Contract; provided that the Supplier must not be permitted to use SITA's Intellectual Property for the benefit of any entities other than SITA without the written consent of SITA, which consent may be withheld in SITA's sole and absolute discretion. Except as otherwise requested or approved by SITA, which approval is in SITA's sole and absolute discretion, the Supplier must cease all use of SITA's Intellectual Property, at of the earliest of: 

i) termination or expiration date of this Contract; 

ii) the date of completion of the Services; and 

iii) the date of rendering of the last of the Deliverables. 

(b) If so required by SITA, the Supplier must certify in writing to SITA that it has either returned all SITA Intellectual Property to SITA or destroyed or deleted all other SITA Intellectual Property in its possession or under its control.

(c) SITA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 

(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.
15. GENERAL
(a) The supplier will be bound by Government Procurement: General Conditions of Contract.

(b) (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.

(c) SITA reserves the right to:

(i)  Negotiate the conditions, or

(ii)  Automatically disqualify a bidder for not accepting these conditions.

(iii)  Right to Audit: SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct probity to ascertain whether a qualifying bidder has the technical capability to provide the goods and services as required by this tender.

(d) “The parties in this Agreement agree that the offer price of all the equipment shall be at the wholesale price or below wholesale price as agreed with the OEM. Should, at any time during the existence of the agreement that the offered price which is higher than the wholesale price or as agreed with the OEM, SITA client shall be entitled to such wholesale price with the exclusion of the mark-up which the reseller may have charged”.
NOTE: These conditions will form part of the contract obligations and suppliers are expected to comply in order for SITA to conclude an agreement with the potential suppliers. Failure to comply during finalisation of a contract may result to disqualification.
16. COUNTER CONDITIONS
Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.
17. FRONTING
(a) The SITA supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA any form of fronting.
(b) The SITA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA may have against the bidder/contractor concerned.
18. BUSINESS CONTINUITY AND DISASTER RECOVERY PLANS

The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.
19. TARGETED PROCUREMENT/TRANSFORMATION

SITA in terms of the PPPFA Regulation 2017 section 9(1), has an obligation to advance designated groups which includes black SMMEs (i.e. Exempted Micro Enterprises (EME) and Qualifying Small Enterprises (QSE)) for the supply of certain ICT goods or services where feasible to subcontract for a contract above R30m, an organ of state must apply subcontracting to advance designated groups.

The bidder is required to subcontract a minimum of 30% of the value of the contract to an EME or QSE which is at least 51% owned by black people, or to EMEs and/or QSEs which are at least 51% owned by black women or youth. 
20. SUPPLIER DUE DILIGENCE  

SITA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced/ non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.
21. COMPULSORY REQUIREMENTS

(a) European Telecommunications Standards Institute (ETSI) Terrestrial Trunked Radio (TETRA) Standard.

(b) Frequency Band 380 – 400 MHz

(c) TEA1 Encryption

(d) It shall be possible to use more than one manufacture mobile and portable radio terminal on the system. Such terminals shall be fully compatible with and operate equally successful on the system as those supplied by the tenderer.

(e) It is essential that the tenderer shall be a well-established and strong South African company with firm relationships and agreements with its overseas suppliers.

(f) It is of vital importance and the SAPS regards it as absolutely essential that the tenderer shall have staff with vast experience in the field of telecommunications and specifically radio communications.

(g) The tenderer shall provide comprehensive information with regards to the systems offered directly or by their permanent staff members. This information is related to systems deployed for and which are used by other organizations - mainly municipalities, mines or public safety organizations.  A clear distinction shall be made between small single, two or three site systems and extensive multi-site systems i.e. the two types shall be listed separately from each other.
22. INFORMATION BROCHURES

(a) The tenderer shall submit with the tender detailed brochures containing comprehensive information, together with technical parameters of the equipment offered.
23. TURNKEY PROJECT

(a) Due to the fact that the digital trunked radio communications system including its associated subsystems, i.e. status and alarm system, digital voice logging system, vehicle location system, is of an advanced technical nature and will require an exceptional high level of system integration, the expertise of an experienced main contractor will be required for this project and the project will therefore be handled on a turnkey basis. The SAPS will not consider any separate partial contracts to fulfil the total requirement.

(b) Prices shall therefore be submitted for each and every item called for in this specification.
24. ASSUMPTIONS MADE BY TENDERERS

(a) No assumptions shall be made and stated by tenderers in their tender reply.

(b) It shall be the tenderers responsibility to obtain all information required to submit a comprehensive tender that makes provision for all requirements.  In the event of any uncertainties regarding the interpretation of the requirements or specifications, the tenderer shall clarify such uncertainties with SITA.

(c) Any assumptions made and stated in a tenderer's submission shall simply be ignored.
25. QUALITY AND STANDARDS
(a) All material and equipment supplied by the tenderer shall be new and the best of the respective kind.

(b) All new material and equipment supplied shall fully comply with the requirements laid down in this specification and the latest editions of the relevant SABS, BS, CCITT, EIA, ISO, ETSI, DIN, CE or other independent and internationally recognized specifications in so far as they are applicable to or mandatory in South Africa.
26. INSTALLATIONS IN SENSITIVE AREAS
(a) The tenderer shall note that at some venues specific engineering requirements will be applicable to accommodate the installation on the site.  These sites typically include installations on the roofs of buildings where special arrangements might be applicable and required.


(b) The quality of the installation shall however in no way be negatively affected by such special arrangements.
27. PHASES OF PROJECT
(a) The tenderer shall provide the total radio communications system in the following phases:

1) Where applicable, establishment of base station sites, site services, antenna and all other related facilities.

2) Provision and installation of all radio and related infrastructure equipment as described in this document on base station sites including microwave systems and other sub-systems.

3) Installation of all equipment in the dispatch and network maintenance control centre.

4) Supply and delivery of mobile, portable and desktop radio terminals for testing and evaluation.

5) Test and commissioning of the system.

6) Programming of all evaluation radios and Integration of all systems.

7) The tenderer shall submit, together with his tender, a well prepared and designed GANTT chart with his tender submission outlining the various phases of the contract and indicating commencement and completion dates for each phase as well as the date of final acceptance of the total system.  
28. GUARANTEE PERIOD
(a) The twelve (12) month guarantee period shall commence only after the acceptance of the total completed system described in this document in full and in successful working condition.

(b) During this guarantee period it shall be the responsibility of the tenderer to have technicians on standby who are fully familiar with the system and who can attend to problems after a first line investigation has been carried out by technicians of the SAPS to isolate the problem or faulty equipment.

(c) SITA expect a rapid response from the tenderer after notification of any problem. The maximum time after which a problem shall be fully rectified, after notification to the tenderer, shall not exceed twelve (12) hours where back-up equipment providing full redundancy has taken over, and four (4) hours where no back-up equipment is available.
29. INSURANCE OF EQUIPMENT DURING CONSTRUCTION PHASE
(a) The insurance of all equipment required for the new radio communications network during the construction phase shall be the sole responsibility of the tenderer.

(b) This insurance shall be in full force up to the date that official handover of the equipment has taken place to the SAPS in accordance with the acceptance test procedure.
30. INTERFERENCE WITH EXISTING RADIO COMMUNICATIONS
(a) All radio frequency equipment and installations provided as part of the new system shall be of the highest standards and specifications and shall meet the minimum specifications as published by the South African telecommunications regulator (ICASA)

(b) Should it be determined that the new equipment interferes with existing radio communications and found to be non-compliant to the minimum equipment specifications, the bidder will be responsible to rectify the cause of the non-compliance.
31. TEMPORARY ARRANGEMENTS TO MAINTAIN EXISTING SERVICES
(a) On existing sites used by the SAPS, the tenderer shall liaise with SAPS, to move and temporary re-install existing equipment. Bidders shall quote as an option for temporary accommodation, manpower, accessories, etc, to move existing equipment and keep it operational.

(b) Existing services shall in no way be adversely affected by the tenderer so as not to cause any interference or interruptions of the operational requirements of the SAPS. To this end, the tenderer shall ensure that temporary arrangements as proposed above are particularly stable, also in view of the environmental conditions in the area as described elsewhere.  
32. PROGRESS REPORTS
(a) The tenderer shall on a monthly basis submit to the SAPS a written and professionally prepared progress report regarding the provision of the radio communications system.

(b) The first report shall be submitted one (1) month after the date that an official order has been received by the tenderer.

(c) Progress reports shall (be) include, but not necessarily be limited to:

1) Work completed during the past month.

2) Work scheduled for the forthcoming month.

3) Delays experienced.

4) Measures taken to recover lost time and to make-up delays.

5) Any potential risks foreseen.

(d) A financial statement reflecting the total contract amount, payments made to date and the outstanding amount to be paid for the rest of the contract.
33. ENVIRONMENTAL CONDITIONS
(a) The tenderer shall note that environmental conditions in the province of the Western Cape are such that severe salt corrosion and moderate thunder and severe lightning strikes are experienced where exceptional high wind speeds, continuous and down pours of rain, fog and misty conditions and even snow can be experienced.

(b) For purposes of design, engineering and construction the above-mentioned conditions shall be taken into account to prevent any form of corrosion of materials, the deterioration or even the total collapse of installations/masts due to these conditions, as well as sufficient fade margins on e.g. microwave systems.

(c) Guarantee with regard to corrosion will extend beyond the standard twelve (12) month guarantee period to a period of thirty-six (36) months on any equipment.
34. FREQUENCY PLANNING AND RADIO PROGRAMMING
(a) Intermodulation free frequency blocks in the specified TETRA frequency range will be provided by the SAPS. It shall be the responsibility of the successful tenderer to allocate these frequencies to the proposed sites in an economic manner as possible.

(b) The frequency bands for the new radio communications network will be 380 - 400 MHz in the UHF frequency range.

(c) The frequency plan shall make provision for all TETRA base stations now called for as well as for additional equipment that may be required.

(d) The proposed frequency allocation plan shall be submitted to the SITA/SAPS Radio Communication Infrastructure Management well in advance for approval.

35. LIGHTNING PROTECTION AND EARTHING
(a) The tenderer shall ensure that all installations on each individual site are securely bonded to a common earth to make provision as far as possible against lightning damage. This shall be done apart from any other lightning protection equipment employed. The earth points will be identified during the detailed site surveys.
36. ACCOMMODATION REQUIREMENTS
(a) The tenderer shall submit together with his tender submission the typical physical space required [space inside a building i.e. size of a room or the size of a container] for the accommodation of a base station installation complete with power supply installation.
37. REMOVAL OF ALL CONSTRUCTION MATERIAL AND FACILITIES

(a) The successful tenderer shall be responsible to remove all unused construction material, builder's rubble etc. from the site after all construction and installation work have been completed.
38. LABELING

(a) All individual equipment shall be properly and indelibly labelled for identification purposes.

(b) Labels shall be engraved and securely attached to equipment.

(c) It is also required that all cables and wiring be labelled or tagged in a professional way for easy identification.
39. DOCUMENTATION
(a) Two (2) copies of comprehensive documentation covering all aspects of the system and individual equipment, physical as well as block diagram layouts shall be provided on commissioning of the system.

(b) A complete comprehensive inventory of all equipment as called for in this document and to be provided to the SAPS shall be delivered to the ICT Unit at Maitland.

(c) The inventory shall inter alia state clearly all the serial and model numbers of the various types of equipment.

(d) Sub-sections of the inventory with the relevant information of each site (only), shall be provided at each site which shall provide easy access to information for that particular site.

(e) Detailed wiring diagrams including IP plan shall be posted at every site.

(f) The successful tenderer shall submit provisional copies of all documentation to SITA for approval before the documentation in its final form is delivered.
40. COMMISSIONING AND ACCEPTANCE TESTS
(a) Commissioning of the radio communications system and acceptance tests shall be regarded as a major part of the total requirement to be delivered by the successful tenderer.  

(b) For this purpose, it is required from the tenderer to prepare, compile and submit for approval by the SAPS comprehensive documentation that must describe in detail the way in which commissioning of the system and its various sub-systems will be undertaken, a well-designed and configured test procedure of the system as well as comprehensive documentation in which all measurements taken during the acceptance tests can be recorded.

(c) The latter documentation shall make provision for all parameters of each individual piece of equipment installed which will be measured during the acceptance tests and which can in future be used together with other maintenance documentation to re-align, re-tune and adjust equipment to meet the standards at which such equipment was set for optimum performance during final commissioning and acceptance of the system.

(d) Signal strength measurements shall be measured and recorded at four locations in the coverage area of each base station.  The coordinates of the four locations shall also be accurately recorded.


(e) It shall be the responsibility of the tenderer to inform the SAPS in writing that a site is ready for the commissioning and acceptance tests.  The tenderer shall clearly state in such correspondence that the site and all equipment on the site has been thoroughly and successfully tested before the SAPS is requested to perform the official commissioning and acceptance tests.
41. TRAINING
(a) Training by the tenderer is required for technicians of the SAPS who will maintain the system after the guarantee period has expired. This training must cover the following aspects:

1) Diagnostics and maintenance of the TETRA Switches and TETRA BASE Station Equipment.

2) Administration of the TETRA radio solution, including system performance reporting.

3) Diagnostics and maintenance of the Automatic Radio Terminal Location solution.

4) Diagnostics and maintenance of the TETRA voice recorder solution.

5) TETRA radio terminal administration and system provisioning.

6) TETRA Radio dispatcher end user training. (Train the Trainer)

7) Automatic Radio Terminal Location solution administration.

8) Automatic Radio Terminal Location solution end user training (Train the Trainer)

9) TETRA voice recorder solution administration.

10) TETRA voice recorder solution end user training (Train the Trainer)

(b) The tenderer shall price for a comprehensive theoretical and practical training for not more than 8 technicians of the SAPS on all equipment used in the system as well as all managerial, functional and operational principles of the system.


(c) The technicians of the SAPS shall together with the staff of the tenderer work through all operational and maintenance manuals during the above-mentioned period to ensure that these manuals are fully understood and comprehended by the technicians of the SAPS and that any faulty documentation is properly corrected.
42. SOFTWARE PROGRAMS
(a) The tenderer shall undertake to provide all software program revisions (upgrades) used on the radio communications network, as well as all associated sub-networks mentioned in this specification, at no extra cost to the SAPS for a period of three (3) years after full acceptance of the total radio system and associated sub-systems as described in this specification has taken place.

(b) The software revisions shall be provided at no extra cost to SITA.

(c) The implementation of such upgrades shall not cause any interruption in radio communications services.
43. SPARES
(a) The tenderer shall ensure that spares of all equipment down to component level is available to the SAPS for a period of not less than ten (10) years after final acceptance of the system.

(b) The tenderer shall provide such proof of the availability of spares in a written and sworn statement and signed by the chief executive official of the tenderer for and on behalf of the tenderer.

(c) An optional list of critical spares shall be supplied by the tenderer. Details of the spare modules and its pricing shall be furnished in an Appendix (Annex E and Pricing schedule) to be submitted with the tender reply.


(d) The spare parts shall be dimensioned by the tenderer on his experience from wide area trunked systems and which he considers to be critical items. The spares shall include and make provision for the total digital radio communications system.

(e) SITA will make the final decision on which of these spares to procure as part of initial order.
44. COMPREHENSIVE MAINTENANCE PROGRAM AND EQUIPMENT INVENTORY
(a) The successful tenderer shall provide a comprehensive and well-structured preventative maintenance program to SITA as a proposal to maintain the total system in a thorough and professional way.


(b) The successful tenderer shall also provide a total inventory database with serial numbers of all components of the system to SITA to enable the ICT Unit at Maitland to keep track of all spares, to facilitate spares holding and to assist in preventative and remedial maintenance of the system.
45. FREQUENCIES
(a) The frequency band in which the system shall operate is 380 -400 MHz with a frequency separation of 10 MHz between transmit and receive frequencies.
46. TETRA SWITCH FUNCTIONALITY
(a) When a call request takes place, the TETRA Switch shall acknowledge the call and shall set-up a channel at those sites where talk-group members are located.  The call set-up shall take place through the Ethernet data links between the TETRA Switches and base station controllers.

(b) Simultaneous switching shall be possible to several destinations as needed for group calls, where such radios might be located in the coverage areas of multiple sites.

(c) When the conversation terminates, the base station controller shall inform the TETRA Switch, which shall disconnect all traffic links between the relevant sites.
47. RADIO NETWORK MANAGEMENT SYSTEM
(a) SCOPE OF THE REQUIREMENT
i. The tenderer shall supply and implement a radio network management system to achieve high availability and efficient operation of the radio communications system.

ii. The radio network management system shall consist of, and be controlled by a Network Manager Terminal (NMT).

iii. The radio network management system shall provide an extensive yet user friendly performance management facility to troubleshoot problems with radio terminals and the system infrastructure, including all sub systems as called for in this specification.

iv. The NMT shall predominantly be a managerial facility allowing the system manager to have access to and control of all managerial, configuration as well as fault management of the system.

v. Fault management shall be implemented through a graphical tool representing all objects in the system, allowing the NMT to monitor alarms from devices within the system.  

vi. The industry standard for network management is the OSI FCAPS model: Fault, Configuration, Accounting, Performance and Security Management.

vii. All network management software shall provide an intuitive Graphical User Interface (GUI)

viii. The network management system shall be highly secure from unauthorized use.

ix. The network management software shall include a report generator.

x. The network management software shall be the central facility for the following functions:

1) Fault management.

2) Status and Alarm system.

3) Status and Alarm system.

4) Fault location system.

5) Radio network configuration of base stations, microwave systems etc.

6) Radio terminal management.

7) Group management.

8) Encryption management.

9) Hardware management and transmission configuration.

10) Software upgrading.

11) Recording management.

12) Detailed information of activities on the radio network for management purposes.

13) System diagnostics testing, displaying and storing system error messages.

14) Total system and Talk-Group usage statistics at regular intervals.

15) It shall be possible to track specific call types, Talk-Groups, or individuals in order that a specific activity may be analysed.

16) Provide audio and visual (triggered) alerts when a specific caller or call type is present.

xi. User friendliness is of prime importance for the NMT.

xii. Information shall be provided in easy to read, menu driven screens providing user prompts.

xiii. A comprehensive Help Screen shall be provided.

xiv. A selective radio inhibit facility shall be provided to allow the complete disablement of a radio over the air when required.
(b) SYSTEM PERFORMANCE MANAGEMENT
i. The radio network management system shall be able to automatically generate reports providing summaries of traffic use by specified Talk-Groups and radio terminals.

ii. The radio network management system shall provide an extensive yet user-friendly performance management tool to analyse traffic patterns.

iii. The radio network management system shall provide an extensive yet user-friendly performance management tool to analyse system usage.
(c) ACCESS TO THE SYSTEM
i. Access to the system shall be password protected to a number of levels.  Access to the highest level, shall be available to engineering staff only and shall give access to all parameters, facilities and functions of the system.

ii. Each operator shall have access to all functions of all levels below that of his own, including the creation of new operators, however, no users shall be able to give higher rights to any other user than they have themselves.

iii. Each individual on each level shall be provided with a unique password.  Each password shall consist of at least six alphanumerical characters.
(d) LOGGING ON AND OFF AT A CONSOLE
i. At any time when a person wishes to gain access and log on to the system, the system shall request a password.  After entering the password, the system shall automatically record the date and time when the log on took place.

ii. Logging on and gaining access to the system shall automatically override a previous log on action.

iii. To log off the system the operator shall request this facility during which action the date and time shall automatically be recorded.

iv. Switching off the terminal shall result in an automatic log off of last individual who logged on.

v. The access to and logging on and off from the system shall equally apply to all radio terminal users.
(e) SYSTEM FUNCTIONS AND OPERATION
i. FLEXIBILITY OF TALK-GROUPS:

1) The tenderer shall offer the system with a degree of flexibility which will allow the maximum levels of group partitioning, with the specific quantity customized for optimum system operation.

2) The system shall make provision for the use of organisations and organisational blocks (talk groups). The organisations shall have a hierarchical structure with a number of sub-levels.

3) The set-up of organisations and Talk-Groups shall be such that the Talk-Groups will not be aware of each other, although they share the same infrastructure.

4) It shall however also be possible that some, or even all Talk-Groups can communicate with each other.

5) The tenderer shall provide the above-mentioned requirement in an orderly configured structure when details are finalized with the SAPS at the completion stage of the project.
ii. AUTOMATIC RADIO REGISTRATION:

1) When radios are switched on, or switched to another Talk-Group via a selector switch or button on the radio, the radios shall transmit its individual unit ID to the base station, and hence to the TETRA Switch.

iii. RADIO ID DISPLAY:

1) The radio ID shall be displayed on the dispatcher terminal each time the PTT has been pressed.  It shall be possible to convert radio ID's into alias names for ease of identification by the dispatcher.
iv. MULTIPLE PRIORITY LEVELS:

1) The tenderer shall provide a system with a minimum quantity of ten (10) priority levels.

2) The highest and second highest priority levels shall be reserved for emergencies and dispatch terminals respectively, whilst the 8 remaining levels shall be pre-assigned to individual radio terminals and talk groups during fleet map development.

3) In the event of all channels being busy, channel requests shall be processed according to the priority levels of the waiting callers in the busy queue. When capacity becomes available, call requests with a higher priority level shall therefore be granted access to the system before call requests with lower priority level.

4) The system manager shall have the ability to change the priority level of individual radio terminals and talk groups.
v. CALL SET-UP TIMES:

1) The call set-up time for a group call where the participating radios are spread over multiple sites shall be less than 450ms.
vi. RECENT USER PRIORITY:

1) To ensure uninterrupted communications, a recent radio user priority shall be provided for those users to whom a traffic channel had been assigned "recently".  Such users shall have priority to a traffic channel over other users to ensure continuous conversation by a user group as long as the predefined latency period between transmissions are not exceeded.
vii. LATE ENTRY UPDATING:

1) Once a traffic channel has been assigned to a Talk-Group, the system shall make provision for the control channel to continue to transmit the particular channel assignment for as long as the Talk-Group is using the channel.

2) This facility is important to ensure that other users of the same Talk-Group which might have been out of range or whose radio might have been switched off, will automatically be directed to the correct traffic channel to join their Talk-Group.
viii. REGISTRATION OF RADIOS AT BASE STATIONS:

1) Each and every radio used on the trunked system shall when switched on automatically register with the base station from which it receives the best service i.e. the strongest signal and thereby also register with the TETRA Switch in order that the switch shall know the location of all radios in the total coverage area and thereby minimize call set-up time.

2) Similarly, each mobile radio shall register with the system when it changes from one to another Base Station during roaming.

3) The mobile radio shall also register with the system when it changes Talk-Group attachment.

4) To safeguard system resources, each radio terminal shall de-register from the system on power-off.

5) To safeguard traffic channel resources the system shall have a mechanism for de-registering radio terminals that are no longer available, but which have failed to de-register. For example, where they have strayed out of coverage, or suffered power loss.
ix. DYNAMIC SITE ASSIGNMENT:

1) The TETRA Switch shall create records for each work group, each portable and mobile radio as well as each fixed control station and radio site location.  The TETRA Switch shall therefore always have the most current status of every radio operating in the trunked radio communication system.

2) In addition to the automatic site registration for each radio, the system shall also perform deregistration of radios.  This shall take place typically when a radio moves from the primary coverage area of one site to the primary coverage area of an adjacent site.  Whilst the radio shall register at the new site, it shall also de-register at the previous site.

3) Deregistration shall also take place when the radio moves out of range of the total coverage area of the system, after the system has performed a check process at the last site where the radio was registered. A time-out timer shall be utilized to determine whether any activity takes place with the radio on the control channel.

4) Activity encountered shall reset the timer and cell selection by the radio. If no activity is encountered after time-out the radio shall be removed from the active status and deregistered from the system.

5) Dynamic site assignment shall form an important part of the system operation whereby only those sites necessary to include all Talk-Group members of a specific Talk-Group shall be utilized.

6) No transmission shall take place from any transmitter where such transmitter is not the primary server for radios requiring transmission in a specific area.
x. RECEIVED SIGNAL STRENGTH MONITORING:

1) Each radio in the total coverage area shall continuously perform a signal strength measurement and thereby determine whether a better-quality signal (higher level etc.) is available from surrounding or adjacent base station sites.

2) In the event that such a higher quality signal is available- in comparison to the current signal received and the current signal degrades below the acceptable signal level, the radio shall automatically switch to the site with the better signal and register with that site.

3) This process shall take place on a continuous basis with rapid re-registration and updating of the information held by base station controllers and the digital exchange.
xi. DISABLING / STUNNING OF RADIO TERMINAL:

1) The system manager shall be able to temporarily disable (stun) a radio terminal with a message over the air interface.

2) The system manager shall be able to re-enable a stunned radio terminal with a message over the air interface.

3) While stunned a radio terminal shall be disabled from making or receiving calls.

4) While stunned, a radio terminal must continue with normal site registration and reselection procedures, so that its position can be tracked.

5) The stunned status shall be saved in non-volatile memory so removing power cannot defeat it.
xii. TRANSPARENT ROAMING:

1) Wide area communications between moving radios (portable or mobile) which move between the coverage area of various base stations shall take place and handed off between sites and shall be seamless without any user intervention.

2) The system shall offer roaming to allow a radio terminal to maintain their link with the system whenever they move out of the geographic coverage area of one Base Station and into that of another. 

3) The system shall support handover of calls in progress when a radio terminal changes Base Station.

4) Handover shall be supported for all classes of voice and data service.

5) Encryption of voice and data traffic, and signalling information shall not be compromised by roaming.

6) Base stations shall be synchronized using the GPS time signal or an alternative and equivalent high standard, to allow fast call handover during roaming. 

7) If a Base Station loses connection with the system infrastructure, so that it no longer supports roaming, it shall automatically and without manual intervention enter a fall-back mode, whereby each Base Station continues to independently support call trunking even when isolated from Tetra Switch.

8) When a Base Station is operating independently from the system infrastructure, it shall broadcast the loss of roaming to all registered radio terminals.

9) On receipt of a message that the Base Station they are registered at has entered fall-back mode, radio terminals shall automatically and without manual intervention attempt to register with an adjacent Base Station that still supports roaming.

10) If radio terminals are unable to register with a site that supports roaming, then these radio terminals shall automatically and without manual intervention register or remain registered with the isolated Base Station in site trunking mode.
xiii. PREFERRED SITE OPERATION:

1) The radio communications system shall be provided with a preferred site operation feature.  Specific radio users shall maintain conversation on a preferred site based on operating requirements and group conversation.

2) This feature has particular relevance in areas with overlapping coverage where the radio shall operate on its preferred site in order to efficiently utilize channel resources while minimizing the number of channels necessary to complete a Talk-Group call.

3) The preferred site operation feature shall override the facility provided by means of the received signal strength monitoring, however, only to a point where the radio and site controller establish that the signal strength becomes too weak for proper communications during which time the radio shall switch over to the site offering the best alternative signal.

4) It shall be possible to modify the Base Station re-selection algorithm to ensure that a radio terminal will remain registered with a preferred Base Station as long as an adequate signal is present.

5) Each radio terminal shall be capable of supporting up to 8 preferred Base Stations.
xiv. CONTROL CHANNEL ASSIGNMENT:

1) On a Base Station site equipped with more than one base radio, the first slot of each of the base radios shall be available for use as a control channel.  

2) In the event of a control channel failure being detected by the base station controller, the next "in line" base radio shall automatically and immediately be assigned as the control channel.
xv. SOFT POWER DOWN:

1) If a user decides to switch off his radio, the radio shall perform a soft power down function whereby it shall inform the base station controller and TETRA Switch of the changing status and thus deregister from the system.
xvi. RECEIVER INTERFERENCE LOCK-OUT:

1) It shall be possible to close down or lock-out a particular transceiver should it detect a foreign carrier in the form of interference on a channel that has not been assigned to a user. This shall be achieved by a facility provided by the base station controller or by an instruction via the NMT.
xvii. TRANSMITTER POWER FAILURE SHUTDOWN:

1) The base station controller shall be able to detect a loss or a decrease in the transmitter output power. In the event that the output power level falls below a pre-set threshold, the base station controller shall not assign the particular channel.
xviii. BASE STATIONS - FAILURE OR LINK LOSS:

1) If a Base Station loses connection with the system infrastructure it shall enter a fall-back mode whereby the Base Station continues to independently support call trunking.

2) On entering fall-back mode, the Base Station shall transmit a signal to all radio terminals advising them of the loss of Wide Area Trunking.

3) Should a fault occur with the base radio carrying the Main Control Channel (MCCH), this fault shall be automatically detected and the MCCH shall automatically switch to another base radio.

4) Each Base Station shall be able to support a redundant base radio in hot standby. Should a fault occur with one of the base radios in-service, the fault shall be detected and the standby radio shall be automatically switched into service using the same frequency pair as the faulty radio. 

5) Each Base Station shall be able to detect fault conditions and report these to the network manager.

6) In the event of a base radio failure, the site controller shall not assign such a channel to a user and an appropriate alarm message shall be sent to the NMT.
xix. FAILURE OF TRANSMISSION LINKS TO BASE STATIONS:

1) If it should occur that there is a complete failure of the link between the Tetra Switch and any specific base station site, and the base station is in the fall-back mode it shall support affiliation of radios and group calls.

2) To ensure that radios will not operate in the failsafe mode simply because they go out of range, a data handshake shall be activated when the base stations go into the fall-back mode.  The system shall thereby ensure that the radios only enter and remain in the fall-back mode as long as they receive this message.

3) In view of overlap coverage whereby areas will be served by more than one base station site installation, the tenderer shall ensure in his system design that radios will not receive conflicting information in the event of the failure of a particular link to a base station.

4) Radio users in the coverage area of only one base station site and where such a site experience a complete base station link failure, shall receive a distinct indication (visual and audible) every 10 seconds to inform them of the fall-back mode.
xx. FAILURE OF THE TETRA SWITCH

1) If a complete failure of the TETRA Switches should occur, the radio communications system shall be kept in full operation by base station controllers and Talk-Groups shall maintain normal operation controlled by base station controllers. Operation of groups shall be as described for the failure of transmission links to base stations.

2) However, since certain members of Talk-Groups might be at various other sites, a distinct indication (visual and audible) shall be given to the users which shall inform Talk-Groups that the system is not in total wide area operation and that certain members of the Talk-Group might be out of reach.
xxi. ADDITION OF CHANNELS AT A SITE

1) Should it be required to add channels to a base station at a particular site due to additional traffic load, it shall be possible to synthesize the frequencies of the additional channels into all mobile and portable radios from the site controller and TETRA Switch.

2) The necessity to have to bring in all radios in the field to program in additional frequencies and channels, shall therefore not be acceptable.
xxii. PRIORITY MONITORING

1) The priority monitor facility shall allow the user to monitor to at least 8 other Talk-Groups in addition to his "home" Talk-Group.

2) The user shall be able to define a different priority for each talk group being monitored.

3) The radio shall be supplied with a predetermined list of groups programmed into the radio or with the capability of allowing the radio user to select the priority groups that he wishes to monitor.

4) It shall however be possible for specific radios to monitor any Talk-Group in the system regardless of the Talk-Groups of different units within the SAPS.

5) If one of the Talk-Groups on the monitor list is granted a voice channel while the user is in the monitor mode, that user shall automatically switch to that Talk-Group regardless of the Talk-Group selected on his radio.  The user shall also have talk back capability within the “hang time” of the talk-group call. After the “hang time” has expired, the radio will revert back to its selected talk-group and continue the monitoring of talk-groups.

6) The user’s radio shall continue to monitor for activity on the priority talk group, even when listening to a voice conversation on one of the monitor talk groups. A conversation with a priority talk group shall not be interrupted by other monitoring activities.
xxiii. CALL ALERT (PAGE)

1) A call alert facility shall be provided to allow a dispatcher or other radio user to selectively alert an individual's radio in order that the latter radio user knows that another user is trying to reach him.

2) The call alert facility shall produce an audible and visual alert on the receiving party’s radio.

3) Receipt of the call alert shall be acknowledged by indicators on the initiating caller's radio.
xxiv. TALK PROHIBIT TONES

1) An indication shall be given to the radio user should it occur that the user finds all channels in a particular coverage area busy.

2) The user shall hear this signal while he presses the PTT and will stop hearing it as soon as a channel becomes free and is assigned to him or when he releases the PTT.

3) Provision shall also be made for an out-of-range signal as well as a signal when the system is out of service.
xxv. BUSY QUEUING/CALL BACK

1) In the event of all channels being encountered busy as mentioned above, such a radio user shall be put into a queue and thereafter assigned channels when channels become free on a FIFO basis and according to priority levels.

2) In the event of the request for a channel not being received by the site controller due to poor signalling conditions, the radio shall continue to send channel requests until the site controller acknowledges the request.  These requests shall continue until the user has released the PTT button. The retries shall then cease.
xxvi. VOICE CALL OPERATION

1) SYSTEM CALL

(i) It shall be possible for an authorized dispatcher to make a system call in order to communicate with all users on the system, regardless of inter departmental boundaries.

(ii) When placed, the call initiator shall wait for all users on the system to de-key and join the system call or if so configured, interrupt all ongoing group calls in order to initiate the system call.

(iii) Any user attempting to establish a conversation after a system call has been initiated shall receive a busy signal.

(iv) Users engaged in telephone interconnect or emergency calls shall not be aware of the system call until their calls are terminated, after which they shall join the system call.

2) BROADCAST CALL

(i) It shall be possible for an authorized dispatcher to make a broadcast call to one or several Talk-Groups within a selected area i.e. it shall be possible to broadcast to all groups belonging to a certain department in a specific area.

(ii) The broadcast call shall be defined in the call request by selecting the talk groups to which such a call must take place.
3) GROUP CALL

(i) A group-Call is the most distinctive feature of Professional Mobile radio networks: supporting one-to-many wide area operation, with simple one button operation to establish a call. Group-Calls on single sites and Group-Calls across multiple sites are anticipated to be the major part of the traffic load.

(ii) The system shall support Group-Calls from one party to multiple parties.

(iii) In order to prevent conflicting transmissions within a Talk-Group, the system shall ensure that only one party may transmit at a time.

(iv) When in Group-Call mode, the radio terminal shall automatically receive all calls for the Talk-Group to which they are attached, without any action being required by the user.

(v) When in Group-Call mode, a radio terminal shall be able to request a traffic channel to transmit to their attached Talk-Group by simply pressing a Push to Talk (PTT) button.

(vi) The Network Manager shall be able to configure each Talk-Group to determine whether the current transmitting party will be interrupted if another Talk-Group member presses PTT. Interruption of the current transmission shall be configurable to happen either always or never.

(vii) Group-Calls shall be automatically cleared down by the system following a specified period of inactivity: a hang-timer will be started after each user transmission.

(viii) Group-Calls shall be cleared down by the system after a predefined maximum Group-Call duration.

(ix) The system shall support separate configurable hang-times and maximum call durations for Emergency-Calls, distinct from the configurable hang-times and maximum call durations for ordinary Group-Calls.

(x) The system shall track which radio terminals are registered; which Talk-Group each radio terminal is attached to; and which Base Station each radio terminal is registered with.

(xi) In order that radio terminal users can operate over operational areas wider than the coverage of a single Base Station, the system shall support Wide Area Group-Calls, established at several Base Stations.

(xii) There shall not be any restriction on the number of sites that can be included in a Group Call. Wide Area Group calls shall be able to include all sites in the network. Tenderers shall describe any limitations of their Group call service, including any limitations on sites being included, or any maximum number of radio terminals that can participate.

(xiii) To efficiently manage system resources, the system shall only allocate traffic channels for a Group-Call at Base Stations where there is a member of that Talk-Group registered.

(xiv) The system shall be able to determine which Base Stations are required for a Group Call, without generating any additional traffic while locating Talk-Group members. This will conserve traffic resources and ensure fast call set-up.

(xv) A radio terminal may have a legitimate interest in communications for Talk-Groups other than the one they are currently registered with. The system shall support Talk-Group scanning, whereby a radio terminal gives priority to its own Talk-Group, and listens to other Talk-Groups when idle.

(xvi) A radio terminal user might fail to be notified of a major incident, while engaged in routine low-priority calls for another Talk-Group. To prevent this, the system shall be able to assign appropriate Talk-Groups as high priority. 

(xvii) When a call is set up for a priority Talk-Group, the signalling information shall be sent on the traffic channels allocated to Group-Calls already active at these Base Stations, as well as on the main control channel.

(xviii) The Network Manager shall be able to configure how the system will behave when a Group-Call is initiated but one or more of the Base Stations required for the Talk-Group has no free traffic channel available. The system shall support either waiting for all resources to become free, or starting immediately

(xix) When configured to wait the call shall only start once all required resources become available.

(xx) When configured to start immediately the call shall be set up straight away at whichever Base Stations are available. Radio terminals at other Base Stations shall join the call as resources become free.

(xxi) It may be critical that one or more geographical areas are included in Group-Calls for a particular Talk-Group. The system shall allow each Talk-Group to be allocated a list of critical Base Stations, which shall be included before a Group-Call can be established. 

(xxii) To ensure that traffic channels are not unnecessarily allocated for Talk-Group members working out of area, the Network Manager shall be able to limit the geographical coverage of a Group-Call by defining a list of valid Base Stations for each Talk-Group.

(xxiii) For each Talk-Group, the Network Manager shall be able to allow a wider list of Base Stations to be valid for Emergency-Calls than for normal Group-Calls. This allows Talk-Group members working outside of a valid site to initiate an emergency call.

(xxiv) If a radio terminal seeks to initiate a Group-Call and all traffic channels are busy, the system shall support call queuing.

(xxv) In the case of voice calls, a radio terminal, which has initiated a queued call, shall be called back by the system when a traffic channel becomes available.

(xxvi) Calls that are queuing shall be serviced in order of priority. High priority calls shall be handled first.
(xxvii) The Network Manager shall be able to assign each radio terminal with a priority level between 2 and 10. Priority level 1 shall be reserved for Emergency-Calls.

(xxviii) Calls in the queue with the same priority shall normally be handled on a first in first out basis. 

(xxix)   To facilitate call continuity, the queue shall prioritise between calls from radio terminals with the same priority, so that a call from the more recently serviced radio terminal will be handled first.

(xxx)   Members of a particular Talk-Group shall be able to transmit to other selected Talk-Groups. It is permissible for this functionality to be achieved with the intervention of a Dispatch Terminal operator.

(xxxi)   During a Group-Call, the identity of the talking party shall be identified to all other Talk-Group members.

(xxxii) The system shall allow the Network Manager to add Talk Groups or delete Talk Groups from radio terminals, over the air interface. 

(xxxiii) In order to provide notification of geographically specific incidents, such as a fire or a bomb threat, the Network Manager shall be able to set up a group call to all radio terminals registered at a particular site, regardless of which talk-group they are attached to. Tenderers shall explain how this is achieved.
4) MULTI-GROUP CALL

(i) It shall be possible to make a simultaneous call to multiple Talk-Groups.  This facility shall be provided in two ways viz.

1. The call initiator waits for all requested Talk-Groups to finish their calls.

2. Radio users who are already busy with a call shall not hear the call until their current call is released.  They shall then join the call if the call is still in progress.

(ii) Users with their priority scanning enabled shall automatically revert to this call if it has a higher priority than the one taking place (according to the user’s radio’s priority settings).

(iii) When the user initiates a multi-group call, such a call shall immediately interrupt other conversations in progress without waiting for other users to de-key.

(iv) A multi-group call facility shall allow up to sixteen (16) Talk-Groups to be grouped together for the purpose of such a call.
5) INDIVIDUAL CALL

(i) The tenderer shall supply an individual call facility for specific radios which shall allow the user of such a radio to selectively call and engage in a private conversation with another party.  The user shall switch his radio into the individual call mode and press the call activation button to initiate this type of call.

(ii) The caller shall be able to reach an individual radio user as long as that radio is not already on a traffic channel.

(iii) The calling unit shall receive an acknowledgement of a successful individual call.

(iv) If engaged in any other type of call, the called party shall receive an audible alert as well as a visual indication of the calling party indicating that an individual call has been made to his radio. He may choose to ignore the call, or terminate the latter and answer the individual call.

(v) The system manager shall be able to set a system wide maximum call duration for individual calls, which shall be variable.
6) EMERGENCY CALL/ALARM

(i) When radio terminal users encounter emergency situations, it is imperative that the radio system provides a very high level of service. The system shall offer an integrated emergency strategy, including highest priority voice calls, an automatic emergency alarm, and special Dispatch Terminal features.

(ii) Emergency-Calls shall be supported both as Group-Calls and as Multi-Group-Calls.

(iii) Emergency-Calls shall be set-up immediately even when all traffic channels are busy, by ruthlessly pre-empting the lowest priority call in progress. This lowest priority call shall be dropped and the traffic channel allocated to the Emergency-Call.

(iv) The Emergency Alarm shall be addressed to all Dispatch Consoles monitoring that Talk-Group.

(v) Receipt of an Emergency Alarm/ Emergency-Call at the Dispatch Console shall be indicated both visually and audibly.

(vi) Annunciation of the Emergency shall continue at all Dispatch Terminals monitoring that Talk-Group, until one of the console operators acknowledges the condition.

(vii) All Dispatch Terminals monitoring that Talk-Group shall continue to display the emergency status until the radio terminal clears the emergency.

(viii) Dispatch Console operators shall be able to initiate Emergency-Calls.
7) RADIO/PABX INTERFACE

(i) The tenderer shall provide a complete radio/telephone interconnect facility for the trunked radio communications system in order that calls can be made:

1. From telephones on the SAPS SIP PABX to portable and mobile radios.

2. From portable and mobile radios to telephones on the SAPS SIP PABX.

(ii) The tenderer shall supply a total quantity of thirty (30) telephone interconnect SIP channels on a SIP trunk from the TETRA Switch. This means that up to thirty (30) SIP telephone channels from the SAPS SIP PABX can be connected to the TETRA Switch and the SAPS PABX. The SAPS will provide the connectivity from their SIP PABX to the TETRA Switch location.

(iii) Telephone interconnect calls shall be possible from any location in the total coverage area, i.e. if a radio user is in the coverage area of any specific base station such a user shall be able to make or receive a telephone interconnect call.
8) RADIO TO PABX CALL
(i) It should be noted that the initiation of calls by the radio user shall only be possible if such a user has been authorized by the system administrator.

(ii) In the event that all telephone interconnect circuits are busy, the user will receive a busy signal and placed in a queue until interconnect channel becomes available.

(iii) An indication shall be given to the user when such a channel becomes available and is assigned to the user.  All telephone calls shall be processed on a first-in-first-out FIFO basis.
9) PABX TO RADIO CALL
(i) The PABX party shall dial the specific telephone number, which will connect him to the radio communications network.  If an interconnect channel is available, a district tone shall prompt the PABX party to enter the number of the radio user he wishes to contact.  The radio user will be made aware of the incoming call with telephone type ringing.  The radio user shall then press the call activation button to answer the call.

(ii) If all PABX lines to the radio communication system are engaged, the PABX party shall hear the normal PABX busy tone. It should also be possible to allow for Direct Inbound Dialling numbers, where each radio configured for telephone interconnect will be given a unique telephone extension number and the external PABX user will dial that number to reach an individual radio terminal.

(iii) During a telephone interconnect call, the user shall be able to send (Dual Tone, Multi-Frequency) DTMF tones (0-9, * and #) from the radio terminal to a land-line subscriber, by using the radio terminal keypad. This allows the radio terminal to access such features as voice mail, and to utilize automated telephone answering services. 

(iv) The radio communications system shall make provision and be licensed so that up to thirty (30) SIP telephone channels can be connected to the system for telephone interconnect calls.
10) SUPPLEMENTARY SERVICES

(i) The System shall support the following supplementary services:

1. Calling Line Identification Presentation supplementary service. 

a. The radio shall display the identity of the calling party when engaged in a call.

2. Call Barring Inbound supplementary service. 

a. It shall be possible to exclude radios from receiving telephone calls from certain predefined numbers or groups of numbers.

3. Call Barring Outbound supplementary service. 

a. It shall be possible to exclude radios from making telephone calls to certain predefined numbers or groups of numbers.

4. Pre-emptive Priority Call supplementary service. 

a. It shall be possible for a high priority calls to ruthlessly pre-empt traffic resources, and be connected in preference to a lower priority existing call.
11) MOBILE DATA TRANSMISSION

(i) Status Message

1. The system shall offer a pre-coded status messaging feature.

a. Pre-coded status messages are numerical codes which can have pre-coded textual meaning in either the system or in the radios and can be sent to individual radios or groups.  These messages can allow a dispatcher to continuously track the status of a unit i.e. the unit is free; arrived; on break; on call etc.

b. These status messages shall introduce a minimal load to the system (only a few bits per message), and shall be call unrelated i.e. it can be sent and received during an ongoing speech call.

c. The system shall support a minimum of 100 status messages.

d. The system shall also allow these status messages to be sent, not only to the dispatchers, but also to all members of the talk group if required.

12) SHORT DATA TRANSPORT SERVICE
(i) The system shall implement the Short Data Service (SDS) to support such services as Text Messaging, Database Enquiries and Automatic Vehicle Location (AVL).

(ii) The system shall provide an easy to use transport layer service; thus, making end-to-end data connections available between applications running on radio terminals and host computers networked to the system infrastructure.

(iii) The system shall support a text messaging service analogous to the Short Messaging Service familiar to GSM phone users. This shall permit messages of up to 140 characters to be sent between radio terminals, or between a radio terminal and a Dispatch Terminal.

(iv) Text messaging shall be a reliable service, so that the sender is informed if the message is not delivered. 

(v) In cases where target radios are switched off or are out of range, the Short Data Text messages must be stored and send to the target once it re-registers with the network. 

(vi) Short Data Service messages shall be delivered even if the destination is involved in a voice call.

(vii) The Dispatch Consoles shall be able to receive and transmit Status Messages and Text Messages.
13) ENCRYPTION

(i) The system shall offer air interface encryption and shall conform to all specifications for ETSI TETRA ENCRYPTION ALGORITHM number 1 (TEA1).

(ii) The system shall be configured for TETRA security class 3 where Dynamic Cypher Keys (DCK) are used.

(iii) In fall-back mode, the system or Base Station shall revert to a set of 32 Static Cypher Keys (SCK) to allow for TETRA Security Class 2 encryption.

(iv) The encryption keys shall be delivered to the radio terminals via the system as encrypted messages.

(v) Encryption keys shall be changed periodically.

(vi) The integrity of the network shall be defended from unauthorized access, eavesdropping and denial of service attacks.

(vii) Eavesdropping, interception and decoding by non-authorized users equipped with commercially available equipment, of any encrypted data or voice messages transmitted over the network, from radio terminal to radio terminal shall therefore be impossible.

(viii) A great deal of sensitive information is transmitted between operational radio terminal users. To reflect the importance of this requirement, tenderers shall provide a brief summary of the security features in their system.

(ix) The system shall support explicit authentication of radio terminals by the system infrastructure. 

(x) Encryption of voice and data, and signalling information shall not be compromised by roaming.

(xi) Both traffic and signalling shall be encrypted.

(xii) Addresses shall be encrypted. 

(xiii) It shall be impossible to read the encryption key from a radio terminal.

(xiv) The mechanism for generating and managing encryption keys shall be secure. 

(xv) The mechanism for delivering encryption keys to the Base Stations shall be secure.

(xvi) To support authentication, the system shall include a dedicated Key Management Centre (KMC).

(xvii) The KMC shall store the database used for authentication and key generation with at least level 1 cryptographic protection as defined by the Federal Information Processing Standards Publication, FIPS 140-1.
(xviii) The KMC shall provide at least level 3 tamper resistance, as defined by the Federal Information Processing Standards Publication, FIPS 140-1.
48. TETRA VOICE RECORDER SYSTEM

(a) SCOPE OF THE REQUIREMENT
i. The SAPS require a redundant digital voice recorder system for the recording and playback of all radio voice conversations that is taking place on the TETRA radio communications system.

ii. The recording system is required to record and archive all radio communications (including encrypted messages) and to provide a search and replay facility.

iii. The tenderer shall supply a complete redundant voice recorder server and software solution that is directly linked to and installed at the Primary and Secondary TETRA Switches and the replay stations as required by the SAPS.  

iv. The voice recorder supplier shall be a reliable and experienced voice recorder system supplier which can provide a quality working system, as well as give the required after sales service and maintenance back-up.
(b) GENERAL REQUIREMENTS

i. The system shall be provided to perform: 

1) Independent playback of voice recording for the purposes of investigation, operational analysis and voice transcription.

2) Instant playback of recorded messages while recording is in progress.

3) Long term storage of recorded messages.

ii. The voice recorder shall log as a minimum the following audio communication which are transmitted via the radio infrastructure:

1) Individual calls

2) Talk-group calls

3) Emergency calls

4) System-wide calls

5) Telephone interconnect calls.

iii. Note: Direct Mode Operation calls shall not be recorded.
(c) COMPRESSION

i. The recorder shall record and replay compressed TETRA formatted audio without the need for conversion and re-coding.

ii. The record and replay functions shall not degrade the overall sound quality.
(d) RECORDING CAPACITY 
i. The digital voice recorder shall have the capacity to record and archive all channels simultaneously. The minimum acceptable hard disk capacity for on-line storage will be sufficient to store recordings for up to two (2) years.

ii. The digital voice logging system shall operate continuously 24 hours per day.

1) The voice recorder shall be sized to have the following capacities:

2) 240 trunked radio voice channels

3) 500 Talk-group numbers

4) 6000 Individual radios
(e) RESILIENCE REQUIREMENT
i. The recorder shall have very high availability with in-built local hard disk resilience.

ii. It shall be possible for the technician to remove and replace a failed RAID hard disk without the need to shut down the server or any loss of recording.

iii. The recorder shall have a duplicated separately power supply that is hot swappable.
(f) SYSTEM MANAGEMENT, CONFIGURATION AND MONITORING
i. Management and configuration of the recording system shall be carried out remotely via a single, management application/account that provides secure access to all of the components within the system. This application will run under the latest appropriate Windows operating system.

ii. The recorder shall permit remote set-up and system configuration via TCP/IP LAN or WAN.

iii. The recorder shall support Simple Network Time Protocol (SNTP) for Time Synchronization.
(g) AVAILABILITY REQUIREMENTS
i. The recording system, including any provision for redundancy and duplication, shall have an overall availability of better than 99.99%.  
(h) SECURITY
i. Access to the digital voice recording system shall be password protected to guard against unauthorized access and unauthorized monitoring of calls. Passwords shall have as a minimum 6 characters.

ii. Replay user accounts will be set up via the Systems Managers application.

iii. Each user account will have its own password and shall have the capability of being either stand-alone or grouped together with other user accounts.

iv. Each user account will have the following password options:

1) User cannot change password

2) User must change password at next logon

3) Password never expires

4) Account disabled

v. Each account shall have the capability of having any combination of the following privileges:

1) Administer security - own group

2) Administer security - all groups

3) Administer platforms

vi. Each account shall have one of the following replay rights:

1) No replay

2) Replay own transmissions

3) Replay groups' transmissions

4) Replay all transmissions
(i) ARCHIVE
i. The recording system shall be capable of automatically archiving calls at predefined intervals. 

ii. The archive capacity shall be as a minimum two (2) years of recording.

iii. The archive media shall be a redundant array independent disks (RAID).

iv. Any single disk can fail without the loss of any data. The faulty disk shall be hot-swapped and the data shall automatically be rebuilt on that disk from the rest of the system.

v. Each component in the digital voice recording system shall generate events categorized into three levels: Alarm, Warning and information.

1) Alarm - This shall be an exceptional event and will indicate a fatal error within the system.

2) Warning - This shall be an exceptional event, which will be an error that needs rectifying, but does not affect the core activity of the sub-system.

3) Information - This shall be an exceptional event to be used for reporting uncommon system events that do not require attention.

vi. Each of these events shall be logged and viewed on the System Managers workstation. The display shall provide the flexibility to be filtered and sorted to show only the events of interest. 

vii. It shall be possible to export selected recordings by means of an analogue signal to another form of audio recorder, or by soft copy to an .mp3 file or other industry standard type file.
(j) CONFIGURATION AND ALARMS
i. The digital voice recorder system shall provide a system management application to be deployed on a standard PC running the latest applicable version of Microsoft Windows. 

ii. The management application shall enable installation staff and the system manager to install and, where appropriate, remotely configure the various components of the digital voice recording system.

iii. Alarms and warnings shall be provided at the digital voice recorder and at a remote networked management terminal.

iv. All system components shall communicate over an IP network.
(k) SEARCH AND REPLAY APPLICATION
i. The search and replay facility shall provide the instant playback or retrieval of calls, without effecting operational recording. It should be possible to access archived data easily for recording or playback and this facility shall be available remotely. 

ii. At this point, all the replay facilities shall be installed within 50m of the Primary TETRA Switch.

iii. It shall be possible to retrieve selected transmissions from the digital voice recording system, and have the data available for replay by the replay application within 20 seconds maximum.

iv. The replay graphic users interface (GUI) shall provide on-screen icons identifying specific types of calls. 

v. Call types will include as a minimum: 

1) Individual calls

2) Emergency calls

3) Talk group calls

4) Telephone calls

vi. The replay GUI shall provide on-screen tool tips identifying transmissions with specific attributes.

vii. Transmissions to be identified will include as a minimum: 

1) Radio ID

2) Called party; whether a talk group ID, an individual ID, or a telephone number as applicable to the type of call.

3) Talk-group


viii. The displayed information shall be configurable.

ix. An administrator shall be able to restrict access to individual users and groups of users to predefined talk-groups and radios.

x. The following replay search criteria shall be provided as a minimum: -

1) Radio ID

2) Talk-group ID

3) Date

4) Time

5) Radio and talk-group aliases

6) Group Calls

7) Telephone Calls

8) Private Calls

9) Emergency Calls

10) The replay GUI shall visually display the time relationship of the selected communications. 

11) There shall be no limit to the number of radios, talk-groups or channels displayed. Vertical and horizontal scroll bars shall be provided where required. 

12) It shall be able to view transmissions which have been ordered by Radio ID’s, or Group ID’s etc.

13) A zoom control shall be provided to enable an expanded on-screen view of transmissions within a given time frame.

14) The GUI shall provide the facility to highlight a selection of transmissions by on-screen point and mouse click

15) Selected calls shall be replayed on the PC sound system. The PC sound system shall be high quality PC speakers and headphones.

16) Controls shall be provided to control the replay. Replay controls shall be as a minimum:

(i) Play

(ii) Step forward / backward / fast forward / fast backward

(iii) Next

(iv) Stop

17) The replay speed shall be variable from slow to fast, without significant pitch change.

18) It shall be possible to copy the selected transmissions to a .wav or .mp3 file for replay on another Windows PCs.
49. AUTOMATIC RADIO LOCATION SYSTEM
(a) SCOPE OF THE REQUIREMENT
i. The SAPS require an automatic radio location (ARL) system that will enable dispatchers or supervisors to see at a glance the geographical position of the vehicles or portable radios, which are under their control.

ii. The tenderer shall supply, install, test and commission a radio location system using the TETRA radio’s build in Location Information Protocol (LIP) and the TETRA radio network as data communication medium

iii. It should be noted that the system required is a radio location system for dispatching and not a vehicle fleet management system.

iv. The primary function of the system is to enable dispatchers and supervisors to be in a position to know the location of the radio terminals under their control so that in the event of emergencies, response to emergency situations will be greatly enhanced.

v. The tenderer shall include a complete Street Search facility with the ARL system.
(b) DISPLAY OF POSITION OF TETRA RADIO TERMINALS
i. The position of the radio terminal shall be displayed on a Google Earth map on a display screen that will be provided as part of the radio dispatcher console.

ii. Each radio terminal displayed shall be represented by a specific symbol, indicating clearly its radio call sign and its precise position on the map, corresponding to its exact geographical position in its area of operation.

iii. A clear distinction shall be made by means of various symbols or different colour symbols of the various radio terminals, each indicating also its own radio call sign.

iv. It shall be possible to read the coordinates [South and East in degrees, minutes and seconds] of the position of the radio terminal off the display screen by simply positioning the cursor on the symbol representing a radio terminal.
(c) EQUIPMENT REQUIRED FOR SYSTEM

i. GENERAL
1) All radio terminals will be equipped with geographical positioning system (GPS) location devices and antennas to determine their position with the aid of the GPS satellite system.

2) The data of the position shall be fed to the TETRA Switch via the TETRA Short Data facility of the TETRA radio communications system.
ii. EQUIPMENT AT NETWORK CONTROL CENTRE
1) The following equipment shall be supplied and installed and connected to the Primary TETRA Switch:

(i) An application server to receiver the TETRA Location Information Protocol (LIP) GPS location short data messages. The server shall include a data base with all the relevant information of the vehicles utilizing the radio location system. 

(ii) The server shall be a 19” rack mount unit.

(iii) A number of Windows based PCs to display the positions of the radio terminals on a Google Map. The exact quantity of these terminals is requested within the pricing schedule.

(iv) Terminals for each dispatcher consisting of a 23” All in One type personal computer (PC) with the latest Windows.

(v) A system’s manager PC located at the Network Control Centre. This should in all aspects be similar to the normal ARL dispatcher PC, but with an additional HDMI or Display Port. This PC will drive a wall mounted 60” LED monitor showing the Google Map and selected radio positions. This monitor must be a continuous duty (always on) type. This PC will also be used by the system administrators to manage the database administration relating to the location of the TETRA radio terminals.

(vi) A firewall/VPN router to allow remote dispatch terminals to access the location server remotely from the internet.

2) Resilience Requirement 

(i) The ARL Server shall have very high availability with in-built local hard disk resilience.

(ii) It shall be possible for the technician to remove and replace a failed RAID hard disk without the need to shut down the server or any loss of recording.

(iii) The ARL Server shall have a duplicated separately power supply that is hot swappable.

iii. SYSTEM FACILITIES

1) The tenderer shall provide a complete data base with all relevant information of the radio terminals on the location system.

2) The data base shall be provided complete with an editor to add information of new or additional radio terminals using the location system, to delete radio terminals from the location system or to edit/modify the information pertaining to any specific radio terminals on the location system.

3) The system shall use maps from Google to ensure that updated maps are always available.

4) The data base shall have the capacity to store the movements of each radio for a period of up to one (1) year. It shall be possible to draw a neatly structured report from the system with all the detail of the movements of such a radio for such a period.

5) It shall be possible to display the historic movement a radio terminal graphically on a Google map.

6) The system shall have the ability to identify a radio terminal by radio identification number or by the call sign of the vehicle.

7) Password protection shall be provided for use by the SAPS in order that the dispatchers will not be able to change system settings.

8) It shall be possible to hot-select a single radio terminal for display on the screen.

9) Hot selection shall result in the vehicle so selected to be kept in the middle of the screen and as it moves, the map shall move accordingly on the display.

10) The following additional facilities shall be provided:

(i) The system shall provide geofencing functionality to demarcate specific areas of operation [zones] in order to raise an audible and/ or visual alert when a vehicle moves out of its designated way point area of operation.

(ii) The way point area or zone shall be achieved by means of a polygon drawn on the map.

(iii) The system shall provide beacon functionality to in order to raise an audible and/ or visual alert when a radio terminal moves past that position.

iv. UPDATING OF POSITION OF VEHICLES

1) The system shall work in real time and the frequency of updating the position of the vehicle shall be determined by the settings within the radio terminal.

2) The frequency of updating the position of the vehicle shall be determined by a combination of the speed of the vehicle and time.

3) The result of this combination will be that if a vehicle is stationary, it shall give its geographical location as per the periodic update configured. 

4) As soon as the vehicle starts moving, it shall give its position at more regular intervals according to its speed and distance travelled.

5) The faster the vehicle moves, the greater the frequency of updating its position will be.

v. LOCATION DISPATCHER FACILTIES

1) The dispatcher shall have the ability at his console to select which radio terminals shall be monitored on the screen.

2) It shall be possible for the dispatcher either to zoom into the map in order to allow him to see a specific small area where he needs to concentrate on a few vehicles

3) Alternatively, the dispatcher shall be able to zoom out to allow him to see a larger area displayed on screen and to see a larger quantity of vehicles.

4) The dispatcher shall have the functionality to send or receive short text messages to and from the radio terminals via the TETRA Short Data facility. This shall be a user-friendly task by clicking on a radio terminal icon on the screen and then entering the text.

5) The dispatcher shall have the facility to individually request the position of any radio terminal under his control by clicking on the icon of the radio terminal on the screen. A poling message will be sent to the terminal requesting the terminal to update its latest position.
vi. QUANTITIES OF RADIO TERMINALS LICENSES AND LOCATION DISPATCHER POSITIONS LICENSES

1) The quantities for the software licensing for each radio terminal and dispatcher position is requested within the pricing schedule in this document.
50. INTEROPERABILITY
(a) The Bidder confirms and will ensure interoperability to existing equipment and systems.
51. ICASA REQUIREMENTS

(a) All equipment provided needs to comply with the ICASA requirements.

8.3 DECLARATION OF ACCEPTANCE

	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	(1) The bidder declares to ACCEPT ALL the Special Condition of Contract as specified in section 8.2 above by indicating with an “X” in the “ACCEPT ALL” column.
 
	
	

	NOTE: Failing to Accept ALL the Special Condition of Contract as specified in section 8.2 above will result in disqualification.




ANNEX A.3: COSTING AND PRICING

9. COSTING AND PRICING


9.1 COSTING AND PRICING EVALUATION

(1) In terms of Preferential Procurement Policy Framework Act (PPPFA), the following preference point system is applicable to all Bids:
(a) the 80/20 system (80 Price, 20 B-BBEE) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 

(b) the 90/10 system (90 Price and 10 B-BBEE) for requirements with a Rand value above R50 000 000 (all applicable taxes included).

(2) This bid will be evaluated using the preferential point system of 90/10, subject to the following conditions –

(a) If the lowest acceptable bid price is up to and including R50 000 000 (all applicable taxes included) then the 80/20 preferential point system will apply to all acceptable bids; or 

(b) If the lowest acceptable bid price is above R50 000 000 (all applicable taxes included) then the 90/10 preferential point system will apply to all acceptable bids;

(3) The bidder must complete the declaration of acceptance as per section 9.3 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 

(4) Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions. These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.

9.2 COSTING AND PRICING CONDITIONS

1. SOUTH AFRICAN PRICING
The total price must be VAT inclusive and be quoted in South African Rand (ZAR).

2. TOTAL PRICE

i. All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.

ii. The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.

iii. All additional costs must be clearly specified.
NB: SITA reserves the right to negotiate pricing with the successful bidder prior to the award as well as envisaged quantities.

3. RATE OF EXCHANGE PRICING INFORMATION

Provide the TOTAL BID PRICE for the duration of Contract and clearly indicate the Local Price and Foreign Price, where –

(a) Local Price means the portion of the TOTAL price that is NOT dependent on the Foreign Rate of Exchange (ROE) and;

(b) Foreign Price means the portion of the TOTAL price that is dependent on the Foreign Rate of Exchange (ROE).

(c) Exchange Rate means the ROE (ZA Rand vs foreign currency) as determined at time of bid.
4. BID EXCHANGE RATE CONDITIONS
The bidders must use the exchange rate provided below to enable SITA to compare the prices provided by using the same exchange rate:
	Foreign currency
	South African Rand (ZAR) exchange rate 

	1 US Dollar
	R 16,51

	1 Euro
	R 16,84

	1 Pound
	R 20,08


5. BID PRICING SCHEDULE

Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and attach this as part of their submission.
9.3
DECLARATION OF ACCEPTANCE
	No.
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	(1) 
	1.1 The bidder declares to ACCEPT ALL the Costing and Pricing conditions, as specified in section 9.2 above by indicating with an “X” in the “ACCEPT ALL” column, OR

1.2 The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in section 9.2 above by 

(a) Indicating with an “X” in the “DO NOT ACCEPT ALL” column; and

(b) Provide reason and proposal for each of the condition not accepted. 
	
	

	2 
	Comments by bidder:

Provide the condition reference, the reasons for not accepting the condition.


ANNEX A.4: TERMS AND DEFINITIONS

ABBREVIATIONS

ICT

Information and Communication Technology

PPPFA
Preferential Procurement Policy Framework Act

SNTP

Simple Network Time Protocol

ARL

Automatic radio location
LIP

Location Information Protocol 

OEM

Original Equipment Manufacturer

OSM

Original Software Manufacturer
ETSI 

European Telecommunications Standards Institute

TETRA 
Terrestrial Trunked Radio

KVL              Key Variable Loader

MSO            Main Switching Office

AVL              Automatic Vehicle Location
NCC             Network Control Centre

DTMF          Dual Tone, Multi-Frequency
PABX           Private Automatic Branch Exchange

VPN             Virtual Private Network
NMT            Network Management Terminal

SCC              Special Conditions of Contract

RF                Radio Frequency

TDMA         Time-Division Multiple Access

ICASA          South African telecommunications regulator

DAQ            Delivered Audio Quality 

IP                 Internet Protocol
URL             Uniform Resource Locators

GCC             General Conditions of Contract
WBS            Work Breakdown Structure
NBD             Next Business Day

MIOS           Minimum Interoperability Standards
POPIA         Protection of Personal Information Act
GUI              Graphical User Interface 

MCCH         Main Control Channel
PTT              Push-to-Talk
FIFO             First In First Out

SDS              Short Data Service
GSM            Global System for Mobile

DCK             Dynamic Cypher Keys
SCK              Static Cypher Keys
KMC            Key Management Centre
FIPS             Federal Information Processing Standards
SNTP           Simple Network Time Protocol
LAN             Local Area Network

WAN           Wide Area Network

TCP/IP         Transmission Control Protocol/Internet Protocol

RAID             Redundant Array of Independent Disks

LIP                Location Information Protocol
PC                 Personal Computer

LED               Light-Emitting Diode

HDMI           High-Definition Multimedia Interface

FCAPS          Fault, Configuration, Accounting, Performance and Security Management

NMT             Network Management Terminal 

GPS               Global Positioning System
ANNEX B: BIDDER SUBSTANTIATING EVIDENCE

10. MANDATORY REQUIREMENT EVIDENCE

10.1   BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
Attach a copy of OEM/OSM documentation (valid certificate, license, letter) that the bidder is a registered OEM/OSM or partner at an enterprise level for the design, supply, installation, configuration, testing, deployment, implementation and support of Tetra System (Network solution) as indicated in Sections 2.0 and 3.0 in the Bid Specification and attach it here.

10.2 BIDDER EXPERIENCE AND CAPABILITY REQUIRMENTS
Complete table below, noting that:

a) Provide reference details from at least  one (1) customer to whom a Solution for Network Connectivity solution was supplied, installed, maintained and supported in the last five (5) years.

b) Project end-date must be current or not older than 5 years from date this bid is advertised,

c) Scope of work must be related.

Table 1: References

	No
	Company name
	Reference Person Name, Tel and/or email
	Project Scope of work 
	Project Start and End-date

	1
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide reference from a customer to whom a project for Network Connectivity solution was supplied, installed, maintained and supported in the last five (5) years>


	Start Date:

End Date:


10.3 SPECIAL CONDITIONS OF CONTRACT
The Bidder must accept the following by completing the documents: 

(b) All the Special Conditions of Contract (SCC) as stated in section 8.2, and
(c) All the conditions in Annex E.
Note:

Failure to complete and submit both the documents as indicated above will result in disqualification.

10.4 TECHNICAL MANDATORY FUNCTIONAL REQUIREMENTS 

The Bidder must confirm that they comply with the Technical Mandatory Functional Requirements by completing ANNEX C: Addendum 1 and attach it here.

Note (1):   

Bidders must accept all the Technical Mandatory Functional Requirements to indicate the Bidder’s compliance with ANNEX C: Addendum 1, failing which will result in Disqualification.

Note (2): 

Failing to comply with all the aspect of this section will result in disqualification.

Yes = Comply

No =  not comply (Thus, disqualified)
10.5 LOCAL CONTENT REQUIREMENT 
The bidder must confirm compliance to the Local Content requirements by completing the Declaration Certificate for Local Production and Content for Designated sectors in ANNEX D and attach it here. 
Note:
Failure to complete the requirements of ANNEX D will result in disqualification.

10.6 TECHNICAL FUNCTIONALITY AND PROOF OF CONCEPT/ DEMONSTRATION REQUIREMENTS

The Bidder must attach the substantive evidence for the Technical Functionality Requirement evidence and Proof of Concept/ Demonstration presentation as indicated in Annex A3, section 7 here.

ANNEX C: ADDENDUM 1

NB:  The bidder must confirm that they comply with the following Technical Mandatory Functional Requirements as indicated below as this will be legal contractual binding:

	Compulsory Requirements
	Items
	Comply
	Not Comply

	1. Solution Requirement


	a) European Telecommunications Standards Institute (ETSI) Terrestrial Trunked Radio (TETRA) Standard.
	
	

	
	b) Frequency Band 380 – 400 MHz
	
	

	
	c) TEA1 Encryption
	
	

	
	d) It shall be possible to use more than one manufacture mobile and portable radio terminal on the system. Such terminals shall be fully compatible with and operate equally successful on the system as those supplied by the tenderer.
	
	

	
	e) It is essential that the tenderer shall be a well-established and strong South African company with firm relationships and agreements with its overseas suppliers.
	
	

	
	f) It is of vital importance and the SAPS regards it as absolutely essential that the tenderer shall have staff with vast experience in the field of telecommunications and specifically radio communications.
	
	

	
	g) The tenderer shall provide comprehensive information with regards to the systems offered directly or by their permanent staff members. This information is related to systems deployed for and which are used by other organizations - mainly municipalities, mines or public safety organizations.  A clear distinction shall be made between small single, two or three site systems and extensive multi-site systems i.e. the two types shall be listed separately from each other.


	
	

	2. Information Brochures

	a)    The tenderer shall submit with the tender detailed brochures containing comprehensive information, together with technical parameters of the equipment offered.
	
	

	3. Turnkey Project

	(a)
Due to the fact that the digital trunked radio communications system including its associated subsystems, i.e. status and alarm system, digital voice logging system, vehicle location system, is of an advanced technical nature and will require an exceptional high level of system integration, the expertise of an experienced main contractor will be required for this project and the project will therefore be handled on a turnkey basis. The SAPS will not consider any separate partial contracts to fulfil the total requirement.
	
	

	
	(b)
Prices shall therefore be submitted for each and every item called for in this specification.
	
	

	4. Assumptions Made by Tenderers

	(a) No assumptions shall be made and stated by tenderers in their tender reply.

(b) It shall be the tenderers responsibility to obtain all information required to submit a comprehensive tender that makes provision for all requirements.  In the event of any uncertainties regarding the interpretation of the requirements or specifications, the tenderer shall clarify such uncertainties with SITA.

(c) Any assumptions made and stated in a tenderer's submission shall simply be ignored.


	
	

	5. Quality and Standards


	(a) All material and equipment supplied by the tenderer shall be new and the best of the respective kind.
	
	

	6. 
	(a) All new material and equipment supplied shall fully comply with the requirements laid down in this specification and the latest editions of the relevant SABS, BS, CCITT, EIA, ISO, ETSI, DIN, CE or other independent and internationally recognized specifications in so far as they are applicable to or mandatory in South Africa.
	
	

	7. Installations In Sensitive Areas


	(a) The tenderer shall note that at some venues specific engineering requirements will be applicable to accommodate the installation on the site.  These sites typically include installations on the roofs of buildings where special arrangements might be applicable and required.

	
	

	8. 
	(a) The quality of the installation shall however in no way be negatively affected by such special arrangements.
	
	

	9. Phases of Project


	(a) The tenderer shall provide the total radio communications system in the following phases:

1) Where applicable, establishment of base station sites, site services, antenna and all other related facilities.

2) Provision and installation of all radio and related infrastructure equipment as described in this document on base station sites including microwave systems and other sub-systems.

3) Installation of all equipment in the dispatch and network maintenance control centre.

4) Supply and delivery of mobile, portable and desktop radio terminals for testing and evaluation.

5) Test and commissioning of the system.

6) Programming of all evaluation radios and Integration of all systems.

7) The tenderer shall submit, together with his tender, a well prepared and designed GANTT chart with his tender submission outlining the various phases of the contract and indicating commencement and completion dates for each phase as well as the date of final acceptance of the total system.  


	
	

	10. Guarantee Period


	(a) The twelve (12) month guarantee period shall commence only after the acceptance of the total completed system described in this document in full and in successful working condition.
	
	

	11. 
	(a) During this guarantee period it shall be the responsibility of the tenderer to have technicians on standby who are fully familiar with the system and who can attend to problems after a first line investigation has been carried out by technicians of the SAPS to isolate the problem or faulty equipment.
	
	

	12. 
	(a) SITA expect a rapid response from the tenderer after notification of any problem. The maximum time after which a problem shall be fully rectified, after notification to the tenderer, shall not exceed twelve (12) hours where back-up equipment providing full redundancy has taken over, and four (4) hours where no back-up equipment is available
	
	

	13. Insurance of Equipment During Construction Phase
	(a) The insurance of all equipment required for the new radio communications network during the construction phase shall be the sole responsibility of the tenderer.
(b) This insurance shall be in full force up to the date that official handover of the equipment has taken place to the SAPS in accordance with the acceptance test procedure.
	
	

	14. Interference with Existing Radio Communications
	a) All radio frequency equipment and installations provided as part of the new system shall be of the highest standards and specifications and shall meet the minimum specifications as published by the South African telecommunications regulator (ICASA)

b) Should it be determined that the new equipment interferes with existing radio communications and found to be non-compliant to the minimum equipment specifications, the bidder will be responsible to rectify the cause of the non-compliance.


	
	

	15. Environmental Conditions


	a) The tenderer shall note that environmental conditions in the province of the Western Cape are such that severe salt corrosion and moderate thunder and severe lightning strikes are experienced where exceptional high wind speeds, continuous and down pours of rain, fog and misty conditions and even snow can be experienced.

b)  For purposes of design, engineering and construction the above-mentioned conditions shall be taken into account to prevent any form of corrosion of materials, the deterioration or even the total collapse of installations/masts due to these conditions, as well as sufficient fade margins on e.g. microwave systems.
c) Guarantee with regard to corrosion will extend beyond the standard twelve (12) month guarantee period to a period of thirty-six (36) months on any equipment.

	
	

	16. Frequency Planning and Radio Programming
	a) Intermodulation free frequency blocks in the specified TETRA frequency range will be provided by the SAPS. It shall be the responsibility of the successful tenderer to allocate these frequencies to the proposed sites in an economic manner as possible.

b) The frequency bands for the new radio communications network will be 380 - 400 MHz in the UHF frequency range.

c) The frequency plan shall make provision for all TETRA base stations now called for as well as for additional equipment that may be required.

d) The proposed frequency allocation plan shall be submitted to the SITA/SAPS Radio Communication Infrastructure Management well in advance for approval.

	
	

	17. Lightning Protection and Earthing
	a) The tenderer shall ensure that all installations on each individual site are securely bonded to a common earth to make provision as far as possible against lightning damage. This shall be done apart from any other lightning protection equipment employed. The earth points will be identified during the detailed site surveys.
	
	

	18. Labelling
	a)       All individual equipment shall be properly and indelibly labelled for identification purposes.

b) Labels shall be engraved and securely attached to equipment.

c) It is also required that all cables and wiring be labelled or tagged in a professional way for easy identification.
	
	

	19. Commissioning and Acceptance Tests
	(a) Commissioning of the radio communications system and acceptance tests shall be regarded as a major part of the total requirement to be delivered by the successful tenderer.  

(b) For this purpose, it is required from the tenderer to prepare, compile and submit for approval by the SAPS comprehensive documentation that must describe in detail the way in which commissioning of the system and its various sub-systems will be undertaken, a well-designed and configured test procedure of the system as well as comprehensive documentation in which all measurements taken during the acceptance tests can be recorded.

(c) The latter documentation shall make provision for all parameters of each individual piece of equipment installed which will be measured during the acceptance tests and which can in future be used together with other maintenance documentation to re-align, re-tune and adjust equipment to meet the standards at which such equipment was set for optimum performance during final commissioning and acceptance of the system.

(d) Signal strength measurements shall be measured and recorded at four locations in the coverage area of each base station.  The coordinates of the four locations shall also be accurately recorded.


(e) It shall be the responsibility of the tenderer to inform the SAPS in writing that a site is ready for the commissioning and acceptance tests.  The tenderer shall clearly state in such correspondence that the site and all equipment on the site has been thoroughly and successfully tested before the SAPS is requested to perform the official commissioning and acceptance tests.


	
	

	20. Training
	(a) Training by the tenderer is required for technicians of the SAPS who will maintain the system after the guarantee period has expired. This training must cover the following aspects:

1) Diagnostics and maintenance of the TETRA Switches and TETRA BASE Station Equipment.

2) Administration of the TETRA radio solution, including system performance reporting.

3) Diagnostics and maintenance of the Automatic Radio Terminal Location solution.

4) Diagnostics and maintenance of the TETRA voice recorder solution.

5) TETRA radio terminal administration and system provisioning.

6) TETRA Radio dispatcher end user training. (Train the Trainer)

7) Automatic Radio Terminal Location solution administration.

8) Automatic Radio Terminal Location solution end user training (Train the Trainer)

9) TETRA voice recorder solution administration.

10) TETRA voice recorder solution end user training (Train the Trainer)


	
	

	
	(b) The tenderer shall price for a comprehensive theoretical and practical training for not more than 8 technicians of the SAPS on all equipment used in the system as well as all managerial, functional and operational principles of the system.

	
	

	
	(c) The technicians of the SAPS shall together with the staff of the tenderer work through all operational and maintenance manuals during the above-mentioned period to ensure that these manuals are fully understood and comprehended by the technicians of the SAPS and that any faulty documentation is properly corrected.

	
	

	21. Software Programs

	(a) The tenderer shall undertake to provide all software program revisions (upgrades) used on the radio communications network, as well as all associated sub-networks mentioned in this specification, at no extra cost to the SAPS for a period of three (3) years after full acceptance of the total radio system and associated sub-systems as described in this specification has taken place.

(b) The software revisions shall be provided at no extra cost to SITA.

(c) The implementation of such upgrades shall not cause any interruption in radio communications services.

	
	

	22. Spares

	(a) The tenderer shall ensure that spares of all equipment down to component level is available to the SAPS for a period of not less than ten (10) years after final acceptance of the system.

(b) The tenderer shall provide such proof of the availability of spares in a written and sworn statement and signed by the chief executive official of the tenderer for and on behalf of the tenderer.

(c) An optional list of critical spares shall be supplied by the tenderer. Details of the spare modules and its pricing shall be furnished in an Appendix (Annex E and Pricing schedule) to be submitted with the tender reply.


(d) The spare parts shall be dimensioned by the tenderer on his experience from wide area trunked systems and which he considers to be critical items. The spares shall include and make provision for the total digital radio communications system.

(e) SITA will make the final decision on which of these spares to procure as part of initial order.

	
	

	23. Comprehensive Maintenance Program and Equipment Inventory

	(a) The successful tenderer shall provide a comprehensive and well-structured preventative maintenance program to SITA as a proposal to maintain the total system in a thorough and professional way.


(b) The successful tenderer shall also provide a total inventory database with serial numbers of all components of the system to SITA to enable the ICT Unit at Maitland to keep track of all spares, to facilitate spares holding and to assist in preventative and remedial maintenance of the system.

	
	

	24. Frequencies


	1. The frequency band in which the system shall operate is 380 -400 MHz with a frequency separation of 10 MHz between transmit and receive frequencies.


	
	

	25. Tetra Switch Functionality

	(a) When a call request takes place, the TETRA Switch shall acknowledge the call and shall set-up a channel at those sites where talk-group members are located.  The call set-up shall take place through the Ethernet data links between the TETRA Switches and base station controllers.

(b) Simultaneous switching shall be possible to several destinations as needed for group calls, where such radios might be located in the coverage areas of multiple sites.

(c) When the conversation terminates, the base station controller shall inform the TETRA Switch, which shall disconnect all traffic links between the relevant sites.


	
	

	26. Radio Network Management System

	(a) SCOPE OF THE REQUIREMENT

i. The tenderer shall supply and implement a radio network management system to achieve high availability and efficient operation of the radio communications system.

ii. The radio network management system shall consist of, and be controlled by a Network Manager Terminal (NMT).

iii. The radio network management system shall provide an extensive yet user friendly performance management facility to troubleshoot problems with radio terminals and the system infrastructure, including all sub systems as called for in this specification.

iv. The NMT shall predominantly be a managerial facility allowing the system manager to have access to and control of all managerial, configuration as well as fault management of the system.

v. Fault management shall be implemented through a graphical tool representing all objects in the system, allowing the NMT to monitor alarms from devices within the system.  

vi. The industry standard for network management is the OSI FCAPS model: Fault, Configuration, Accounting, Performance and Security Management.

vii. All network management software shall provide an intuitive Graphical User Interface (GUI)

viii. The network management system shall be highly secure from unauthorized use.

ix. The network management software shall include a report generator.

x. The network management software shall be the central facility for the following functions:

1) Fault management.

2) Status and Alarm system.

3) Status and Alarm system.

4) Fault location system.

5) Radio network configuration of base stations, microwave systems etc.

6) Radio terminal management.

7) Group management.

8) Encryption management.

9) Hardware management and transmission configuration.

10) Software upgrading.

11) Recording management.

12) Detailed information of activities on the radio network for management purposes.

13) System diagnostics testing, displaying and storing system error messages.

14) Total system and Talk-Group usage statistics at regular intervals.

15) It shall be possible to track specific call types, Talk-Groups, or individuals in order that a specific activity may be analysed.

16) Provide audio and visual (triggered) alerts when a specific caller or call type is present.

xi. User friendliness is of prime importance for the NMT.

xii. Information shall be provided in easy to read, menu driven screens providing user prompts.

xiii. A comprehensive Help Screen shall be provided.

xiv. A selective radio inhibit facility shall be provided to allow the complete disablement of a radio over the air when required.


	
	

	
	(b) SYSTEM PERFORMANCE MANAGEMENT

i. The radio network management system shall be able to automatically generate reports providing summaries of traffic use by specified Talk-Groups and radio terminals.

ii. The radio network management system shall provide an extensive yet user-friendly performance management tool to analyse traffic patterns.

iii. The radio network management system shall provide an extensive yet user-friendly performance management tool to analyse system usage.

	
	

	
	(c) ACCESS TO THE SYSTEM

i. Access to the system shall be password protected to a number of levels.  Access to the highest level, shall be available to engineering staff only and shall give access to all parameters, facilities and functions of the system.

ii. Each operator shall have access to all functions of all levels below that of his own, including the creation of new operators, however, no users shall be able to give higher rights to any other user than they have themselves.

iii. Each individual on each level shall be provided with a unique password.  Each password shall consist of at least six alphanumerical characters.


	
	

	
	(d) LOGGING ON AND OFF AT A CONSOLE

i. At any time when a person wishes to gain access and log on to the system, the system shall request a password.  After entering the password, the system shall automatically record the date and time when the log on took place.

ii. Logging on and gaining access to the system shall automatically override a previous log on action.

iii. To log off the system the operator shall request this facility during which action the date and time shall automatically be recorded.

iv. Switching off the terminal shall result in an automatic log off of last individual who logged on.

v. The access to and logging on and off from the system shall equally apply to all radio terminal users.


	
	

	
	(e) SYSTEM FUNCTIONS AND OPERATION

i. FLEXIBILITY OF TALK-GROUPS:

1) The tenderer shall offer the system with a degree of flexibility which will allow the maximum levels of group partitioning, with the specific quantity customized for optimum system operation.

2) The system shall make provision for the use of organisations and organisational blocks (talk groups). The organisations shall have a hierarchical structure with a number of sub-levels.

3) The set-up of organisations and Talk-Groups shall be such that the Talk-Groups will not be aware of each other, although they share the same infrastructure.

4) It shall however also be possible that some, or even all Talk-Groups can communicate with each other.

5) The tenderer shall provide the above-mentioned requirement in an orderly configured structure when details are finalized with the SAPS at the completion stage of the project.

ii. AUTOMATIC RADIO REGISTRATION:

1) When radios are switched on, or switched to another Talk-Group via a selector switch or button on the radio, the radios shall transmit its individual unit ID to the base station, and hence to the TETRA Switch.

iii. RADIO ID DISPLAY:

1) The radio ID shall be displayed on the dispatcher terminal each time the PTT has been pressed.  It shall be possible to convert radio ID's into alias names for ease of identification by the dispatcher.

iv. MULTIPLE PRIORITY LEVELS:

1) The tenderer shall provide a system with a minimum quantity of ten (10) priority levels.

2) The highest and second highest priority levels shall be reserved for emergencies and dispatch terminals respectively, whilst the 8 remaining levels shall be pre-assigned to individual radio terminals and talk groups during fleet map development.

3) In the event of all channels being busy, channel requests shall be processed according to the priority levels of the waiting callers in the busy queue. When capacity becomes available, call requests with a higher priority level shall therefore be granted access to the system before call requests with lower priority level.

4) The system manager shall have the ability to change the priority level of individual radio terminals and talk groups.

v. CALL SET-UP TIMES:

1) The call set-up time for a group call where the participating radios are spread over multiple sites shall be less than 450ms.

vi. RECENT USER PRIORITY:

1) To ensure uninterrupted communications, a recent radio user priority shall be provided for those users to whom a traffic channel had been assigned "recently".  Such users shall have priority to a traffic channel over other users to ensure continuous conversation by a user group as long as the predefined latency period between transmissions are not exceeded.
vii. LATE ENTRY UPDATING:

1) Once a traffic channel has been assigned to a Talk-Group, the system shall make provision for the control channel to continue to transmit the particular channel assignment for as long as the Talk-Group is using the channel.

2) This facility is important to ensure that other users of the same Talk-Group which might have been out of range or whose radio might have been switched off, will automatically be directed to the correct traffic channel to join their Talk-Group.
viii. REGISTRATION OF RADIOS AT BASE STATIONS:

1) Each and every radio used on the trunked system shall when switched on automatically register with the base station from which it receives the best service i.e. the strongest signal and thereby also register with the TETRA Switch in order that the switch shall know the location of all radios in the total coverage area and thereby minimize call set-up time.

2) Similarly, each mobile radio shall register with the system when it changes from one to another Base Station during roaming.

3) The mobile radio shall also register with the system when it changes Talk-Group attachment.

4) To safeguard system resources, each radio terminal shall de-register from the system on power-off.

5) To safeguard traffic channel resources the system shall have a mechanism for de-registering radio terminals that are no longer available, but which have failed to de-register. For example, where they have strayed out of coverage, or suffered power loss.

ix. DYNAMIC SITE ASSIGNMENT:

1) The TETRA Switch shall create records for each work group, each portable and mobile radio as well as each fixed control station and radio site location.  The TETRA Switch shall therefore always have the most current status of every radio operating in the trunked radio communication system.

2) In addition to the automatic site registration for each radio, the system shall also perform deregistration of radios.  This shall take place typically when a radio moves from the primary coverage area of one site to the primary coverage area of an adjacent site.  Whilst the radio shall register at the new site, it shall also de-register at the previous site.

3) Deregistration shall also take place when the radio moves out of range of the total coverage area of the system, after the system has performed a check process at the last site where the radio was registered. A time-out timer shall be utilized to determine whether any activity takes place with the radio on the control channel.

4) Activity encountered shall reset the timer and cell selection by the radio. If no activity is encountered after time-out the radio shall be removed from the active status and deregistered from the system.

5) Dynamic site assignment shall form an important part of the system operation whereby only those sites necessary to include all Talk-Group members of a specific Talk-Group shall be utilized.

6) No transmission shall take place from any transmitter where such transmitter is not the primary server for radios requiring transmission in a specific area.
x. RECEIVED SIGNAL STRENGTH MONITORING:

1) Each radio in the total coverage area shall continuously perform a signal strength measurement and thereby determine whether a better-quality signal (higher level etc.) is available from surrounding or adjacent base station sites.

2) In the event that such a higher quality signal is available- in comparison to the current signal received and the current signal degrades below the acceptable signal level, the radio shall automatically switch to the site with the better signal and register with that site.

3) This process shall take place on a continuous basis with rapid re-registration and updating of the information held by base station controllers and the digital exchange.
xi. DISABLING / STUNNING OF RADIO TERMINAL:

1) The system manager shall be able to temporarily disable (stun) a radio terminal with a message over the air interface.

2) The system manager shall be able to re-enable a stunned radio terminal with a message over the air interface.

3) While stunned a radio terminal shall be disabled from making or receiving calls.

4) While stunned, a radio terminal must continue with normal site registration and reselection procedures, so that its position can be tracked.

5) The stunned status shall be saved in non-volatile memory so removing power cannot defeat it.
xii. TRANSPARENT ROAMING:

1) Wide area communications between moving radios (portable or mobile) which move between the coverage area of various base stations shall take place and handed off between sites and shall be seamless without any user intervention.

2) The system shall offer roaming to allow a radio terminal to maintain their link with the system whenever they move out of the geographic coverage area of one Base Station and into that of another. 

3) The system shall support handover of calls in progress when a radio terminal changes Base Station.

4) Handover shall be supported for all classes of voice and data service.

5) Encryption of voice and data traffic, and signalling information shall not be compromised by roaming.

6) Base stations shall be synchronized using the GPS time signal or an alternative and equivalent high standard, to allow fast call handover during roaming. 

7) If a Base Station loses connection with the system infrastructure, so that it no longer supports roaming, it shall automatically and without manual intervention enter a fall-back mode, whereby each Base Station continues to independently support call trunking even when isolated from Tetra Switch.

8) When a Base Station is operating independently from the system infrastructure, it shall broadcast the loss of roaming to all registered radio terminals.

9) On receipt of a message that the Base Station they are registered at has entered fall-back mode, radio terminals shall automatically and without manual intervention attempt to register with an adjacent Base Station that still supports roaming.

10) If radio terminals are unable to register with a site that supports roaming, then these radio terminals shall automatically and without manual intervention register or remain registered with the isolated Base Station in site trunking mode.
xiii. PREFERRED SITE OPERATION:

1) The radio communications system shall be provided with a preferred site operation feature.  Specific radio users shall maintain conversation on a preferred site based on operating requirements and group conversation.

2) This feature has particular relevance in areas with overlapping coverage where the radio shall operate on its preferred site in order to efficiently utilize channel resources while minimizing the number of channels necessary to complete a Talk-Group call.

3) The preferred site operation feature shall override the facility provided by means of the received signal strength monitoring, however, only to a point where the radio and site controller establish that the signal strength becomes too weak for proper communications during which time the radio shall switch over to the site offering the best alternative signal.

4) It shall be possible to modify the Base Station re-selection algorithm to ensure that a radio terminal will remain registered with a preferred Base Station as long as an adequate signal is present.

5) Each radio terminal shall be capable of supporting up to 8 preferred Base Stations.
xiv. CONTROL CHANNEL ASSIGNMENT:

1) On a Base Station site equipped with more than one base radio, the first slot of each of the base radios shall be available for use as a control channel.  

2) In the event of a control channel failure being detected by the base station controller, the next "in line" base radio shall automatically and immediately be assigned as the control channel.
xv. SOFT POWER DOWN:

1) If a user decides to switch off his radio, the radio shall perform a soft power down function whereby it shall inform the base station controller and TETRA Switch of the changing status and thus deregister from the system.
xvi. RECEIVER INTERFERENCE LOCK-OUT:

1) It shall be possible to close down or lock-out a particular transceiver should it detect a foreign carrier in the form of interference on a channel that has not been assigned to a user. This shall be achieved by a facility provided by the base station controller or by an instruction via the NMT
xvii. TRANSMITTER POWER FAILURE SHUTDOWN:

1) The base station controller shall be able to detect a loss or a decrease in the transmitter output power. In the event that the output power level falls below a pre-set threshold, the base station controller shall not assign the particular channel.
xviii. BASE STATIONS - FAILURE OR LINK LOSS:

1) If a Base Station loses connection with the system infrastructure it shall enter a fall-back mode whereby the Base Station continues to independently support call trunking.

2) On entering fall-back mode, the Base Station shall transmit a signal to all radio terminals advising them of the loss of Wide Area Trunking.

3) Should a fault occur with the base radio carrying the Main Control Channel (MCCH), this fault shall be automatically detected and the MCCH shall automatically switch to another base radio.

4) Each Base Station shall be able to support a redundant base radio in hot standby. Should a fault occur with one of the base radios in-service, the fault shall be detected and the standby radio shall be automatically switched into service using the same frequency pair as the faulty radio. 

5) Each Base Station shall be able to detect fault conditions and report these to the network manager.

6) In the event of a base radio failure, the site controller shall not assign such a channel to a user and an appropriate alarm message shall be sent to the NMT.
xix. FAILURE OF TRANSMISSION LINKS TO BASE STATIONS:

1) If it should occur that there is a complete failure of the link between the Tetra Switch and any specific base station site, and the base station is in the fall-back mode it shall support affiliation of radios and group calls.

2) To ensure that radios will not operate in the failsafe mode simply because they go out of range, a data handshake shall be activated when the base stations go into the fall-back mode.  The system shall thereby ensure that the radios only enter and remain in the fall-back mode as long as they receive this message.

3) In view of overlap coverage whereby areas will be served by more than one base station site installation, the tenderer shall ensure in his system design that radios will not receive conflicting information in the event of the failure of a particular link to a base station.

4) Radio users in the coverage area of only one base station site and where such a site experience a complete base station link failure, shall receive a distinct indication (visual and audible) every 10 seconds to inform them of the fall-back mode.
xx. FAILURE OF THE TETRA SWITCH

1) If a complete failure of the TETRA Switches should occur, the radio communications system shall be kept in full operation by base station controllers and Talk-Groups shall maintain normal operation controlled by base station controllers. Operation of groups shall be as described for the failure of transmission links to base stations.

2) However, since certain members of Talk-Groups might be at various other sites, a distinct indication (visual and audible) shall be given to the users which shall inform Talk-Groups that the system is not in total wide area operation and that certain members of the Talk-Group might be out of reach.

xxi. ADDITION OF CHANNELS AT A SITE

1) Should it be required to add channels to a base station at a particular site due to additional traffic load, it shall be possible to synthesize the frequencies of the additional channels into all mobile and portable radios from the site controller and TETRA Switch.

2) The necessity to have to bring in all radios in the field to program in additional frequencies and channels, shall therefore not be acceptable.
xxii. PRIORITY MONITORING

1) The priority monitor facility shall allow the user to monitor to at least 8 other Talk-Groups in addition to his "home" Talk-Group.

2) The user shall be able to define a different priority for each talk group being monitored.

3) The radio shall be supplied with a predetermined list of groups programmed into the radio or with the capability of allowing the radio user to select the priority groups that he wishes to monitor.

4) It shall however be possible for specific radios to monitor any Talk-Group in the system regardless of the Talk-Groups of different units within the SAPS.

5) If one of the Talk-Groups on the monitor list is granted a voice channel while the user is in the monitor mode, that user shall automatically switch to that Talk-Group regardless of the Talk-Group selected on his radio.  The user shall also have talk back capability within the “hang time” of the talk-group call. After the “hang time” has expired, the radio will revert back to its selected talk-group and continue the monitoring of talk-groups.

6) The user’s radio shall continue to monitor for activity on the priority talk group, even when listening to a voice conversation on one of the monitor talk groups. A conversation with a priority talk group shall not be interrupted by other monitoring activities.
xxiii. CALL ALERT (PAGE)

1) A call alert facility shall be provided to allow a dispatcher or other radio user to selectively alert an individual's radio in order that the latter radio user knows that another user is trying to reach him.

2) The call alert facility shall produce an audible and visual alert on the receiving party’s radio.

3) Receipt of the call alert shall be acknowledged by indicators on the initiating caller's radio.
xxiv. TALK PROHIBIT TONES

1) An indication shall be given to the radio user should it occur that the user finds all channels in a particular coverage area busy.

2) The user shall hear this signal while he presses the PTT and will stop hearing it as soon as a channel becomes free and is assigned to him or when he releases the PTT.

3) Provision shall also be made for an out-of-range signal as well as a signal when the system is out of service.
xxv. BUSY QUEUING/CALL BACK

1) In the event of all channels being encountered busy as mentioned above, such a radio user shall be put into a queue and thereafter assigned channels when channels become free on a FIFO basis and according to priority levels.

2) In the event of the request for a channel not being received by the site controller due to poor signalling conditions, the radio shall continue to send channel requests until the site controller acknowledges the request.  These requests shall continue until the user has released the PTT button. The retries shall then cease.
xxvi. VOICE CALL OPERATION

1) SYSTEM CALL

(i) It shall be possible for an authorized dispatcher to make a system call in order to communicate with all users on the system, regardless of inter departmental boundaries.

(ii) When placed, the call initiator shall wait for all users on the system to de-key and join the system call or if so configured, interrupt all ongoing group calls in order to initiate the system call.

(iii) Any user attempting to establish a conversation after a system call has been initiated shall receive a busy signal.

(iv) Users engaged in telephone interconnect or emergency calls shall not be aware of the system call until their calls are terminated, after which they shall join the system call.
2) BROADCAST CALL

(i) It shall be possible for an authorized dispatcher to make a broadcast call to one or several Talk-Groups within a selected area i.e. it shall be possible to broadcast to all groups belonging to a certain department in a specific area.

(ii) The broadcast call shall be defined in the call request by selecting the talk groups to which such a call must take place.

3) GROUP CALL

(i) A group-Call is the most distinctive feature of Professional Mobile radio networks: supporting one-to-many wide area operation, with simple one button operation to establish a call. Group-Calls on single sites and Group-Calls across multiple sites are anticipated to be the major part of the traffic load.

(ii) The system shall support Group-Calls from one party to multiple parties.

(iii) In order to prevent conflicting transmissions within a Talk-Group, the system shall ensure that only one party may transmit at a time.

(iv) When in Group-Call mode, the radio terminal shall automatically receive all calls for the Talk-Group to which they are attached, without any action being required by the user.

(v) When in Group-Call mode, a radio terminal shall be able to request a traffic channel to transmit to their attached Talk-Group by simply pressing a Push to Talk (PTT) button.

(vi) The Network Manager shall be able to configure each Talk-Group to determine whether the current transmitting party will be interrupted if another Talk-Group member presses PTT. Interruption of the current transmission shall be configurable to happen either always or never.

(vii) Group-Calls shall be automatically cleared down by the system following a specified period of inactivity: a hang-timer will be started after each user transmission.

(viii) Group-Calls shall be cleared down by the system after a predefined maximum Group-Call duration.

(ix) The system shall support separate configurable hang-times and maximum call durations for Emergency-Calls, distinct from the configurable hang-times and maximum call durations for ordinary Group-Calls.

(x) The system shall track which radio terminals are registered; which Talk-Group each radio terminal is attached to; and which Base Station each radio terminal is registered with.

(xi) In order that radio terminal users can operate over operational areas wider than the coverage of a single Base Station, the system shall support Wide Area Group-Calls, established at several Base Stations.

(xii) There shall not be any restriction on the number of sites that can be included in a Group Call. Wide Area Group calls shall be able to include all sites in the network. Tenderers shall describe any limitations of their Group call service, including any limitations on sites being included, or any maximum number of radio terminals that can participate.

(xiii) To efficiently manage system resources, the system shall only allocate traffic channels for a Group-Call at Base Stations where there is a member of that Talk-Group registered.

(xiv) The system shall be able to determine which Base Stations are required for a Group Call, without generating any additional traffic while locating Talk-Group members. This will conserve traffic resources and ensure fast call set-up.

(xv) A radio terminal may have a legitimate interest in communications for Talk-Groups other than the one they are currently registered with. The system shall support Talk-Group scanning, whereby a radio terminal gives priority to its own Talk-Group, and listens to other Talk-Groups when idle.

(xvi) A radio terminal user might fail to be notified of a major incident, while engaged in routine low-priority calls for another Talk-Group. To prevent this, the system shall be able to assign appropriate Talk-Groups as high priority. 

(xvii) When a call is set up for a priority Talk-Group, the signalling information shall be sent on the traffic channels allocated to Group-Calls already active at these Base Stations, as well as on the main control channel.

(xviii) The Network Manager shall be able to configure how the system will behave when a Group-Call is initiated but one or more of the Base Stations required for the Talk-Group has no free traffic channel available. The system shall support either waiting for all resources to become free, or starting immediately

(xix) When configured to wait the call shall only start once all required resources become available.

(xx) When configured to start immediately the call shall be set up straight away at whichever Base Stations are available. Radio terminals at other Base Stations shall join the call as resources become free.

(xxi) It may be critical that one or more geographical areas are included in Group-Calls for a particular Talk-Group. The system shall allow each Talk-Group to be allocated a list of critical Base Stations, which shall be included before a Group-Call can be established. 

(xxii) To ensure that traffic channels are not unnecessarily allocated for Talk-Group members working out of area, the Network Manager shall be able to limit the geographical coverage of a Group-Call by defining a list of valid Base Stations for each Talk-Group.

(xxiii) For each Talk-Group, the Network Manager shall be able to allow a wider list of Base Stations to be valid for Emergency-Calls than for normal Group-Calls. This allows Talk-Group members working outside of a valid site to initiate an emergency call.

(xxiv) If a radio terminal seeks to initiate a Group-Call and all traffic channels are busy, the system shall support call queuing.

(xxv) In the case of voice calls, a radio terminal, which has initiated a queued call, shall be called back by the system when a traffic channel becomes available.

(xxvi) Calls that are queuing shall be serviced in order of priority. High priority calls shall be handled first.

(xxvii) The Network Manager shall be able to assign each radio terminal with a priority level between 2 and 10. Priority level 1 shall be reserved for Emergency-Calls.

(xxviii) Calls in the queue with the same priority shall normally be handled on a first in first out basis. 

(xxix) To facilitate call continuity, the queue shall prioritise between calls from radio terminals with the same priority, so that a call from the more recently serviced radio terminal will be handled first.

(xxx) Members of a particular Talk-Group shall be able to transmit to other selected Talk-Groups. It is permissible for this functionality to be achieved with the intervention of a Dispatch Terminal operator.

(xxxi) During a Group-Call, the identity of the talking party shall be identified to all other Talk-Group members.

(xxxii) The system shall allow the Network Manager to add Talk Groups or delete Talk Groups from radio terminals, over the air interface. 

(xxxiii) In order to provide notification of geographically specific incidents, such as a fire or a bomb threat, the Network Manager shall be able to set up a group call to all radio terminals registered at a particular site, regardless of which talk-group they are attached to. Tenderers shall explain how this is achieved.

4) MULTI-GROUP CALL

(i) It shall be possible to make a simultaneous call to multiple Talk-Groups.  This facility shall be provided in two ways viz.

1. The call initiator waits for all requested Talk-Groups to finish their calls.

2. Radio users who are already busy with a call shall not hear the call until their current call is released.  They shall then join the call if the call is still in progress.

(ii) Users with their priority scanning enabled shall automatically revert to this call if it has a higher priority than the one taking place (according to the user’s radio’s priority settings).

(iii) When the user initiates a multi-group call, such a call shall immediately interrupt other conversations in progress without waiting for other users to de-key.

(iv) A multi-group call facility shall allow up to sixteen (16) Talk-Groups to be grouped together for the purpose of such a call.

5) INDIVIDUAL CALL

(i) The tenderer shall supply an individual call facility for specific radios which shall allow the user of such a radio to selectively call and engage in a private conversation with another party.  The user shall switch his radio into the individual call mode and press the call activation button to initiate this type of call.

(ii) The caller shall be able to reach an individual radio user as long as that radio is not already on a traffic channel.

(iii) The calling unit shall receive an acknowledgement of a successful individual call.

(iv) If engaged in any other type of call, the called party shall receive an audible alert as well as a visual indication of the calling party indicating that an individual call has been made to his radio. He may choose to ignore the call, or terminate the latter and answer the individual call.

(v) The system manager shall be able to set a system wide maximum call duration for individual calls, which shall be variable.

6) EMERGENCY CALL/ALARM

(i) When radio terminal users encounter emergency situations, it is imperative that the radio system provides a very high level of service. The system shall offer an integrated emergency strategy, including highest priority voice calls, an automatic emergency alarm, and special Dispatch Terminal features.

(ii) Emergency-Calls shall be supported both as Group-Calls and as Multi-Group-Calls.

(iii) Emergency-Calls shall be set-up immediately even when all traffic channels are busy, by ruthlessly pre-empting the lowest priority call in progress. This lowest priority call shall be dropped and the traffic channel allocated to the Emergency-Call.

(iv) The Emergency Alarm shall be addressed to all Dispatch Consoles monitoring that Talk-Group.

(v) Receipt of an Emergency Alarm/ Emergency-Call at the Dispatch Console shall be indicated both visually and audibly.

(vi) Annunciation of the Emergency shall continue at all Dispatch Terminals monitoring that Talk-Group, until one of the console operators acknowledges the condition.

(vii) All Dispatch Terminals monitoring that Talk-Group shall continue to display the emergency status until the radio terminal clears the emergency.

(viii) Dispatch Console operators shall be able to initiate Emergency-Calls.

7) RADIO/PABX INTERFACE

(i) The tenderer shall provide a complete radio/telephone interconnect facility for the trunked radio communications system in order that calls can be made:

1. From telephones on the SAPS SIP PABX to portable and mobile radios.

2. From portable and mobile radios to telephones on the SAPS SIP PABX.

(i) The tenderer shall supply a total quantity of thirty (30) telephone interconnect SIP channels on a SIP trunk from the TETRA Switch. This means that up to thirty (30) SIP telephone channels from the SAPS SIP PABX can be connected to the TETRA Switch and the SAPS PABX. The SAPS will provide the connectivity from their SIP PABX to the TETRA Switch location.

(ii) Telephone interconnect calls shall be possible from any location in the total coverage area, i.e. if a radio user is in the coverage area of any specific base station such a user shall be able to make or receive a telephone interconnect call.

8) Radio to PABX call

(i) It should be noted that the initiation of calls by the radio user shall only be possible if such a user has been authorized by the system administrator.

(ii) In the event that all telephone interconnect circuits are busy, the user will receive a busy signal and placed in a queue until interconnect channel becomes available.

(iii) An indication shall be given to the user when such a channel becomes available and is assigned to the user.  All telephone calls shall be processed on a first-in-first-out FIFO basis.

9) PABX to Radio Call

(i) The PABX party shall dial the specific telephone number, which will connect him to the radio communications network.  If an interconnect channel is available, a district tone shall prompt the PABX party to enter the number of the radio user he wishes to contact.  The radio user will be made aware of the incoming call with telephone type ringing.  The radio user shall then press the call activation button to answer the call.

(ii) If all PABX lines to the radio communication system are engaged, the PABX party shall hear the normal PABX busy tone. It should also be possible to allow for Direct Inbound Dialling numbers, where each radio configured for telephone interconnect will be given a unique telephone extension number and the external PABX user will dial that number to reach an individual radio terminal.

(iii) During a telephone interconnect call, the user shall be able to send (Dual Tone, Multi-Frequency) DTMF tones (0-9, * and #) from the radio terminal to a land-line subscriber, by using the radio terminal keypad. This allows the radio terminal to access such features as voice mail, and to utilize automated telephone answering services. 

(iv) The radio communications system shall make provision and be licensed so that up to thirty (30) SIP telephone channels can be connected to the system for telephone interconnect calls.

10) SUPPLEMENTARY SERVICES

(i) The System shall support the following supplementary services:

1. Calling Line Identification Presentation supplementary service. 

a. The radio shall display the identity of the calling party when engaged in a call.

2. Call Barring Inbound supplementary service. 

a. It shall be possible to exclude radios from receiving telephone calls from certain predefined numbers or groups of numbers.

3. Call Barring Outbound supplementary service. 

a. It shall be possible to exclude radios from making telephone calls to certain predefined numbers or groups of numbers.

4. Pre-emptive Priority Call supplementary service. 

a. It shall be possible for a high priority calls to ruthlessly pre-empt traffic resources, and be connected in preference to a lower priority existing call.

11) MOBILE DATA TRANSMISSION

(i) Status Message

1. The system shall offer a pre-coded status messaging feature.

a. Pre-coded status messages are numerical codes which can have pre-coded textual meaning in either the system or in the radios and can be sent to individual radios or groups.  These messages can allow a dispatcher to continuously track the status of a unit i.e. the unit is free; arrived; on break; on call etc.

b. These status messages shall introduce a minimal load to the system (only a few bits per message), and shall be call unrelated i.e. it can be sent and received during an ongoing speech call.

c. The system shall support a minimum of 100 status messages.

d. The system shall also allow these status messages to be sent, not only to the dispatchers, but also to all members of the talk group if required.

12) Short Data Transport Service

(i) The system shall implement the Short Data Service (SDS) to support such services as Text Messaging, Database Enquiries and Automatic Vehicle Location (AVL).

(ii) The system shall provide an easy to use transport layer service; thus, making end-to-end data connections available between applications running on radio terminals and host computers networked to the system infrastructure.

(iii) The system shall support a text messaging service analogous to the Short Messaging Service familiar to GSM phone users. This shall permit messages of up to 140 characters to be sent between radio terminals, or between a radio terminal and a Dispatch Terminal.

(iv) Text messaging shall be a reliable service, so that the sender is informed if the message is not delivered. 

(v) In cases where target radios are switched off or are out of range, the Short Data Text messages must be stored and send to the target once it re-registers with the network. 

(vi) Short Data Service messages shall be delivered even if the destination is involved in a voice call.

(vii) The Dispatch Consoles shall be able to receive and transmit Status Messages and Text Messages.

13) ENCRYPTION

(i) The system shall offer air interface encryption and shall conform to all specifications for ETSI TETRA ENCRYPTION ALGORITHM number 1 (TEA1).

(ii) The system shall be configured for TETRA security class 3 where Dynamic Cypher Keys (DCK) are used.

(iii) In fall-back mode, the system or Base Station shall revert to a set of 32 Static Cypher Keys (SCK) to allow for TETRA Security Class 2 encryption.

(iv) The encryption keys shall be delivered to the radio terminals via the system as encrypted messages.

(v) Encryption keys shall be changed periodically.

(vi) The integrity of the network shall be defended from unauthorized access, eavesdropping and denial of service attacks.

(vii) Eavesdropping, interception and decoding by non-authorized users equipped with commercially available equipment, of any encrypted data or voice messages transmitted over the network, from radio terminal to radio terminal shall therefore be impossible.

(viii) A great deal of sensitive information is transmitted between operational radio terminal users. To reflect the importance of this requirement, tenderers shall provide a brief summary of the security features in their system.

(ix) The system shall support explicit authentication of radio terminals by the system infrastructure. 

(x) Encryption of voice and data, and signalling information shall not be compromised by roaming.

(xi) Both traffic and signalling shall be encrypted.

(xii) Addresses shall be encrypted. 

(xiii) It shall be impossible to read the encryption key from a radio terminal.

(xiv) The mechanism for generating and managing encryption keys shall be secure. 

(xv) The mechanism for delivering encryption keys to the Base Stations shall be secure.

(xvi) To support authentication, the system shall include a dedicated Key Management Centre (KMC).

(xvii) The KMC shall store the database used for authentication and key generation with at least level 1 cryptographic protection as defined by the Federal Information Processing Standards Publication, FIPS 140-1

(xviii) The KMC shall provide at least level 3 tamper resistance, as defined by the Federal Information Processing Standards Publication, FIPS 140-1.

	
	

	27. Tetra Voice Recorder System

	(a) SCOPE OF THE REQUIREMENT

(i) The SAPS require a redundant digital voice recorder system for the recording and playback of all radio voice conversations that is taking place on the TETRA radio communications system.

(ii) The recording system is required to record and archive all radio communications (including encrypted messages) and to provide a search and replay facility.

(iii) The tenderer shall supply a complete redundant voice recorder server and software solution that is directly linked to and installed at the Primary and Secondary TETRA Switches and the replay stations as required by the SAPS.  

(iv) The voice recorder supplier shall be a reliable and experienced voice recorder system supplier which can provide a quality working system, as well as give the required after sales service and maintenance back-up.


	
	

	
	(b) GENERAL REQUIREMENTS

(i) The system shall be provided to perform: 

1) Independent playback of voice recording for the purposes of investigation, operational analysis and voice transcription.

2) Instant playback of recorded messages while recording is in progress.

3) Long term storage of recorded messages.

(ii) The voice recorder shall log as a minimum the following audio communication which are transmitted via the radio infrastructure:

1) Individual calls

2) Talk-group calls

3) Emergency calls

4) System-wide calls

5) Telephone interconnect calls.

(iii) Note: Direct Mode Operation calls shall not be recorded.


	
	

	
	(c) COMPRESSION

(i) The recorder shall record and replay compressed TETRA formatted audio without the need for conversion and re-coding.

(ii) The record and replay functions shall not degrade the overall sound quality.


	
	

	
	(d) RECORDING CAPACITY 

(i) The digital voice recorder shall have the capacity to record and archive all channels simultaneously. The minimum acceptable hard disk capacity for on-line storage will be sufficient to store recordings for up to two (2) years.

(ii) The digital voice logging system shall operate continuously 24 hours per day.

1) The voice recorder shall be sized to have the following capacities:

2) 240 trunked radio voice channels

3) 500 Talk-group numbers

4) 6000 Individual radios
5) 
	
	

	
	(e) RESILIENCE REQUIREMENT

(i) The recorder shall have very high availability with in-built local hard disk resilience.

(ii) It shall be possible for the technician to remove and replace a failed RAID hard disk without the need to shut down the server or any loss of recording.

(iii) The recorder shall have a duplicated separately power supply that is hot swappable.

	
	

	
	(f) SYSTEM MANAGEMENT, CONFIGURATION AND MONITORING

(i) Management and configuration of the recording system shall be carried out remotely via a single, management application/account that provides secure access to all of the components within the system. This application will run under the latest appropriate Windows operating system.

(ii) The recorder shall permit remote set-up and system configuration via TCP/IP LAN or WAN.

(iii) The recorder shall support Simple Network Time Protocol (SNTP) for Time Synchronization.

	
	

	
	(g) AVAILABILITY REQUIREMENTS

(i) The recording system, including any provision for redundancy and duplication, shall have an overall availability of better than 99.99%.  


	
	

	
	(h) SECURITY

(i) Access to the digital voice recording system shall be password protected to guard against unauthorized access and unauthorized monitoring of calls. Passwords shall have as a minimum 6 characters.

(ii) Replay user accounts will be set up via the Systems Managers application.

(iii) Each user account will have its own password and shall have the capability of being either stand-alone or grouped together with other user accounts.

(iv) Each user account will have the following password options:

1) User cannot change password

2) User must change password at next logon

3) Password never expires

4) Account disabled

(v) Each account shall have the capability of having any combination of the following privileges:

1) Administer security - own group

2) Administer security - all groups

3) Administer platforms

(vi) Each account shall have one of the following replay rights:

1) No replay

2) Replay own transmissions

3) Replay groups' transmissions

4) Replay all transmissions

	
	

	
	(i) ARCHIVE

(i) The recording system shall be capable of automatically archiving calls at predefined intervals. 

(ii) The archive capacity shall be as a minimum two (2) years of recording.

(iii) The archive media shall be a redundant array independent disks (RAID).

(iv) Any single disk can fail without the loss of any data. The faulty disk shall be hot-swapped and the data shall automatically be rebuilt on that disk from the rest of the system.

(v) Each component in the digital voice recording system shall generate events categorized into three levels: Alarm, Warning and information.

1) Alarm - This shall be an exceptional event and will indicate a fatal error within the system.

2) Warning - This shall be an exceptional event, which will be an error that needs rectifying, but does not affect the core activity of the sub-system.

3) Information - This shall be an exceptional event to be used for reporting uncommon system events that do not require attention.

(vi) Each of these events shall be logged and viewed on the System Managers workstation. The display shall provide the flexibility to be filtered and sorted to show only the events of interest. 

(vii) It shall be possible to export selected recordings by means of an analogue signal to another form of audio recorder, or by soft copy to an .mp3 file or other industry standard type file.


	
	

	
	(j) CONFIGURATION AND ALARMS

(i) The digital voice recorder system shall provide a system management application to be deployed on a standard PC running the latest applicable version of Microsoft Windows. 

(ii) The management application shall enable installation staff and the system manager to install and, where appropriate, remotely configure the various components of the digital voice recording system.

(iii) Alarms and warnings shall be provided at the digital voice recorder and at a remote networked management terminal.

(iv) All system components shall communicate over an IP network.


	
	

	
	(k) SEARCH AND REPLAY APPLICATION

(i) The search and replay facility shall provide the instant playback or retrieval of calls, without effecting operational recording. It should be possible to access archived data easily for recording or playback and this facility shall be available remotely. 

(ii) At this point, all the replay facilities shall be installed within 50m of the Primary TETRA Switch.

(iii) It shall be possible to retrieve selected transmissions from the digital voice recording system, and have the data available for replay by the replay application within 20 seconds maximum.

(iv) The replay graphic users interface (GUI) shall provide on-screen icons identifying specific types of calls. 

(v) Call types will include as a minimum: 

1) Individual calls

2) Emergency calls

3) Talk group calls

4) Telephone calls

(vi) The replay GUI shall provide on-screen tool tips identifying transmissions with specific attributes.

(vii) Transmissions to be identified will include as a minimum: 

1) Radio ID

2) Called party; whether a talk group ID, an individual ID, or a telephone number as applicable to the type of call.

3) Talk-group


(viii) The displayed information shall be configurable.

(ix) An administrator shall be able to restrict access to individual users and groups of users to predefined talk-groups and radios.

(x) The following replay search criteria shall be provided as a minimum: -

1) Radio ID

2) Talk-group ID

3) Date

4) Time

5) Radio and talk-group aliases

6) Group Calls

7) Telephone Calls

8) Private Calls

9) Emergency Calls

10) The replay GUI shall visually display the time relationship of the selected communications. 

11) There shall be no limit to the number of radios, talk-groups or channels displayed. Vertical and horizontal scroll bars shall be provided where required. 

12) It shall be able to view transmissions which have been ordered by Radio ID’s, or Group ID’s etc.

13) A zoom control shall be provided to enable an expanded on-screen view of transmissions within a given time frame.

14) The GUI shall provide the facility to highlight a selection of transmissions by on-screen point and mouse click

15) Selected calls shall be replayed on the PC sound system. The PC sound system shall be high quality PC speakers and headphones.

16) Controls shall be provided to control the replay. Replay controls shall be as a minimum:

(i) Play

(ii) Step forward / backward / fast forward / fast backward

(iii) Next

(iv) Stop

17) The replay speed shall be variable from slow to fast, without significant pitch change.

18) It shall be possible to copy the selected transmissions to a .wav or .mp3 file for replay on another Windows PCs.


	
	

	28. Automatic Radio Location System

	(a) SCOPE OF THE REQUIREMENT

(i) The SAPS require an automatic radio location (ARL) system that will enable dispatchers or supervisors to see at a glance the geographical position of the vehicles or portable radios, which are under their control.

(ii) The tenderer shall supply, install, test and commission a radio location system using the TETRA radio’s build in Location Information Protocol (LIP) and the TETRA radio network as data communication medium

(iii) It should be noted that the system required is a radio location system for dispatching and not a vehicle fleet management system.

(iv) The primary function of the system is to enable dispatchers and supervisors to be in a position to know the location of the radio terminals under their control so that in the event of emergencies, response to emergency situations will be greatly enhanced.

(v) The tenderer shall include a complete Street Search facility with the ARL system.


	
	

	
	(b) DISPLAY OF POSITION OF TETRA RADIO TERMINALS

(i) The position of the radio terminal shall be displayed on a Google Earth map on a display screen that will be provided as part of the radio dispatcher console.

(ii) Each radio terminal displayed shall be represented by a specific symbol, indicating clearly its radio call sign and its precise position on the map, corresponding to its exact geographical position in its area of operation.

(iii) A clear distinction shall be made by means of various symbols or different colour symbols of the various radio terminals, each indicating also its own radio call sign.

(iv) It shall be possible to read the coordinates [South and East in degrees, minutes and seconds] of the position of the radio terminal off the display screen by simply positioning the cursor on the symbol representing a radio terminal.


	
	

	
	(c) EQUIPMENT REQUIRED FOR SYSTEM

(i) GENERAL

1) All radio terminals will be equipped with geographical positioning system (GPS) location devices and antennas to determine their position with the aid of the GPS satellite system.

2) The data of the position shall be fed to the TETRA Switch via the TETRA Short Data facility of the TETRA radio communications system.

(ii) EQUIPMENT AT NETWORK CONTROL CENTRE

1) The following equipment shall be supplied and installed and connected to the Primary TETRA Switch:

(i) An application server to receiver the TETRA Location Information Protocol (LIP) GPS location short data messages. The server shall include a data base with all the relevant information of the vehicles utilizing the radio location system. 

(ii) The server shall be a 19” rack mount unit.

(iii) A number of Windows based PCs to display the positions of the radio terminals on a Google Map. The exact quantity of these terminals is requested within the pricing schedule.

(iv) Terminals for each dispatcher consisting of a 23” All in One type personal computer (PC) with the latest Windows.

(v) A system’s manager PC located at the Network Control Centre. This should in all aspects be similar to the normal ARL dispatcher PC, but with an additional HDMI or Display Port. This PC will drive a wall mounted 60” LED monitor showing the Google Map and selected radio positions. This monitor must be a continuous duty (always on) type. This PC will also be used by the system administrators to manage the database administration relating to the location of the TETRA radio terminals.

(vi) A firewall/VPN router to allow remote dispatch terminals to access the location server remotely from the internet.

2) Resilience Requirement 

(i) The ARL Server shall have very high availability with in-built local hard disk resilience.

(ii) It shall be possible for the technician to remove and replace a failed RAID hard disk without the need to shut down the server or any loss of recording.

(iii) The ARL Server shall have a duplicated separately power supply that is hot swappable.

(iii) SYSTEM FACILITIES

1) The tenderer shall provide a complete data base with all relevant information of the radio terminals on the location system.

2) The data base shall be provided complete with an editor to add information of new or additional radio terminals using the location system, to delete radio terminals from the location system or to edit/modify the information pertaining to any specific radio terminals on the location system.

3) The system shall use maps from Google to ensure that updated maps are always available.

4) The data base shall have the capacity to store the movements of each radio for a period of up to one (1) year. It shall be possible to draw a neatly structured report from the system with all the detail of the movements of such a radio for such a period.

5) It shall be possible to display the historic movement a radio terminal graphically on a Google map.

6) The system shall have the ability to identify a radio terminal by radio identification number or by the call sign of the vehicle.

7) Password protection shall be provided for use by the SAPS in order that the dispatchers will not be able to change system settings.

8) It shall be possible to hot-select a single radio terminal for display on the screen.

9) Hot selection shall result in the vehicle so selected to be kept in the middle of the screen and as it moves, the map shall move accordingly on the display.

10) The following additional facilities shall be provided:

(i) The system shall provide geofencing functionality to demarcate specific areas of operation [zones] in order to raise an audible and/ or visual alert when a vehicle moves out of its designated way point area of operation.

(ii) The way point area or zone shall be achieved by means of a polygon drawn on the map.

(iii) The system shall provide beacon functionality to in order to raise an audible and/ or visual alert when a radio terminal moves past that position.

(iv) UPDATING OF POSITION OF VEHICLES

1) The system shall work in real time and the frequency of updating the position of the vehicle shall be determined by the settings within the radio terminal.

2) The frequency of updating the position of the vehicle shall be determined by a combination of the speed of the vehicle and time.

3) The result of this combination will be that if a vehicle is stationary, it shall give its geographical location as per the periodic update configured. 

4) As soon as the vehicle starts moving, it shall give its position at more regular intervals according to its speed and distance travelled.

5) The faster the vehicle moves, the greater the frequency of updating its position will be.

(v) LOCATION DISPATCHER FACILTIES

1) The dispatcher shall have the ability at his console to select which radio terminals shall be monitored on the screen.

2) It shall be possible for the dispatcher either to zoom into the map in order to allow him to see a specific small area where he needs to concentrate on a few vehicles

3) Alternatively, the dispatcher shall be able to zoom out to allow him to see a larger area displayed on screen and to see a larger quantity of vehicles.

4) The dispatcher shall have the functionality to send or receive short text messages to and from the radio terminals via the TETRA Short Data facility. This shall be a user-friendly task by clicking on a radio terminal icon on the screen and then entering the text.

5) The dispatcher shall have the facility to individually request the position of any radio terminal under his control by clicking on the icon of the radio terminal on the screen. A poling message will be sent to the terminal requesting the terminal to update its latest position.

(vi) QUANTITIES OF RADIO TERMINALS LICENSES AND LOCATION DISPATCHER POSITIONS LICENSES

1) The quantities for the software licensing for each radio terminal and dispatcher position is requested within the pricing schedule in this document.
	
	

	29. Interoperability
	(a) The Bidder confirms and will ensure interoperability to existing equipment and systems.
	
	

	30. ICASA Requirements
	(a) All equipment provided needs to comply with the ICASA requirements
	
	


Note (1):   

Bidders must accept all the Technical Mandatory Functional Requirements to indicate the Bidder’s compliance with ANNEX C: Addendum 1, failing which will result in Disqualification.

Note (2): 

Failing to comply with all the aspect of this section will result in disqualification.

Yes = Comply

No =  not comply (Thus, disqualified)
I, the bidder (Full names) …………………………………………………………. representing (company name) ……………………………………………………………... Hereby confirm that I comply with the above Technical Mandatory Requirements and understand that it will form part of the contract and is legally binding.

Thus, done and signed at ……………………………………. On this………day of……………...….20…. 

……………………………….









Signature

Designation:
ANNEX D:
LOCAL CONTENT REQUIREMENTS
11.
Mandatory Local Content Requirements:
11.1
The bidder must confirm compliance to the Mandatory Local Content requirements.

11.2
The following documents are attached to guide guidance in completing the Local Content requirements:

•
Document 01:
Guidance Document for the Calculation of Local Content.

•
Document 02:
South African National Standard:  Local goods, services and work – 



Measurement and verification of local content.
11.3
The Bidder must complete, sign and submit the following documents at bid closure:

•
Document 03:
SBD 6.2 Declaration Certificate for Local Production and content for 
Designated Sectors. 

•
Document 04:
Annexure C: Local Content Declaration.
11.4  The following Annexures should not be submitted by the bidder, however be kept by the by the bidder and be provide the documents upon request.

•
Document 05: 
Annexure D: Imported Content Declaration. 

•
Document 06: 
Annexure E: Local Content Declaration. 

NOTE (1):

Bidder must use Annex E: Bill of Materials (BOM) list for Cabling Requirements for Local Content to complete the Local Content document requirements as indicated in section 11.3 above.
NOTE (2): 
Failure to complete, sign and submit the documents as requested in section 11.3 above at bid closing will result in disqualification.


	











	







	









	







	








	












	


ANNEX E:
ADDITIONAL SPECIFICATION REQUIREMENTS
ANNEX E Additional Specification Requirements (Annexure A1) Document to be issued at the Compulsory Briefing session .
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