ANNEXURE A: SASSETA ICT INFRSATRUCTURE (TECHNICAL SPECIFICATIONS)

1. SUPPLY AND DELIVERY AT SASSETA OFFICES

i. Head Office: Waterfall
ii. Regional offices: Newcastle, Durban
iii. DR Site (Auckland Park).
iv. Any other existing/future site(s)


1.1. Ensure that all equipment is brand new, sourced directly from reputable Original Equipment Manufacturers (OEMs), and compliant with both South African ICT standards and global best practices.
1.2. Deliver equipment to designated SASSETA office locations in Waterfall, Newcastle, and Durban, adhering to agreed schedules and handling requirements.
1.3. Supply all necessary licenses, accessories, mounting kits, power supplies, and additional hardware or software components required for complete deployment.
1.4. Procure and supply new, ICT equipment including but not limited to:

a) Servers - HPE Server: ProLiant DL380 Gen11 (4x at Head Office, 1x at Newcastle, 1x at Durban and at DR Site (Auckland Park).

i. CPU(s):2x Intel Xeon Silver 4410Y @ 2.0 GHz (12 cores / 24 threads each, totalling 24 cores, 4th Gen Xeon Scalable, launched Q1 2023)
ii. Memory: 128 GB DDR5 ECC (8 x 16 GB DIMMs, 4800 MT/s, 1DPC)
iii. Boot Drives: 2x 480 GB SAS SSDs (12G Read Intensive SFF) in RAID 1 for OS
iv. Controller: HPE Smart Array P408i-a SR Gen11 (RAID 0/1/5/6/10, 4 GB cache)
v. Network: Dual-port 10GbE NIC (HPE 10GbE 2-port SFP+ OCP3 Adapter, Broadcom BCM57416-based)
vi. HBA: Dual-port 12 Gb SAS HBA (HPE 12Gb SAS Expander Card or Smart Array P816i-a SR Gen11)
vii. Power: Dual 800W Titanium hot-plug power supplies (HPE 800W Flex Slot Titanium Hot Plug Power Supply)
viii. Form Factor: 2U rack server, dual socket, supporting up to 24 SFF or 12 LFF drives
ix. Management: HPE iLO 6 Advanced for remote monitoring, firmware validation, and secure boot.
x. Warranty 3-Year NBD Onsite (extendable to 5 year)

b) Core Network Switch - HPE Aruba Networking CX 6100 24G 4SFP+ Switch (JL678A) (1 Core Switch at Head office)

	Feature
	Specification

	Model
	Aruba CX 6100 JL678A

	Ports
	24x ports 10/100/1000BASE-T ports
4x 1G/10G SFP ports

	Switching Capacity
	128 Gbps

	Throughput
	95.2 Mpps

	Memory and processor
	Dual Core ARM Cortex A9 @ 1016 Mhz
4 GB DDR3, maximum, depending on model
16 GB Emmc

	Management
	Aruba Central, CLI, REST API, SNMP

	Security
	ACLs, 802.1X, MACsec (limited)

	Power Supply
	Internal AC PSU

	Warranty
	Limited Lifetime Warranty





c) Network Switch - HPE Aruba CX 6100 48G Class4 PoE 4SFP+ 370W Switch (JL675A) (10x at Head Office and 2x at regional offices (Newcastle and Durban))
	Feature
	Specification

	Model
	Aruba CX 6100 JL675A

	Ports
	48x ports 10/100/1000BASE-T Ports
4x 1G/10G SFP ports

	Switching Capacity
	176 Gbps

	Throughput
	98.6 Mpps

	Memory and processor
	Dual Core ARM Cortex A9 @ 1016 Mhz
4 GB DDR3, maximum, depending on model
16 GB eMMC

	Management
	Aruba Central, CLI, REST API, SNMP

	Security
	ACLs, 802.1X, MACsec (limited)

	Power Supply
	Internal AC PSU

	Warranty
	Limited Lifetime Warranty



d) Next-generation firewall appliances; FortiGate 120G (1x at Head Office)
	Feature
	Specification

	Ports
	18x GE RJ45 (1 MGMT, 1 HA, 16 Switch), 8x GE SFP, 4x 10GE SFP+

	Firewall Throughput
	39 Gbps

	Threat Protection Throughput
	2.8 Gbps

	SSL VPN Throughput
	1.5 Gbps

	Concurrent Sessions
	3 million

	New Sessions/sec
	140,000

	IPSec VPN Throughput
	35 Gbps

	SSL Inspection Throughput
	3 Gbps

	Power Supply
	Dual AC

	Form Factor
	1U Rackmount

	Management
	Web GUI, CLI, REST API, SNMP, Syslog

	Security Services
	FortiGuard AI-powered IPS, Anti-Malware, Web Filtering, App Control

	Warranty
	3-Year FortiCare Services



e) Next-generation firewall appliances; FortiGate 70G (1x at Newcastle, 1x at Durban and 1x DR Site (Auckland Park).
	Feature
	Specification

	Ports
	10x GE RJ45 (7 Internal, 2 WAN, 1 DMZ)

	Firewall Throughput
	~5 Gbps

	Threat Protection Throughput
	1.3 Gbps

	SSL Inspection Throughput
	1.4 Gbps

	IPSec VPN Throughput
	~3 Gbps

	Form Factor
	Desktop or Rackmount

	Management
	Web GUI, CLI, REST API, SNMP, Syslog

	Security Services
	FortiGuard Unified Threat Protection, SD-WAN, ZTNA enforcement

	Warranty
	3-Year FortiCare Services



f) Mobile APC Smart‑UPS RT 10 kVA (230 V) SRTG10KXLI (1x at Newcastle and 1x at Durban)
	Specification
	Details

	Model
	SRTG10KXLI

	Capacity
	10 kVA / 10 kW (Schneider Electric)

	Input Voltage
	230 V nominal (220‑240 V supported) (DCE)

	Output Voltage
	230 V nominal (220‑240 V supported) (DCE)

	Topology
	Online Double‑Conversion (True Online) (Schneider Electric)

	Output Waveform
	Pure sine wave (Secure Power)

	Output Distortion (THD)
	Less than ~2% (Multilink Eng)

	Efficiency
	~93.5% (FirstShop)

	Input Voltage Range
	160 V – 285 V (DCE)

	Crest Factor
	3:1 (Multilink Eng)

	Runtime (internal batteries)
	On full load (10kW) ~3½ minutes; half load (5kW) ~11 minutes (DCE)

	Dimensions (H×W×D)
	~21.7 cm × 44 cm × 68 cm (DCE)

	Weight
	~81 kg (net) (Accelerator)

	Form Factor
	Rack/Tower convertible (Schneider Electric)

	Mounting Option
	Hard‑wire 3‑wire (1PH + N + E) input; outlets: 2× IEC C13 + 1× IEC C19 + hard‑wire output (Accelerator)

	Batteries
	Lead‑acid (VRLA) internal with option for external battery modules for extended runtime (Secure Power)

	Management/Comm
	RS‑232 / SmartSlot / network card supported (Secure Power)

	Noise Level
	~55 dB (Multilink Eng)

	Operating Temp/Conditions
	0‑40°C, 0‑95% RH non‑condensing (Multilink Eng)






g) Fortinet FortiAP 431G | 4x4 Wi-Fi 6E, Indoor Wireless Access Point - Tri-Radio, Internal Antenna, 2 x 5GE RJ45 Ports (FAP-431G-A) (24x at Head office,2x at Newcastle and 5x at Durban)
	Specification
	Details

	Model
	FortiAP 431G (FAP-431G-A)

	Form Factor
	Indoor wireless access point

	Wi-Fi Standard
	IEEE 802.11ax (Wi-Fi 6E), Tri-Radio

	Bands Supported
	2.4 GHz / 5 GHz / 6 GHz

	Radio Configuration
	4×4 MU-MIMO (per radio)

	Maximum Data Rates
	2.4 GHz: ~1.148 Gbps 5 GHz: ~2.402 Gbps 6 GHz: ~4.804 Gbps

	Antenna Type
	Internal omni-directional antennas

	Ethernet Ports
	2 × 5 GbE (RJ-45)

	Other Interfaces
	1 × USB Type-A 1 × RJ-45 console port

	Power Consumption
	~31.7 W (PoE)

	Security Features
	WPA3, 802.1X, WIDS/WIPS capable

	Key Features
	OFDMA, MU-MIMO, client load balancing

	Management Options
	FortiGate (WLAN controller), FortiAP Cloud / FortiEdge Cloud

	Mounting
	Ceiling / wall mount

	Intended Use
	Enterprise indoor wireless for high-density offices

	Regulatory Note
	6 GHz operation subject to local regulations


2. CONFIGURATION AND INSTALLATION
2.1. The service provider shall be responsible for the end-to-end configuration and installation of each infrastructure component, ensuring seamless integration into SASSETA’s existing ICT environment.
a) Servers
i. Assess server room suitability including rack space, power load, cooling, and cable management.
ii. Document server configuration
iii. Install and configure servers to support directory services, storage, virtual machines, and application hosting.
iv. Ensure integration with existing backup and cloud services.
v. Implement secure configurations with role-based access control, system hardening, and logging.
vi. Perform system and data migrations where applicable, ensuring no data loss and minimal service downtime.

b) Firewalls
i. Conduct site readiness assessments specific to firewall appliance placement, power supply, and network segmentation needs.
ii. Install and configure next-generation firewalls, ensuring secure integration with SASSETA's directory services, VPN systems, and perimeter security layers.
iii. Define and implement firewall zoning and policies aligned to business units and data sensitivity levels.
iv. Apply secure baseline configurations, disable insecure defaults, and enforce logging and intrusion prevention settings.
v. Validate firewall rules to support secure access to internal systems and internet-based services.
c) Mobile UPS
i. Conduct electrical assessments to determine power needs for each office.
ii. Install and configure mobile UPS units to support critical ICT infrastructure (e.g., servers, network switches, firewalls).
iii. Test load capacity, runtime, and automatic failover behavior.
iv. Integrate UPS monitoring into the infrastructure monitoring system.
v. Provide configuration documentation including battery runtime calculations and maintenance schedules.
d) Switches
i. Assess network distribution points for space, ventilation, and cable routing.
ii. Install and configure core and access switches, enabling efficient traffic routing and segmentation.
iii. Implement VLANs in line with SASSETA’s network design, applying security policies and QoS where needed.
iv. Ensure redundant paths and loop protection are configured to support high availability.
v. Document switch port mapping and network topology for support and audits.

e) Network Cables

i. Assess existing cabling infrastructure and identify gaps or upgrades needed.
ii. Install CAT6/CAT6A Ethernet cabling between racks, workstations, and wireless access points as per layout requirements.
iii. Label all cables accurately and update network schematics accordingly.
iv. Test all cable runs for performance and reliability, ensuring compliance with standards. 

f) SFPs (Small Form-Factor Pluggable)

i. Install appropriate SFP modules into switches, routers, and firewalls as required.
ii. Ensure compatibility between SFP modules and existing networking hardware.
iii. Test connectivity across fiber and copper links to verify throughput and reliability.
iv. Document module specifications, slot allocation, and connection endpoints.

g) Fiber Lids

i. Install fiber lids and trays to protect and manage fiber cabling infrastructure.
ii. Ensure compliance with fiber optic cabling standards to prevent signal degradation or physical damage.
iii. Route and secure fiber cables properly within racks and ducts.
iv. Label and document fiber connections, splices, and endpoints for ongoing support.




h) Access Points
i. Perform a wireless site survey to determine optimal access point placement based on coverage, interference, and density.
ii. Install and configure enterprise-grade access points, ensuring secure integration with SASSETA’s wired network and directory services.
iii. Apply security configurations including WPA3 encryption, user authentication, and VLAN segregation.
iv. Enable wireless monitoring and logging to detect rogue devices or unauthorized access.
v. Test signal strength, coverage, and client load handling per site.

3. Workload Migration
i. System/data migration from old servers to new infrastructure
ii. Ensure no data loss and minimal downtime
iii.  Validate migrated systems and applications

4. PERFORMANCE AND SECURITY REQUIREMENTS
4.1. The service provider shall ensure that the entire ICT infrastructure not only meets but exceeds the necessary performance, availability, and security standards as outlined below. Each component must support both current and future business needs, providing scalability and robust protection from evolving cybersecurity threats.
A) Firewalls
i. Firewalls must support high throughput, with low latency, capable of handling the traffic volume generated by SASSETA's operations, including large data flows, high-frequency requests, and multi-site traffic.
ii. Support for intrusion prevention systems (IPS), deep packet inspection (DPI), and load balancing to optimize firewall performance.
iii. Enable automated traffic analysis and anomaly detection to mitigate potential threats in real-time without impacting performance.
iv. Implement next-gen firewall features such as deep packet inspection, intrusion prevention systems, and content filtering to defend against advanced threats, including malware, DDoS attacks, and unauthorized access attempts.
v. Apply secure baseline firewall configurations and ensure continuous monitoring for non-compliance to these baselines.
vi. Encrypt traffic where required using SSL/TLS for web access and other sensitive communication channels.
vii. Conduct regular vulnerability scanning and patch management to protect against emerging threats.
viii. Ensure role-based access control (RBAC) for firewall management and audit logging for all firewall activities.
B) Servers
i. Servers must be configured to deliver optimal performance for both batch processing and real-time applications, including applications hosted within SASSETA’s environment (e.g., HR System, Finance System).
ii. Ensure servers are configured with sufficient CPU, RAM as per the specifications, and storage resources to handle anticipated future growth, scalability requirements, and high-availability configurations.
iii. Implement auto-scaling for virtualized environments, enabling resources to dynamically adjust based on workload demands.
iv. Apply server hardening practices, disabling unnecessary services and ports, and ensuring that all operating system configurations follow security guidelines 
v. Use file encryption for sensitive data at rest and ensure secure backups and data replication strategies are in place.
vi. Implement security patches and updates as part of a patch management process to protect against vulnerabilities in both the server OS and any installed software.
vii. Ensure multi-factor authentication (MFA) for accessing critical servers and services and employ role-based access to minimize unauthorized access.
C) Mobile UPS
i. Mobile UPS units must provide sufficient battery life and load capacity to support critical ICT infrastructure, ensuring that operations can continue without interruption during power outages.
ii. Monitor battery health and performance in real-time to predict failures and enable proactive maintenance.
iii. Integrate UPS monitoring into centralized management software, allowing SASSETA’s IT team to track power consumption and UPS status.
iv. Implement power surge protection to protect equipment from electrical fluctuations.
v. Ensure secure access controls for UPS settings and configurations, limiting modification rights to authorized personnel only.
vi. Provide secure data logging for UPS operations, capturing events such as power failures, load changes, and battery replacements.
D) Switches
i. Switches should support high-speed data transfer rates (e.g., 10GbE, 40GbE) and low latency to ensure the fast movement of data across SASSETA’s network.
ii. QoS (Quality of Service) settings should be configured to prioritize critical data traffic (e.g., VoIP, real-time applications) over less time-sensitive traffic.
iii. Support for power over Ethernet (PoE) to power devices such as access points and IP cameras directly from the switches.
iv. Enable port security to prevent unauthorized devices from connecting to the network.
v. Implement 802.1X network access control to authenticate devices before granting access to the network.
vi. Apply VLAN segmentation to isolate sensitive data and critical applications, enforcing security policies at the network level.
vii. Ensure secure management protocols such as SSH and SNMPv3 are used for remote configuration and monitoring of switches.
E) Network Cables
i. Use high-quality, high-performance cables (e.g., CAT6A or fiber optics) to support high-speed data transmission with minimal signal loss.
ii. Proper cable routing and shielding to reduce interference and crosstalk, ensuring a stable connection and maintaining network performance.
iii. Test cables post-installation for signal integrity and compliance 
iv. Implement cable management practices to avoid accidental disconnections, physical tampering, or damage.
v. Label all cables to ensure clarity during troubleshooting and future upgrades, reducing the risk of misconnection or unauthorized access.
F) SFPs (Small Form-Factor Pluggable)
i. Ensure SFP modules support the required network bandwidth (e.g., 1Gbps, 10Gbps, 40Gbps) and distance (fiber vs. copper, short vs. long-range).
ii. Validate SFP compatibility with switches, routers, and other network equipment to avoid mismatches that could degrade performance
iii. Secure the physical access to SFP slots to prevent unauthorized tampering or swapping.
iv. Ensure encryption support for SFPs used in highly sensitive areas, ensuring data confidentiality over long-distance connections.
G) Fiber Lids
i. Use high-performance fiber optic cables and connectors to ensure reliable, high-speed data transmission across long distances, without signal degradation.
ii. Proper fiber management to reduce losses due to improper bends or environmental stress.
iii. Ensure that fiber optic cables and connectors are securely installed in protective fiber lids, preventing unauthorized physical access to fiber runs.
iv. Implement fiber surveillance or monitoring tools to detect cable damage or tampering.
H) Access Points
i. Access points should support high-speed Wi-Fi standards (e.g., Wi-Fi 6 or Wi-Fi 6E) to ensure high throughput and low latency for end-users.
ii. Provide load balancing capabilities to ensure an even distribution of client devices and traffic, preventing bottlenecks.
iii. Enable band steering to ensure devices connect to the optimal frequency (2.4GHz or Implement WPA3 encryption to ensure strong, modern security for wireless communications.
iv. Use 802.1X authentication to ensure that only authorized devices can access the network.
v. Secure SSID hiding and dynamic VLAN assignment to protect against unauthorized wireless access.
vi. Implement Rogue AP detection to identify and neutralize any unauthorized access points.

5. Testing and Validation
5.1. The service provider must:
a) Conduct thorough pre-implementation and post-implementation testing, including unit, integration, and performance testing.
b) Validate that systems are operating at optimal capacity and fully meet specification and performance benchmarks.
c) Perform interoperability testing to ensure newly deployed infrastructure functions harmoniously with existing hardware, software, and cloud environments.
d) Validate and test network security features, including:
i. Firewall rules and policies
ii. VPN access configurations
iii. VLAN and segmentation logic

e) Produce a comprehensive test and acceptance report, detailing:
i. All tests conducted
ii. Results and benchmarks
iii. Issues identified and resolutions
iv. Final system sign-off by SASSETA ICT team

6. Training and Documentation
6.1. The service provider must provide:
a) Targeted technical training for ICT support personnel per technology domain, with practical, hands-on sessions covering:
i. Server and storage administration
ii. Switch and firewall configuration
iii. Network troubleshooting and diagnostics
b) Complete and structured documentation, including:
i. Original OEM equipment manuals
ii. Initial and final system configurations
iii. Logical and physical network diagrams
iv. Security policies and user access matrices
v. Licensing information
vi. Warranty documents and escalation matrix
vii. Configuration backup files
c) Final close-out report summarising:
i. Deliverables achieved
ii. Deviations (if any)
iii. Outstanding issues
iv. Recommendations and lessons learned

d) Support and Maintenance (Until 31 March 2030)
i. The service provider shall offer comprehensive support and maintenance services for all supplied ICT infrastructure until 31 March 2030, which includes:
· Post-installation technical support, both on-site and remote, during business hours (with an option for after-hours emergency support).
· Preventative maintenance, including:
· Hardware inspections and performance checks
· Firmware and software updates
· Cleaning and re-cabling where necessary
· Corrective maintenance, including:
· Troubleshooting faults
· Replacing defective hardware under warranty
· Responding to and resolving incidents within agreed SLA timeframes
· Performance and capacity monitoring, ensuring:
· Optimal server/storage performance
· Early identification of bottlenecks and threats
· Proactive system tuning
· Security patch management, keeping firmware, OS, and software components up to date and secure.
· All infrastructure components must be configured for optimal performance, reliability, and security in line with industry standards and SASSETA ICT policies.
· Security configurations must include system hardening, encryption of sensitive data, access controls, secure management protocols, and continuous monitoring for threats or anomalies.
· Performance configurations must ensure high throughput, low latency, redundancy, and quality of service for critical applications.
· All systems must support secure authentication methods (including MFA where applicable), regular patching, and proactive performance tuning.
· Monitoring, alerting, and logging mechanisms must be implemented across all deployed infrastructure to support operational visibility and compliance auditing.
· Fault monitoring and alerting, using intelligent tools to:
· Detect abnormal behavior or failures
· Automatically generate alerts
· Escalate unresolved issues
· Submission of quarterly maintenance and performance reports, providing:
· Incident summaries
· Support activity logs
· Recommendations for improvement
· Infrastructure health dashboards
