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[bookmark: _Toc177926771][bookmark: _Toc498843318][bookmark: _Toc394775451][bookmark: _Toc394778358][bookmark: _Toc505652265]Purpose and background
[bookmark: _Toc170990793][bookmark: _Toc177926772]Purpose
The purpose of this Request for Bid (RFB) is to invite Suppliers (hereinafter referred to as “bidders”) to submit bids for the supply of new network infrastructure and the implementation thereof with maintenance and support for a period of five (05) years for the Department of Trade, Industry and Competition (the dtic).

[bookmark: _Toc170990794][bookmark: _Toc177926773]Background 
The Office of the Chief Information Officer (OCIO) is a Chief Directorate within the Corporate Service Management Branch (CMSB) of the dtic. Its purpose and role are to provide and maintain the information and communications technology of the department. The objective of the OCIO is to enable business to achieve its goals and deliverable through technology. 
The OCIO is responsible for all Information and Communication Technology (ICT) services of the department including but not limited to: Local Area Network (LAN), Wireless Local Area Network (WLAN), Wide Area Network (WAN), application services, email systems, backup, storage, physical and virtualised server infrastructure, de-militarized zone (DMZ), database services, Voice over Internet Protocol (VoIP), Contact Centre (CC), telephony services and Video Conferencing (VC). 
The department implemented its current network design in 2004. The department has concluded in 2021-22 a new network re-design based on modernised technologies. The department approved and adopted the new network design.

[bookmark: _Toc177926774]Scope of Bid
[bookmark: _Toc177926775]Scope of Work
The scope of work for the bidders is as follow:
The purpose of these Scope of Work (SoW) is to source interested service providers to supply and implement a new converged network infrastructure with licenses for a period of five (5) years. The service provider will be required to test and repair existing cabling and implement new cabling as per the specification. These services will be required at the campus in Sunnyside, Pretoria and the offices in Gqeberha, Durban, Cape Town and the Parliamentary Office. 
(a) The service provider is expected to provide the following services: 
(b) Supply, install and commission the network infrastructure hardware and software with licenses based on the approved design. 
(c) Supply and install the required cabling (fibre and copper). Provide cable maintenance and support for all cabling including new cabling requirement for the duration of the contract. Conduct cable clean-up of faulty, unused network cabling. Conduct cable management on network racks, cable trays in the Data Centre and Patch rooms at the campus, the regional offices and parliamentary offices.
(d) Provide maintenance and support on the network infrastructure for a period of five (5) years. Note the following: The maintenance and support contract will be valid for five (5) years. Phase One (1) (Supply, Implementation, Configuration and Commissioning of the network infrastructure). Phase Two (2) (Maintenance and Support with yearly license renewal) will commence upon completion of Phase One (1). 
(e) Install patches and upgrades from the Original Equipment Manufacturer (OEM) in consultation with the dtic in line with change control processes.
(f) Extend the licences of the existing two (02) routers at the dtic campus including hardware and software support.
(g) Provide training and certification examination up to second level for a minimum of two (2) the dtic staff.
(h) Conduct quarterly network health checks and provide reports.
(i) The service provider must adhere to the SLA matrix at all times:


Table 1: Service levels
	Service Level
	Severity Level Descriptions

	Response Time
	Resolution Time

	1. 24 / 7 / 365 Support
	Total network infrastructure failure inclusive of the Data Centre, Core Switches, Server Farm Switches, Access Switches and WAN hardware.
	30 Minutes
	3 Hours

	2. 24 / 7 /365 Support
	Individual building, regional office or individual floor within a building.
	1 Hour
	4 Hours

	3. 24 / 7 / 365 Support
	Resolution of the incidents and problems.
	2 Hours
	6 Hours

	4. the dtic change management window 
	Move, Additions, Changes and Deletions i.e. upgrades of the infrastructure changes of a node, addition or deletion of a node.
	2 Hours
	As per agreed implementation time



[bookmark: _Toc177926776]Delivery address
The address where the required goods / services / works must be delivered is:

Table 2: Deliver address
	#
	Office
	Address

	1. 
	the dtic Head Office
	77 Meintjies Street, Sunnyside, Pretoria, Gauteng, 0002

	2. 
	Durban
	136 Victoria Embarkment, Cnr Victoria Embarkment and Fenton Lane, Durban, KwaZulu-Natal, 4001

	3. 
	Gqeberha
	3rd Floor, 66 Ring Road, Greenacres, Gqeberha, Eastern Cape, 6001

	4. 
	Cape Town
	Norton Rose House, 13th Floor, 8 Riebeek Street, Cape Town, Western Cape, 8001

	5. 
	Parliament of South Africa
	102 Plein Street, Cape Town, Western Cape, 8001

	6. 
	SITA Centurion
	John Vorster Driver, Centurion, Pretoria, 001




[bookmark: _Toc177926777]Customer Infrastructure and environment requirements

Figure 1: Campus network layout
[image: ]
2.3.1 	The converged infrastructure is comprised of the following:
(a) Campus Area Network (CAN}, across nine {9} logical buildings. The current network design implemented is based on a three-tiered architecture.
(b) Each building houses four (4) patch rooms. There are two (2) patch rooms on all 1st and 3rd floors with exception of the SSC building where two {2} patch rooms are on the ground floor and 3rd floor. The SSC building houses a multi-tenant Data Centre on the 1st floor and one patch room in another building houses the High Availability (HA}. The campus comprises of the following:
i) 18 Distribution Layer Switches;
ii) 180 Access Layer Switches;
iii) Two {2} Core Layer switches;
iv) Two (2) WLAN (Wireless Local Area Network) controllers;
v) 40 Access Points (AP};
vi) Two (2) redundant internet routers;
vii) Two (2) redundant WAN routers;
viii) Wireless Management Solution;
ix) Wireless Access Portal;
x) Radius.
(c) The regional offices (Durban, Cape Town and Gqeberha) are based on the two-tier architecture. At the parliament the dtic occupies two floors and another floor at parliament towers.
i) WAN router (managed by SITA) and layer 3 switch at each of the regional offices;
ii) Parliament eight (8) layer three switches.
(d) The LAN switching and routing is managed by the dtic while WAN (Wide Area Network) routing and Internet connection are managed by SITA.
(e) Wireless Local Area Network (WLAN) is only available at the Campus.
(f) Two (2) stacked switches at the DR site at SITA Centurion. Capture details as applicable.

[bookmark: _Toc177926778]Requirements
[bookmark: _Toc177926779]Product / Service / Solution Requirements
3.1.1 The successful service provider will supply, install, configure and commission a turn-key network infrastructure solution as per the design specification. Develop and manage a project to replace the existing network infrastructure and migrate services to the newly implemented network;
(a) Develop a project management plan for the solution;
(b) Setup and configure LAN Switches at the Campus, Regional Offices and the Parliamentary Office;
(c) Setup and configure the Wireless LAN solution for the Campus, Regional Offices and Parliamentary Office;
(d) Setup and Configure Network Access;
(e) Install required cabling (fibre and copper);
(f) Setup and Configure an SDN solution at the dtic Campus and the remote sites, whereby SITA will manages the WAN.
3.1.2 Provide network maintenance and support for the:
(a)  Campus Area Network
(b) LAN switches licensing, software and hardware;
(c) Wireless Solution licensing, software and hardware;
(d) WAN and Internet Router licensing, software and hardware;
(e) Network Access Control licensing, software and hardware;
(f) Network Management Tool licensing, and software;
i)  Network Monitoring:
· Monitor and analyse network performance metrics such as bandwidth usage, 	latency, jitter and packet loss.
· Real-time and historical performance data visualization.
	ii)  Network Device Monitoring:
· 	Monitor the health and status of network devices including routers, switches, 	         	servers and firewalls.
· 	Support for SNMP, ICMP, and WMI protocols for device data collection.
;	iii)  Intelligent Network Alerts:
· 	Customizable alerting system for performance thresholds, faults, and security events.
· 	Advance alerting capabilities including dependencies, nested conditions, and alert 	suppression.
	iv)  Network Mapping and Visualization:
· 	Automatically discover and map network topology.
· 	Interactive, customizable network maps with drill-down capabilities.
	v)  Network Path Visualization:
· 	Visualize and troubleshoot critical path of network traffic from source to    	         	         	destination.
· 	Identify bottlenecks and performance issues across on-premises, hybrid and cloud 	environments.
	vi)  Performance Analysis:
· 	Correlate and analyse performance data from multiple sources in a single view.
· 	Drag and drop metrics to create custom performance stacks for detailed analysis.
	vii)  Network Traffic Analysis:
· 	Analyse network traffic patterns and bandwidth utilization with NetFlow, sFlow, J-	Flow, IPFIX, and other flow technologies.
· 	Identify top talkers, conversations, protocols and applications consuming 	           	         	bandwidth.
	viii)  Wireless Network Monitoring:
· 	Monitor wireless network performance, including access points, SSIDs, and clients.
· Detect and troubleshoot wireless network issues such as coverage gaps and signal 	interference.
	ix)  Customizable Dashboards and Reports:
· 	Create and customize dashboards with widgets and charts to display relevant 	         	network data.
· 	Generate scheduled and on-demand reports for network performance, availability 	 and inventory.
	x)  Scalability and High Availability:
· 	Scalable architecture to support large and complex network environments.
· 	High availability options to ensure continuous network monitoring.
xi) User and Role-Based Access Control:
· 	Granular user permissions and role-based access control to manage who can see 	 and interact with monitoring data.
· 	Audit trail and activity logs for user actions.
(g) SDN to integrate with an SD-WAN solution.
(h) Regional Offices, parliamentary office.
i) LAN switches licensing, software and hardware;
ii) WAN Routers licensing, software and hardware.
3.1.3 Supply, maintain and manage fibre and copper cabling.
(a) Copper cabling:
i) Cabling;
ii) Cat 6 not exceeding 100m from network switch to end point plus patch-lead and fly­ lead;
iii) Network copper cable must be terminated for 1Gbps connection and supply of Power-Over-Ethernet (POE}.
(b) Fibre cabling:
i) Multi-mode OM4 fibre uplinks between Distribution and Access for media type 10GBASE-SR;
ii) Single-mode 052 optic fibre cable for uplink between the Distribution and Core switches for media type 40GBASE-LR4.
3.1.4 Deploy skilled certified resources to the dtic Offices for the duration of the contract.
(a) [bookmark: _Hlk171684433]Two (02) Network Engineers will be responsible for maintenance and support in the DITC Head Office in Pretoria (Sunnyside) full time during normal working office hours.
(b) One (01) Network Engineer will be responsible for maintenance and support REMOTELY for the Regional Offices during normal working office hours i.e. Durban Office, Gqeberha Office, Cape Town Office and Parliament in Cape Town. The resource will be dispatched to the regional offices as and when if the problem cannot be resolved remotely. 

Note: Table 3 below shows the Bill of Materails. 
Refer to the Minimum Detailed Specifications, correlating to this Bill of Materials in Annex B: Section 6.1.

Table 3: Bill of Materials (BoM)
	Item No
	Goods/Service description
	Unit of measure

	Quantity 

	1
	Network Infrastructure 

	1.1
	Solution Implementation including project management 
	Once off
	1

	1.2
	24 SFP28 + 4 QSFP28 Port Distribution Switches
	Number of switches 
	18

	1.3
	24 QSFP28 Port Core/Spine Switch
	Number of switches 
	4

	1.4
	24G PoE+ + 4SFP+ Port Switch
	Number of switches 
	37

	1.5
	48G PoE+ + 4SFP+ Port Switch
	Number of switches 
	82

	1.6
	48G + 4SFP+ Port Switch
	Number of switches 
	2

	1.7
	48 1/10GBASE-T + 4 QSFP28 Port Leaf Switch
	Number of switches 
	8

	1.8
	48 SFP28 + 6 QSFP28 Port Leaf Switch
	Number of switches 
	2

	1.9
	40G QSFP+ LC LR4 SM Transceiver
	Number of SFP 
	140

	1.10
	10G SFP+ LC LR 10km SMF Transceiver
	Number of SFP 
	6

	1.11
	10G SFP+ LC SR 300m MMF Transceiver
	Number of SFP 
	466

	1.12
	Indoor WiFI6 or latest Access points
	Number of Wireless Access Points
	441

	1.13
	Outdoor WiFI6 or latest Access points
	Number of Outdoor Wireless Access Points
	17

	1.14
	Wireless Master Controllers
	Number of Wireless Master Controllers
	2

	1.15
	Wireless AP Licenses
	Number of Licences
	458

	1.16
	SD_WAN Orchestrator
	SD-WAN VPN Concentrator/Gateway
	2

	1.17
	Network Management System
	NMS
	1

	1.18
	Network Access Control Solution
	NAC Solution
	1

	1.19
	Branch Router
	Router
	4

	1.20
	Test, repair or replace multi-mode (MM) Fibre pairs (1st Floor Distribution to 1st Floor Access @ +-4m)
	MM Fibre
	216

	1.21
	Test, repair or replace multi-mode (MM) Fibre pairs (1st Floor Distribution to 3rd Floor Access @ +-10m)
	MM Fibre
	288

	1.22
	Test, repair or replace multi-mode (MM) Fibre pairs (Parliament Floors @ +-4m)
	MM Fibre
	10

	1.23
	Test, repair or replace single-mode (SM) Fibre pairs (Parliament Precinct to Parliament Towers @ +-40m)
	SM Fibre
	4

	1.24
	Test, repair or replace single-mode (SM) Fibre pairs (Data Centre to the Buildings) 
	SM Fibre
	72

	1.25
	Install single-mode (SM) Fibre Pairs (Block E to the Buildings)
	SM Fibre
	72

	1.26
	Test and repair or replace copper cabling (Campus, Regions & Parliament)
	Copper Cabling
	5000

	1.27
	Clean-up cabling of faulty, unused copper and fibre cabling
	Copper Cabling
	2500

	1.28
	Professional Certification Training with Certification Exams for 2 officials 
	Delegates
	2

	2
	Solution Licensing

	2.1
	Solution Licensing
	Annually for 5 years
	1

	3
	Deployment of resources

	3.1
	Two (02) Network Engineers will be responsible maintenance and support in the DITC Head Office in Pretoria (Sunnyside) FULL TIME during normal working office hours.
	Monthly for 5 years
	12

	3.2
	One (01) Network Engineer will be responsible for maintenance and support REMOTELY for the Regional Offices during normal working office hours i.e. Durban Office, Gqeberha Office, Cape Town Office and Parliament in Cape Town, resource will be dispatched to the regional offices as and when if the problem cannot be resolved remotely. 
	Monthly for 5 years
	12

	4
	Maintenance and Support

	4.1
	Maintenance and Support (Phase two commences after solution implemented and signed-off)
	Monthly for 5 years
	12



[bookmark: _Hlk171677078]NOTE: The hardware for the solution MUST be from the same brand or Original Equipment Manufacturer (OEM). the dtic will not accept mixed hardware brands for this network infrastructure Solution.

[bookmark: _Toc177926780]Service Elements
[bookmark: _Toc177926781]Full Service Agreement
(a) Warranty; and
(b) Maintenance and support

[bookmark: _Toc171767067][bookmark: _Toc171770312][bookmark: _Toc172112987][bookmark: _Toc171767068][bookmark: _Toc171770313][bookmark: _Toc172112988][bookmark: _Toc177926782]Bid Evaluation Stages
(a) The bid evaluation process consists of four (04) stages, according to the nature of the bid. 
(b) A bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation. The stages are:
[bookmark: _Toc127818473]Table 4: Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid YES/NO

	Stage 1	
	Mandatory Administrative responsiveness
	YES

	Stage 2 
	Technical Mandatory responsiveness 
	YES

	Stage 3
	Special Conditions of Contract verification
	YES

	Stage 4
	Costing and Preference evaluation
	YES



[bookmark: _Toc177926783]Mandatory Administrative responsiveness (Stage 1)
[bookmark: _Toc177926784]Attendance of briefing session
(a) An On-site Non-Compulsory Briefing session will be held. The bidder has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document.
[bookmark: _Toc177926785]Registered Supplier
(a) Only responses from bidders who are registered as a Supplier on National Treasury’s Central Supplier Database (CSD) in terms of National Treasury’s Instruction Note 4A of 2016/17 will be considered for award on this RFB.
(b) Bidders need to complete all the SBD documents which needs to be submitted as stated in the Invitation to Bid Document.
[bookmark: _Toc162269211][bookmark: _Toc165225525][bookmark: _Toc170743213][bookmark: _Toc177926786]Bid Submission Instructions
Note that a Two Envelope process will be followed and therefore bidders must submit as follows:
(a) One (1) original file excluding pricing which must be submitted in a separate envelope;
(b) One (1) hard copy excluding pricing which must be submitted in a separate envelope;
(c) Two (2) electronic copies on USB memory stick/ flash drive in Portable Document Format (PDF) of the RFB Document and Technical / Functionality Response. 
(d) Two (2) electronic copies on USB memory stick/ flash drive in Portable Document Format (PDF) of pricing only.
(e) It is the Bidder’s responsibility to ensure that the information and contents on the electronic copies is the same as in the hard copies.
(f) To ensure that the electronic copies are not damaged, the bidder must submit the USB’s (memory stick/ flash drive) in a sealed padded envelope and be clearly marked.
(g) Bidders shall submit Bid responses in accordance with the prescribed manner of submission as specified above. Failure to comply with the above instructions on submitting a proposal will lead to disqualification.
(h) The RFB Responses (hard and electronic copies) must be clearly marked as follows: Bidder’s Name & Contact Details, RFB Number, RFB Description, and Closing Date.
(i) All Bids in this regard shall only be accepted if they have been placed in the tender box before or on the closing date and stipulated time.
(j) Late bids shall not be considered.
(k) The Bid response must be signed by an authorised employee, agent or representative of the bidder. The Bid response Bid must bear the initials of the signatory at the bottom of every page as an indication that the bidder has familiarised itself with the terms and conditions of this RFB document.
(l) Faxed or e-mailed bids will not be accepted.
(m) Bidders shall submit Bid responses in accordance with the prescribed manner of submission as specified in this document. Failure to comply with the bid submission requirements will lead to disqualification.
(n) Bidders are required to submit all returnable documents/information together with their Bids/proposals on or before the closing time and date of the Bids/proposals.
(o) All services supplied in accordance with the bidder’s proposal must be in accordance with all applicable legal requirements in terms of South African law, policies and regulations.

[bookmark: _Toc177926787]Technical returnable documents
[bookmark: _Toc177926788]Instruction and evaluation criteria
(a) The bidder must comply with ALL the requirements as per the Technical Mandatory Requirements below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”
(b) The bidder must provide a unique reference number (e.g. binder/portfolio, chapter, section, page) to locate substantiating evidence in the bid response. 
(c) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid response to proceed to the next stage of the evaluation.

[bookmark: _Toc177926789]Technical mandatory requirements (Stage 2)

[bookmark: _Toc127818474]Table 5: Technical Mandatory Requirements
	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. Bidder Certification/ Affiliation Requirements


	The Bidder must be an Original Equipment Manufacturer (OEM)/Original Software Manufacturer (OSM), or an Accredited Reseller/ Partner/ Distributor to supply Network Infrastructure Solution.
	[bookmark: _Hlk142578673]Attach to ANNEX A a copy of valid documentation (letter/certificate/license) as proof that the Bidder an Original Equipment Manufacturer (OEM)/Original Software Manufacturer (OSM) or an Accredited Reseller/ Partner/ Distributor to supply Network Infrastructure Solution.


NOTE (1): 
SITA/ the dtic reserve the right to verify the information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.1>

	2. Bidder Experience and Capability Requirements


	The Bidder must have provided Network Infrastructure Solution including supply, installation and maintenance in South Africa to at least three (03) customers in the last ten (10) years from the publication date of this bid.

The scope of work must include the following:

Provided Network from backbone to access layer (i.e. core, distribution and access, Wireless LAN)

	[bookmark: _Hlk127297462][bookmark: _Hlk132742614]The Bidder must provide reference details from at least three (03) customers to whom a Network Infrastructure Solution including supply, installation and maintenance in South Africa were provided in the last ten (10) years from the publication date of this bid.
NOTE (1)
The Bidder must provide all of the following information when completing table 9:
(a) Company name; and
(b) Contact person, telephone and/or e-mail address; and 
(c) Project scope of Work; and
(d) Project start and End date. 
NOTE (2): 
Failure to comply fully to the requirements as indicated above will result in disqualification.
NOTE (3):
The scope must include the following:

Provided Network from backbone to access layer (i.e. core, distribution and access, Wireless LAN).

NOTE (4): 
SITA/ the dtic reserve the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.2, table 9>

	3. System Support and Maintenance 


	The Bidder must provide reactive support 24 hours a day, 7 days a week, 365 a year, including public
holidays. 

All software incidents/ problems must be registered and be resolved within four (2) hours. 

All hardware incidents/problems must be registered and be resolved within four (4) hours.

The bidder must conduct maintenance, software and firmware upgrade including deployment of security patches during weekends guided by the dtic Change Control Board (CCB) approved Change Windows/Scheduled dates.

	The Bidder must provide a detailed ICT helpdesk and incident/call logging procedure to demonstrate the ability to deliver the requested service.


NOTE (1): 
SITA/ the dtic reserve the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 5.3

	4. Minimum Detailed Specifications and Technical Product/Service Functional Requirements


	The Bidder must confirm compliance to the Minimum Detailed Specifications and Product/ Service Functional Requirements for the Network Infrastructure Solution.

	The Bidder must confirm that they comply with the Minimum Detailed Specifications  and Technical Product/ Service Functional Requirements for the Network Infrastructure Solution by completing and signing Annex B.
NOTE (1): 
SITA/ the dtic reserve the right to verify the information provided.

NOTE (2): 
Failure to comply fully to the requirements as indicated above will result in disqualification.


	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 5.4 and Annex B.>

	5. Special Conditions of Contract

	Bidder must accept ALL the Special Conditions of contract.
	The Bidder must accept ALL the Special Conditions of Contract by completing and signing the declaration of Acceptance in the Declaration of Compliance and Acceptance under the Special Conditions (Section 4.3.2).
NOTE (1): 
Failure to accept ALL the Special Conditions of Contract will result in disqualification.
	<Provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 5.5>





[bookmark: _Toc177926790]Special Conditions of Contract Verification (Stage 3)
(a) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(b) SITA reserves the right to:
(i) Negotiate the conditions; or
(ii) Automatically disqualify a bidder for not accepting these conditions; or
(iii) Award to multiple bidders; or
(iv) Not to award; or
(v) To do a partial award.

(c) In the event that the bidder qualifies the proposal with own conditions and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 4.3. (b) above.

[bookmark: _Toc177926791]Special Conditions of Contract
Contracting Conditions
(a) Formal Contract - The supplier must enter into a formal written contract (agreement) with the dtic.
(b) Right to Audit - the dtic reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
(c) The successful bidder must have presence in South Africa for the duration of the contract.
Delivery Address
(a) The supplier must deliver the required products or services at as indicated in Section 2.2, Delivery Address
Services and Performance Metrics
(a) The bidder is responsible to provide the following services as specified in the Service 			Breakdown Structure (SBS):
(i) Operational MTTResolve: Response and Repair Times - The Bidder must perform corrective maintenance within predefined response and repair times.  Maximum Time To Repair in all cases (Full Service Agreement) 
(ii) Mission Critical MTTResolve: Response and Repair Times - The Bidder must perform corrective maintenance within predefined response and repair times.  Maximum Time To Repair in all mission critical cases (Full Service Agreement) 
(iii) The bidder is required to provider reactive support 24 hours a day, 7 days a week including public holidays. All software incidents/ problems must be registered and be resolved within two (2) hours. All hardware incidents/problems must be registered and be resolved within four (4) hours.
(iv) The bidder must conduct maintenance, software and firmware upgrade including deployment of security patches during weekends guided by the dtic Change Control Board (CCB) approved Change Windows/Scheduled dates.
Supplier Performance Reporting
(a) The service provider:
(i) Service provider and Project Manager in collaboration with the dtic Project Manager will conduct weekly project meetings during Phase One (1). Minutes and reports to be provided and documented. 
(b) Conduct quarterly meetings during Phase Two (2) of the contract with the dtic.
(c) The service provider is required to generate monthly, quarterly, bi-annual and annual Network Availability reports as outputs.  During the maintenance and support cycle within the following service levels (the report type will drive the service level agreement; definition of the content of each report type will be finalised at the time of concluding the contracted service level agreement).
(d) NOTE: The hardware for the solution MUST be from the same brand or Original Equipment Manufacturer (OEM). the dtic will not accept mixed hardware brands for this network infrastructure Solution.
Certification, Expertise and Qualification
(a) The bidder certifies that:
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition
(ii) it is committed to provide the Products or Services; and
(iii) perform all obligations detailed herein without any interruption to the Customer
(iv) it has been certified for the Products and Services required
(b) 	The bidder must:
(i) be registered and partnered with the OEM throughout the whole project.
(ii) Two (02) Network Engineers will be responsible maintenance and support in the DITC Head Office in Pretoria (Sunnyside) full time during normal office hours.
(iii) One (01) Network Engineer will be responsible for maintenance and support REMOTELY for the Regional Offices i.e. Durban Office, Gqeberha Office, Cape Town Office and Parliament in Cape Town, resource will be dispatched to the regional offices as and when if the problem cannot be resolved remotely. 
(iv) The service provider represents that, 
(v) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition and;
(vi) it is committed to provide the Products or Services; and that is OEM/OSM;
(vii) Perform all obligations detailed herein without any interruption to the Customer.
(viii) The service provider must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations performing services similar to the Services;
(ix) The service provider must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition;
(x) Original Equipment Manufacturer (OEM) or Original Software Manufacturer (OSM) work. The Supplier must ensure that work or service is performed by a person who is certified by Original Equipment Manufacturer or Original Software Manufacturer, including the minimum certification:
Logistical Conditions
(a) Hours of Work  
(i) The service provider to ensure service availability 24 x 7 / 365 days a Year.  
(ii) Support and Helpdesk. The service provider must provide a support / helpdesk channel for the dtic to log requests, incidents and any other service requirement for the dtic.
(iii) The supplier must have presence / footprint in the areas mentioned in section 2.2.
(iv) The bidder is required to provide reactive support 24 hours a day, 7 days a week including public holidays. All software incidents/ problems must be registered and be resolved within two (02) hours. All hardware incidents/problems must be registered and be resolved within four (04) hours.
(v) The bidder must conduct maintenance, software and firmware upgrade including deployment of security patches during weekends guided by the dtic Change Control Board (CCB) approved Change Windows/Scheduled dates.
(b) Client environment
(i) In the event that the dtic grants the service provider permission to access the dtic’s Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the service provider must adhere to the dtic’s relevant policies and procedures (which policy and procedures are available to the service provider on request) or in the absence of such policy and procedures, in terms of, best industry practice.
(c) Tools of Trade
(i) The bidder is expected to use its own resources (cell phone, laptops etc) to communicate with its own offices or outside of the Client buildings, including all tools and equipment to render the services effectively.
(d) Remedy ARS Support
(i) The service provider must give off-site and remote support, and only when off-site support is not sufficient, then on-site support will be required upon approval by the dtic representative.
(ii) After hours helpdesk support is required for the duration for the five (05) year period per site during weekdays including weekends and public holidays
Penalties
(a) A penalty of 15% of the monthly contract value or any specific deliverable may be imposed if it is found that the Service Provider failed to meet agreed deliverables, and such failure was not caused by a failure of the client to comply with its obligations. 
(b) Where penalties are imposed, the relevant monthly invoice will be reduced by the penalty amount or a credit note for the penalty amount will be submitted to the dtic within 2 (two) months of the target not being met. 
(c) the dtic reserves the right to enforce these penalties, or not, depending on the merit of each case.
Regulatory, Quality and Standards
(a) The service provider must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards, ISO27001, and Protection of Personal Information Act (POPIA).
(b) SITA Regulations (12.3) require that before a Department concludes a contract, the Agency must conduct standard (MIOS) certification in respect of the goods or services in question. To avoid delays or cancellation, bidders are encouraged to attach SITA PRODUCT CERTIFICATE for all offered items which can be obtained from the OEM. 

For more clarity and OEM agreements, visit the Product Certification website with the Technology Certification Process at www.sita.co.za/prodcert.htm. 
Personnel Security Clearance
(a) Company security screening: The supplier may be required to undergo a company security screening conducted by the State Security Agency (SSA). Should the SSA find the supplier not suitable after the conduct of the security screening, the business relationship will be terminated. The following documentation will be required for the company security screening process to be conducted:
i. Copy of company registration documentation;
ii. Copy(ies) of identity documentation of Director(s), Member(s) or Trustee(s); 
iii. Copy of valid tax clearance certificate. 
(b) Security suitability check for individuals: the dtic may, at its own discretion and in line with its policies and procedures, require employees of the supplier to be subjected to a security suitability check before commencement of a project or delivering of a service. The security suitability check is conducted by the dtic in order to ensure that individuals meet the minimum security requirements and also to verify personal information. The supplier will be required to replace any employee(s) who is found to be not suitable after the conduct of the security screening. The following documentation will be required for the security suitability check:
i. Copy of identity document;
ii. Copy(ies) of qualification(s) if the dtic requires verification thereof;
iii. Fingerprints – will be taken electronically;
iv. Signed consent form for the conduct of background checks. 
(c) Security clearance: A security clearance, issued by either the SSA or Defence Intelligence (DI) is required if any employee of the supplier will have or may gain access to classified information throughout the duration of the project or in the process of delivering a service. The level of security clearance required – Confidential, Secret or Top Secret, will be determined at the sole discretion of SITA. The supplier will have to replace any employee who do not qualify for a security clearance or is found not suitable by the SSA or DI. The following documentation will be required for the security clearance process:
i. Completed Z204 or DD1057 security clearance application form;
ii.  Fingerprints;
iii. Personal documentation of the applicant, including but not limited to, identity document, passport, marriage certificate (if applicable), divorce order (if applicable), qualifications, salary advice and bank statements.
Confidentiality and non -disclosure conditions
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
Guarantee and warranties
(a) The supplier confirms that:
(i) The warranty of goods supplied under this contract remains valid for the duration of the contract after the goods were delivered, installed and commissioned with a sign off, including the client’s signature
(ii) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever;
(iii) the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
(iv) The warranty of goods supplied under this contract remains valid for according to the OEM/OSM policy; 
(v) The service provider must extend the warranty of goods supplied for the duration of the contract;
(vi) the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
(vii) the Products is maintained during its Warranty Period at no expense to the dtic; 
(viii) the Product possesses all material functions and features required for the dtic’s Operational Requirements;
(ix) the Product remains connected or Service is continued during the term of the Contract;
(x) all third-party warranties that the service provider receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to the dtic without reducing or limiting the Supplier’s obligations under the Contract;
(xi) no actions, suits, or proceedings, pending or threatened against it or any of its third-party suppliers or sub-contractors that have a material adverse effect on the service provider’s ability to fulfil its obligations under the Contract exist;  
(xii) the dtic is notified immediately if it becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the dtic’s ability to fulfil the obligations under the Contract;
(xiii) any Product sold to the dtic after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest;
(xiv) the dtic’s use of the Product and Manuals supplied in connection with the Contract does not infringe any Intellectual Property Rights of any third party; 
(xv) the information disclosed to the dtic does not contain any trade secrets of any third party, unless disclosure is permitted by such third party;
(xvi) it is financially capable of fulfilling all requirements of the Contract and that the service provider is a validly organized entity that has the authority to enter into the Contract; 
(xvii) it is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract;
(xviii) the prices, charges and fees to the dtic as contained in the Contract are at least as favourable as those offered by the service provider to any of its other customers that are of the same or similar standing and situation as the dtic; and
(xix) any misrepresentation by the service provider amounts to a breach of Contract. 
Intellectual Property Rights
(a) the dtic retains all Intellectual Property Rights in and to the dtic's Intellectual Property. As of the Effective Date, the service provider is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of the dtic's Intellectual Property for the sole purpose of providing the Products or Services to the dtic pursuant to this Contract; provided that the service provider must not be permitted to use the dtic's Intellectual Property for the benefit of any entities other than the dtic without the written consent of the dtic, which consent may be withheld in the dtic's sole and absolute discretion. Except as otherwise requested or approved by the dtic, which approval is in the dtic's sole and absolute discretion, the service provider must cease all use of the dtic's Intellectual Property, at of the earliest of: 
(i) termination or expiration date of this Contract; 
(ii) the date of completion of the Services; and 
(iii) the date of rendering of the last of the Deliverables
(b) If so required by the dtic, the service provider must certify in writing to the dtic that it has either returned all the dtic Intellectual Property to the dtic or destroyed or deleted all other the dtic Intellectual Property in its possession or under its control.
(c) the dtic, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services
(e) Provide the dtic with the compliant Occupational Health and Safety File (required on site for period of installation and proof of compliance).
General
(a) The supplier will be bound by Government Procurement: General Conditions of Contract.
(b) (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(c) SITA reserves the right to:
(i) Negotiate the conditions, or
(ii) Automatically disqualify a bidder for not accepting these conditions, or
(iii) Before entering into a contract, conduct or commission an external service provider to audit or conduct probity to ascertain whether a qualifying bidder has the technical capability to provide the goods and services as required by this tender.
(d) The parties in the agreement agree that the:
Counter Conditions
(a) Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.
Fronting
(a) The SITA supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA will not condone any form of fronting.
(b) The SITA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA may have against the bidder/contractor concerned.
Business Continuity and Disaster Recovery Plans
(a) The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.
Supplier Due Diligence
(a) the dtic reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced / non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.
[bookmark: _Toc141457120]Sub-contracting as a condition of tender
(a) SITA in terms of the SITA Preferential Policy (PPP), has an obligation to advance designated groups which includes black SMMEs (i.e. Exempted Micro Enterprises (EME) and Qualifying Small Enterprises (QSE) for the supply of certain ICT goods or services where feasible to subcontract for a contract above R50m, an organ of state must apply sub-contracting to advance designated groups.
(b) The sub-contracting percentage for this bid will be negotiated at contracting stage with the bidder.
(c) SITA reserves the right to accept or reject the proposed percentage subcontracting and further negotiate with the preferred bidder and if not satisfied may not award the tender.
Note (1): 
In the case of sub-contracting, the sub-contractors must have valid Tax Clearance Certificates which, upon request by SITA, must be made available to SITA for due diligence purposes. 
Preference Goal Requirements conditions
(a) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(b) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(c) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report indicating progress against the Bidder’s Preferential commitments within 30 days of the yearly anniversary of the contract.
(d) Bidders need to keep auditable substantive records / evidence and upon request by the dtic must be made available for audit and, or due diligence purposes.
(e) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by the dtic.
(f) SITA reserves the right to verify information / evidence provided by the Bidder.
(g) the dtic reserves the right to introduce a penalty of 1% of the overall annual year spent by the dtic for the prior year if the Bidder fails to comply to paragraphs (a), (b) and (c) above.


[bookmark: _Toc176079965][bookmark: _Toc106894479][bookmark: _Toc177926792]Declaration of compliance and acceptance SCC
I (we), the bidder hereby declare that I (we) accept ALL the Special Conditions of Contract as specified in par 4.3.1 above and shall comply with all stated obligations:

Name of Bidder:_____________________________	Signature: _________________________

Date:______________

[bookmark: _Toc177926793]Costing and Preference Evaluation (Stage 4)
[bookmark: _Toc177926794]Costing and pricing evaluation 
(1) In terms of the SITA Preferential Procurement Policy (PPP), the following preference point system is applicable for this Bid:
(a) the 80/20 system (80 Price, 20 Specific Goals) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 
(b) the 90/10 system (90 Price and 10 Specific Goals) for requirements with a Rand value above R50 000 000 (all applicable taxes included).
(2) The Bidder must complete either the 80/20 or 90/10 preference point system based on the offer submitted by the Bidder and submit proof of documentation required in terms of this tender.
(3) SITA reserve the right to apply either the 80/20, or 90/10 preference point system based on the following conditions:
3. If the lowest acceptable bid price is up to and including R50 000 000 (all applicable taxes included) then the 80/20 preferential point system will apply to all acceptable bids; or
3. If the lowest acceptable bid price is above R50 000 000 (all applicable taxes included) then the 90/10 preferential point system will apply to all acceptable bids;
1. Points will be allocated for each of the Preferential Goal Requirements for this tender as indicated in table 6, dependant on paragraphs (2) and (3) above.
1. Points for this tender shall be awarded for: 
0. Price; and
0. Preference points for specific goals.
The maximum points for this tender will be allocated as follows, subject to paragraph 4 above.





						Table 6: Points allocation
	Description
	Points
Table 8A*
	Points
Table 8B*

	Price
	80
	90

	Preference points for specific goals
	20
	10

	Total points for Price and preference points for specific goals
	100
	100



[bookmark: _Toc176079969][bookmark: _Toc176079970][bookmark: _Toc128427179][bookmark: _Toc148889836][bookmark: _Toc155686406][bookmark: _Toc170743235][bookmark: _Toc177926795]Costing and pricing evaluation
1. South African pricing
The total price must be VAT inclusive and be quoted in South African Rand (ZAR), payable yearly or monthly.	
2. Total price
2.1 Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions:
1. All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
1. The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
1. All additional costs must be clearly specified.
1. The delivery of service and support will be paid annually for the active year.
1. SITA reserves the right to: negotiate pricing with the successful bidder prior to the award as well as envisaged quantities.
2.2 These conditions will form part of the Contract between SITA and the bidder. However, SITA or the dtic reserves the right to include or waive the condition in the Contract.
2.3 The bidder must complete the declaration of acceptance as per section 4.5 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified
[bookmark: _Toc151325588][bookmark: _Toc165810145][bookmark: _Toc170743236][bookmark: _Toc177926796] Bid Pricing Schedule
(a) Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and include this as part their submission.

Note:
Bidders must complete and submit bid pricing in the provided Excel spreadsheet format, and any pricing schedule submitted in a different format will not be considered.
[bookmark: _Toc151325592][bookmark: _Toc165810146][bookmark: _Toc170743237][bookmark: _Toc177926797]Rate of Exchange Pricing Information
Provide the TOTAL BID PRICE for the duration of Contract and clearly indicate the Local Price and Foreign Price, where –
a) Local Price means the portion of the TOTAL price that is NOT dependent on the Foreign Rate of Exchange (ROE) and;
b) Foreign Price means the portion of the TOTAL price that is dependent on the Foreign Rate of Exchange (ROE).
c) Exchange Rate means the ROE (ZA Rand vs foreign currency) as determined at time of bid.
[bookmark: _Toc151325593][bookmark: _Toc165810147][bookmark: _Toc170743238][bookmark: _Toc177926798] Bid Exchange Rate Conditions
The bidders must use the exchange rate provided below to enable SITA to compare the prices provided by using the same exchange rate:
	Foreign currency
	South African Rand (ZAR) exchange rate 

	1 US Dollar
	R17,57

	1 Euro
	R19,61

	1 Pound
	R23,36



NOTE (1):
The ROE indicated above is to ensure a competitive bidding process.
NOTE (2):
The ROE will be fluctuating. The details of the ROE fluctuation will be negotiated during the contracting stage.

[bookmark: _Toc148889837][bookmark: _Toc155686407][bookmark: _Toc170743239][bookmark: _Toc177926799] Declaration of acceptance
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in section 4.4.2 above by indicating with an “X” in the “ACCEPT ALL” column, or
2. The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in section 4.4.2 above by - 
(a) Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
(b) Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:
Provide the condition reference, the reasons for not accepting the condition.


[bookmark: _Toc126513532][bookmark: _Toc127847389][bookmark: _Toc131351964][bookmark: _Toc148889838][bookmark: _Toc155686408][bookmark: _Toc170743240]
[bookmark: _Toc177926800]Preference requirements
4.6.1 [bookmark: _Toc127847390][bookmark: _Toc131351965][bookmark: _Toc170743241][bookmark: _Toc177926801] Instruction and point allocation
(1) The bidder must complete in full all the PREFERENCE requirements. 
(2) Allocation of points per requirements: The points allocation of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence. 
(3) Points will be allocated for each PREFERENCE requirement as per the criteria set in each section in the table 7 below.
(4) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response, as “NOT COMPLY”. The evidence needs to be attached to ANNEX A.
(5) Preference Goal Requirements:
(a) The Bidder must complete either the 90/10 or 80/20 preference point system based on the offer submitted by the Bidder and submit proof or documentation required in terms of this tender.
(b) The specific Preferential Goal Requirements for this tender is indicated in table 7 below.
(c) The Bidder must indicate their commitment to claim points for each of the preference points by signing at par 4.5 in the Invitation to Bid document.
(d) Failure on the part of a bidder to submit proof or documentation required or to comply to paragraph (d) above in terms of this tender to claim preference points for the Preference Goal Requirements for this tender, will be interpreted to mean that preference points are not claimed.
(e) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(f) The Bidder must sustain, or improve the company’s B-BBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(g) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report to the dtic indicating progress against the Bidder’s Preferential commitments within 30 days after each quarter from the commencement date of the contract.
(h) Bidders need to keep auditable substantive records / evidence and upon request by the dtic must be made available for audit and, or due diligence purposes.
(i) SITA/ the dtic reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA/ the dtic. 
(j) SITA reserves the right to verify information / evidence provided by the Bidder.
(k) the dtic reserves the right to introduce a penalty of 1% of the overall annual year spent by the dtic for the prior year if the Bidder fails to comply to paragraphs (e), (f) and (g) above.
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Table 7: Preference Goal Requirements (Specific Goals)
	Preference Goal Requirement #
	Preferential Goal Requirements
	Preferential Goal Requirements 

	
	Preferential Goal Requirements allocated for this tender
	
Substantiating evidence and evidence reference to be completed by bidder. 
Evaluation per requirement: Each requirement indicated in the table below must be completed and points will be allocated based on the evidence required below 
	Evidence Reference

	
	B-BBEE Requirements
	 

	1)
	B-BBEE Requirements
Promotion of Transformational Objectives.
	Evidence:
The Bidder must provide a copy of the following relevant evidence for the Preferential Goal points which the Bidder qualifies for:
a) Columns A, B, C and D in tables 8A or 8B
Copy of relevant proof of the following to confirm the B-BBEE status of the contributor as defined in the Broad-Based Black Economic Empowerment Act:
(i) B-BBEE certificate (from a SANAS Accredited Agency/ thedtic);
or 
Sworn affidavit in the format provided by CIPC - Applicable to EMEs and QSEs only;
and/ or
b) Column D in tables 8A or 8B
Copy of South African Identification Document (ID); and/ or
c) Column E in tables 8A or 8B
Copy of Medical Certificate clearly indicating the disability in line with the B-BBEE status claimed as defined in the Broad-Based Black Economic Empowerment Act.

Note:
The  CIPC (Companies and Intellectual Property Commission) registration documents will also be used as evidence to confirm compliance to the Preferential procurement requirements as part of the evaluation process.

Points allocation:
Points will be allocated for bidders that meets the requirements as indicated in either table 8A, or 8B in section 4.6.1.

	<provide unique reference to locate  the substantiating evidence in the bid response – Annex A, section 5.6>



[bookmark: _Hlk178865557]Table 8A: B-BBEE Points as part of the Preference Goal requirements (Preferential Goal Requirements for (80/20) system)
Note: Bidder to select the section for points they wish to claim (Mark as Y=Yes) in the table below.
	
	
	
	
	Ownership 
	
	
	

	
	Reference #
	Contributor Level as defined in the Broad-Based Black Economic Empowerment Act
	EME/QSEs
	Black Owned
(BO)
(51% or more)
	Black Woman Owned
(BWO)
(More than 30%)
	Youth Owned
	Owned by People living with disabilities
	Score
	Bidder to select the section for points they wish to claim
(Mark as Y= Yes)
	

	
	
	
	
	
	
	
	
	
	
	

	
	 
	 
	(A)
	(B)
	(C)
	(D)
	(E)
	(F)
	 
	

	
	1
	Level 1
	6
	4
	4
	4
	2
	20
	 
	

	
	2
	Level 1
	6
	4
	2
	2
	0
	14
	 
	

	
	3
	Level 1
	6
	4
	2
	0
	0
	12
	 
	

	
	4
	Level 1
	6
	4
	0
	0
	0
	10
	 
	

	
	5
	Level 2 and 3
	4
	2
	1
	1
	1
	9
	 
	

	
	6
	Level 2 and 3
	4
	2
	1
	1
	0
	8
	 
	

	
	7
	Level 2 and 3
	4
	2
	1
	0
	0
	7
	 
	

	
	8
	Level 2 and 3
	4
	2
	0
	0
	0
	6
	 
	

	
	9
	Level 4 and 5
	2
	1
	0,5
	0,5
	0,5
	4,5
	 
	

	
	10
	Level 4 and 5
	2
	0,5
	0,5
	0,5
	0
	3,5
	 
	

	
	11
	Level 4 and 5
	2
	0,5
	0,5
	0
	0
	3
	 
	

	
	12
	Level 4 and 5
	2
	0,5
	0
	0
	0
	2,5
	 
	

	
	13
	Level 6
	0
	 
	0
	0
	0
	0
	 
	

	
	14
	Level 7
	0
	 
	0
	0
	0
	0
	 
	

	
	15
	Level  8
	0
	 
	0
	0
	0
	0
	 
	

	
	16
	Non-Contributor
	0
	 
	0
	0
	0
	0
	 
	

	
	Total Maximum Score Allocation:
	20
	
	
	
	
	
	
	

	
	F= A+B+C+D+E
	
	



Table 8B: B-BBEE Points as part of the Preference Goal requirements (Preferential Goal Requirements for (90/10) system)
Note: Bidder to select the section for points they wish to claim (Mark as Y=Yes) in the table below.
	
	
	
	
	Ownership 
	
	
	

	
	Reference #
	Contributor Level as defined in the Broad-Based Black Economic Empowerment Act
	EME/QSEs
	Black Owned
(BO)
(51% or more)
	Black Woman Owned
(BWO)
(More than 30%)
	Youth Owned
	Owned by People living with disabilities
	Score
	Bidder to select the section for points they wish to claim
(Mark as Y= Yes)
	

	
	
	
	
	
	
	
	
	
	
	

	
	 
	 
	(A)
	(B)
	(C)
	(D)
	(E)
	(F)
	 
	

	
	1
	Level 1
	3
	2
	2
	2
	1
	10
	 
	

	
	2
	Level 1
	3
	2
	2
	2
	0
	9
	 
	

	
	3
	Level 1
	3
	2
	2
	0
	0
	7
	 
	

	
	4
	Level 1
	3
	2
	0
	0
	0
	5
	 
	

	
	5
	Level 2 and 3
	2
	1
	0,5
	0,5
	0,5
	4,5
	 
	

	
	6
	Level 2 and 3
	2
	1
	0,5
	0,5
	0
	4
	 
	

	
	7
	Level 2 and 3
	2
	1
	0,5
	0
	0
	3,5
	 
	

	
	8
	Level 2 and 3
	2
	1
	0
	0
	0
	3
	 
	

	
	9
	Level 4 and 5
	1
	0,5
	0,25
	0,25
	0,25
	2,25
	 
	

	
	10
	Level 4 and 5
	1
	[bookmark: _GoBack]0,5
	0,25
	0,5
	0
	2,25
	 
	

	
	11
	Level 4 and 5
	1
	0,5
	0,25
	0
	0
	1,75
	 
	

	
	12
	Level 4 and 5
	1
	0,5
	0
	0
	0
	1,5
	 
	

	
	13
	Level 6
	0
	 
	0
	0
	0
	0
	 
	

	
	14
	Level 7
	0
	 
	0
	0
	0
	0
	 
	

	
	15
	Level  8
	0
	 
	0
	0
	0
	0
	 
	

	
	16
	Non-Contributor
	0
	 
	0
	0
	0
	0
	 
	

	
	Total Maximum Score Allocation:
	10
	
	
	
	
	
	
	

	
	F= A+B+C+D+E
	
	



[bookmark: _Toc155686409][bookmark: _Toc170743242][bookmark: _Toc177926802]Bidder substantiating evidence
5.  Technical Mandatory Requirement Evidence
5.1 [bookmark: _Toc155686410] Bidder Certification / Affiliation Requirements
Attach a copy of valid documentation (letter/certificate/license) as proof that the Bidder an Original Equipment Manufacturer (OEM)/Original Software Manufacturer (OSM) or an Accredited Reseller/ Partner/ Distributor to supply Network Infrastructure Solution here.

NOTE (1): 
SITA/ the dtic reserves the right to verify the information provided.
5.2 Bidders Experience and Capability
             Complete table below, noting that:
(a) The Bidder must provide reference details from at least three (03) customers to whom a Network Infrastructure Solution including supply, installation and maintenance in South Africa were provided in the last ten (10) years from the publication date of this bid.
(b) Scope of work must be related.

                     NOTE (1)
The Bidder must provide all of the following information when completing table 9:
(a) Company name; and
(b) Contact person, telephone and/or e-mail address; and 
(c) Project scope of Work; and
(d) Project start and End date. 
 
NOTE (2): 
The scope of work must include the following:
Provided Network from backbone to access layer (i.e. core, distribution and access, Wireless LAN
NOTE (3): 
Failure to comply fully to the requirements as indicated above will result in disqualification.
NOTE (4): 
SITA/ the dtic reserves the right to verify information provided.
[bookmark: _Toc138834603]Table 9: References
	No
	Company Name
	Reference Person Name, Tel and/or email
	Project Scope of Work
	Project start and end date

	Reference 1:
	<Company name>
		

	<Person Name>
<Tel> or
<email>
	< Provide scope details from a project from a customer to whom a Network Infrastructure Solution including supply, installation and maintenance in South Africa was provided in the last ten (10) years from the publication date of this bid >

NOTE 1:
The scope must include the following:

Provided Network from backbone to access layer (i.e. core, distribution and access, Wireless LAN).

	Start Date:


End Date:

	Reference 2:
	<Company name>
		

	<Person Name>
<Tel> or
<email>
	< Provide scope details from a project from a customer to whom a Network Infrastructure Solution including supply, installation and maintenance in South Africa was provided in the last ten (10) years from the publication date of this bid >

NOTE 1:
The scope must include the following:

Provided Network from backbone to access layer (i.e. core, distribution and access, Wireless LAN).

	Start Date:


End Date:

	Reference 3:
	<Company name>
		

	<Person Name>
<Tel> or
<email>
	< Provide scope details from a project from a customer to whom a Network Infrastructure Solution including supply, installation and maintenance in South Africa was provided in the last ten (10) years from the publication date of this bid >

NOTE 1:
The scope must include the following:

Provided Network from backbone to access layer (i.e. core, distribution and access, Wireless LAN).

	Start Date:


End Date:



5.3 System Support and Maintenance
The Bidder must provide a detailed ICT helpdesk and incident/call logging procedure to demonstrate the ability to deliver the requested service.

Attach a detailed ICT helpdesk and incident/call logging procedure to demonstrate the ability to deliver the requested service here.

NOTE (1): 
SITA/ the dtic reserves the right to verify information provided.

5.4 [bookmark: _Toc132658925][bookmark: _Toc147674687][bookmark: _Toc160370082][bookmark: _Toc165810155]Minimum Detailed Specifications and Technical Product/Service Functional Requirements
The Bidder must confirm that they comply with the Minimum Detailed Specifications  and Technical Product/ Service Functional Requirements for the Network Infrastructure Solution by completing and signing Annex B and attach it here.

NOTE (1): 
SITA/ the dtic reserves the right to verify information provided.

NOTE (2): 
Failure to comply fully to the requirements as indicated above will result in disqualification.
5.5 Special Conditions of Contract
The Bidder must accept ALL the Special Conditions of Contract by completing and signing the declaration of Acceptance in the Declaration of Compliance and Acceptance under the Special Conditions (Section 4.3.2).
NOTE (1): 
Failure to accept ALL the Special Conditions of Contract will result in disqualification.
5.6 Preferential Goal Requirements
The Bidder must:
(1) Preference Goal Requirements: 
(a) Bidder to select the section for points they wish to claim (Mark as Y=Yes) in either tables 8A or 8B in section 4.6.1, dependant on which preference system the Bidder selects in line with section 4.6.1; and
(b) Provide a copy of the following relevant evidence for the Preferential Goal points which the Bidder qualifies for as set out in table 7 in section 4.6.1and attach it here:
(i) Columns A, B, C and D in tables 8A or 8B.
Copy of relevant proof of the following to confirm the B-BBEE status of the contributor as defined in the Broad-Based Black Economic Empowerment Act:
· B-BBEE certificate (from a SANAS Accredited Agency/ thedtic);
or 

· Sworn affidavit in the format provided by CIPC - Applicable to EMEs and QSEs only;
and/ or

(ii) Column D in tables 8A or 8B
Copy of South African Identification Document (ID); 

and/ or

(iii) Column E in tables 8A or 8B
Copy of Medical Certificate clearly indicating the disability in line with the B-BBEE status claimed as defined in the Broad-Based Black Economic Empowerment Act.

Note:
The  CIPC (Companies and Intellectual Property Commission) registration documents will also be used as evidence to confirm compliance to the Preferential procurement requirements as part of the evaluation process.
(2) Indicate their commitment to claim points for each of the preference points by signing at par 4.5 in the Invitation to Bid document.

NOTE (1):
Failure on the part of a bidder to comply to paragraphs (1) and (2) above, will be interpreted to mean that preference points are not claimed.
[bookmark: _Toc170743243][bookmark: _Toc177926803]Minimum Detailed Specifications and Technical Product/ Service Functional Requirements 

6.0 Minimum Detailed Specifications and Technical Product/Service Functional Requirements
The Bidder must confirm that they comply with the following Minimum Detailed Specifications, correlating to the Bill of Materials in Section 3.1, table 3 and Product/Service Functional Requirements as indicated below as this will be legal contractual binding.

6.1	Minimum Detailed Specifications correlating to the Bill of Materials
The Bidder must comply with the minimum detailed specifications listed below, correlating with the Bill of Materials in Section 3.1, table 3.

1.1 Solution Implementation including project management
	Implementation & Project Management

	Item
	Description

	Implementation 
	Project Plan (preferably MS Project)

	Qualification
	Project Manager – Certified (the dtic standard is Prince2)



1.2 24-Port Distribution Switch
	Fibre Aggregation Switch (Distribution Switch) 24-Port 10GE SFP+

	Item
	Description

	Ports Capacity
	24*10GE SFP+ ports and 6*40GE/100GE ports

	Switching Capacity
	2.4 Tbps

	MAC Address
	384K

	Pv4 Routing Table
	256K

	IPv6 Routing Table
	80K

	ACL Table
	6K

	ARP Entry
	140K

	L2/L3 Features
	VLAN, DHCPv6, IGMP, PIM-DM, MSDP, IGMP snooping, MLD Snooping, QoS, VRRP, MPLS, Integrated wireless access controller for 1K AP, BFD for BGP/IS-IS/OSPF, VxLAN, BGP-EVPN, Telemetry

	Routing Protocol
	Static routing, RIP, RIPng, OSPF, OSPFv3, IS-IS, IS-ISv6, BGP, BGP4+, Policy-based routing

	Security
	ACL, Port security, MAC-Forced Forwarding, DHCP Snooping, Dynamic ARP Inspection, NAC, RADIUS, TACACS, Encrypted Communication Analytics(ECA).

	Management 
	SNMPV1/V2c/V3, SSH-2, Telnet
Configuration through NETCONF/YANG
1 RJ-45 serial console port
1 USB Port
1 RJ-45 out-of-band management port

	Power Supply
	Hot-swappable dual redundant power supplies

	Fan Module
	Hot-swappable four fan modules

	Chassis Height
(Form Factor)
	1U

	Qualification
	OEM must be in the Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure



1.3 Chassis Core/Spine Switch
	Chassis Core Switch

	Item
	Description

	Switching Capacity
	19.2 Tbps

	Bandwidth Per Slot
	2.4 Tbps

	Hardware Architecture
	Distributed forwarding architecture, control and forwarding separation to ensure high reliability.

	100GE Ports
	Supported, up to 96 x 100GE

	Line Card Slots
	4

	Number of Fans
	2

	Supervisor Engine
	2, supporting 1+1 hot standby

	Switch Fabric Units
	2, supporting 1+1 hot standby

	Centralized Monitoring Unit
	Support independent CMU.
Support 2 CMUs, hot-swappable

	Heat dissipation
Mode
	Left-to-rear airflow, air-cooled heat dissipation, and intelligent fan speed adjustment

	MAC Address
	1M

	Routing Table 
	3M IPv4, 1M IPv6

	ARP Entry
	384K

	L2/L3 Features
	DHCPv6, IGMP, PIM-DM, MSDP, IGMP snooping, MLD Snooping, HQoS, MPLS, Integrated Wireless Access Controller for 10K AP, BFD for BGP/IS-IS/OSPF, Non-Stop Forwarding, IP FRR

	Routing Protocol
	Static routing, RIP, RIPng, OSPF, OSPFv3, IS-IS, IS-ISv6, VXLAN, BGP, BGP4+, ECMP, Policy-based routing

	Security
	ACL, Port security, MAC-Forced Forwarding, DHCP Snooping, Dynamic ARP Inspection, NAC, RADIUS, TACACS

	Management
	SNMPV1/V2c/V3, SSH-2, Telnet, Telemetry
Configuration through NETCONF/YANG
1 RJ-45 serial console port
1 USB Port
1 RJ-45 out-of-band management port

	Power Supply
	4 hot-swappable power modules, supporting M+N hot backup mode

	Qualification
	OEM must be in the Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure



1.4 & 1.5 Access Switch XX (24 or 49 port) Port
	Access Switch 24 Port POE++

	Technical Specification
	Specific Requirements

	Downlink ports
	 24 × 100M/1GE/2.5GE/5GE/10GE Base-T Ethernet ports

	Uplink ports
	 4 x 25GE SFP28 ports + 2 x 40GE QSFP+ ports or 2 x 100GE QSFP28 ports

	Operating temperature
	  –5°C to +45°C

	Storage temperature
	 –40°C to +70°C

	Relative humidity
	  5% to 90% (non-condensing)

	Number of power supplies
	  1+1 power supply backup.

	PoE
	802.3bt (PoE++)

	Switching Capacity
	> 1.25 Tbps

	MAC Address
	 64K

	FIBv4
	 64K

	FIBv6
	 32K

	Layer 2 functions
	  IEEE 802.1d.  IEEE 802.1w, IEEE 802.1s, Automatic learning and aging of MAC addresses

	Layer 3 functions
	  Static routes, RIP V1/2 and RIPng, OSPF and OSPFv3, IS-IS and IS-ISv6, BGP and BGP4+, MPLS, MLDv1/v2 snooping, IGMPv1/v2/v3, PIM-SM, and PIM-SSM, IGMPv1/v2/v3 snooping, Multicast Source Discovery Protocol (MSDP), Multicast VPN

	QoS/ACL
	  Rate limiting for incoming and outgoing packets on an interface

	
	  802.1p and DSCP priority re-marking

	
	  Packet redirection

	
	  Layer 2 to Layer 4 packet filtering

	
	  Queue-based rate limiting and traffic shaping on an interface

	Security features
	 MAC-Forced Forwarding (MFF)

	
	 NAC function

	
	  AAA authentication and RADIUS authentication

	
	  IEEE 802.1X/MAC/Portal authentication

	
	  Encrypted communications analytics (ECA)

	
	  SSH V2.0 and HTTPS

	
	  Threat deception

	Reliability
	 BFD for BGP/IS-IS/OSPF, LACP, Eth-Trunk, LLDP

	Network virtualization
	 VXLAN function

	
	 VXLAN Layer 2 gateway and Layer 3 gateway

	
	  BGP EVPN

	Management and maintenance
	  SNMPv1/v2c/v3

	
	  Configuration through NETCONF/YANG

	
	  RMON

	
	Network Management including port mirroring

	
	  Telemetry

	Qualification
	OEM must be in the Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure



1.6 Access Switch 48 Port
	Access Switch 48 Port POE++

	Technical Specification
	Specific Requirements

	Downlink ports
	 48 × 100M/1GE/2.5GE/5GE/10GE Base-T Ethernet ports

	Uplink ports
	 4 x 25GE SFP28 ports + 2 x 40GE QSFP+ ports or 2 x 100GE QSFP28 ports

	Operating temperature
	  –5°C to +45°C

	Storage temperature
	 –40°C to +70°C

	Relative humidity
	  5% to 90% (non-condensing)

	Number of power supplies
	  1+1 power supply backup.

	PoE
	802.3bt (PoE++)

	Switching Capacity
	> 1.75 Tbps

	MAC Address
	 64K

	FIBv4
	 64K

	FIBv6
	 32K

	Layer 2 functions
	  IEEE 802.1d.  IEEE 802.1w, IEEE 802.1s, Automatic learning and aging of MAC addresses

	Layer 3 functions
	  Static routes, RIP V1/2 and RIPng, OSPF and OSPFv3, IS-IS and IS-ISv6, BGP and BGP4+, MPLS, MLDv1/v2 snooping, IGMPv1/v2/v3, PIM-SM, and PIM-SSM, IGMPv1/v2/v3 snooping, Multicast Source Discovery Protocol (MSDP), Multicast VPN

	QoS/ACL
	  Rate limiting for incoming and outgoing packets on an interface

	
	  802.1p and DSCP priority re-marking

	
	  Packet redirection

	
	  Layer 2 to Layer 4 packet filtering

	
	  Queue-based rate limiting and traffic shaping on an interface

	Security features
	 MAC-Forced Forwarding (MFF)

	
	  NAC function

	
	  AAA authentication and RADIUS authentication

	
	  IEEE 802.1X/MAC/Portal authentication

	
	  Encrypted communications analytics (ECA)

	
	  SSH V2.0 and HTTPS

	
	  Threat deception

	Reliability
	  BFD for BGP/IS-IS/OSPF, LACP, Eth-Trunk, LLDP

	Network virtualization
	  VXLAN function

	
	  VXLAN Layer 2 gateway and Layer 3 gateway

	
	  BGP EVPN

	Management and maintenance
	  SNMPv1/v2c/v3

	
	  Configuration through NETCONF/YANG

	
	  RMON

	
	Network management and mirroring

	
	  Telemetry

	Qualification
	OEM must be in the Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure



1.7 10GE Leaf Switch
	10GE Leaf Switch

	Item
	Description

	Switching Capacity
	Switching capacity >= 2.16 Tbps, Forwarding performance >= 954 Mpps.

	Hardware Specification
	Height <= 1U. Support Front-to-back and rear-to-front airflow.
Power supplies work in 1+1 mode, and fan modules work in 3+1; 

	Port Capacity
	At least 6 * 40GE QSFP+/100G QSFP28 interfaces, and 48 * 1/10GE BASE-T interfaces.

	Reliability
	Supports inter-chassis link bundling technologies such as M-LAG, vPC.

	Network Management
	Support Telemetry, ERSPAN enhancement, VxLAN ping, Configuration rollback based on command lines and ZTP technology.

	Layer 2/3 Functions
	Support IPv4 & IPv6 dynamic routing protocols RIPng, OSPFv3, IS-ISv6, and BGP4+ and IP packet fragmentation and reassembly.

	BFD
	Bidirectional Forwarding Detection (BFD) with a detection interval of 3.3 ms

	Network Analysis
	Support traffic analysis function.

	Qualification
	EAL4 certificate



1.8 25GE Leaf Switch
	25GE Leaf Switch

	Item
	Description

	Switching Capacity
	Switching capacity >= 3.6 Tbps, Forwarding performance >= 954 Mpps.

	Hardware Specification
	Height less than 1U. Support front-to-back and back-to-front airflow.
Power supplies work in 1+1 mode, and fan modules work in 3+1; 

	Port Capacity
	At least 6 * 40GE QSFP+/100G QSFP28 interfaces, and 48 * 10/25GE SFP28

	Reliability
	Supports inter-chassis link bundling technologies such as M-LAG, vPC.

	Network Management
	Support Telemetry, ERSPAN enhancement, VxLAN ping, Configuration rollback based on command lines and ZTP technology.

	Layer 2/3 Functions
	Support IPv4 & IPv6 dynamic routing protocols RIPng, OSPFv3, IS-ISv6, and BGP4+ and IP packet fragmentation and reassembly.

	BFD
	Bidirectional Forwarding Detection (BFD) with a detection interval of 3.3 ms

	Network Analysis
	Support traffic analysis function

	Qualification
	EAL4 certificate



1.12 Indoor Wi-Fi (6 or higher) AP
	Indoor Wi-Fi 6 AP

	Item
	Description

	Hardware
	 The AP should support Wi-fi 6E or Wi-Fi 7

	
	The AP should support 3 radios, one 802.11be 2*2 MIMO on 2.4 GHz band, one 802.11be 2*2 MIMO on 5 GHz band and one 802.11be 4*4 MIMO on 6 GHz band. 

	
	The AP should support system maximum rate up to 13.6Gbit/s.

	
	 The AP should support 1*5GE + 1*GE.

	
	The AP should support USB port, the port can be used for external IoT expansion. 

	
	 The AP should support Bluetooth low energy 5.2.

	
	The AP should support Bluetooth serial remote wireless operation and maintenance

	
	 The AP should support DC power supply.

	
	The AP should support PoE power supply: in compliance with 802.3at.

	
	The AP should support cloud management mode allows users to switch to the cloud mode.

	
	 The AP should support Operating temperature: -10°C ~ +50°C.

	
	Power Consumption: 21.1W

	Radio
	 The AP should support minimum 16 SSIDs for each radio.

	
	 The AP should support minimum 1800 users.

	
	The AP should support built-in smart antennas. 

	Network
	 The AP should support application Trafﬁc statistics: globally, by SSID, or by user.

	
	The AP should support load balancing during smart roaming.

	
	The AP should support smart roaming.

	Qualification
	OEM must be in the Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure



1.13 Outdoor Wi-Fi (6 or higher) AP
	Outdoor Wi-Fi 6 AP

	Item
	Description

	Hardware
	 The AP should support IEEE 802.11ac Wave 2/ax.

	
	The AP should support 802.11ax 4*4 MIMO on 2.4 GHz band and 802.11ax 4*4 MIMO on 5 GHz band. 

	
	The AP should support system maximum rate up to 5.95 Gbit/s(1.15 Gbit/s at 2.4 GHz, 4.8 Gbit/s at 5 GHz).

	
	The AP should support OFDMA, MU MIMO 1024QAM.

	
	 The AP should have at least one 5GE Ethernet interface and one 1GE Ethernet interface.

	
	 The AP should have at least one 10GE SFP+ interface.

	
	 The AP should support Bluetooth low energy 5.0 and Bluetooth positioning.

	
	The AP should support Bluetooth serial remote wireless operation and maintenance

	
	The AP should support PoE power supply

	
	The AP should support 6kV surge protection capability of Ethernet interface.

	
	The AP should support cloud management mode allows users to switch to the cloud mode.

	Radio
	 The AP should support minimum 16 SSIDs for each radio.

	
	 The AP should support minimum 1024 users.

	Network
	 The AP should support smart application control technology and can implement visualized control on Layer 4 to Layer 7 applications.

	
	 The AP should support application Trafﬁc statistics: globally, by SSID, or by user.

	
	The AP should support load balancing during smart roaming.

	
	The AP should support smart roaming.

	
	 The AP should support dual-link backup.

	Qualification
	OEM must be in the Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure



1.14 Wireless Access Controller 
	Wireless Access Controller

	Item
	Description

	Hardware
	The AC should support manage 512 APs.

	
	The AC should support 10K users.

	
	The AC should provide 12Gbps forwarding performance.

	
	 The AC should have at least two 10GE SFP+ interface.

	Functions
	The AC should support static routes, OSPF, BGP, IS-IS, routing policies, and policy-based routes.

	
	The AC should support PPSK and assign different PSK keys to different terminals under the same SSID.

	
	The AC should support the establishment of CAPWAP tunnels with APs using IPv4 and IPv6 dual stacks.

	
	The AC should support intelligent roaming based on 802.11k and 802.11v, enabling clients with low roaming sensitivity to roam to the optimal AP.

	
	The AC should support VIP user identification and preferential scheduling. VIP user can ignore any rate limiting policy and increase the priority of air interface packets.

	
	The AC should support the frequency band guidance function, which automatically instructs dual-band wireless terminals to work on the 5 GHz frequency band.

	
	The AC should support automatically switch 2.4 GHz radios to 5 GHz radios through automatic negotiation between APs, reducing 2.4 GHz co-channel interference and increasing system capacity.

	
	The AC should support spectrum analysis, including real-time FFT charts, channel metrics, FFT duty cycle, interference strength, and channel quality. No additional license is required.

	
	The AC should support the function of enabling and disabling the SSID periodically to automatically disable the transmit signals of the specified SSID within a specified period, facilitating network control and providing device configuration screenshots.

	Reliability
	The AC should support device redundancy backup, 1+1 or N+1 backup, and configuration synchronization between the active and standby ACs.

	Qualification
	OEM must be in the Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure



1.16 SD-WAN Router/Hub/Orchestrator
	SD-WAN Orchestrator/Router

	Item
	Description

	Service forwarding performance (NAT/QoS/ALC, IMIX, Gbps)
	15 Gbps

	IPsec (IMIX, Gbps)
	12 Gbps

	IPv4 basic forwarding (64-byte, Mpps)
	3 Mpps

	CPU
	Multi-core CPU, number of cores > 16, dominant frequency > 1.6 GHz

	Memory
	16 GB Memory

	Flash

	4 GB Storage 

	Port
	At least 8 fixed GE ports
At least 8 fixed 10GE ports

	Service slot
	At least 4 service slots, supporting 4-port GE cards and LTE/5G cards

	Power module redundancy
	1+1 redundant power modules

	LAN-WAN Converged
	SD-WAN and LAN solution (including switches and AP) Unified management by a controller.

	FEC
	Application-based A-FEC (adaptive forward error correction)

	ZTP
	USB-based, email-based, DHCP-based deployment.
Batch deployment and configuration

	Qualification
	Proposed OEM should be in the Gartner Magic Quadrant for WAN Edge Infrastructure.



1.17 Network Management System
	Network Management System

	Item
	Description

	Brochure
	Product brochure or architecture document indicating how the proposed product or solution complies with the technical requirements

	Service/Capability
	· Topology discovery
· Network Monitoring with graphical displays
· Configuration Database for Network devices
· Event handling
· Data collection and reporting on network devices and reporting of statistics
· Inventory management
· Zero-touch deployment – automatic deployment with minimal manual configuration
· Multi-vendor support
· Traffic analysis
· Live Wi-Fi heatmaps
· Scheduling Firmware updates
· Role-based access

	Qualification
	Proposed OEM should be in the Gartner Magic Quadrant for WAN Edge Infrastructure.



1.18 Network Access Control Solution
	Network Access Control

	Item
	Description

	Brochure
	Product brochure or architecture document indicating how the proposed product or solution complies with the technical requirements

	Service/Capability
	· Must support a multi-tenancy network
· Users and endpoint devices should be authenticated to the network and dynamically assigned to the correct virtual network based on credentials
· Both wired and wireless network SSID’s will use 802.1x authentication with EAP-TLS as the authentication method
· The domain-joined devices can enrol certificates from the Certificate Authority Server, and non-domain (personal devices can enrol digital certificates from the NAC Solution
· NAC Solution should provide a portal where users register their devices and certificates
· Guest Management Functionality

	Qualification
	Proposed OEM should be in the Gartner Magic Quadrant for WAN Edge Infrastructure.



1.19 SD-WAN/ 4 Branch Routers (Managed by SITA)
	SD-WAN Branch Router

	Item
	Description

	Service forwarding performance (NAT/QoS/ALC, IMIX, Gbps)
	2 Gbps

	IPsec (IMIX, Gbps)
	1.6 Gbps

	IPv4 basic forwarding (64-byte, Mpps)
	3 Mpps

	Memory
	4 GB Memory 

	Flash
	1 GB Storage 

	Port
	At least 8 fixed GE electrical ports
At least 2 fixed GE combo ports

	
	At least 2 10GE ports

	Service slot
	At least 4 service slots, supporting 4-port GE cards and LTE/5G cards

	Power module redundancy
	1+1 redundant power modules	

	Device height
	Device height ≤ 1 U

	LAN-WAN Converged
	SD-WAN and LAN solution (including switches and AP) Unified management by a controller.

	FEC
	Application-based A-FEC (adaptive forward error correction)

	ZTP
	USB-based, email-based, DHCP-based deployment.
Batch deployment and configuration

	Qualification
	Proposed OEM should be in the Gartner Magic Quadrant for WAN Edge Infrastructure.



6.2 Technical Product/Service Functional Requirements

Technical Product/ Service Functional Requirements
	1.	Network supply, installation, configuration and commissioning

	1.1. LAN Design Implementation Principles 
(a) The network provides an infrastructure to support all communications and applications.
The network must support the dtic business applications, video conferencing service, unified communication and collaboration (UC&C) tools, IPTV, etc.
(b) The network is resilient and highly available. The network must be fault-tolerant and reliable.
(c) The network must be scalable and flexible. The network should adapt to the changing environment and technological landscape such as the growing number of users, devices, applications, and bandwidth requirements.
(d) The network must offer application prioritization and quality assurance. The network must have the ability to prioritize traffic and manage bandwidth based on the business requirements.
(e) The network must use open and industry-proven standards and technologies. 
(f) The network must be secure. Only authorised persons must have access to the network. A Zero-Trust-Security approach should be applied to enforce the security policies of the client.
(g) The network must be easy to deploy. The network must offer Zero-Touch deployment to automate and fast track new device installations.
(h) The network must be easy to manage and maintain. The network that is too complex or difficult to maintain cannot function effectively and efficiently. A centrally developed and managed infrastructure provides a more cost-effective use of infrastructure resources and allows for leveraging skills at the dtic’s disposal. 


	1.2. Data Centre Design Implementation Principles 
(a) The network must support a private cloud platform. The Data Centre is hosting systems and services for the dtic and other network infrastructure tenants. the dtic needs to provide services as and when required by the business with minimum network configurations.
(b) The network must support high throughput between the servers.  
(c)   The infrastructure must provide the ability to build network overlays. The hardware must support both underlay and overlay networks depending on the Cloud platform requirements. Overlay features such as VxLAN, BGP EVPN, etc, are required by some cloud platforms for successful deployment of the solution.


	1.3. WAN Design Implementation Principles 
(a) Management and Scalability. The SDN/SD-WAN solution should cater for both On-premises and Cloud-based management making use of Zero-touch deployment policies to add new devices to the environment. All policies must be deployed from a central location to all sites. 
(b) Security considerations. The devices must be able to make use of security hardening to allow encrypted IPsec connections between sites from devices of the same vendor. The devices must also be able to act as a router to minimize the equipment needed for deployments.


	1.4. WLAN Design Implementation 
(a) Unified wired and wireless network infrastructure.  The user experience should be the same across the wired and wireless networks. Users should have the same level of access to business applications and other network resources irrespective of the medium of connectivity they are using.
(b) Wireless coverage in identified areas. All identified areas, as per floor plans and site plans, should have full wireless coverage.
(c) Seamless roaming around the wireless hotspot areas. Users should be able to seamlessly roam between access points within hotspot areas without dropping connections.
(d) High available wireless network services. The network must have a high level of availability and resilience to support mobile users.
(e) The wireless network solution must be based on the new technologies. Wireless network infrastructure must support the current technologies and standards while being backwards compatible to support legacy devices.




	1.5. Network Access Control 
(a) It must support a multi tenancy network 
(b) The principle of NAC is that users and endpoint devices should be authenticated to the network and dynamically assigned to the correct virtual network based on the credentials. 
(c) Both wired and corporate wireless network SSID’s will use 802.1x authentication with EAP-TLS as the authentication method. 
	(d) The domain-joined devices can enrol digital certificates from the enterprise Certificate Authority (CA) server, and non-domain (personal) devices can enrol digital certificates from the NAC solution. 





	1.6. The solution needs to provide a portal where users register their devices and install certificates.
(a) Guest management functionality.
(b) Grant guest users access after accepting the User Access Policy or Terms and Conditions;
(c) Grant access after successful guest registration (No verification);
(d) Grant access after successful verification of information provided during registration. A method of verification is to send the login credentials to a mobile number of e-mail address to confirm if the information provided is correct. User will not receive login credentials if they supplied an incorrect mobile number or email address.
(e) Grant access after approval of guest registration by internal staff.


	1.7. Network Management Systems 
(a) Topology Discovery – The system will provide automatic discovery of devices and network topology.
(b) Network Monitoring – Provide automatic and active monitoring of all network devices and connections throughout the network. Graphically display the status of network devices and connections.
(c)    Configuration Database – Provide the ability to configure and manage configurations of network devices.
(d) Event Handling – Process device events and notify network operators when pre-defined network events occur.
(e) Data Collection and Reporting – Provide capabilities for the data collection on various types of network devices and provide reports for network performance statistics.
(f) Inventory Management – Keep a record of the network devices on the network.
(g) Zero-touch deployment – Provide capability of automatic deployment of new network devices with minimum manual configuration.
(h) Multi-vendor Support – Capability to manage network devices of multiple vendors.
(i) Traffic Analysis – Provide the capability to monitor application usage across the network.
(j) Live Wi-Fi Heatmaps – Provide real-time views of actual wireless coverage on the floorplan maps.
(k) Firmware Updates – Provide the ability to schedule firmware updates to run during a maintenance window or approved timeslot.
(l) Role-based access – Provide the ability to grant operators access to the system based on their job roles and responsibilities.




I, the bidder (Full names) …………………………………………………………. representing (company 

name) …………………………………………………………….. Hereby confirm that I comply with the above 

Technical Product/Service Functional Requirements and understand that it will form part of the contract and is legally binding.

Thus done and signed at …………………………………….. On this………day of……………..….20…. 



……………………………….								
Signature
Designation:
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