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NO

DESCRIPTION AND DETAILED SPECIFICATIONS

QUANTITY

The MQA requires the services of a suitably qualified, credible and experienced IT / ICT Security Management service provider to provide a fully
managed cyber security services for the period ending of twelve (12) months.

SCOPE AND DEFINITION OF WORK

The appointed service provider is required to provide the following, but not limited to:

1.1Assessment of the current cyber security posture of the organization in terms of the effectiveness of the solutions stack and provide report with any
possible gaps and recommendations on how to close the identified gaps.

1.20ne (01) Penetration Testing and Vulnerability Assessment (using a tools, methodologies, and frameworks independent from the current MQA
vulnerability assessment solution (VA).

1.3Development of the Cyber Security Strategy and Incident Response Management Plan.

1.4Bi-Annual Testing of the incident response management plan (which includes cyber security incident drills).

1.50ngoing monitoring of the cybersecurity environment and providing monthly reports.

1.6Conduct one (1) / Annual Cyber Security Awareness Campaign / Training to all MQA employees which includes the Executives (and CEO briefings),
Management and Other Staff.

1.7Provide skills transfer to the internal IT staff (upskill and / or cross-skilling).

1.8The service provider resources may be required to present the cyber security management reports in MQA Governance Structures when required.
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