
SCOPE OF WORK  TRANSMISSION SECURITY SERVICES AND SYSTEMS 

TITLE: USER REQUIREMENT SPECIFICATIONS FOR SECURITY SERVICE PROVIDERS (SCOPE OF WORK)


1.1 Supporting clauses

Informative

1.1.1		Private Security Industry Regulations Act (Act 56 of 2001).
1.1.2	National Key Point Act (Act 102 of 1980) amended by Critical Infrastructure Protection Act (Act 8 of 2019).
1.1.3	Criminal Matters Amendment Act (Act 18 of 2015).
1.1.4	Criminal Procedure Act (Act 51 of 1977).
1.1.5	Fire-arms Control Act (Act 60 of 2000).
1.1.6	Performing Animal Protection Amendment Act (Act 4 of 2016).
1.1.7	Occupational Health and Safety Act (Act 85 of 1993).
1.1.8. SANS PPE specifications 
2.1.9 240-62196227 Eskom Life-saving Rules
2.1.10 32-520 Occupational Health and Safety Risk Assessment Procedure

2.2.	Normative
2.2.1	360-121002219 – Security Operations Operational Plan.
2.2.2.	31-391 – Integrated Risk Management Standard.
2.2.3.	32-85 – Eskom Information Security Policy.
2.2.4.	SSA – Security and Risk assessment guideline
2.2.5.	Minimum Information Security Standards (MISS).
2.2.6.	Minimum Physical Security Standards (MPSS).


3 CONCEPTS, DEFINITIONS AND ABBREVIATIONS
3.1 DEFINITIONS
	Definition
	Explanation

	Asset
	An item or process that an individual, Institution, community or Government values and is important to supporting the expectations, objectives, outcomes of that individual, community, Institution or Government.

	Asset Owner/client
	The Accountable / Responsible person of the assets to be assessed



3.2 ABBREVIATIONS
	Abbreviation
	Explanation

	PSIRA
	Private Security Industry Regulatory Authority

	SHEQ
	Safety, Health, Environmental and Quality

	OHSA
	Occupational Health and Safety Act

	NKPA
	National Key Point Act 

	STA
	Security Threat Assessment

	SAPS
	South African Police Service

	SASSETA
	Safety and Security Sector Education and Training Authority

	RO
	Response Officer

	SO
	Security Officer

	RV
	Response Vehicle

	OB
	Occurrence Book

	NKP
	National Key Point

	PSPF
	Private Security Provident Fund 

	CLN 
	Customer Load Network



The scope of work details the terms, services, and expectations between the Employer Eskom Holdings SOC Ltd and the Contractor.
The services shall comprise of the supply of Technology & Physical Security Services.
[bookmark: _Hlk112077307]
Security Service Providers:


· The company and the company owners (Directors) must have a valid registration with Private Security Industry Regulation Authority (PSIRA) in terms of PSIRA Act 56 of 2001. The directors of the company must possess a minimum of   Grade A PSIRA valid registration.
· The contractor must have a minimum of 2 years’ experience in security service industry and provide a valid proof of service (e.g., Task orders or appointment letters).
· Eskom reserves the right to immediately terminate services of any company not in good standing with PSIRA, SARS, Company registration compliance, Labor.
· The Company must have an established functional 24-hour security control room and Eskom reserves the right to conduct inspections of the facility without prior notification.
· The Company should meet all the site (s) requirements and be able to render the required services without fail.
· Service Provider should have sound knowledge of applicable South African Legislation and ensure compliance thereto.
· The Contractor’s supervisory or Managerial staff will be required to attend weekly operational and monthly contract management meetings.
· In the event of non-performance or breach of contract terms by the contractor, Eskom reserves the right to cancel the contract immediately and replace it with another service provider. All costs incurred because of such action will be recovered from the outgoing contractor. Even if not dismissed, equipment lost or stolen will still be recovered from the contractor who has failed to perform its duties as per the agreed contract.
· Vibration sensor monitoring requirements.
The suppliers must be able to provide the following;

· Space for the PC and laptop
· Requirements for a rack in their server room or connection to cloud server.
· Ability to bring independent communications to their server room on the rack provided.
· Resources to man the station.

Pre- deployment provisions
Prior to site deployment the following provisions are to be in place / and adhered to. 
· Security clearance assessment conducted on all deployed personnel. 
· Safety file reviewed and approved.
· Site induction. 
· ORHVS Awareness
· Access authorization process (site permit)
· Only company firearms licensed in the security Contractors’ name may be utilized as per this contract.
· Required Personal protective equipment incl body armor (SA MIX Level III), pepper spray, Safety boots, waterboots.
· As and when required the use of riot control and crowd management equipment.
· Body cams on all armed response operators

Security screening requirements of SO Security Officers
The supplier shall provide to the designated Eskom contracts manager, the following:
· Results of Criminal background checks not older than 3 months from the date of deployment. The report shall be provided within fourteen days from date of deployment.
· All staff must be registered with PSIRA at the required grade (Tech staff)
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