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Data Processing Agreement ( POPIA )

entered into by and between:

South African Nuclear Energy Corporation Limited
(Registration No. 2000/ 003735/06)
(hereinafter referred to as “Necsa”)

[bookmark: _Toc213763414]And

[Name, registered address and company number (if applicable) of the entity acting as the Sub Operator] 

 _________________________________________

Registration No. ___________________________

(hereinafter referred to as ___________________)











 
[bookmark: _Toc213763415]Scope and Roles 
 
This agreement applies to the processing of Personal Information, within the scope of the Protection of Personal Information Act (POPIA), by the Supplier/ the Operator on behalf of the Responsible Party.   

For purposes of this agreement, The Responsible Party and The Operator agree that The Responsible Party is the Responsible Party of the Personal Information, and The Operator is the Operator of such data. In the case where The Responsible Party acts as an Operator of Personal Information on behalf of a third party, The Operator shall be deemed to be a Sub-Operator.    
[bookmark: _Toc213763416]Definitions 
 
For the purposes of this Agreement, the following definitions shall apply: 
 
	Agreement 
	This data processing agreement 

	 
	 

	Data subject
	Means the person to whom personal information relates


	POPI ACT 
	Means The Protection of Personal Information Act 2013, on the protection of natural persons with regard to the processing of Personal Information and on the free movement of such data.

	 
	 

	Personal Information 
	Means that data, meeting the definition of “Personal Information” means information relating to an identifiable, living, natural person, identifiable, existing juristic person. 

	 
	 

	Operator
	means a person who processes personal information for a responsible party in terms of a contract or mandate, without coming under the direct authority of that party.  For the purposes of this contract, an operator includes suppliers of goods and services to the Responsible Party.


	Responsible Party
	means a public or private body or any other person which, alone or in conjunction with others, determines the purpose of and means for processing personal information


	Sub-Operator 
	Means a natural or legal person, public authority, agency, or body other than the data subject, Responsible Party and Operator who, under the direct authority of the Operator, are authorised to process Personal Information for which The Responsible Party is the Responsible Party.


 
Terms used but not defined in this Data Processing Agreement (e.g., “processing”, “Responsible Party”, “Operator”, “data subject”) shall have the same meaning as in the POPI ACT. 
[bookmark: _Toc213763417]The Processing 
 
Personal Information regarding the Responsible Party and the Operator will by necessity be shared between the parties to this contract.  Such personal information is required to be processed in accordance with POPIA. The subject matter, duration, nature and purpose of the Processing, and the types of Personal Information and categories of data subjects shall be as defined in the contract or agreement between The Responsible Party and The Operator.
Personal Information will only be processed for the purposes of fulfilment of the contract between the parties.
Both parties will make every reasonable effort to conform to the POPI Act, its supporting regulations, and will only process information in accordance with the 8 conditions for lawful processing.
This contract serves as informed consent in terms of POPIA that information may be processed.
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A data subject has the right to have his, her or its personal information processed in accordance with the conditions for the lawful processing of personal information, including the right—
to be notified that—
personal information about him, her or it is being collected as provided for
his, her or its personal information has been accessed or acquired by an unauthorised person;
to establish whether a responsible party holds personal information of that data subject and to request access to his, her or its personal;
to request, where necessary, the correction, destruction or deletion of his, her or its personal information;
to object, on reasonable grounds relating to his, her or its particular situation to the processing of his, her or its personal;
to object to the processing of his, her or its personal information, at any time for purposes of direct marketing;
not to have his, her or its personal information processed for purposes of direct marketing by means of unsolicited electronic;
not to be subject, under certain circumstances, to a decision which is based solely on the basis of the automated processing of his, her or its personal information intended to provide a profile of such;
to submit a complaint to the Regulator regarding the alleged interference with the protection of the personal information of any data subject or to submit a complaint to the Regulator in respect of a determination of an adjudicator; and
to institute civil proceedings regarding the alleged interference with the protection of his, her or its personal information.
[bookmark: _Toc213763419]Obligations and rights of the Responsible Party 
 
Taking into account the nature, scope, context and purposes of processing as well as the risks of varying likelihood and severity for the rights and freedoms of natural persons, the Responsible Party shall implement appropriate technical and organisational measures to ensure and to be able to demonstrate that Processing is performed in accordance with the POPI Act. Those measures shall be reviewed and updated where necessary. 

Where proportionate in relation to Processing activities, the measures referred to in paragraph 5.1 shall include the implementation of appropriate data protection policies and controls by the Responsible Party. 

The Responsible Party shall implement appropriate technical and organisational measures for ensuring that, by default, only Personal Information which are necessary for each specific purpose of the Processing are processed. That obligation applies to the amount of Personal Information collected, the extent of their Processing, the period of their storage and their accessibility. In particular, such measures shall ensure that by default Personal Information are not made accessible without the individual's intervention to an indefinite number of natural persons. 
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The Operator shall: 
Process the Personal Information only on documented instructions from the Responsible Party; 
Ensure that persons authorised to process the Personal Information have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality; 
Take all measures required by the POPI ACT, namely to implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk to the rights and freedoms of natural persons; 
Not engage another Operator (Sub-Operator) without the prior authorisation of the Responsible Party. In cases where another Operator is engaged, the Sub-Operator must be subject to the same contractual terms as described in this Agreement; 
Assist the Responsible Party by appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Responsible Party's obligation to respond to requests for exercising the data subject's rights as set out in the POPI Act; 
Assist the Responsible Party in ensuring compliance with the obligations pursuant to the POPI Act, relating to security of Processing, Personal Information Breaches and data protection impact assessments; 
At the choice of the Responsible Party, delete or return all the Personal Information to the Responsible Party after the end of the provision of services relating to Processing, and delete existing copies unless applicable law requires storage of the Personal Information;  
Make available to the Responsible Party all information necessary to demonstrate compliance with the obligations laid down in the POPI Act and allow for and contribute to audits, including inspections, conducted by the Responsible Party or another auditor mandated by the Responsible Party; 
[bookmark: _Toc213763421]Duration and Applicable Law 
 
This Agreement shall continue in effect for so long as the Operator is processing Personal Information on behalf of the Responsible Party. 

This Agreement shall be governed by the laws of the Republic of South Africa. 
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Signed for and on behalf of The Responsible Party: 
 
 
	Signature 
	 
 
 

	Name 
	 
 
 

	Title 
	 
 
 

	Date 
	 
 
 


 
 Signed for and on behalf of The Operator: 
 
 
	Signature 
	 
 
 

	Name 
	 
 
 

	Title 
	 
 
 

	Date 
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