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1. INTRODUCTION

Failure Mode and Effects Analysis (FMEA) is a systematic bottom-up procedure for the analysis of a
system to identify potential failure modes, failure causes and subsequent failure effects on system
performance. Since FMEA determines the severity of potential failure modes, it provides input to
mitigating measures to reduce risk. It is, therefore, primarily applicable during system design and is,
typically, performed as an important part of a comprehensive reliability or safety program plan.

An FMEA is an inductive method of performing a qualitative evaluation of a system design by
considering the various potential failure modes, and their causes and effects on the items or
components making up the system.

2. SUPPORTING CLAUSES
2.1 SCOPE

This guideline describes the process of performing FMEA (Failure Mode and Effects Analysis) and
FMECA (Failure Mode, Effects and Criticality Analysis)." It provides guidance on the principles of the
analysis and the procedural steps necessary to perform an analysis. The guideline also includes an
applicable example.

This document is primarily based on IEC 60812, Analysis techniques for system reliability — Procedure
for Failure Mode and Effects Analysis (FMEA), which should be consulted as an informative reference
when more details are required.

2.1.1 Purpose

The purpose of this document is to provide guidance on the principles of FMEA as well as FMECA with
the procedural steps necessary to consistently perform effective FMEAs on Eskom assets.

2.1.2 Applicability

This document shall apply throughout Eskom Holdings Limited Divisions. The intended users of this
guideline include both Eskom technical personnel and sub-contractors. It is applicable, primarily, during
system design but can also be used during operations and maintenance, e.g. analysis of upgrades or
modifications.

2.2 NORMATIVE/INFORMATIVE REFERENCES

Parties using this document shall apply the most recent edition of the documents listed in the following
paragraphs.

2.2.1 Normative
[1] ISO 9001, Quality Management Systems.

2.2.2 Informative

[2] IEC 60812, Analysis techniques for system reliability — Procedure for failure mode and effects
analysis (FMEA), 2™ edition, January 2006

LAl general descriptions for FMEA also apply to FMECA, since FMECA is an extension of FMEA.

CONTROLLED DISCLOSURE
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[3] IEC 60300-3-1, Dependability management — Part 3-1: Application guide — Analysis techniques
for dependability — Guide on methodology.

[4] IEC 61025, Fault tree analysis (FTA), 2" edition, December 2006
[5] IEC 61078, Analysis techniques for dependability — Reliability block diagram method.

[6] IEC 61882, Hazard and operability studies (HAZOP studies) — Application guide,
1% edition, May 2001

[7] ASIEC 61165, Application of Markov techniques, 2008

[8] P.D.T.O’Connor and A. Kleyner, Practical Reliability Engineering, 5™ edition, John Wiley, 2012
[9] J. Mowbray, Reliability-centered Maintenance”, 2" edition, Industrial Press, 1997

[10] C.A. Ericson, Hazard Analysis Techniques for System Safety, Wiley, 2005

[11] J.B. Bowles, Fundamentals of Failure Modes and Effects Analysis, tutorial presented at 2012
Annual Reliability and Maintainability Symposium, USA.

[12] C.S. Carlson, Lessons Learned for Effective FMEAs, tutorial presented at 2012 Annual Reliability
and Maintainability Symposium Tutorial, USA.

2.3 DEFINITIONS

A - ltem

Any part, component, device, sub-system, functional unit, equipment or system that can be individually
considered.

B - Failure

The termination of the ability of an item to perform a required function.
C - Failure Cause

The process or mechanism responsible for initiating the failure mode.
D - Failure Criticality

A combination of the severity of a failure effect and the probability of occurrence of that specific failure
mode.

E - Failure Effect

The consequence of a failure mode in terms of the operation, function or status of the item.
F - Failure Mode

The manner in which an item fails.

G - Failure Probability of Occurrence

The expected probability (or frequency) of failure mode occurrence.

H - Failure Severity

An indication of significance of the effect of a failure mode on the item operation, item environment or
item operator.

| - Fault2

2 A fault is often the result of a failure of the item itself, may exist without prior failure.
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The state of an item characterised by the inability to perform a required function, excluding the inability
during preventive maintenance or other planned actions or due to lack of external resources.

J - System
A set of inter-related or interacting elements.

2.3.1 Disclosure Classification

Controlled Disclosure: Controlled Disclosure to external parties (either enforced by law, or
discretionary).

2.4 ABBREVIATIONS
Abbreviation Description
FMEA Failure mode and effects analysis
FMECA Failure mode, effects and criticality analysis
FTA Fault tree analysis
HAZOP Hazard and operability (study)
RCM Reliability-centred maintenance

2.5 ROLES AND RESPONSIBILITIES

FMEA process roles and responsibilities

Title Roles & Responsibilities Experience, Degree, Certification
e 3 years of relevant engineering
e Facilitate FMEA study experience
e Formal reporting to Senior Management i i
EMEA team p g g _ o BSc_/Engllneer/BTech in
leader e Manage FMEA study process tracking Engineering
status e Specific FMEA training and
e Compile final FMEA study experience
- Responsible for data gathering : - 3 years of relevant engineering work
e System specification (e.g. functional experience
breakdown with performance requirements) - BSc/Engineer/BTech in Engineering
e Sub-system interaction (e.g. functional block | _ FMEA exposure
diagram indicating relationship between sub-
systems)
EFMEA team e Redundancy configuration (e.g. reliability
member block diagram indicating series and parallel
blocks)
e Environmental and use profiles
e Operating procedures
e Test and evaluation results (if available)
¢ Reliability and safety data on similar items

CONTROLLED DISCLOSURE
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e Other analysis results (e.g. HAZOP studies
(if available))
- Attend FMEA study sessions
- Manage as found situations

- Interface with Specialists (boiler, turbine,
common Strategy, (metallurgist) on
interpretation of FMEA findings as required

- Responsible for data gathering :

e System specification (e.g. functional
breakdown with performance requirements)

e Sub-system interaction (e.g. functional block
diagram indicating relationship between sub-
systems)

e Redundancy configuration (e.g. reliability
block diagram indicating series and parallel

- 3 years of relevant work experience
preferred.

- BSc/Engineer/BTech in Engineering

blocks)
e Environmental and use profiles
System
Eng)i/neer 2/ e Operating procedures
Project e Test and evaluation results (if available)
?
Manager 7 ¢ Reliability and safety data on similar items
e Other analysis results (e.g. HAZOP studies
(if available))
- Attend FMEA study sessions
- Manage as found situations
- Compile formal report for review?
- Interface with Specialists (boiler, turbine,
common Strategy, (metallurgist) on
interpretation of FMEA findings as required
-5 years of relevant work experience
s preferred
nr i idei
Engineer/ FRzev!ew dhataFT\l/ln;me:jde mputlto ';“?EA study | - BSc/Engineer/BTech in Engineering
, view m r rov
Chief eview the study completed for approva - FMEA exposure
Engineer )
-5 years of relevant generation plant
experience
heva/ |- Enswe Comorse and Legal Govemance |~ ESICNe B Tect 1 Crgneerng
CI(D)nsultant requirements are met through the FMEA study. 9 P

- Specific FMEA training and
experience

When downloaded from the EDMS, this document is uncontrolled and the responsibility rests with the user to ensure it is in line
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Responsibilities and approval structure
Accountable Consultant
Activity Initiator Responsible (Primary (Secondary Acceptance
Validation) Validation)
. HO Risk . . .
Design data FMEA team Station FMEA team Engineer Station Englineerlng ,
: System Manager (or his specific
gathering member . member and/or Plant .
Engineer o appointee)
Specialists
Team Review | FMEA team FMEA team FMEA team HO Risk System Engineer and
of Data member member leader Engineer PEIC Specialist
Detailed
historical data | FMEA team FMEA team FMEA team HO Risk Specialists & System
collection and member member leader Engineer Engineer
review
Tg?rlnst Ir?(;aa/rl]t(ejw FMEA team FMEA team FMEA team HO Senior Risk Specialists & System
FMEA study member member leader Engineer Engineer
Team Review | cyie team Station FMEA team HO Risk .
of 2™ round member System member Engineer System Engineer
FMEA study Engineer 9
Composition of FMEA teams and experience requirement
Team Team
Review | Review
Data of 1% | of2™ | FMEA LS Experience
Team Members . Mitigation .
Gathering | round | round | approval Commitment Requirement
FMEA | FMEA
study study
>5 years’
Operating Supervisor Y Y Y NR P experience at
Station
. >5 years’
Mamtengnce P P P P P experience at
Supervisor .
Station
: >3 years’
(Rseﬁ\t/(;r:t Eggggrie(;)) E E E E E experie_nce at
Station
. . >5 years’
Semor_/ Chief P E E P Y experience in
Engineer -
specialist area
> 5 years
FMEA team leader NR E E Y Y Engm_eerlng
experience +
FMEA training
> 3 years
FMEA team member E E E E E Englneerlng
experience +
FMEA training
>5 years’
PEIC Cor)Sl_JItant/ p* Y E E E experience in
Specialist -
specialist area
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E = attendance essential, Y = Should attend, P = attendance may be required

NR = Not Required, * = approval of Level 1 results required before level 2
assessment

NOTE: If any essential attendee is not available for a meeting the inputs and the minutes of that
meeting must be issued to that person for review and agreement. Should the review indicate
that any inputs are required to be changed the changes to be implemented requires a formal
notification to all of the meeting participants and consensus has to be reached. The review
form, required changes and confirmation that the changes have been carried out shall form part
of the FMEA documentation.

2.6 PROCESS FOR MONITORING

Not Applicable.

2.7 RELATED/SUPPORTING DOCUMENTS

Not Applicable.

3. FMEA OVERVIEW

Failure Mode and Effects Analysis (FMEA) is a systematic procedure for the analysis of a system to
identify potential failure modes, failure causes and subsequent failure effects on system performance.

FMECA (Failure Mode, Effects and Criticality Analysis) is an extension of FMEA to include a means of
ranking the severity of the identified failure modes. This is done by combining failure severity with
probability of failure occurrence to provide failure criticality.

FMEA should be performed by a team of knowledgeable persons who are qualified to identify and
assess the consequences of various failure modes. Typically, the process is facilitated by an
experienced FMEA team leader (also known as an FMEA facilitator).

FMEA is applicable at various levels of system decomposition, from the highest system-level down to
functional-level and even to individual part-level. The level of analysis should be determined prior to
execution of the analysis and different levels may be used for a specific analysis (e.g. sub-systems with
safety implications may require analysis at lower levels). Regardless of whether a functional or
hardware FMEA is performed, the process uses inductive logic to analyse a system in a “bottom-up”
approach.

The analysis should be initiated as soon as possible, even as early as concept stage. If performed early
in the development cycle, implementation of design changes to overcome deficiencies identified by the
FMEA may be cost-effective. FMEA is an iterative process that takes place concurrently with the design
process.

FMEA identifies and analyses individual failure modes and their effects on the system. Each failure
mode is treated as independent. FMEA is, therefore, unsuitable for consideration of dependent failures
or failures resulting from a combination (or sequence) of events. To analyse these situations, other
methods and techniques, such as Fault Tree Analysis or Markov Analysis, may be required.

FMEA should be tailored to meet both industry- and project-specific requirements. FMEA worksheets
(e.g. FMEA software application) requiring specific entries should be tailored for the specific

CONTROLLED DISCLOSURE
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application. If severity levels of failure modes are defined, they may be defined differently for different
systems or different system levels.

FMEA is useful to analyse a system (Design FMEA), to analyse a process (Process FMEA) and to
analyse an operation (Operator FMEA). Although this guideline primarily refers to Design FMEA, the
principles are similar for all types of analyses.

FMEA is frequently listed as one of the most powerful reliability (and safety) engineering tools used by
many different industries.

3.1 FMEA OBJECTIVES

The primary objective of an FMEA is to identify reliability (and safety) critical failure modes. Since
FMEA identifies (and rank) potential failure modes, it can be effectively used to:

a) Support the system design process in terms of reliability and safety (e.g. early detection of design
deficiencies, redundancy considerations, component selection, design margins and part derating,
failure avoidance, test requirements, etc.)

b) Support the system design process in terms of maintainability (e.g. design of built-in test
equipment and failure indications, testability analysis, diagnostic flowcharts, etc.)

c) Support the system design process in terms of supportability (e.g. list of failure modes is primary
input to the maintainability analysis process (including RCM process))

d) Support the technical risk management process (e.g. risk mitigation, product safety litigation,
management focus on critical items, etc.)

3.2 FMEA PRINCIPLES

FMEA is a systematic procedure for the analysis of a system to identify potential failure modes, causes
and subsequent effects on system performance. FMEA is, therefore, an analysis technique that
answers questions such as:

a) What can fail?

b) How does it fail?

c) How frequently will it fail?

d) What are the effects of the failure?

e) What is the reliability (or safety) consequence of the failure?

Therefore, FMEA is performed by identifying potential failure modes and by documenting failure
causes, failure effects, compensating provisions, failure severity (and failure probability (in the case of
FMECA)). Typically, these data entries are captured in an FMEA software application (e.g. similar to
worksheet). Since FMEA should be tailored according to the purpose and objectives of the specific
project, not all analyses will record the same information. For example, some analyses may not include

“failure cause”, while others may include additional information (e.g. “test method”). A typical FMEA
may include the following:

a) Reference number
b) Function/item
¢) Failure mode

d) Failure cause

CONTROLLED DISCLOSURE
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e) Failure effects

f)  Detection method

g) Compensating provisions
h) Severity

i) Probability of occurrence

i) Comments/recommendations

3.2.1 Reference number

All failure modes should have a unique reference number, typically derived from the system or
functional breakdown structure. This number is used to provide traceability (e.g. criticality matrix
reference, corrective action list, etc.).

3.2.2 Function / item

All failure modes relate to functions or hardware items on the system or functional breakdown structure
and the names of these functions or items should be used on the worksheet.

3.2.3 Failure mode

Potential failure modes for the system (i.e. the manner in which an item fails) should be identified by the
FMEA team. Conceptually, there are three types of failure modes:

a) Functional (where analysis is performed on functions (at any indenture level))

b) Hardware (where analysis is performed on hardware (at any indenture level))

c) Combination of both functional and hardware approaches

At a high functional level, almost all failure modes can be classified as one or more of the following:

a) Failure during operation

b) Failure to operate at a prescribed time

c) Failure to cease operation at a prescribed time
d) Premature operation

However, these general failure modes should be expanded into more specific failure modes applicable
to the system under analysis. It is important to ensure that potential failure modes are not omitted for
lack of data and that initial FMEA results are improved when more detailed design information becomes
available. Although specific failure modes can be obtained from databases, typically, they are
generated per analysis by a knowledgeable FMEA team.

Much of the duplicative work associated with FMEA can be eliminated by grouping failure modes into
equivalence groups consisting of all the failure modes that exhibit identical consequences®. Thereafter,
these “equivalent failure modes” may be analysed once only and referenced under a single reference
number. Such a group is shown in Figure 1, where “A open input”, “A no output”, “B open”, “C open
input” and “C no output” all have the same failure effects. It may, therefore, be analysed as a single
equivalent failure mode.

% The use of “equivalent failure modes” is not recommended if the FMEA is required as input to a maintainability analysis.
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Figure 1: Equivalent failure modes

3.2.4 Failure causes

The most likely causes for each potential failure mode should be identified and described. Since a
failure mode can have more than one cause, the most likely potential independent causes for each
failure mode need to be identified and described. Failure cause is closely related to failure mechanism
(i.e. what caused the failure mode to occur).

The identification and description of failure causes is not always necessary for all failure modes
identified in the analysis. Identification and description of failure causes as well as suggestions for their
mitigation should be done on the basis of the failure effects and their severity. The more severe the
effects of failure modes, the more accurately identified and described the failure causes should be.

Failure causes may be determined from analysis of field failures or failures in test units. When the
design is new and without precedent, failure causes may be established by eliciting the opinion of
experts.

Examples of general failure causes include the following:

a) Manufacturing defects

b) Wear-out or end-of-life (e.g. fatigue or corrosion)
c) Design weakness (e.g. insufficient design margins)
d) Environmental (e.g. lightning)

e) Inferior or faulty maintenance actions

f)  Incorrect operation

Depending on the specific FMEA objectives, the description for failure cause is also occasionally used
to simply identify lower-level failure modes. For example, for a transmission assembly consisting of
both gearbox and electric motor, “gearbox failure” may be the cause of “transmission assembly failure”.

3.2.5 Failure effects

Failure effects are the consequence of a failure mode in terms of the operation, function or status of a
system®*. Failure effects can be described at different system indenture levels:

a) Local failure effect

b) Next higher-level failure effect

c) End failure effect (also known as system failure effect)

4Although “failure effect” can generally be defined as the “consequence of a failure mode”, it should be noted that these terms
are actually not the same. A failure effect describes “what happens when a failure mode occurs”, whereas a failure
consequence answers the question “how does it matter?”
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Most FMEA'’s define failure effects at these three levels; however, two levels may be sufficient for some
analyses (e.g. lower-level products).

“Local failure effect” refers to the effects of the failure mode on the system element under
consideration (i.e. same indenture level). “Next higher-level failure effect” refers to the effect of the
failure mode on the system element at a next higher-indenture level. “End failure effect” refers to the
effect of the failure mode on the highest system level. When identifying end effects, the impact of a
possible failure on the highest system level is defined and evaluated by the analysis of all intermediate
levels. The end effect described may be the result of multiple failures.

Examples of general end failure effects include the following:
a) Total system failure

b) Degradation in system performance

c) Potential injury to personnel

d) No effect

For an example of failure cause, failure mode and failure effects, refer to the reliability block diagram
shown in Figure 1:

a) Failure mode: “B open”
b) Failure cause: “Corrosion”
c) Local failure effect: “No input to C”

d) End failure effect: “Total system failure”

Where computer-aided engineering software applications are used in the design process, these can
normally be used to facilitate the determination of failure effects (especially for complex designs).

3.2.6 Detection method

For each failure mode, the FMEA team should determine if the failure mode can be detected by the
operator or maintainer of the system. Failure detection methods may include the implementation of
built-in-test equipment, the establishment of a special checkout procedure before system operation or
by inspection during maintenance activities. It may be implemented at start-up of the system or
continuously during operation or at prescribed on-line and off-line intervals. Some failure modes will be
obvious to the operator or maintainer (e.g. visual), other failure modes can be detected by methods
such as Non Destructive Testing which is influenced by ‘Probability of Detection’ (PoD), where-as in
few other cases a failure mode may be undetectable.

3.2.7 Compensation provisions

Compensating provisions are any design features at a given system level or other provisions that have
the ability to prevent or reduce the effect of the failure mode. The FMEA should, therefore, show the
behaviour of such a feature in the presence of the specific failure mode. Other provisions against failure
that need to be recorded in the FMEA include the following:

a) Redundant items that allow continued operation if one or more elements fail

b) Alternative means of operation
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c) Monitoring or alarm devices

d) Any other means of permitting effective operation or limiting damage

3.2.8 Severity classification

Severity is an indication of the significance of the effect of a failure mode on item operation. The
classification of severity is highly dependent on the specific system and is developed in consideration of
several factors:

a) Monetary effect

b) Legal

¢) Community/Reputation/Media

d) Environment

e) Assets

f)  Personnel health and safety

Refer to Figure 4 in section 3.3.4 for further detail on each factor.

3.2.9 Probability of occurrence

FMEA does not include probability of occurrence (and, therefore, also not criticality). FMECA, as an
extension of FMEA, includes the probability of occurrence (or frequency) of each failure mode to
determine the criticality of that failure mode. When using published information regarding probability of
failure or expected failure rates, it is important to realise the limitations of published failure rate data. In
particular, care should be taken to consider the operational profile (environmental, mechanical and/or
electrical stresses applied) of each component that contributes to its probability of occurrence.

Probability of occurrence of the failure modes can be estimated from:

a) Failure data for similar items

b) Failure data from component life tests

c) Available databases of failure rates

d) Field failure data

e) Best engineering estimates

The probability of failure can be used in either a qualitative or quantitative FMECA.

A quantitative analysis requires information on failure rate per failure mode®. This is usually calculated
using the expected failure rate for the item and the failure mode ratio, i.e. percentage of time an item is
expected to fail in a specific failure mode. Quantitative analysis results in criticality nhumbers (also
known as Risk Priority Numbers) which can be used to rank criticality. A qualitative FMECA is based on

relative estimates of probability of occurrence, with typical values for probability of occurrence. See
Figure 4 in section 3.3.4 for the frequency/likelihood classification used in the risk rank.

° Quantitative FMECA is not recommended for typical Eskom projects.
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The probabilities shown in Figure 4 serve as example and may be used as default values or adjusted to
satisfy specific project requirements. Experience has shown that these (or similar) probabilities, used
as relative measures, provide for adequate criticality analysis. It is, therefore, usually not worthwhile to
attempt accurate quantification of individual probabilities. Failure mode probability, based on best
available knowledge or engineering estimates, is usually sufficient for an effective analysis. However,
more detailed analysis may be required for failure modes with higher risk implications, e.g. safety.

3.2.10 Comments

It is recommended that the analysis worksheet should make provision for recording of comments per
failure mode (where applicable). These comments or remarks should be entered by either the FMEA
team or subsequent user of the analysis, e.g. systems engineer or project manager. Comments are
also useful to document decisions on corrective actions.
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3.3 FMEA PROCESS

The FMEA process consists of the following four basic steps:

Definition
Define analysis purpose and objective,
system boundary, ground rules and level of analysis

\ 4

Preparation
Collect technical information, select team
(and team leader) and schedule work sessions

Execution
Idenfity failure modes, determine failure causes, failure effects,
compensating provisions, failure severity (and failure probability (for FMECA))

\ 4

Documentation
Evaluate FMEA results, provide recommendations, compile technical report
and prepare documentation for configuration management

Figure 2: FMEA basic steps

3.3.1 Definition

Define analysis purpose and objective, system boundary, ground rules and level of analysis

Typically, the requirement for performing FMEA will be stated in the overall project plan, with higher-
level analysis objectives listed, e.g. what are the expectations for the analysis. The purpose and
objectives of the specific FMEA should be derived from these higher-level objectives, defined and
documented prior to execution of the analysis. The definition of purpose and objectives is important
since it will have a direct influence on the ground rules and the system boundary.
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Analysis ground rules may include, among others, analysis viewpoint and redundancy considerations.
The analysis viewpoint will determine the severity classification used for the analysis. For example, an
analysis performed from a reliability viewpoint will assign different severity levels to individual failure
modes than an analysis performed from a safety viewpoint. It is also necessary to decide whether
redundancy (if applicable) is considered in the analysis (since it will determine the end failure effects
and, therefore, the severity of individual failure modes).

The system boundary forms the physical and functional interface between the system and its
environment, including other systems with which the system interacts. Systems and/or sub-systems
outside this boundary should explicitly be defined for exclusion. For complex systems, it may be
advantageous to define the system boundary in terms of a functional rather than physical viewpoint (i.e.
hardware).

FMEA on a complex system may be very extensive and time-consuming. The effort may be reduced if
the system includes sub-systems which are identical or similar to those used in a previous design. The
analysis should use information on those sub-systems, where possible. However, care should be taken
to ensure that the previous analyses are valid for the new design, i.e. same environmental and use
profiles.

It is important to determine the system indenture level that will be used for the analysis. For example,
systems can be broken down into functions or sub-systems, replaceable units, individual parts, etc. It is
the responsibility of the FMEA study leader to manage the challenges of detail. Excessive time on
lower-risk systems should be avoided. The following guidelines may be useful to determine the level of
analysis:

a) Level of analysis should be determined by the purpose and objectives of the analysis
b) Level of analysis should be determined by the availability of design information

c) Analysis at the highest system level tends to lead to obvious results (e.g. no or little new
knowledge is generated on system failure and subsequent system behaviour)

d) Analysis at the lowest system level (i.e. parts) tends to lead to extensive unnecessary analysis (i.e.
no value-added information generated)

e) Less detailed analysis may be justified for a system based on a mature design (i.e. known
reliability and/or safety record)

f)  More detailed analysis may be required for new technology, new design (where risk is a concern),
new application of existing technology, systems with potential safety issues, systems with a history
of significant field failure problems, potential for important regulation issues, supplier capability
concerns, etc.

g) Level of analysis may be determined by the specified or intended maintenance and repair level
(e.g. line replaceable item level)
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3.3.2 Preparation

Collect technical information, select team (and team leader) and schedule work sessions

Since FMEA should be performed by a team of knowledgeable persons during work sessions,
adequate planning for the analysis is necessary. The FMEA team should consist of persons
representing different disciplines, such as project management, systems engineering, design
engineering, production or construction, operations, maintenance, etc. The composition of the team will
have a major impact on the quality of the FMEA results, since the identification of unwanted failure
effects can frequently be attributed to dynamic interaction between team members.

It should be emphasised that the FMEA team should consist of knowledgeable persons. It is essential
that they have sufficient technical knowledge of and experience with the (or similar) systems to both
identify potential failure modes and to determine the consequences of those identified failure modes.

Furthermore, a prerequisite for effective FMEA is a sound knowledge of the principles of FMEA.
Therefore, adequate exposure of the FMEA team is necessary, not only to ensure that everybody
understands the FMEA process, but also to ensure that the team can avoid typical FMEA mistakes.

Typically, the FMEA process is facilitated by an experienced FMEA team leader, also known as an
FMEA facilitator. The team leader should not only be experienced in the FMEA process but should also
be trained in facilitation techniques and should also be able to manage different personalities of team
members. Furthermore, the team leader should also have the ability to motivate all members to
contribute to the process, e.g. a design engineer may be reluctant to discuss failure modes relating to
his design.

All relevant technical information on the system should be collected prior to the work sessions,
including:

a) System specification (e.g. functional breakdown with performance requirements)

b) Sub-system interaction (e.g. functional block diagram indicating relationship between sub-systems)
¢) Redundancy configuration (e.g. reliability block diagram indicating series and parallel blocks)

d) Environmental and use profiles

e) Operating procedures

f)  Test and evaluation results (if available)

g) Reliability and safety data on similar items

h) Other analysis results (e.g. HAZOP studies (if available))

It is recommended that the FMEA is performed during a number of work sessions, each focusing on a
specific part of the analysis (e.g. analyse one sub-system at a time). The duration of the individual work
sessions should be limited to a maximum of a few hours, due to the tedious nature of the analysis. An
analysis performed uninterrupted for a long period of time (e.g. whole day) will prove to be very
ineffective and will have a negative impact on the motivation of the FMEA team.
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3.3.3 Execution

Identify failure modes, determine failure causes, failure effects, compensating provisions,
failure severity (and, in the case of FMECA, failure probability)

FMEA is executed by identifying potential failure modes and by documenting failure causes, failure
effects, compensating provisions, failure severity (and, in the case of FMECA, failure probability).
These data entries are captured in an FMEA software application (e.g. worksheet type application).
Appendix A shows a typical FMEA worksheet.

FMEA execution starts with the identification of failure modes for a given item (chosen based on the
level of analysis required). Generally, it is easier to identify a number of failure modes relating to the
specific item and then to determine the failure causes, failure effects, etc. However, some FMEA teams
may prefer to complete all entries, per failure mode, and then move on to the next failure mode. Since
this is a matter of preference, the end results should be the same.

It is seldom possible to complete all entries immediately and the team will, invariably, have to re-visit
some entries at a later stage, e.g. further detail information may be required to understand some failure
effects. FMEA frequently becomes a highly-iterative process.

Although useful analysis can be performed using a worksheet software application, it is not
recommended. Among other useful features, FMEA software applications can prevent the use of
different phrases with the same meaning. For example, ‘failure of system’ and ‘system failure’ are the
same failure effect, although, the use of two different phrases will impede further analysis of the FMEA
results.

Depending on individual personalities, design engineers may be reluctant to contribute to the
identification of potential failure modes. A possible solution to this problem is to change the negative
guestion of “how can it fail?” into a positive question, such as “what can you do to make it fail?”. The
response to the latter question is usually sufficient to generate a number of potential failure modes.
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Figure 3: FMEA execution sequence diagram
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3.3.4 Documentation

Evaluate FMEA results, provide recommendations, compile technical report and prepare
documentation for configuration management

A Criticality Matrix should be compiled to show the results of a qualitative FMEA, in a graphical format,
as shown in Figure below. It is evident that criticality increases with higher probability of occurrence and
higher severity levels.

RISK MATRIX
CONSEQUENCE / SEVERITY
Moneta
Effectry RO - R100,000 (R 100,000 - R1M| R1M - R10M | R10M - R 100M > R 100M
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Minor legal issues, | . S . )
" investigation or report Major breach of prosecution and
Low Level Legal non compliances and P . . " .
Legal Issues breaches of to authority with regulation. Major | fines. Very serious
requlations prosecution and/or litigation litigation, including
9 moderate fine class action
possible
Commutity / Public concern Minor, adverse local | Attention from media Significant adverse serious public or
R q . public or media and/or heightened 9 . ) media outcry
eputation / | restricted to Local ) national media / ) )
N complaints attention and concern by local ublic attention (international
Media P complaints community P coverage)
Limited damage to Minor effect on W metares, e Serious medium term b ser'lous Letigy
5 P e b effect but not . term environmental
Environment | minimal area of low | biological or physical R environmental . .
I i effecting eco-system impairment of eco-
significance environment 3 effects. )
function. system function
Slight, repairable Minor damage, Major plant damage, | Extensive damage.
Assets damage mostly repairable ploderaiclianace unit-trip or shut down Muiltiple unit-trips
Personnel Single fatality and / or . -
Health and Ve Minor injury requiring | Moderate injury or serve irreversible ’I‘A:%P Iiﬁ:f”eef‘ iZ;
(& &l or injury hospitalisation occupational illness disability to one or sge ffei?s . peerioils o
FREQUENCY /LIKELYHoOD|  Safety more persons
Likelihood | Frequency Low Minor Moderate Major Critical
Continually More than Fr nt
experienced |once per year eque
Occurs Often Once a year Likel
or less y
Occurs .
Several Once in 10 Possible
. years or less /
Times
Unlikely to Once in 100 q
o Unlikely
ccur years or less
Less than
Extremely once in 100 R
Unlikely ELE
years

There are many risk matrices in existence but the most appropriate one for a given analysis depends
on the particular application®. Therefore, risk should be managed within its context. Some companies
assign descriptions, such as “unacceptable”, “undesirable” and “acceptable” to sections of the Criticality

Figure 4: Criticality Matrix
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Matrix. This practice can easily result in inferior engineering decisions and is, therefore, not
recommended. The results of the analysis (i.e. individual failure mode criticalities) should rather be
evaluated by persons to whom specific responsibilities are assigned (e.g. system engineer, project
manager, etc.) in relation to all project-specific risks.

The FMEA should be documented in a technical report, which should at least include the following:

a) Summary of analysis and recommendations
b) References (e.g. engineering drawings with revision status)
c) Purpose and objective, system boundary, ground rules and level of analysis
d) System definition (including functional and/or reliability block diagrams)
e) Criticality matrix
f) Recommendations
g) Detailed worksheets (e.g. Annexure)
h) Related documents as a result of the FMEA
i) Reliability Basis Optimisation (RBO) Maintenance Strategy
i) Risk Based Inspection (RBI) report
iii) Engineering Change (EC) request

iv) Integrated Risk Management (IRM) risk assessment

3.4 GENERAL ASPECTS

3.4.1 Limitations of FMEA

FMEA may be difficult and tedious for complex systems with multiple functions, multiple operating
modes and different repair and maintenance policies.

Difficulties and errors may occur when FMEA attempts to analyse several levels in a hierarchical
structure (especially if redundancy is considered). Therefore, it is preferable for an FMEA to be
restricted to two or three hierarchical levels. More specifically, care should be taken not to “hide” a
failure mode with high criticality value by developing it into two (or more) lower-level failure modes,
each having a lower criticality value.

Relationships between individual failure modes cannot be effectively presented in FMEA, since FMEA
assumes independency of failure modes. This deficiency becomes even more pronounced for
software/hardware interactions and human interactions (i.e. combinations of failure modes should
rather be analysed using Fault Tree Analysis (FTA)). See Doc 240-49230125 FTA Guideline

FMEA does not adequately identify common-cause failures, i.e. single failures that will cause failure in
multiple elements of a system. In fault-tolerant systems, common-cause failures are, therefore, rarely
identified by FMEA since they require more than one component failure.

When FMEA is performed on complex systems, failure effects (and severity) often depend on
functionality of embedded software. Unless the analysis team includes a person with substantial
knowledge on system software, determination of failure effects will be difficult or impossible.

CONTROLLED DISCLOSURE

When downloaded from the EDMS, this document is uncontrolled and the responsibility rests with the user to ensure it is in line
with the authorised version on the system.



Unique Identifier:  240-49230046
Revision: 3
Page: 23 of 29

Failure Mode and Effects Analysis Guideline

Generally, FMEA is not recommended for the analysis of software. However, FMEA on software may
be used when a functional approach is taken, especially when the analysis focuses on interfaces
between functions.

FMEA has limitations when human errors are analysed, especially since many system failures can be
contributed to human errors in combination with other failure modes. Also, operational and
maintenance failures are likely to be missed during the FMEA unless the FMEA team is skilled in
human reliability analysis and recognises component failure modes due to human interaction.

3.4.2 Relationship with other analyses

3.4.2.1 Fault Tree Analysis

The relationship between FMEA and FTA should be well understood to select the applicable approach
for the system under consideration. As shown in Figure 5, FMEA is an inductive “bottom-up” approach
to failure analysis, i.e. it starts with individual functional or hardware failure modes and identifies the
failure effects at higher system levels. FTA is a deductive “top-down” approach to failure analysis, i.e. it
starts with an undesirable end effect (or top event) and identifies lower-level failure modes (or faults)
which can cause the top event. FTA not only shows the interdependency between faults (i.e. system
failure logic), but can also be used to quantify the probability of top event occurrence.

T £
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Failure effect / undesired event T
T >
=
=
o
. . (O]
Failure mode Failure mode =
5
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>
f
Failure cause Failure cause =
5
Deductive logic Inductive logic
Top-down approach Bottom-up approach
(e.g. FTA) (e.g. FMEA)

Figure 5: Deductive vs. inductive logic
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Therefore, FMEA and FTA complement each other and both analyses are frequently required for a
specific project. The following general guidelines may be useful to select between FMEA and FTA
when only one analysis is to be performed:

Consider FMEA:

When knowledge of system behaviour is limited;

When system consists primarily of series configurations;

When comprehensive knowledge of the failure modes is required;
When analysing lower-level sub-systems and assemblies;

To identify unacceptable effects of failures; and

To analyse new designs when failure characteristics are unknown.

Consider FTA:

When failure of system can have safety issues;

When multiple failure modes in combination can lead to system failure;

When calculation of probability of top event occurrence is required;

When system contains of several parallel configurations (i.e. redundancy); and
When diagnostic flowcharts are required.

3.4.2.2 Reliability-Centred Maintenance

Reliability-Centred Maintenance (RCM) is a process used to determine the maintenance requirements
of a physical asset in its operating context. Typically, RCM implements a process where the following is
considered:

What are the functions of the asset in its operating concept?

How can it fail to fulfil these functions?

What causes each functional failure?

What happens when each failure occurs?

In what way does each failure matter?

What can be done to prevent each failure? and

What should be done if a suitable preventive task cannot be found?

It is evident that RCM includes an FMEA process, where failure modes are identified and the effects,
thereof, determined. RCM also considers specific aspects, such as hidden failures, impact of failure on
the environment, impact of failure on the safety of personnel, impact of failure on the operational
capability, etc.

3.4.2.3 Reliability Basis Optimisation

Reliability Basis Optimisation (RBO) is a process derived from RCM used within Eskom to determine
the maintenance requirements of a physical asset in its operating context. Typically, RBO implements a
process where the following is considered:

Equipment

Components

Asset Class

Asset Type

Functional Location (KKS/ AKZ Code)
Functional Importance (C/NC/RTF)
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Parts

Functional Failure

Failure Mode

Failure Mode (Specify if Other)

Task

Task Description

Task Type

Frequency

Unit Run or Outage

GGCS/GSS Reference Number

Reason for Deviation from GGCS Work Centre
SAP Ref Number (Task No.) Material or Stock Number
History to be Captured

History Measurement Parameters

3.4.2.4 Risk Based Inspection

The RBI process is a step-by-step approach to develop, maintain and optimise the plant Risk
Inspection Basis for Pressure Equipment, by incorporating plant specific knowledge, maintenance and
failure history, risk assessment techniques and international industry best practice, to finally achieve an
effective Inspection and Maintenance Strategy for each specific pressure equipment component type
on each individual power station.

The scope of the RBI assessment encompasses the following:
e Steam generators

Pressure vessels according to the PER definition

Valves (including safety valves); and

Piping systems

3.4.2.5 HAZOP studies

FMEA and HAZOP studies are both systematic inductive analysis methods, with many similarities.
FMEA starts with identification of potential failure modes and then determines the possible causes and
failure effects at higher system levels. HAZOP starts with identification of potential deviations from the
design intent and then determines the possible causes and consequences at higher system levels
(including operations). Therefore, a major difference between the two analyses is the starting point of
the analyses. FMEA defines a failure mode as “the manner in which an item fails”, while HAZOP
specifically focuses on deviations which are defined as “departures from the design intent”. Another
difference is that HAZOP is always performed from a safety viewpoint, while FMEA may or may not be
performed from a safety viewpoint.

3.4.2.6 Maintainability analysis

An output of FMEA is a complete list of potential failure modes, which is an input to a maintainability
analysis. A design FMEA will frequently show lower-level failure modes, e.g. part level, while the
maintainability analysis may only require failure modes at a higher—level, e.g. level at which
maintenance will be performed. In theory, a design FMEA can be used to initiate a maintainability
analysis (by using the failure mode list, although at a higher system level).
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3.4.3 Management of FMEA

3.4.3.1 Applicability

Since FMEA can be very time-consuming and inefficient, it should be judiciously applied and should
never be included in project plans indiscriminately.

3.4.3.2 Timing

Execution of FMEA early in the development process is essential to achieve the potential benefits from
the process, e.g. to prevent costly redesigns at later stages. Therefore, it is strongly recommended that
FMEA should begin at the earliest conceptual stage.

3.4.3.3 Updates and configuration management

The FMEA should be updated during the different development stages as more detail design
information becomes available and should also be updated during the operations and maintenance
stages, whenever design or operating changes are implemented. The FMEA should also be updated
during commissioning and reviewed before hand over.

FMEA results, including source data and FMEA software application version used, should be put under
configuration management for future use and updating, when required. Configuration management of
all relevant documents is of utmost importance since FMEA results may be required for litigation
purposes.

Note: If a FMEA was conducted for the concept phase, it should be updated during the basic phase.
Typically the risk rankings will change due to actions implemented, as the actions should influence the
protective and detective measures, consequences, severity and possibly the likelihood.

3.4.3.4 Sub-contractors

Execution of FMEA by Eskom sub-contractors should be carefully managed to ensure:

Compliance with this FMEA guideline;

Achievement of expected results; and

Consistency of results between different sub-contractors.
Eskom design Team should be included in the FMECA Study

These objectives can be supported by application-specific training, facilitation during initial FMEA
execution (including definition of ground rules), monitoring of the process during FMEA execution,
provision of FMEA example, mandatory use of specific software application, etc. Close cooperation of
sub-contractors is essential to ensure successful integration of individual analyses (if required).
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3.4.3.5 Best practice FMEA process

Engineering “best practice” FMEA process is necessary to reduce risk in the design and operational
environment Without a documented FMEA process, actual results will be dependent on individual
personalities and design results will vary from project to project. Criticality reduction

Failure modes with unacceptable criticality values should be considered for reduction of either failure
mode probability of occurrence or failure mode severity. Failure mode probability of occurrence can be
reduced by using one or more failure avoidance methods, e.g. selection of higher quality part, and
failure mode severity can be reduced by using one or more risk mitigation methods, e.g. use of
redundancy.

3.4.3.6 Combination of lower-level FMEA’s

Individual FMEA’s for items on the same hierarchical level and performed using the same ground rules
can, in theory, be combined into one larger analysis. However, whenever complex systems are
designed by several sub-contractors, the individual FMEA’s cannot be integrated into a higher-level
system FMEA. The primary reason is that system-level information (e.g. end effect, severity,
redundancy, etc.) is generally not available to lower-level sub-contractors. Integration of lower-level
FMEA'’s into a higher-level system FMEA is, therefore, not feasible and should not be performed.

3.4.3.7 Quality objectives

Typical FMEA mistakes made by design teams have been researched and published in available
literature. These mistakes were analysed to define the following FMEA quality objectives which may be
used to measure the effectiveness of an analysis:

e The FMEA drives system design or process improvements as the primary objective;

e The FMEA addresses all high-risk failure modes with effective and executable action plans;

e The design verification plan considers failure modes from the FMEA;

e The FMEA scope includes integration and interface failure modes in both block diagrams and
analysis;

¢ The FMEA consider all major “lessons learned” as input for failure mode identification;

e The FMEA is completed during the “window of opportunity”, where it can most effectively impact the
system or process design;

e The right people participate in the FMEA team throughout the analysis and are adequately trained in
the process;

e The FMEA document is complete, including “corrective actions” and final risk assessment; and

e The time spent by the FMEA team is an effective and efficient use of time with value-added result.
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A.1 EXAMPLE: FMECA WORKSHEET

APPENDIX A: FMECA WORKSHEET

The following imaginary example should be replaced with a relevant Eskom example using the selected software application.

Failure effects

Compensating

Comments /

Ref Function / item Failure mode Failure cause o Next higher — Detection method provisions Sev Prob EEMEICET®R
11 Pressure sensor, | No output Mechanical or No pressure input to Control system No effect Control system start- Visual alarm on 2 D None
number XYZ electrical damage analogue-to-digital inhibits start-up up test function operator console
converter of control sequence
system
1.2 Pressure sensor, | Out of range Electrical damage Out of range Control system Over-pressure of Control system Visual and audible 2 E Dual redundant
number XYZ output pressure input to initiates shutdown vessel possible continuous test alarm on operator safety relief valves
analogue-to-digital sequence function console
converter of control
system
1.3 Pressure sensor, | Inaccurate output Electrical damage Inaccurate pressure Incorrect control of Over or under- None None 1 D Periodic preventive
number XYZ input to analogue-to- pressure system pressure of vessel maintenance
digital converter of possible (including sensor
control system calibration)
etc.
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