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[bookmark: _Toc137011168][bookmark: _Toc148524123]PURPOSE
[bookmark: _Toc435315879]The purpose of this RFB is to invite Suppliers (hereinafter referred to as “bidders”) to submit bids for the “Supply of ICT Infrastructure Support and Maintenance Services to the Government Pensions Administration Agency for sixty (60) months”. 
[bookmark: _Ref121804580][bookmark: _Toc137011169][bookmark: _Toc148524124]BACKGROUND
The Government Pensions Administration Agency (GPAA) is a government component that provides administration services to the Government Employees Pension Fund (GEPF) and National Treasury (NT).  The provision of services is regulated by Service Level Agreements (SLAs) between the GPAA and GEPF and NT. 
The GPAA has its own Information and Communication Technology (ICT) infrastructure hosted in the primary and secondary data centres as well as in the sixteen regional offices across South Africa.
The primary data centre is located in Pretoria and the secondary data centre is currently in Gallo Manor.  The secondary data centre will be relocated to a new data centre (in the Johannesburg/Pretoria area) within the next two to three years.  The regional/satellite offices are located in the areas as documented in Table 2, with the exclusion of the Trevena office in Sunnyside, Pretoria.
The GPAA may increase the regional footprint and additional regional offices may be added. 
All of these sites are connected to the GPAA’s Multiprotocol Packet Switching (MPLS) network, which is provided to the GPAA by Mobile Telecommunications Network (MTN).  
In addition to the regional offices, the GPAA has eleven (11) mobile vans/vehicles for use during roadshows and daily remote client contact/liaison.  The GPAA is in the process of replacing the mobile vans and services may be required to support the vans.
The GPAA’s contact centre service is hosted within the Teraco and Liquid Data data centres.  
The Teraco data centre will also be used as direct interconnect data centre for cloud services to be used within Azure and AWS.  Connectivity to these external services form part of the MPLS services.
Below is a high-level diagram of the GPAA’s network.
[image: ]
Figure 1:  High-Level Diagram of the GPAA’s Network

The GEPF is in the process of migrating/transitioning to their own infrastructure and will thus not be covered in this procurement of infrastructure maintenance and support services.
The GPAA provides ICT services across two separate (independent/logically separated) domains using the ICT infrastructure of the GPAA, namely:
(a) The GPAA Production environment.
(b) The GPAA Test environment.
The GPAA’s ICT services are deployed across the following different architecture/platforms, which are integrated to provide the complete set of services to the three organisations (GPAA, GEPF and NT):
(a) Windows and Linux environments, for which the ICT infrastructure maintenance and support services must be procured.  The required maintenance and support will cover but not be limited to the following.
(b) The GPAA environment is described below on:
(i) HPE blade centre, and HPE servers and HPE Nimble storage units.
(ii) Cisco network (WAN, LAN and wireless), network security and collaboration equipment and solutions.
(iii) Veritas/Netbackup backup solutions.
(iv) McAfee/Trellix/Rapid 7 Nexpose products for end-point protection and the GPAA may decide to deploy other end-point protection solutions within the next two years.
(v) Citrix for the Thin-Client environment.
(vi) Hyper-V, VMWare and Docker/Kubernetics for the Hypervisor environments.
(vii) MS SQL normal databases in the Wintel environment.
(viii) [bookmark: _Hlk121292742]Microsoft 365 and included services under E5 and Active Directory Primary P2.
(ix) MS Project Portal.
(x) Microsoft SCCM.
(xi) ManageEngine products namely, AD Manager, Patch Connector Plus (for 3rd party products), Exchange Reporter, AD SelfService.
(xii) Desktop, All-in-One and laptops (various brands) running the Windows 10 or later operating system.
(xiii) CheckMK for the monitoring of the infrastructure and services.
(c) Mainframe environment, which is currently supported by another Service Provider and thus not covered in this Bid.
(d) Oracle SuperCluster environments, which are currently supported by another Service Provider and thus not covered in this Bid.
The GPAA is currently in the process of deploying the business-critical services in a high-availability mode across the two data centres.
The maintenance and support services for the ICT infrastructure were previously provided to the GPAA by Suppliers from the open market and in 2020 the GPAA contracted the State Information Technology Agency (SITA) for the ICT infrastructure maintenance and support services.  The end date of the current contract is 31 March 2024, hence this procurement.
In recent years, the ICT industry has been moving more towards cloud-based solutions.  The GPAA is cognisant of this and intends to ensure that the GPAA ICT environment is enabled and ready to start migrating to the cloud during the course of this contract.  As such, bidders are made aware that, as part of the delivery of services in this contract, there would be an expectation on the bidder to assist the organisation in the planning and migration of services to a cloud environment of the GPAA’s choosing.
Based on the above intended migration to the cloud and new complimentary services that may become available in the market or services that are retired by Original Equipment/Software Manufacturers (OEMs and OSMs), scope changes will be inevitable.  As a result, the contract shall make provision to, without any early termination penalties, reduce the scope of the services or to add/increase the scope of existing services.  Changes in scope shall require mutual agreement to amendments to the contract.

The GPAA utilise the hardware and software products listed below.  Please note that only the main product/components are listed.
	Service Area
	Hardware product list
	Software product list

	Network Management Services 
	Cisco customer edge routers (all sites).
	Cisco Prime

	 
	Cisco Nexus Core Data centre switches (Both Data Centres).
	Cisco DNA (new Hardware)

	 
	Cisco Distribution switches (Primary Data Centre and Trevena).
	Cisco Collector

	 
	Cisco Access switches (all sites).
	Cisco DUO

	 
	Cisco Wireless Controllers (Both Data Centres).
	Cisco MSE (software appliance Gallo Manor)

	 
	Cisco Wireless Access Points (all sites).
	Cisco AnyConnect

	 
	Cisco Data Centre Firewalls with IPS (Both Data Centres).
	Cisco Umbrella

	 
	Cisco Edge Firewalls (Both Data Centres).
	Cisco Cloudlock

	 
	Cisco ISE (Both Data Centres).
	Cisco Stealthwatch

	 
	Cisco WSA (Both Data Centres).
	Cisco CUCM (Publisher, Subscriber in Primary Data Centre with failover to Secondary Data Centre)

	 
	Cisco ESA (Both Data Centres).
	Cisco Unity Connection (Primary Data Centre)

	 
	Cisco MSE appliance (Primary Data Centre).
	Cisco UCCX (Primary Data Centre)

	 
	Cisco MCS appliance for voice (Both Data Centres).
	Cisco Attendance Console (Primary Data Centre)

	 
	Cisco MX300/MX800 Telepresence
	Cisco Jabber (IM & Presence) (Primary Data Centre)

	 
	 
	Cisco Webex and media servers (Primary Data Centre, on premises replaced by Cloud Webex)

	 
	 
	Cisco Social Miner

	 
	 
	PhonexOne Telephone Management System (Integration via FTP only)

	
	
	

	SQL Database Management 
	Hyper-V virtual servers deployed in clusters across the two data centres with high availability
	MS SQL 2012

	 
	 
	MS SQL 2014

	 
	 
	MS SQL 2019

	
	
	

	SharePoint Support 
	Hyper-V virtual servers deployed in clusters across the two data centres with high availability
	MS SharePoint 2016 or higher

	 
	 
	ShareGate

	 
	 
	Windows Server 2012 R2 or higher

	 
	 
	MS SQL 2014 or higher

	
	
	

	Citrix Maintenance and Support 
	Hyper-V virtual servers deployed in the GPAA’s Production and Test environments in a high availability mode across the two data centres
	CITRIX

	 
	 
	MS SQL 2019

	
	
	

	Data Backup and Restores 
	Backup Master Servers.
	Veritas / Netbackup backup software

	 
	Veritas 5230 (being phased out because it reached end of support status), 5240 and 5250 appliances.
	Quantum Tape Library software

	 
	Quantum Tape Libraries.
	 

	
	
	

	End-user Support Services and remote support
	Laptops, All-in-Ones and desktops of various brands and models
	Windows 10 Enterprise with sp1 or higher.  The GPAA will in the near future deploy Windows 11

	 
	Hand-held scanners
	MS office 2016 – Office 365 and One Drive

	 
	Qmatic tablets
	Adobe reader

	 
	Qmatic ticket printers
	Attachmate

	 
	QMS screens (TV/Infotainment screens
	Citrix client

	 
	 
	Edge, Chrome and Firefox browsers

	 
	 
	McAfee ENS & McAfee agent

	 
	 
	Cisco Jabber

	 
	 
	Webex

	 
	 
	Cisco Anyconnect

	 
	 
	7 Zip 18.1 64 Bit

	 
	 
	SCCM Client

	 
	 
	Java latest runtime version

	 
	 
	.Net and Silver light

	 
	 
	 MS Teams

	 
	 
	Configurations:

	 
	 
	-      Drive mappings to shared drives/folders.

	 
	 
	-      Setting up of links to shared printers.

	 
	 
	-      Setting up and configure the additional equipment used by the Client Liaison Officers (CLOs), e.g., mobile document scanners, mobile printers and projectors.

	 
	 
	 Additional applications to be installed on request  :

	 
	 
	-      MS Visio 365.

	 
	 
	-      Ms Project 365.

	 
	 
	-      Mindjet. 

	 
	 
	-      ACL.

	
	
	

	End-Point Security Services 
	McAfee Advanced Threat Defense (ATD)
	McAfee (Also known as Trellix)

	 
	 
	McAfee EndPoint Security

	 
	 
	McAfee Advanced Threat Defense (ATD)

	 
	 
	McAfee Threat Intelligence Exchange (TIE)

	 
	 
	McAfee Data Exchange Layer (DXL)

	 
	 
	Rapid 7-Nexpose (Vulnerability Scanner and Software)

	 
	 
	ManageEngine Patch Connector Plus (third-party patching integrated with SCCM)

	 
	 
	ManageEngine ADAudit Plus

	 
	 
	ManageEngine Exchange Reporter Plus

	 
	 
	ManageEngine ADSelf-Services Password Resets

	 
	 
	ManageEngine AD Manager Plus

	
	
	

	Enterprise Systems Management 
	Hyper-V virtual servers deployed in the GPAA’s data centres
	CheckMK

	
	
	

	M365 Cloud Services Support and Maintenance 
	 Utilising the Network services.
	Microsoft Azure AD

	 
	 
	Microsoft 365 E5

	 
	 
	Azure Active Directory Premium Plan P2

	 
	 
	 

	
	
	

	Operating System and Application Hosting Environments 
	HPE Blade Centres
	Infosight

	 
	HPE Blades
	Linux (various)

	 
	HPE Nimble storage area networks (SAN)
	ManageEngine AD Manager Plus

	 
	HPE Rack mount servers at the regional offices
	ManageEngine AD Self Service

	 
	HPE Physical servers in both the data centres for primary domain controllers
	ManageEngine Exchange Reporter

	 
	HPE SAN switches
	ManageEngine Patch Connect Plus

	 
	HPE data centre switches
	Microsoft Windows server suites

	 
	 
	SCCM

	 
	 
	vCenter

	
	
	

	Multi Cloud Services Support and Maintenance – Hosting
	On-premise device (servers) configured by the Bidder
	Microsoft Azure

	 
	 
	AWS

	 
	 
	Other cloud services




[bookmark: _Toc137010467][bookmark: _Toc137011079][bookmark: _Toc137011170][bookmark: _Toc137011171][bookmark: _Toc148524125]Scope of Bid
[bookmark: _Toc137011172][bookmark: _Toc148524126]Scope of Work
[bookmark: _Ref120617838][bookmark: _Toc137011173]2.1.1	Service Provider Responsibilities
The following responsibilities shall be applicable to all the service areas on which the Service Provider will render maintenance and support services:
(a) Follow the standards and procedures of the GPAA diligently, including the Information Technology Infrastructure Library (ITIL) practices.
(b) Manage and coordinate the services in accordance with the agreed industry standard ITIL framework and to ensure that IT services are delivered effectively and efficiently.  It must be noted that the Service Provider will be afforded time to assess and ensure the implementation of the ITIL process within the GPAA environment.
(c) Attend to and resolve all logged incidents, service requests and change requests within the contracted timelines in respect of all the contracted services that must be maintained and supported by the Service Provider.
(d) Ensure that only products and product versions that have been approved/authorised by the GPAA are installed.
(e) Compile (where required) and maintain all related documentation that are used/required/applicable to the ICT infrastructure maintenance and support services in an editable electronic format and maintained within a MS SharePoint repository (owned by the GPAA), accessible by both the Service Provider and the GPAA.  The documentation that must be developed and maintained are, but not limited to:
(i) As-built documentation, including configurations.
(ii) Diagrams (for example, but not limited to, network, Infrastructure and deployment diagrams).
(iii) Standard Operating Procedures.
(iv) Device Inventories (hardware and software).
(v) Root Cause Analysis (RCA) Reports.
(vi) Network cabling floor plans.
(vii) Compliance reports.
(f) Compile (where required) and maintain all configurations and scripts that are used/required/applicable to the ICT infrastructure maintenance and support services in an electronic editable format and maintained within GIT repositories (owned by the GPAA) accessible by both the Service Provider and the GPAA.  The documentation that must be developed and maintained are, but not limited to:
(i) Scripts.
(ii) Configurations.
(g) Assist the GPAA to address audit findings pertaining to the ICT infrastructure and maintenance and support services, including the implementation of recommendations to address/mitigate audit findings.
(h) Make recommendations to the GPAA on industry best practices and industry trends in respect of the applicable services and solutions available in the open market that will assist with the improvement of the services and service delivery.
(i) Adhere to the GPAA’s security requirements and procedures and ensure that only staff members and contractors/sub-contractors who have been security vetted by the GPAA have access to the systems and facilities of the GPAA.
(j) Inform the GPAA of staff changes at least thirty (30) days in advance (prior to the change).
(k) Ensure that all maintenance and support services are rendered by support engineers that are suitably trained, skilled, experienced (minimum three years’ experience) and certified (industry standard) on the products that must be supported by them.
(l) Maintain devices in accordance with the vendor patch releases and the GPAA vulnerability and patch management standards.  Ensure that all software products which must be maintained and supported as part of the Infrastructure maintenance and support agreement are always upgraded to at least version N-1.  If the release date of version N-1 reaches twelve (12) months and there is no new version available, then the products should be upgraded to the latest supported version.  In the event that an OEM or OSM indicates that an immediate change is required, the upgrade shall be performed with immediate effect.
(m) Perform daily, weekly and monthly housekeeping on the various environments/platforms/services on which maintenance and support is provided, including the removal of dormant service configurations and settings.
(n) Perform 1st, 2nd and 3rd line support up to resolution on all infrastructure for which the Service Provider is contracted to provide maintenance and support services.
(o) Manage the Return Merchandise Authorization (RMA) process of failed equipment that is deployed to provision the services (irrespective of the location within the GPAA) that are maintained and supported by the Service Provider, including removal, replacement and reconfiguration up to the operational level (for example Cisco, HPE and Veritas, just to name a few).
(p) Capacity and performance management (daily, weekly and monthly) of all services provided.
(q) Submit daily, weekly and monthly performance, utilisation/capacity and service level reports to the GPAA for the various service areas as required by the GPAA.
(r) Implement ICT change requests outside the normal business hours, i.e. Monday to Friday between 18:00 and 07:00 on the next business day and Saturdays and Sundays (24/7 if approved by the GPAA).
(s) Perform product and security patching during the maintenance slots (normally Tuesday and Thursday evenings between 18:00 and 05:00 the next morning).
(t) Attend all scheduled operational, service level and change management meetings and any other meetings that the GPAA may require the presence/attendance of the Service Provider.
(u) Perform Incident, Request and Change on the Infrastructure, network cabling and services in accordance with the GPAA Incident, Request and Problem Management Processes.
(v) Review and update the configuration (in accordance with best practices and industry standards) of the various components used to deliver a specific service to optimise performance and user experience, including performance tuning.
(w) Conduct annual service satisfaction surveys in consultation with the GPAA and provide the outcomes/results of the survey to the GPAA accompanied by the recommended remediations to address the areas where improvement is required.
(x) Perform upgrades of the firmware on all the devices/components/platforms that are used to render the services that the Service Provider must maintain and support.  Where required the Service Provider must liaise with the OEM/OSM for the upgrade.
(y) Provide full assistance to the GPAA to recover services (from either disk backups or tape backups or constructing the service from scratch) as a result of service disruptions, as well as during the two service continuity exercises during a financial year (April to March).  The assistance provided shall be on a dedicated basis to ensure that the GPAA’s Recovery Time Objectives (RTO’s) and Recovery Point Objectives (RPOs) are met.  Like all the other services this is a 24/7 service.
(z) Provide full support and assistance and cooperation to the 3rd party ICT Service Providers and ICT Suppliers contracted by the GPAA with the implementation of new services or changes/upgrades/configuration of existing services, for example F5 load balancers, HPE infrastructure, new cloud services, etc.
(aa) Monitor, measure, report and maintain all services capacity, availability and optimise performance by maintaining capacity, availability, and utilisation measures within established performance levels and thresholds.
(ab) The service provider shall only make use of products owned/used/available/subscribed to by the GPAA to render the maintenance and support services.  The use of any other products/solutions to render the services will be for the cost of the Service Provider.
(ac) Coordinate Install, Move, Add, and Change (IMAC) functions in accordance with the GPAA processes.
(ad) Maintain and manage passwords on all devices, software products, service accounts and databases in a GPAA owned secure environment to which both the GPAA and the Service Provider will have access.  The password policy of the GPAA shall be strictly adhered to.
(ae) Monitoring and report on end-of-life software (including firmware), as well as hardware devices within the GPAA environment.
[bookmark: _Toc137011174]2.1.2	GPAA Responsibilities
(a) Ensure that all software products are licensed with annual license support contracts in place with the Original Software Manufacturer (OSM).
(b) Ensure that all hardware components are covered by a maintenance and support agreement with the Original Equipment Manufacturer (OEM).
(c) Provide the Service Provider with an electronic copy of all the standards and procedures that will be applicable to the rendering of the services.
(d) Provide the service consultants of the Service Provider reasonable access to the environment, infrastructure and products which must be supported, including access to the buildings/facilities, networks and systems.
(e) Provide the necessary facilities to be used by the support staff of the Service Provider (in the main data centre environment), office facilities, e.g. desks, chairs, telephones, printers, network points, air conditioning, lighting and refreshments (Tea, coffee, milk and sugar).
(f) Provide the necessary information to the service and contact details of the OEMs and OSMs to the Service Provider and communicate the change in Service Provider to the OEMs and OSMs.
(g) Assist the Service Provider with the transitioning of the service, however, excluding doing or managing the actual transitioning.
(h) Provide SSL certificates in conjunction with the Service Provider and the certificate provider.
(i) [bookmark: _Hlk145748740]Ensure that maintenance and support contracts are in place for all business applications, e.g., Sage, TeamMate, BarnOwl, PhonexOne, etc.
(j) Inform the Service Provider of any changes in policies, procedures, standards, application/service adoption and license changes including any Add-on Licences.


[bookmark: _Ref120617799][bookmark: _Toc137011175][bookmark: _Toc148524127]Service Areas
Below is a list of all the service areas that are applicable within the GPAA’s Infrastructure environment.  The service provider’s responsibilities are documented in the sub-sections that follow.  These specific responsibilities are over and above the service provider’s responsibilities as detailed in section 2.1.1.
(a) Network Management Services; 
(b) Network Cabling; 
(c) SQL Database Management; 
(d) SharePoint Support; 
(e) Citrix Maintenance and Support; 
(f) Service Management Services; 
(g) Data Backup and Restores; 
(h) End-user Support Services; 
(i) End-Point Security Services; 
(j) Enterprise Systems Management;; 
(k) M365 Cloud Services Support and Maintenance; 
(l) Operating System and Application Hosting Environments; 
(m) Multi Cloud Services Support and Maintenance – Hosting.


[bookmark: _Toc120086556][bookmark: _Ref121740462][bookmark: _Toc137011176]2.2.1	Network Management Services 
2.2.1.1	Service Intent
Ensure reliable, available and consistent Secure Network data, and VOIP communications connectivity to support the GPAA’s business operations.
2.2.1.2	Service Content
Management and support of the network infrastructure, network security and collaboration to ensure availability as per the contracted GPAA SLA. 
2.2.1.3	Hardware Products
The following hardware products are utilised for this service:
(a) Cisco customer edge routers (all sites).
(b) Cisco Nexus Core Data centre switches (Both Data Centres).
(c) Cisco Distribution switches (Primary Data Centre and Trevena).
(d) Cisco Access switches (all sites).
(e) Cisco Wireless Controllers (Both Data Centres).
(f) Cisco Wireless Access Points (all sites).
(g) Cisco Data Centre Firewalls with IPS (Both Data Centres).
(h) Cisco Edge Firewalls (Both Data Centres).
(i) Cisco ISE (Both Data Centres).
(j) Cisco WSA (Both Data Centres).
(k) Cisco ESA (Both Data Centres).
(l) Cisco MSE appliance (Primary Data Centre).
(m) Cisco MCS appliance for voice (Both Data Centres).
(n) Cisco MX300/MX800 Telepresence.

2.2.1.4	Software Products
The following software products are used for this service:
(a) Cisco Prime.
(b) Cisco DNA (new Hardware).
(c) Cisco Collector.
(d) Cisco DUO.
(e) Cisco MSE (software appliance Gallo Manor).
(f) Cisco AnyConnect.
(g) Cisco Umbrella.
(h) Cisco Cloudlock.
(i) Cisco Stealthwatch.
(j) Cisco CUCM (Publisher, Subscriber in Primary Data Centre with failover to Secondary Data Centre).
(k) Cisco Unity Connection (Primary Data Centre).
(l) Cisco UCCX (Primary Data Centre).
(m) Cisco Attendance Console (Primary Data Centre).
(n) Cisco Jabber (IM & Presence) (Primary Data Centre).
(o) Cisco Webex and media servers (Primary Data Centre, on premises replaced by Cloud Webex).
(p) Cisco Social Miner.
(q) PhonexOne Telephone Management System (Integration via FTP only).


2.2.1.5	Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) Overall responsibility for the management, maintenance and support of the Wide Area Network (WAN), Local Area Networks (LANs) and the Wireless networks in all the offices of the GPAA as listed in Table 4.
(b) Provision of additional management tools complementary to the monitoring tools provided by the GPAA that can be used to proactively monitor, manage, and report on the network or services issues.  
(c) Ensure that last mile and MPLS connectivity is available.
(d) Ensure APN/VPN services and connectivity including liaising with the APN Service Provider for APN connectivity. 
(e) Ensure Internet service availability and capacity in collaboration with the GPAA’s Internet Service Provider.
(f) Implement Network Security in accordance with the policies and standards, defined by the GPAA Security Policy.
(g) Maintain SNMP configuration on all Cisco devices for asset collection and monitoring.
(h) Maintain and configure to optimise traffic flow between Data Centres, between and within offices, mobile vehicles and remote users for all network connectivity.

2.2.1.6	GPAA Responsibilities
As listed in section 2.1.2.
2.2.1.7	Number of Instances
The list of the current devices/components used by the GPAA for the Network Management Service is provided in Table 1.  The GPAA is in the process of replacing the technologies that reached end of support, as well as procuring additional technologies to meet the current and near future business demands.
2.2.1.8	Sites applicable
All sites listed in Table 1.
[bookmark: _Ref122409967][bookmark: _Toc137011244][bookmark: _Toc145053688]Table 1:  Network Communication Devices
	Office/Site	
	Appliance
	Qty

	Primary Data Centre
	Access Layer Switches
	60

	
	Distribution layer Switches
	4

	
	Core Switches (DC)
	4

	
	WAN Routers (DC)
	2

	
	Management Switches (DC)
	2

	
	Wireless Access Points
	37

	
	Wireless Controller
	1

	
	F5 GTM
	1

	
	F5 LTM
	2

	
	ISE
	1

	
	MSA
	1

	
	WSA
	2

	
	ESA
	2

	
	ASA
	2

	
	SourceFire
	2

	Sunnyside Pretoria - Walk-In Centre
	Access Layer Switches  
	13

	
	Distribution Layer Switches 
	2

	
	WAN Routers
	2

	
	Wireless Access Points
	5

	Secondary Data Centre 
	Core Switches 
	4

	
	WAN Routers 
	2

	
	Management Switches 
	2

	
	Wireless Controller
	1

	
	F5 GTM
	1

	
	F5 LTM
	2

	
	ISE
	1

	
	MSA
	1

	
	EAS
	2

	
	WSA
	2

	
	ASA
	2

	Johannesburg
	Access Layer Switch
	2

	
	WAN Router 
	1

	
	Wireless AP 
	2

	Durban
	Access Layer Switch 
	2

	
	WAN Router 
	2

	
	Wireless AP
	1

	Cape Town
	Access Layer Switch 
	2

	
	WAN Router 
	2

	
	Wireless AP
	1

	Pietermaritzburg
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Gqeberha
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	1

	Bisho
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Mthatha
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Phuthaditjhaba – relocating to Bethlehem
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Mahikeng
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Bloemfontein
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Rustenburg
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Polokwane
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Thohoyandou
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	2

	Nelspruit
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	1

	Kimberley
	Access Layer Switch 
	2

	
	WAN Router 
	1

	
	Wireless AP
	3


[bookmark: _Toc137011177]

2.2.2 Network Cabling
2.2.2.1 Service Intent
Ensure reliable, available and consistent network cabling infrastructure to support the GPAA’s business operations at all the points of presence of the GPAA.
2.2.2.2 Service Content
Management and support of network cabling infrastructure according to the standards provided by GPAA, and management of service requests within agreed upon SLAs on a time and materials basis.
2.2.2.3 Hardware Products
Not applicable.
2.2.2.4 Software Products
Not applicable.
2.2.2.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) [bookmark: _Hlk145755203]Management and support of the GPAA cabling infrastructure (copper and fibre) for all network connected devices or infrastructure at all the GPAA points of presence and data centres.  The Service Provider must have presence at each of the points of presence of the GPAA to minimise travel expenses.  Where the Service Provider does not have presence at a GPAA site, the Service Provider must sub-contract a suitably skilled 3rd party (Small to Medium-Sized Enterprise (SME)) to render the services on behalf of the Service Provider.  The overall responsibility for the delivery and quality of the service/work will still reside with the Service Provider.
(b) Perform the cabling related work in accordance with the cabling standards and expected time frames of the GPAA.
(c) Provide the GPAA with a Rate Card for all material, standard cost per network point, services and labour costs related to network cabling.  The Rate Card should be revised/updated and approved by the GPAA on each anniversary of the contract and the Rate Card will remain valid for the next twelve (12) months directly following the anniversary date.
(d) Provide quotations to the GPAA for the individual cabling related requests of the GPAA.  The rates/fees quoted shall be in accordance with the ruling Rate Card. 
Note:  Refer to section 4.4.3 for the process to be followed for work to be done on a Time and Materials basis.
(e) Use new material of high quality to deliver the required services.
(f) Conduct site visits to new facilities where network cabling must be installed.

2.2.2.6 GPAA Responsibilities
As listed in section 2.1.2.
2.2.2.7 Number of Instances
Not applicable.
2.2.2.8 Sites applicable
All sites listed section 2.3.
[bookmark: _Toc137011178]2.2.3	SQL Database Management
2.2.3.1 Service Intent
Ensure highly available SQL database environment in both the GPAA’s production and test environment.
2.2.3.2 Service Content
System and application database management support, including storage management services, data protection, backup and recovery of database installations, maintenance, tuning and monitoring of the database software products (i.e., Database Management System (DBMS) databases and related utilities) and technical support to end-users and application staff. The services described in this section will only be applicable to the agreed DBMS software and database servers.
2.2.3.3 Hardware Products
Hyper-V virtual servers deployed in clusters across the two data centres with high availability.
2.2.3.4 Software Products
MS SQL 2012, MS SQL 2014 and MS SQL 2019.

2.2.3.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) Assist 3rd party Service Providers with the creation of new databases and upgrades and migrations of applications and databases that makes use of MS SQL databases in both the GPAA’s production and test environments.
(b) Ad-hoc database backups/dumps/exports exporting and restores.
(c) Monitor database growth and report excessive growth.
(d) Retire/decommission unused/dormant databases.

2.2.3.6 GPAA Responsibilities
As listed in section 2.1.2.
2.2.3.7 Number of Instances
24 instances of MS SQL:
(a) 1 instance of MS SQL 2012.
(b) 14 instances of MS SQL 2014.
(c) 9 instances of MS SQL 2019.
(d) One MS SQL 2014 cluster (3 nodes).
(e) One MS SQL 2019 cluster (3 nodes).

2.2.3.8 Sites applicable
At the two data centres of the GPAA.


[bookmark: _Toc137011179]2.2.4 SharePoint Support
2.2.4.1 Service Intent
Ensure that the GPAA Microsoft SharePoint platform is operational, available and optimised in support of the environment in all the GPAA’s environments on all premise environments/deployments.
2.2.4.2 Service Content
Overall Management and Support of the Microsoft SharePoint Implementation and Configuration, including the design of sites and user experience.
2.2.4.3 Hardware Products
Hyper-V virtual servers deployed in clusters across the two data centres with high availability.
2.2.4.4 Software Products
(a) MS SharePoint 2016 or higher.
(b) ShareGate.
(c) Windows Server 2012 R2 or higher.
(d) MS SQL 2014 or higher.

2.2.4.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) Maintain and support the SharePoint and associated MS SQL database in a high availability clustered environment for both the GPAA’s production and test environments.
(b) Provide input when reviewing SharePoint architecture.
(c) Maintain integration with Microsoft Active directory.
(d) Maintain integration of Project Server in SharePoint.
(e) Creation and maintenance of SharePoint team sites.
(f) Assist the users with the uploading of content.
(g) Maintenance and support on SharePoint workflows (no workflows currently implemented).

2.2.4.6 GPAA Responsibilities
As listed in section 2.1.2.
Number of Instances
Not applicable.
2.2.4.7 Sites applicable
At the two data centres of the GPAA.


[bookmark: _Toc137011180]2.2.5 Citrix Maintenance and Support
2.2.5.1 Service Intent
Configuration, management, maintenance and support and monitoring of the GPAA’s Citrix environments and the applications deployed within the Citrix environment.
2.2.5.2 Service Content
CITRIX Services to provide overall configuration, management, monitoring, maintenance and support.
2.2.5.3 Hardware Products
Hyper-V virtual servers deployed in the GPAA’s Production and Test environments in a high availability mode across the two data centres.
2.2.5.4 Software Products
(a) CITRIX.
(b) MS SQL 2019.
The following applications are currently deployed on Citrix:
(a) Custom-built electronic document management system that will be retired within the next two to three years
(b) Oculus indexing.
(c) Sage ERP 300.
(d) TeamMate.
(e) BarnOwl.

2.2.5.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) Overall management and support for the GPAA’s CITRIX production and test environments in a high availably configuration.
(b) Maintain and support the MS SQL 2019 database that is used by the CITRIX Licensing server.

2.2.5.6 GPAA Responsibilities
As listed in section 2.1.2.
2.2.5.7 Number of Instances
The GPAA is currently in the process of migrating the Citrix production environment to a high availability deployment.
(a) 1 X Citrix Storefront/Delivery Controller/RDS Licensing/Citrix licensing server.
(b) 5 X Citrix servers in the production environment.
(c) 3 X Citrix servers in the test environment.
(d) 1 X Production server running Oculus Workflow for 5 users on the Windows Server 2003 operating system.

2.2.5.8 Sites applicable
All sites listed in section 2.3.
[bookmark: _Toc137011181]2.2.6 Service Management Services
2.2.6.1 Service Intent
Maintain the overall relationship with the GPAA and provide a single point of contact (full-time and on-site) for Service Management issues.  Ensure that the Services are provided in accordance with the contracted service scope and service levels and that a high level of client satisfaction is maintained.
2.2.6.2 Service Content
The Service Management Service provides the overall Account, Service Delivery and Operational Management capabilities required to manage and support the provision of the contracted services and associated service levels to the GPAA.
2.2.6.3 Hardware Products
Not applicable.
2.2.6.4 Software Products
Not applicable.
2.2.6.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) Establish and maintain sound business and operational relationships between the Service Provider and the GPAA.
(b) Engage with the GPAA in respect of the overall ICT Strategy and business objectives to align and optimise the Service Provider’s service offerings.
(c) Ensure that the services are rendered in a professional manner and in accordance with the contracted scope, quality, time/frequency and service levels to ensure end-user satisfaction in terms of all the contracted services.
(d) Direct and coordinate service reviews, continuous improvement initiatives and innovation to ensure suitability and effectiveness of the services, new services and market trends.
(e) Facilitate the process of efficient and effective ICT governance and participate in the GPAA Governance initiatives where required.
(f) Attend all governance, project and/or other forums and committees as required by the GPAA.
(g) Ensure that only resources that are suitably trained, skilled, experienced and certified on the products, in the environment that they must maintain and support, are allocated to render the specific services to the GPAA.
(h) Provide an interface to the GPAA for all operational requirements and escalations.
(i) Identify and drive mutually agreed to service improvement initiatives highlighting identified issues, risks and inefficiencies.
(j) Maintain strategic relationships with third-party vendors delivering complimentary services to the GPAA. 
(k) Update the contract (Service Catalogue) in accordance with the Contract Change Management Procedure at each occurrence of a change to the services being delivered to the GPAA to ensure the contract accurately reflects the current state of the service relationship.  This includes:
i. The addition or retiring of Services;
ii. Changes to existing Services that require contractual changes;
iii. Changes to the scope of an existing Service; and
iv. Changes to the cost of delivering the Services, including annual cost adjustments.


2.2.6.6 GPAA Responsibilities
As listed in section 2.1.2.
2.2.6.7 Number of Instances
Not applicable.
2.2.6.8 Sites applicable
GPAA Head Office on a full-time basis located at the GPAA’s Head Office and responsible for all GPAA Sites.
[bookmark: _Toc137011182]2.2.7 Data Backup and Restores
2.2.7.1 Service Intent
Ensure that secure copies of the GPAA’s data are taken and kept in accordance with the Data Backup and Recovery strategy of the GPAA and that the data assets and services can be recovered with minimal data loss in the case of a disaster or when requested for forensic or audit purposes.
2.2.7.2 Service Content
The service covers the GPAA’s Backup/Restore infrastructure and is intended to ensure that the backup solution is configured, managed, supported and operated in accordance with the backup strategy.
2.2.7.3 Hardware Products
(a) Backup Master Servers.
(b) Veritas 5230 (being phased out because it reached end of support status), 5240 and 5250 appliances.
(c) Quantum Tape Libraries.

2.2.7.4 Software Products
(a) Veritas / Netbackup backup software.
(b) Quantum Tape Library software.

2.2.7.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) Configuration, management and support of the GPAA’s backup solution.
(b) Configure and maintain the backup schedules in accordance with the GPAA’s backup strategy and advise the GPAA on best practices.
(c) Backup all Intel based systems as well as Oracle SuperCluster as per the GPAA’s backup schedules/strategy at both data centres.
(d) Implement media management processes in accordance with the GPAA’s data backup, retention and storage requirements.
(e) Monitor backup tasks and review backup logs to ensure all backups were executed successfully.  Re-initiate failed backups and/or alert the GPAA that a backup was not successful.
(f) Inform the GPAA of media requirements to support the Backup schedules and requirements.
(g) Conduct scheduled and ad-hoc restores according to the GPAA restore schedule and audit and forensic requirements. GPAA test environment to verify data integrity of the backup media and validate the restore process.
(h) Creation, implementation and maintenance of standard operating procedures related to the backup and restore services.
(i) Creating extra database backups when required and restoring database backups from disk or tape media if needed.
(j) Liaise with the offsite media storage provider for the collection and delivery of backup media.

2.2.7.6 GPAA Responsibilities
As listed in section 2.1.2.
2.2.7.7 Number of Instances
The backup solution is deployed at both the two data centres of the GPAA.
2.2.7.8 Sites applicable
At the two data centres of the GPAA.

[bookmark: _Toc137011183]2.2.8 End-user Support Services
2.2.8.1 Service Intent
Provide support services to fulfil Incidents and Service Requests requiring on-site (field) interaction as reported to the GPAA Service Desk.
2.2.8.2 Service Content
Provision of on-site support resources on call-out basis as required to provide the agreed services at all the sites as listed in Table 4, excluding the Head Office in Pretoria, the Trevena Campus and the two data centres, where the End-User support services will be provided by the Field Support Engineers (FSEs) of the GPAA.
The user base of the various regional offices that must be supported by the Service Provider is provided in Table 2. 
2.2.8.3 Hardware Products
(a) Laptops, All-in-Ones and desktops of various brands and models.
(b) Hand-held scanners.
(c) Qmatic tablets.
(d) Qmatic ticket printers.
(e) QMS screens (TV/Infotainment screens).

2.2.8.4 Software Products
(a) Windows 10 Enterprise with sp1 or higher.  The GPAA will in the near future deploy Windows 11. 
(b) MS office 2016 – Office 365 and One Drive.
(c) Adobe reader.
(d) Attachmate.
(e) Citrix client.
(f) Edge, chrome and firefox browzers.
(g) McAfee ENS & McAfee agent.
(h) Cisco Jabber
(i) Webex.
(j) Cisco anyconnect.
(k) 7 Zip 18.1 64 Bit.
(l) SCCM Client.
(m) Java latest runtime version.
(n) .Net and Silver light.
(o) MS Teams.
(p) Configurations:
(i) Drive mappings to shared drives/folders.
(ii) Setting up of links to shared printers.
(iii) Setting up and configure the additional equipment used by the Client Liaison Officers (CLOs), e.g., mobile document scanners, mobile printers and projectors.
(q) Additional applications to be installed on request  :
(i) MS Visio 365.
(ii) Ms Project 365.
(iii) Mindjet. 
(iv) ACL.
(v) TeamMate.
(vi) Barnowl.
2.2.8.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:

2.2.8.6 On-site Support
(a) Provide on-site intervention at all of the contracted locations (refer to Table 2) as deemed necessary by the Service Provider to attend to and resolve the Incidents and Service Requests in accordance with the agreed service levels.
(b) Provide 1st line support on the 3rd party software that is installed on the end-points (desktops, all-in-ones and laptops).

2.2.8.7 IMAC
(a) The Service Provider will provide IMAC services, to which will be charged separately to the base Service Fees exceeding five IMAC per month.
(b) The Service Provider will provide the GPAA with a quotation upon receipt of an IMAC Service Request by the Service Desk exceeding five IMAC per month.

2.2.8.8 Hardware Maintenance
(a) If the unit is out of warranty the technician should attempt to fix it or send it to the GPAA Head office to be fixed or replaced. 
(b) Return retired equipment to the GPAA Head Office.
(c) Five (5) IMACs per month per regional office must be covered in the base service fee.
(d) 1st line support on the printers.
(e) 1st line support on the document scanners.

2.2.8.9 GPAA Responsibilities
As listed in section 2.1.2 and in addition, if the unit is under warranty it will be covered under the maintenance and support agreement between the GPAA and the OEM.
2.2.8.10 Number of Instances
The number of end points per site is provided in Table 2.  The GPAA is in the process of relocating the Phuthaditjhaba office to Bethlehem and a new office is planned for Bushbuckridge.
[bookmark: _Ref122411134][bookmark: _Toc137011245][bookmark: _Toc145053689]Table 2: Regional Office User Base
	Regional and Satellite Offices
	Users

	1. Bisho
	12

	2. Bloemfontein
	10

	3. Cape Town
	16

	4. Durban 
	11

	5. Johannesburg
	8

	6. Kimberley
	10

	7. Mahikeng
	14

	8. Mthatha
	9

	9. Nelspruit
	11

	10. Phuthaditjhaba – relocating to Bethlehem
	8

	11. Pietermaritzburg
	16

	12. Polokwane
	12

	13. Gqeberha
	9

	14. Rustenburg
	6

	15. Thohoyandou
	8

	16. Trevena Office – Sunnyside Pretoria – GPAA responsibility
	N/A

	Total
	160



2.2.8.11 Sites applicable
All sites listed in Table 2.  

[bookmark: _Toc137011184]2.2.9 End-Point Security Services
2.2.9.1 Service Intent
Provision of a Data Security Service in support of the GPAA Information Security Framework.
2.2.9.2 Service Content
Data Security Services provided include all agreed upon GPAA Security managed systems to minimise the threat of virus attacks, virus breakouts and malicious code in the GPAA environment through the management and support of an integrated anti-virus management solution to identify, control and respond to virus threats.
2.2.9.3 Hardware Products
McAfee Advanced Threat Defense (ATD).
2.2.9.4 Software Products
Endpoint Protection Platform(s):
(a) McAfee (Also known as Trellix).
(b) McAfee EndPoint Security.
(c) McAfee Advanced Threat Defense (ATD).
(d) McAfee Threat Intelligence Exchange (TIE).
(e) McAfee Data Exchange Layer (DXL).



Vulnerability Management
(a) Rapid 7-Nexpose (Vulnerability Scanner and Software).
(b) ManageEngine Patch Connector Plus (third-party patching integrated with SCCM).

Audit logging & Monitoring
(a) ManageEngine ADAudit Plus.
(b) ManageEngine Exchange Reporter Plus.
(c) ManageEngine ADSelf-Services Password Resets.
(d) ManageEngine AD Manager Plus.

2.2.9.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) Configuration, management and support of the in-scope network security technologies at agreed Service Locations and in accordance with the GPAA Security Framework.
(b) Facilitate configuration changes of security technologies including:
(i) Rules.
(ii) Policies.
(c) Recommend and where approved, implement security technology enhancements as part of a continuous improvement process (on a project basis if necessary).
(d) Jointly agree on remedial actions in accordance with the GPAA vulnerability assessment report, including time frames.
(e) Flag all unauthorised content/material on the GPAA network in accordance with the GPAA security policy and standards.
(f) Flagged vulnerabilities to be excluded from the GPAA compliance service level.
(g) Management, installation and maintenance of vendor hard drive encryption software for end-user devices in accordance with the GPAA policy.
(h) Implement and maintain an anti-virus exclusion list of manual interventions required on the end-user devices for the antivirus client software that will be escalated for resolution:
(i) At Head Office to the GPAA Field Service Engineers.
(ii) For regional offices to the Service Provider Field Service Engineers.
(i) Ensure that all inbound and outbound traffic (e-mail, data etc.) is managed with support from the GPAA’s Information Security unit.
(j) Reviewing and re-architecting the McAfee Antivirus suite to meet the GPAA’s ICT and Business needs, in line with McAfee best practices for similar sized organisations.
(k) Make available experienced, skilled resources during malicious code or threat outbreaks related to this service, as required by the GPAA.
(l) Provide compulsory training and transfer skills to GPAA staff on a regular and ongoing basis, both formally and informally.

2.2.9.6 GPAA Responsibilities
As listed in section 2.1.2.
2.2.9.7 Number of Instances
Up to 1 800 end points.
2.2.9.8 Sites applicable
All sites listed section 2.3.
[bookmark: _Toc137011185]2.2.10 Enterprise Systems Management
2.2.10.1 Service Intent
Leverage IT Enterprise Systems Management (ESM) to pro-actively monitor the deployed ICT environment to rapidly detect abnormal events to minimise downtime, service degradation and service disruptions to business services.
2.2.10.2 Service Content
Support the ability to monitor the GPAA environment to pro-actively detect possible service disruptions, monitor and report on performance and capacity issues and rapidly resolve issues. Gather information from specific components/Configuration Items (CIs) within the GPAA infrastructure and services to better manage and support that infrastructure.  Proactively identify service improvement opportunities.
2.2.10.3 Hardware Products
Hyper-V virtual servers deployed in the GPAA’s data centres.
2.2.10.4 Software Products
CheckMK.

2.2.10.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
ESM System Management
(a) Maintain and update the configuration on the monitoring tool that will facilitate end-to-end monitoring of the ICT infrastructure.
(b) Utilise the ESM solution to perform event management to detect abnormal events/behaviour.
(c) Action system generated alerts, including integration with the ITSM tool.
(d) Provide multiple dashboards for monitoring the environment.
(e) Configure and optimise the ESM toolset to ensure that the GPAA specific service-defined elements are being monitored and the associated thresholds are agreed upon and set.
(f) 24x7 monitoring of the agreed services and events must automatically be routed to the GPAA application resolver group by the GPAA Service Desk System through integration with the provided ITSM tool.

2.2.10.6 GPAA Responsibilities
As listed in section 2.1.2.
2.2.10.7 Number of Instances
Three instances across the two data centres of the GPAA.
2.2.10.8 Sites applicable
All the sites as documented in Table 4.


[bookmark: _Toc137011186]2.2.11 M365 Cloud Services Support and Maintenance
2.2.11.1 Service Intent
Ensure reliable, available, secure and consistent access to cloud-based applications and data by GPAA staff.
2.2.11.2 Service Content
Co-management and support of the M365 cloud infrastructure and services.
2.2.11.3 Hardware Products
Part of the components listed in section 2.2.1.
2.2.11.4 Software Products
(a) Microsoft Azure AD.
(b) Microsoft 365 E5.
(c) Azure Active Directory Premium Plan P2.

2.2.11.5 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
1.  MS365
(a) Overall responsibility for the management and support of MS365 deployment.
(b) Management of Microsoft license groups.
(c) Co-manage software distribution and endpoint management using SCCM and End Point manager.
(d) Maintain policies as defined by Information Security.

2. Email, Calendar, and Scheduling
(a) Overall responsibility for the management and support of Exchange Online.
(b) Management of Hybrid deployment between on-premise and Exchange Online.
3. Meetings, Calling and Chat
Overall responsibility for the management and support of MS Teams as related services.
Note:  Services excluded are Teams Phone to external numbers and audio conferencing between external parties.
4. Social, Intranet and Storage
(a) Overall responsibility for the management and support of SharePoint Online, OneDrive, Yammer, and Viva Connections.
(b) Maintain and support the Intranet Site on SharePoint Online.
5. Content services
Management and support of content services as defined by Microsoft i.e., Streams, Search, and Forms.
6. Project and Task Management
Overall responsibility for the management and support of Microsoft Planner and Microsoft To-Do services.
7. Analytics
Overall responsibility for the management and support of Productivity Score, Secure Score and Compliance management.


8. Information Protection
Overall responsibility for the management and support of Data protection as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
9. Threat protection
Overall responsibility for the management and support of Threat protection as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
10. Cloud access security broker
Overall responsibility for the management and support of Cloud Access Security Broker protection as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
11. Identity and access management
Overall responsibility for the management and support for Identity and Access management as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
12. Endpoint and application management
Overall responsibility for the management and support for Endpoint and Application management as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
13. Data lifecycle management
Overall responsibility for the management and support for Data Lifecycle management as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
14. eDiscovery and Audit
Overall responsibility for the management and support for eDiscovery and Audit management as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
15. Insider risk management
Overall responsibility for the management and support for Insider Risk management as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
16. Windows
Overall responsibility for the management and support for Windows 10 and later versions, Azure Virtual desktop and universal printing as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
17. Security and Compliance
Overall responsibility for the management and support for Security and Compliance management as defined by Microsoft and adopted by the GPAA as per the Microsoft license agreement.
Note:
The GPAA is on a journey of migrating to the cloud, as per the DPSA directive.  It is expected that the Service Provider will, as part of their responsibilities, support the migration to the cloud, and support the cloud implementation when it is completed.
2.2.11.6 GPAA Responsibilities
As listed in section 2.1.2, and in addition:
(a) Co-manage deployed products and service as defined and published by Microsoft licensed to the GPAA.
(b) Inform the Service Provider of any policy changes, application/service adoption and license changes including any Add-on Licences.


2.2.11.7 Number of Instances
Licensed for One Thousand Five Hundred (1 500) users.
2.2.11.8 Sites applicable
All sites listed in Table 4.

[bookmark: _Toc137011187]2.2.12.1 Operating System and Application Hosting Environments (On-Premise)
2.2.12.2 Service Intent
Ensure that the server Operating Systems (OS) and storage are optimised and available in support of the GPAA applications.
2.2.12.3 Service Content
Management and support of the server OS and storage environments to ensure server and storage uptime as per the agreed GPAA SLA. 
2.2.12.4 Hardware Products
(a) HPE Blade Centres.
(b) HPE Blades.
(c) HPE Nimble storage area networks (SAN).
(d) HPE Rack mount servers at the regional offices.
(e) HPE Physical servers in both the data centres for primary domain controllers.
(f) HPE SAN switches.
(g) HPE data centre switches.

2.2.12.5 Software Products
(a) Infosight.
(b) Linux (various).
(c) ManageEngine AD Manager Plus.
(d) ManageEngine AD Self Service.
(e) ManageEngine Exchange Reporter.
(f) ManageEngine Patch Connect Plus.
(g) Microsoft Windows server suites.
(h) SCCM.
(i) vCenter.

2.2.12.6 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
(a) Active Directory Access management according to GPAA guidelines.
(b) Realtime monitoring and notification of servers, services, applications, and events that impact services as per SLA. 
(c) Lifecycle management, including provisioning inventory management and decommissioning of servers.
(d) Virtualisation management of VMware, Hyper-V and Docker/Kubernetes servers. 
(e) Management of High Availability applications and services, clustered environments across data centres as per SLA.
(f) Implementation and management of selected OEM server specific management software on servers.
(g) Upgrade and maintain application and OS level as recommended by OEM.
(h) Test applications and OS compatibility testing within the test environment before deployment to the production platforms.

2.2.12.7 GPAA Responsibilities
As listed in section 2.1.2.
2.2.12.8 Number of Instances
As listed in Table 3.

[bookmark: _Ref122410470][bookmark: _Toc137011246][bookmark: _Toc145053690]Table 3:  Server Count
	Row Labels
	Operating System
	Operating System Count
	Virtual server count

	Bisho
	Windows Server 2012 R2 Standard
	4
	4

	Bloemfontein
	Windows Server 2012 R2 Standard
	4
	4

	Cape Town
	Windows Server 2012 R2 Standard
	4
	4

	Durban
	Windows Server 2012 R2 Standard
	4
	4

	Gallo Manor
	Other 3.x or later Linux (64-bit)
	2
	95

	 
	Other Linux (64-bit)
	3
	

	 
	Red Hat Enterprise Linux 6 (64-bit)
	2
	

	 
	Red Hat Enterprise Linux 7 (64-bit)
	1
	

	 
	SUSE Linux Enterprise 11 (64-bit)
	1
	

	 
	Ubuntu Linux (64-bit)
	8
	

	 
	VMware ESXi
	2
	

	 
	Windows Server 2003
	1
	

	 
	Windows Server 2012 R2 Datacenter
	16
	

	 
	Windows Server 2012 R2 Standard
	36
	

	 
	Windows Server 2016 Standard
	17
	

	 
	Windows Server 2019 Datacenter
	2
	

	 
	Windows Server 2019 Standard
	4
	

	Hamilton
	Ubuntu 18.04.5 LTS (GNU/Linux 4.15.0-142-generic x86_64)
	5
	264

	 
	FreeBSD (64-bit)
	1
	

	 
	Oracle Linux 4/5/6/7 (64-bit)
	8
	

	 
	Other 2.6.x Linux (64-bit)
	1
	

	 
	Other 3.x or later Linux (64-bit)
	1
	

	 
	Other Linux (64-bit)
	5
	

	 
	Red Hat Enterprise Linux 5 (64-bit)
	7
	

	 
	Red Hat Enterprise Linux 6 (64-bit)
	6
	

	 
	Red Hat Enterprise Linux 7 (64-bit)
	3
	

	 
	SLES
	1
	

	 
	SUSE Linux Enterprise 11 (64-bit)
	2
	

	 
	Ubuntu Linux (64-bit)
	45
	

	 
	VMware ESXi
	5
	

	 
	Windows Server 2003
	1
	

	 
	Windows Server 2008 R2 Enterprise
	1
	

	 
	Windows Server 2012 Datacenter
	1
	

	 
	Windows Server 2012 R2 Datacenter
	25
	

	 
	Windows Server 2012 R2 Standard
	100
	

	 
	Windows Server 2012 Standard
	1
	

	 
	Windows Server 2016 Standard
	30
	

	 
	Windows Server 2019 Datacenter
	3
	

	 
	Windows Server 2019 Standard
	12
	

	Johannesburg
	Windows Server 2012 R2 Standard
	4
	4

	Kimberley
	Windows Server 2012 R2 Standard
	4
	4

	Mafikeng
	Windows Server 2012 R2 Standard
	4
	4

	Mthatha
	Windows Server 2012 R2 Standard
	4
	4

	Nelspruit
	Windows Server 2012 R2 Standard
	4
	4

	Phuthaditjhaba –  relocating to Bethlehem
	Windows Server 2012 R2 Standard
	4
	4

	Pietermaritzburg
	Windows Server 2012 R2 Standard
	4
	4

	Polokwane
	Windows Server 2012 R2 Standard
	4
	4

	Gqeberha
	Windows Server 2012 R2 Standard
	4
	4

	Rustenburg
	Windows Server 2012 R2 Standard
	4
	4

	Thohoyandou
	Windows Server 2012 R2 Standard
	4
	4

	Trevena
	Windows Server 2012 R2 Standard
	4
	4

	Bushbuckridge
	New office
	
	4

	Grand Total
	 
	
	427



2.2.12.9 Sites applicable
All sites listed in Table 4.

[bookmark: _Toc137011188]2.2.13.1 Multi Cloud Services Support and Maintenance - Hosting
2.2.13.2 Service Intent
Ensure reliable, available, secure, and consistent access to cloud-based Infrastructure, applications, and data by GPAA staff and clients/customers.
2.2.13.3 Service Content
Co-management and support of the cloud infrastructure and service as well as ensuring continuous operation of the IAAS, SAAS, PAAS cloud-based applications including maintaining connectivity, firewall and proxy configurations to all multi cloud services Service Providers.


2.2.13.4 Hardware Products
Connectivity via the network Service Provider’s interconnect and on-premises routers and firewalls provided by the GPAA.
Configuration of on-premise devices will be provided by the Service Provider as part of network and security services.
2.2.13.5 Software Products
(a) Microsoft Azure.
(b) AWS.
(c) Other cloud services.
Note:  The GPAA is on a journey of migrating to the cloud, as per the DPSA directive.  It is expected that the Service Provider will, as part of their responsibilities, support the migration to the cloud, and support the cloud implementation when it is completed.
2.2.13.6 Service Provider Responsibilities
Over and above the responsibilities of the Service Provider that are listed in section 2.1.1 above, the Service Provider shall be responsible for the following:
1. Compute
(a) Overall responsibility for the management and support for access cloud compute capacity, virtualization, and scale on demand.
(b) Provision of virtual Linux and Windows servers.
(c) Deploy and scale containers deployed on Kubernetes.
(d) Resource management for deployed service and switching off of services not used or scale down as and when required to limit cloud expenditure.
(e) Management of Hybrid deployment.

2. Networks
(a) Overall responsibility for the management and support of connecting cloud and on-premise infrastructure and virtual network services with the cloud provider environment (the GPAA will use Azure EXPRESSROUTE and AWS Direct Connect via the appointed network Service Provider).
(b) Load balance inbound and outbound traffic using cloud load balancers.
(c) Secure network traffic using cloud firewall.
(d) Monitor security attacks to virtual servers.
(e) Secure RDP and SSH connectivity to access virtual servers.
(f) Optimise network traffic management.
(g) Monitor network traffic and diagnose issue.
(h) Management of Hybrid deployment.
(i) Liaise with interconnect network Service Provider to setup, monitor and maintain connectivity to cloud provider including routing and security.

3. Cloud Storage
(a) Overall responsibility for the management of cloud object, block, and file storage.
(b) Seamless access, secure access to cloud storage.
(c) Synchronisation of data for Hybrid solutions.
(d) Backup of cloud deployed application, data and servers.
(e) Services excluded are Teams Phone to external numbers and audio conferencing between external parties.



4. Databases
(a) Overall responsibility for the management and support of databases.
(b) Synchronisation of data for Hybrid solutions.
(c) Migration of Microsoft SQL on-premises databases to Cloud SQL service as and when required by the GPAA.

5. Identity
(a) Overall responsibility for the management and support of user access across devices, data, applications, and infrastructure.
(b) Synchronisation AD with AAD for hybrid deployments.
(c) Integration with KeyCloak and Oracle IAM.
(d) Integration with Open LDAP.

6. Integration
(a) Overall responsibility for the management and support of access to published APIs.
(b) Management and Governance
(c) Overall responsibility for the management, support and administration of all services deployed within the cloud environment.
(d) Monitor status of deployed platforms.
(e) Monitor, diagnose and optimise network problems and issues.
(f) Automate, configure, and update resources.
(g) Implement recommendations with approval of the GPAA.
(h) Optimally manage resources.
(i) Create, maintain, and optimise scheduled work.
(j) Create, maintain, and optimise policies for compliance.

7. Media
(a) Overall responsibility for the management and support of Content Delivery Network access and Media.
(b) Migration
(c) Overall responsibility for the management, configuration, and migration of on-premises to cloud environment as identified by the GPAA during the migration phases.

2.2.13.7 GPAA Responsibilities
As listed in section 2.1.2, and in addition:
(a) Co-manage deployed products and service as defined and published by Cloud provider services licensed to the GPAA.
(b) Provide equipment and connectivity to cloud Service Providers.
(c) Co-manage services and assist with migrations including change management within the GPAA.

2.2.13.8 Number of Instances
Not applicable.
2.2.13.9 Sites applicable
All sites listed section 2.3.
[bookmark: _Toc137011189]2.2.13.10 Exclusions
The scope of work excludes the following:
(a) Supply of hardware.
(b) Supply of software.
(c) Contracts with Original Equipment Manufacturers (OEMs).
(d) Contracts with Original Software Manufacturers (OSMs).
(e) License Management.
(f) Provision of a Service Management Tool.
(g) ICT consumables.
(h) Hardware repairs (RMA is included in the scope of the services to be rendered by the Service Provider).
[bookmark: _Toc137010487][bookmark: _Toc137011099][bookmark: _Toc137011190][bookmark: _Toc137010488][bookmark: _Toc137011100][bookmark: _Toc137011191][bookmark: _Toc137010489][bookmark: _Toc137011101][bookmark: _Toc137011192][bookmark: _Toc137010490][bookmark: _Toc137011102][bookmark: _Toc137011193][bookmark: _Toc137011194]
2.2.13.11 Delivery address
[bookmark: _Ref120616421][bookmark: _Toc137011247][bookmark: _Toc145053691]Table 4: List of GPAA Sites
	No
	Physical Address
	GPS Coordinates (optional)

	1. 
	GPAA Head Office, Pretoria, Gauteng
	Can be obtained from the GEPF’s website

	2. 
	GPAA Secondary Data Centre 
	Gallo Manor

	3. 
	Bisho 
	Can be obtained from the GEPF’s website

	4. 
	Bloemfontein
	Can be obtained from the GEPF’s website

	5. 
	Cape Town 
	Can be obtained from the GEPF’s website

	6. 
	Durban 
	Can be obtained from the GEPF’s website

	7. 
	Johannesburg 
	Can be obtained from the GEPF’s website

	8. 
	Kimberley
	Can be obtained from the GEPF’s website

	9. 
	Mahikeng
	Can be obtained from the GEPF’s website

	10. 
	Mthatha
	Can be obtained from the GEPF’s website

	11. 
	Nelspruit
	Can be obtained from the GEPF’s website

	12. 
	Phuthaditjhaba – relocating to Bethlehem
	Can be obtained from the GEPF’s website

	13. 
	Pietermaritzburg 
	Can be obtained from the GEPF’s website

	14. 
	Polokwane
	Can be obtained from the GEPF’s website

	15. 
	Gqeberha 
	Can be obtained from the GEPF’s website

	16. 
	Rustenburg 
	Can be obtained from the GEPF’s website

	17. 
	Thohoyandou
	Can be obtained from the GEPF’s website

	18. 
	Trevena Office, Sunnyside Pretoria
	Can be obtained from the GEPF’s website

	19. 
	Bushbuckridge
	No location known yet




[bookmark: _Toc145880472][bookmark: _Toc145880846][bookmark: _Toc145881776][bookmark: _Toc145882271][bookmark: _Toc145968434][bookmark: _Toc145968618][bookmark: _Toc137010492][bookmark: _Toc137011104][bookmark: _Toc137011195][bookmark: _Toc137010493][bookmark: _Toc137011105][bookmark: _Toc137011196][bookmark: _Toc137011197][bookmark: _Toc148524128]Requirements
[bookmark: _Toc137011198][bookmark: _Toc148524129]Product / Service / Solution Requirements
(a) The Bidder shall be responsible to perform the work as outlined in section 2.1.1 and section 2.2 above over a period of sixty (60) months:
[bookmark: _Toc137011199][bookmark: _Toc148524130]Service Elements
[bookmark: _Toc137011200]3.2.1	Full Service Agreement
(a) A Master Service Agreement and Service Level Agreement must be established between the Bidder and the GPAA.
[bookmark: _Toc137011201]3.2.2	Time and Material (T&M Ad hoc services)
(a) The Bidder must provide the rates cards as requested for in section 6.2 to section 6.7.
[bookmark: _Toc137011203]3.2.3	Fault logging management
(a) The Bidder must use the Incident and Request Management service of the GPAA.



[bookmark: _Toc137011205][bookmark: _Toc148524131]Bid Evaluation Stages
The bid evaluation process consists of the following stages as indicated in table 5 below. A bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation. 
[bookmark: _Toc137011248][bookmark: _Toc145053692]Table 5: Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid YES/NO

	Stage 1	
	Administrative responsiveness
	YES

	Stage 2 
	Technical Mandatory responsiveness 
	YES

	Stage 3
	Technical Functional Requirements
	YES

	Stage 4
	Special Conditions of Contract verification
	YES

	Stage 5
	Price and Preference points
	YES

	Stage 6*
	Supplier Due Diligence Exercise
	YES



Note (1):
* Stage 6: SITA will conduct a Supplier Due Diligence Exercise to the Recommended Bidder prior to final award. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bidder.
Note (2):
SITA reserves the right in the event the recommended bidder is disqualified in Stage 6 to consider the next ranking bidder(s) for the Supplier Due Diligence Exercise.
[bookmark: _Toc137011206][bookmark: _Toc148524132]Administrative responsiveness (Stage 1)
[bookmark: _Toc137011207]4.4.1	Attendance of briefing session
(a) A Compulsory virtual briefing session will be held. The bidder must sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. Any bidder who fails to attend the compulsory briefing session will be disqualified.

4.4.2	Registered Supplier
(a) Only responses from bidders who are registered as a Supplier on National Treasury’s Central Supplier Database (CSD) in terms of National Treasury’s Instruction Note 4A of 2016/17 will be considered for award on this RFB.
(b) In the case of joint ventures or consortiums the bidder must demonstrate that at least one of the parties to the bid response attended the briefing session.
[bookmark: _Toc137011208][bookmark: _Toc148524133]Technical returnable documents (Stage 2)
[bookmark: _Toc137011209]4.2.1	Instruction and evaluation criteria
(a) The bidder must comply with ALL the requirements as per the Technical Mandatory Requirements below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
(b) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. 
(c) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid response to proceed to the next stage of the evaluation.

[bookmark: _Toc137011210]4.2.2	Technical mandatory requirements 
[bookmark: _Toc137011249][bookmark: _Toc145053693]Table 6: Technical Mandatory Requirements
	TECHNICAL MANDATORY REQUIREMENTS
	Substantiating evidence of compliance
(used to evaluate bid)
	Evidence reference
(to be completed by bidder)

	1. [bookmark: _Hlk120115783]TECHNICAL MANDATORY, FUNCTIONAL AND SCOPE REQUIREMENTS
The Bidder must confirm compliance to the Technical Mandatory, Functional and Scope Requirements.
	[bookmark: _Hlk120544788]




The Bidder must confirm that they comply with the Technical Mandatory, Functional and Scope Requirements by completing and signing ANNEX B: Addendum 1.

Note (1): 
Failing to comply with all the aspect of this section will result in disqualification.

Note (2): 
SITA reserves the right to verify the information provided.

	




<provide unique reference to locate substantiating evidence in the
 bid response – see Annex A , section 5.1 and Annex B Addendum 1>

	2. SPECIAL CONDITIONS OF CONTRACT
Bidder must accept ALL the Special Conditions of contract.
	

The Bidder must accept ALL the Special Conditions of Contract by completing and signing the declaration of Acceptance in Declaration of compliance and acceptance under the Special Conditions (Section 4.3.2).

Note (1): 
Failure to accept ALL the Special Conditions of Contract will result in disqualification.
	<provide unique reference to locate substantiating evidence in the
 bid response – see Annex B, section 5.2 >



[bookmark: _Toc137011212][bookmark: _Toc148524134]Technical Functionality Evaluation Requirements (Stage 3)
(a) The Bidder must complete in full all the TECHNICAL FUNCTIONALITY requirements.
(b) The Bidder must, for each of the services, indicate if they “Comply” or “Not Comply”.  If the compliance for a specific item is left blank or include anything other than a Yes or Y or a No or N, it will be deemed as “Not Comply”.
(c) The Bidder must complete Annex D Technical Functionality: ICT Infrastructure Evaluation Document and Attach this to Annex A section 5.3.
Note: 
The Rate Cards for Time and Material Work is included in the Technical Functionality: ICT Infrastructure Evaluation Document, which also needs to be completed by the Bidder as part of the Technical Functionality Evaluation.
(d) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response, as “NOT COMPLY”.
(e) The evaluation (scoring) of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence.
(f) Weighting of requirements: The full scope of requirements will be determined by the following weights and minimum thresholds as per the table below.
(g) [bookmark: _Hlk25054983]The Minimum Threshold per functional environment will also the evaluated as per the table below.
(h) Each Bidder will be evaluated on each individual requirement as indicated in Table 7 below. The value scored for each requirement will be multiplied with the specified weighting for the relevant requirement to obtain the percentage achieved for each requirement.
(i) SITA reserves the right to verify information / evidence provided by the Bidder.

Table 7: Technical Functionality Requirements
	No.
	Technical Functionality Requirements (per environment)
	Weighting
	Minimum threshold

	1. 
	General functionality requirement (Service C1 to C30)
	20
	15

	2. 
	Network Management Services (Service C31)
	10
	5

	3. 
	Network Cabling (Service C32 and Service C44)
	5
	3

	4. 
	SQL Database Management (Service C33)
	5
	3

	5. 
	SharePoint Support (Service C34)
	5
	3

	6. 
	Citrix Maintenance and Support (Service C35)
	5
	3

	7. 
	Service Management Services (Service C36)
	5
	3

	8. 
	Data Backup and Restores (Service C37)
	5
	3

	9. 
	End-user Support Services (Service C38)
	5
	3

	10. 
	End-Point Security Services (Service C39)
	5
	3

	11. 
	Enterprise Systems Management (Service C40)
	5
	3

	12. 
	M365 Cloud Services Support and Maintenance (Service C41)
	5
	3

	13. 
	Operating System and Application Hosting Environments (On Premise) (Service C42)
	15
	8

	14. 
	Multi Cloud Services Support and Maintenance – Hosting (Service C43)
	5
	2

	TOTAL
	100 %
	60%



(j) Minimum threshold per functional environment. To be eligible to proceed to the next stage of the evaluation must achieve the minimum threshold per functional environment as indicated in the table above.

[bookmark: _Toc137011214][bookmark: _Toc148524135]Special Conditions of Contract Verification (Stage 4)
(a) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(b) SITA reserves the right to:
(i) Negotiate the conditions; or
(ii) Automatically disqualify a bidder for not accepting these conditions; or
(iii) Award to single bidder; or
(iv) Not to award.
(c) In the event that the bidder qualifies the proposal with own conditions and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 9.3. (b) above.

[bookmark: _Toc137011215]4.3.1	Special Conditions of Contract
4.3.1.1 Contracting Conditions
(a) Formal Contract - The supplier must enter into a formal written contract (agreement) with SITA.
(b) Right to Audit - SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
4.3.1.2 Delivery Address
(a) The supplier must deliver the required products or services at as indicated in Section 2.3, Delivery Address.



4.3.1.3 Services and Performance Metrics
(a) The bidder is responsible to provide the following services as specified in the Service 	Breakdown Structure (SBS):
	SBS
	Service Element
	Service Level

	1. 
	Network Management Services (Service C31)
	99.9% 24/7

	2. 
	Network Cabling (Service C32 and Service C44)
	99.9% 24/7

	3. 
	SQL Database Management (Service C33)
	99.9% 24/7

	4. 
	SharePoint Support (Service C34)
	99.9% 24/7

	5. 
	Citrix Maintenance and Support (Service C35)
	99.9% 24/7

	6. 
	Service Management Services (Service C36)
	99.9% 24/7

	7. 
	Data Backup and Restores (Service C37)
	99.9% 24/7

	8. 
	End-user Support Services (Service C38)
	98.5% during business hours.

	9. 
	End-Point Security Services (Service C39)
	99.9% 24/7

	10. 
	Enterprise Systems Management (Service C40)
	99.9% 24/7

	11. 
	M365 Cloud Services Support and Maintenance (Service C41)
	99.9% 24/7

	12. 
	Operating System and Application Hosting Environments (On Premise) (Service C42)
	99.9% 24/7

	13. 
	Multi Cloud Services Support and Maintenance – Hosting (Service C43)
	99.9% 24/7



In the event where the Bidder do not meet the respective service level target, the following service fee adjustment formula will be applied on a monthly basis.


	Respective service fee for the Specific Service Areas for the reporting period SLA Target (99,9%)
	R100 000

	Lower limit
	 
	Achieved SLA for the period (month)  
	 
	Upper Limit
	% Service Fee Reduction
	Rand Value by which the service fee will be reduced with
	New Service fee for the period

	99.00%
	>=
	Achieved SLA 
	<=
	100.00%
	0%
	R0
	R100 000

	98.00%
	>= 
	Achieved SLA
	< 
	99.00%
	5%
	R5 000
	R95 000

	97.00%
	>= 
	Achieved SLA
	< 
	98.00%
	10%
	R10 000
	R90 000

	95.00%
	>= 
	Achieved SLA
	< 
	97.00%
	20%
	R20 000
	R80 000

	93.00%
	>= 
	Achieved SLA
	< 
	95.00%
	30%
	R30 000
	R70 000

	90.00%
	>= 
	Achieved SLA
	< 
	93.00%
	50%
	R50 000
	R50 000

	 
	 
	Achieved SLA
	< 
	90.00%
	100%
	R100 000
	R0



The service reduction formula will not be applicable during the transitioning phase and the first three months following the successful transitioning.
4.3.1.4 Supplier Performance Reporting
(a) The Supplier will report on a monthly basis to the GPAA by means of formal monthly SLA reports submitted to the GPAA during the first 7 calendars days following the last day of the reporting month.
In addition to the monthly SLA reports the Bidder shall submit monthly operational reports to the various operational committees as agreed to between the GPAA and the Bidder, e.g., ICT Operations report, Information Security operational report, etc.
(a) The Bidder is required to generate regular reports as outputs during the maintenance and support cycle within the following service levels (the report type will drive the service level agreement; definition of the content of each report type will be finalised at the time of concluding the contracted service level agreement).
4.3.1.5 Certification, Expertise and Qualification
(a) The bidder certifies that:
(i) it has the necessary expertise, skill, qualifications and experience and ability to undertake the work required in terms of the Statement of Work (section 2.1.1), and Service Areas (Section 2.2);
(ii) it shall allocate resources with the necessary expertise, skill, qualifications, experience and certified by the respective OEM/OSM and ability to undertake the work required in terms of the Statement of Work or Service Definition;
(iii) it is committed to provide the Products or Services; and
(iv) [bookmark: _Toc448483301][bookmark: _Toc448483304]perform all obligations detailed herein without any interruption to the Customer.
(b) The Bidder must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations performing services similar to the Services.
(c) The Bidder must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition.
(d) Original Equipment Manufacturer (OEM) or Original Software Manufacturer (OSM) work:  The Bidder must ensure that work or service is performed by resources who are certified by Original Equipment Manufacturer or Original Software Manufacturer in the respective service area.
4.3.1.6 Logistical Conditions
(a) [bookmark: _Toc448483118]Hours of work:  07h00 – 17h00, Monday to Friday, excluding public holidays, during which the Bidder will be required to have on-site presence at the GPAA Head Office in Pretoria, Gauteng for the following services:
i. Network Management Services (Service C31).
ii. Service Management Services (Service C36).
iii. Data Backup and Restores (Service C37).
iv. End-Point Security Services (Service C39).
v. Enterprise Systems Management (Service C40).
vi. M365 Cloud Services Support and Maintenance (Service C41).
vii. Operating System and Application Hosting Environments (On Premise) (Service C42).
viii. Multi Cloud Services Support and Maintenance – Hosting (Service C43).
(b) In order to ensure that the SLAs are achieved, provision must be made for 24/7 remote support and call resolution without requiring GPAA intervention.
(c) If the GPAA grants the Bidder permission to access the GPAA's environment, including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Bidder must adhere to the relevant GPAA policies and procedures, which policy and procedures are available to the Bidder on request.  In the absence of such policy and procedures, in terms of best industry practice.
(d) Tools of Trade:  The Bidder must bring their necessary tools of trade in order for them to perform their duties adequately at no extra cost to the GPAA. 
(e) On-site and Remote Support:  The Bidder must provide on-site and remote support 24/7.
(f) Support and Help Desk:  After-hours helpdesk support is required for the period of the first three months per site during weekdays, as well as weekends and public holidays.
4.3.1.7 Scope of Work Requirements and Roles and Responsibilities
The Bidder confirms and agree that the entire scope of work and roles and responsibilities as documented in section 2.1 forms part of the Special Conditions of Contract and as such the Bidder shall be contractually bound by the contents (scope, roles and responsibilities) of section 2.1.
4.3.1.8 Skills Transfer and Training
The Bidder must, where required, transfer the skills and knowledge at no extra cost to the support staff of the GPAA.
4.3.1.9 Regulatory, Quality and Standards
(a) The Bidder must, for the duration of the contract, ensure compliance with ISO/IEC General Quality Standards, ISO27001, and Protection of Personal Information Act (POPIA).
(b) The Bidder must, for the duration of the contract ensure compliance with General Quality Standards, ISO 9001.
4.3.1.10 Personnel Security Clearance
(a) The Bidder personnel who are required to work with GOVERNMENT CLASSIFIED information or access government RESTRICTED areas, must be a South African Citizen and, at the expense of the Bidder, be security vetted (pre-employment screening, criminal record screening and credit screening).
(b) The Bidder must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.
(c) The Bidder must provide proof of security vetting.


4.3.1.11 Confidentiality and non-disclosure conditions
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
4.3.1.12 Guarantee and warranties
(a) The supplier confirms that:
(i) The warranty of goods supplied under this contract remains valid for the duration of the contract after the goods were delivered, installed and commissioned with a sign off, including the clients signature
(ii) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever;
(iii) the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period.
4.3.1.13 Intellectual Property Rights
(a) GPAA retains all Intellectual Property Rights in and to SITA's/GPAA’s Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's/GPAA’s Intellectual Property for the sole purpose of providing the Products or Services to GPAA pursuant to this Contract; provided that the Supplier must not be permitted to use GPAA’s Intellectual Property for the benefit of any entities other than GPAA without the written consent of GPAA, which consent may be withheld in GPAA’s sole and absolute discretion. Except as otherwise requested or approved by GPAA, which approval is in GPAA’s sole and absolute discretion, the Supplier must cease all use of SITA's/GPAA’s Intellectual Property, at of the earliest of:
(i) termination or expiration date of this Contract; 
(ii) the date of completion of the Services; and 
(iii) the date of rendering of the last of the Deliverables
(b) If so required by GPAA, the Supplier must certify in writing to GPAA that it has either returned all GPAA Intellectual Property to GPAA or destroyed or deleted all other GPAA Intellectual Property in its possession or under its control
(c) GPAA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.



4.3.1.14 General
(a) The supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the Supplier. However, GPAA reserves the right to include or waive the condition in the signed contract.
(b) The GPAA reserve the right to add/change/retire some services/infrastructure as a result of technology changes during the course of the contract.  Changes to the scope of the services shall be mutually agreed to by both parties and where applicable the cost of the services will be adjusted to reflect the changed scope, following the formal contract change process.
4.3.1.15 Counter Conditions
(a) Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.
4.3.1.16 Fronting
(a) The SITA supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA will not condone any form of fronting.
(b) The SITA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA may have against the bidder/contractor concerned.
4.3.1.17 Business Continuity and Disaster Recovery Plans
(a) The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.
4.3.1.18 Supplier Due Diligence
(a) SITA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced / non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.

4.3.1.19 Preference Goal Requirements conditions
(a) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(b) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(c) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report to GPAA indicating progress against the Bidder’s Preferential commitments within 30 days after each quarter from the commencement date of the contract.
(d) Bidders need to keep auditable substantive records / evidence and upon request by GPAA must be made available for audit and, or due diligence purposes.
(e) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA.
(f) SITA reserves the right to verify information / evidence provided by the Bidder.
(g) GPAA reserves the right to introduce a penalty of 1% of the overall annual year spent by GPAA for the prior year if the Bidder fails to comply to paragraphs (a), (b) and (c) above.
4.3.1.20 Sub-Contracting as a Condition of Contract
SITA, in terms of the SITA Preferential Policy (PPP), has an obligation to advance designated groups which includes black SMMEs (i.e. Exempted Micro Enterprises (EME) and Qualifying Small Enterprises (QSE) for the supply of certain ICT goods or services where feasible to subcontract for a contract above R50m, an organ of state must apply sub-contracting to advance designated groups.
Note: 
The Bidder is required to subcontract a minimum of 20% of the value of the contract to EMEs, and/or QSEs which is at least 51% owned by black people, black women, youth or people with disability.
4.3.1.21 Scope Requirements
The Bidder confirm that they will comply to all the Scope of Work requirements as stated in sections 2.1 (Scope of Work) and 2.2 (Service Areas) for the duration of the contract as this will be legally binding and will be included into the final contract.

[bookmark: _Toc106894479][bookmark: _Toc137011216]4.3.2	Declaration of compliance and acceptance SCC
I (we), the bidder hereby declare that I (we) accept ALL the Special Conditions of Contract as specified in par 4.3.1 above and shall comply with all stated obligations:

Name of Bidder:_____________________________	Signature: _________________________

Date:______________
[bookmark: _Toc145877437][bookmark: _Toc145877528][bookmark: _Toc145877716][bookmark: _Toc145878028][bookmark: _Toc145880489][bookmark: _Toc145880863][bookmark: _Toc145881787][bookmark: _Toc145882280][bookmark: _Toc145968443][bookmark: _Toc145968627][bookmark: _Toc137011217][bookmark: _Toc148524136]

Price and Preference Points Evaluation (Stage 5)
[bookmark: _Toc72938420][bookmark: _Toc142412286]4.4.1 Costing and Pricing evaluation
(1) In terms of the SITA Preferential Procurement Policy (PPP), the following preference point system is applicable for this Bid:
(a) the 90/10 system (90 Price and 10 Specific Goals) for requirements with a Rand value above R50 000 000 (all applicable taxes included).
(2) The Bidder must complete the 90/10 preference point system based on the offer submitted by the Bidder and submit proof of documentation required in terms of this tender.
(3) Points will be allocated for each of the Preferential Goal Requirements for this tender as indicated in table 8, dependant on paragraph (2) above.
(4) Points for this tender shall be awarded for: 
0. Price; and
0. Preference points for specific goals.
The maximum points for this tender will be allocated as follows, subject to paragraph 4 above.

						Table 8: Points allocation
	Description
	Points
Table 1*

	Price
	90

	Preference points for specific goals
	10

	Total points for Price and preference points for specific goals
	100


Note: * 
Refer to Table 1 in Annex A.4. B-BBBEE POINTS AS PART OF THE PREFERENTIAL GOAL REQUIREMENTS attached.
[bookmark: _Toc137011218]4.4.2 Bid Pricing Schedule
(a) Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and include this as part their submission.
[bookmark: _Toc137011219]4.4.3 Costing and Pricing Conditions
(a) South African Pricing 
The total price must be VAT inclusive and be quoted in South African Rand (ZAR).
(b) Total Price
(i) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(ii) All additional costs as well as cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
(iii) All services, accessories, upgrades and options required by the solution or specified by the client must be included in the quoted price. If not included, suppliers will be required to supply these accessories at no cost to the client.
(iv) SITA reserves the right to negotiate pricing with the successful bidder prior to the award as well as envisaged quantities.
(c) Time and Material
(i) Time and Material Quotations will not form part of the total bid price.  It will be based on an ad-hoc basis as and when required by the client.
(ii) All work to be performed by the Service Provider on a Time and Materials (T&M) basis will be subject to the following process:
· The GPAA must provide the Service Provider with a formal Scope of Work (Service Request) for the work to be performed on a T&M basis, including the deliverables, quality standards applicable and expected time frames.
· The Service Provider must submit a formal quotation to GPAA to fulfil the Service Request.  The rates and material cost quoted shall be in accordance with the ruling rates reflected in the respective Rate Card applicable to the respective service area.  Travel and Subsistence (for End User Support and Network Cabling) costs shall be for the account of the Service Provider where work must be performed at existing sites, as it is a requirement that the Service Provider must have presence in all the locations where the existing Regional Offices are located.
· Once the Request has been fulfilled, the Bidder must submit the Job Card to the GPAA and the GPAA is satisfied with the deliverable(s) the GPAA must the sign the job card off after which the Service Provider must submit the invoice and the GPAA must settle the invoice.
(d) The Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the Bidder for not accepting these conditions.  These conditions will form part of the Contract between the GPAA and the Bidder.  However, the GPAA reserves the right to include or waive the condition in the Contract.
(e) The bidder must complete the declaration of acceptance as per par 4.5 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 
[bookmark: _Ref455341955][bookmark: _Toc57764329]
[bookmark: _Toc137011222]4.4.4 Bid Pricing Schedule
(a) Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and upload this as part of their submission.

[bookmark: _Toc435315930][bookmark: _Ref455338328][bookmark: _Ref455597629][bookmark: _Toc127119463][bookmark: _Toc137011223]4.5	Declaration of Acceptance
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in par 4.4.3  above by indicating with an “X” in the “ACCEPT ALL” column, or
1. The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in par 4.4.3  above by - 
(i) Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
(j) Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:
Provide the condition reference, the reasons for not accepting the condition.




[bookmark: _Toc137011224][bookmark: _Toc148524137]Preference Requirements
(1) The bidder must complete in full all the PREFERENCE requirements. 
(2) Allocation of points per requirements: The point’s allocation of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence. 
(3) Points will be allocated for each PREFERENCE requirement as per the criteria set in table 1, in Annex A.4. B-BBBEE POINTS AS PART OF THE PREFERENTIAL GOAL REQUIREMENTS attached based on the offer submitted by the Bidder.
(4) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response, as “NOT COMPLY”. The evidence needs to be attached to ANNEX A.
(5) Preference Goal Requirements:
(a) The Bidder must complete the 90/10 preference point system based on the offer submitted by the Bidder and submit proof or documentation required in terms of this tender.
(b) Points will be allocated for each of the Preferential Goal Requirements for this tender as indicated in table 9 below, dependant on paragraph (a) above.
(c) The Bidder must indicate their commitment to claim points for each of the preference points by signing at par 4.5 in the Invitation to Bid document.
(d) Failure on the part of a bidder to submit proof or documentation required in terms of this tender to claim preference points for the Preference Goal Requirements for this tender, will be interpreted to mean that preference points are not claimed.
(e) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(f) The Bidder must sustain or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(g) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report to GPAA indicating progress against the Bidder’s Preferential commitments within 30 days after each quarter from the commencement date of the contract.
(h) Bidders need to keep auditable substantive records / evidence and upon request by GPAA must be made available for audit and, or due diligence purposes.
(i) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA.
(j) SITA reserves the right to verify information / evidence provided by the Bidder. 
(k) GPAA reserves the right to introduce a penalty of 1% of the overall annual year spent by GPAA for the prior year if the Bidder fails to comply to paragraphs (e), (f) and (g) above.



Table 9: Preference Goal Requirements (Specific Goals)
	

Preference Goal Requirement  #
	

Preferential  Goal Requirements
(Specific Goals)

	
	Preferential Goal Requirements allocated for this  tender
	Substantiating evidence and evidence reference to be completed by bidder. 
Evaluation per requirement: Each requirement indicated in the table below must be completed and points will be allocated based on the  evidence required below:
	Evidence reference 

	
	B-BBEE Requirements
	 

	1)
	B-BBEE Requirements:
Promotion of Transformational Objectives.
	Evidence:
Refer to section 5.4 in Annex A for the evidence required and to be provided by the Bidder.

Points allocation:
Points will be allocated for bidders that meets the requirements as indicated in table 1 in Annex A.4. B-BBBEE POINTS AS PART OF THE PREFERENTIAL GOAL REQUIREMENTS attached 
based on the offer submitted by the Bidder and submit proof or documentation required in terms of this tender.


	
<provide unique reference to locate substantiating evidence in the bid response – Annex A, section 5.4>





[bookmark: _Toc137011225][bookmark: _Toc148524138]Annex A: Bidder substantiating evidence
[bookmark: _Toc137011226][bookmark: _Toc148524139]Technical Mandatory Requirement Evidence

[bookmark: _Toc132658925][bookmark: _Toc144983062][bookmark: _Toc148524140]PRODUCT / SERVICE FUNCTIONAL REQUIREMENT
The Bidder must confirm that they comply with the Technical Mandatory, Functional and Scope Requirements by completing and signing ANNEX B: Addendum 1 and attach it here.
Note (1): 
Failing to comply with all the aspect of this section will result in disqualification.

Note (2): 
SITA reserves the right to verify the information provided.

[bookmark: _Toc144099293][bookmark: _Toc148524141]SPECIAL CONDITIONS OF CONTRACT
The Bidder must accept ALL the Special Conditions of Contract by completing and signing the declaration of Acceptance in Declaration of compliance and acceptance under the Special Conditions (Section 4.3.2).
Note (1): 
Failure to accept ALL the Special Conditions of Contract will result in disqualification.

[bookmark: _Toc148524142]TECHNICAL FUNCTIONALITY REQUIREMENTS
The Bidder must to complete Annex D Technical Functionality: ICT Infrastructure Evaluation Document and attach it here.
here.
NOTE (1): 
SITA reserves the right to verify information provided.

[bookmark: _Toc145877451][bookmark: _Toc145877542][bookmark: _Toc145877730][bookmark: _Toc145878042][bookmark: _Toc145880503][bookmark: _Toc145880877][bookmark: _Toc145881796][bookmark: _Toc145882289][bookmark: _Toc145968452][bookmark: _Toc145968636][bookmark: _Toc145877452][bookmark: _Toc145877543][bookmark: _Toc145877731][bookmark: _Toc145878043][bookmark: _Toc145880504][bookmark: _Toc145880878][bookmark: _Toc145881797][bookmark: _Toc145882290][bookmark: _Toc145968453][bookmark: _Toc145968637][bookmark: _Toc142411934][bookmark: _Toc142411935][bookmark: _Toc142411936][bookmark: _Toc142411937][bookmark: _Toc142411938][bookmark: _Toc142411939][bookmark: _Toc142411940][bookmark: _Toc142411941][bookmark: _Toc142411942][bookmark: _Toc127847398][bookmark: _Toc144983063][bookmark: _Toc148524143]PREFERENTIAL GOAL REQUIREMENTS
The Bidder must:
(a) PREFERENTIAL GOAL REQUIREMENTS
(i) Provide a copy of relevant proof of B-BBEE status level of contributor as defined in the Broad-Based Black Economic Empowerment Act as set out in table 9 in section 4.5 and attach it here.

The Bidder must:
(i) Complete table 1 in Annex A.4 attached based on the offer submitted by the Bidder and submit proof or documentation required in terms of this tender and attach the completed Annex A.4 here;
and
(ii) Provide a copy of relevant evidence for the Preferential Goal points which the Bidder qualifies for as set out in Table 1 in Annex A.4 and attach it here.
and

NOTE (1): 
SITA reserves the right to verify information provided.

and,

(b) Indicate their commitment to claim points for each of the preference points by signing at par 4.5 in the Invitation to Bid document.
NOTE (1):
Failure on the part of a bidder to comply to paragraphs (a) and (b) above, will be interpreted to mean that preference points are not claimed.

[bookmark: _Toc61897862][bookmark: _Toc144983064]
[bookmark: _Toc148524144]ANNEX B: ADDENDUM 1
[bookmark: _Toc148524145]Technical Mandatory Functional and Scope Requirements

The Bidder must confirm that they comply with all of the following Technical Mandatory Functional and Scope Requirements as indicated below as this will be legal contractual binding:
[bookmark: _Ref129326925]The Bidder confirm that they will comply to all the Scope of Work requirements as stated in sections 2.1 (Scope of Work) and 2.2 (Service Areas) for the duration of the contract as this will be legally binding and will be included into the final contract.
Note (1): 
Failing to comply with all the aspect of this section will result in disqualification.
Note (2): 
SITA reserves the right to verify the information provided.

I, the bidder (Full names)………………………………………………….representing (company name)…………………………………………………………….. Hereby confirm that I comply with the above Technical Mandatory Functional and Scope Requirements and understand that it will form part of the contract and is legally binding.

Thus done and signed at ……………………………………. On this………day of……………….20…. 

……………………………….								
Signature
Designation:


[bookmark: _Toc143545304][bookmark: _Toc148524146]Annex C: BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS

Please refer to section 4.3.1.5 Certification, Expertise and Qualification under the Special Conditions of Contract.














[bookmark: _Toc148524147]Annex D: ICT TECHNICAL FUNCTIONALITY: INFRASTRUCTURE EVALUATION

Refer to the following attached document which needs to be completed by the Bidder for the Technical Functionality Evaluation Requirements:
Annex D Technical Functionality: ICT Infrastructure Evaluation Document.
[bookmark: _Toc142412290][bookmark: _Toc148524148][bookmark: _Toc435315942]ATTACHMENTS
[bookmark: _Toc137062776][bookmark: _Toc142412291]Refer to the following attached documents:
ANNEX A.4. B-BBBEE POINTS AS PART OF THE PREFERENTIAL GOAL REQUIREMENTS
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