
	#
	Page no.
	Question
	Answer

	QA3_1
	4,7,8,9
	We see number of virtual machines 5500 from the RFP, can we consider this count for DLP, Data security and for cloud security management?.
	 Yes, this is our VM’s landscape, and it should cover the deployment of DLP, data security and security management.

	QA3_2
	4,7,8,9
	We see that database security is in scope, please let us know which DAM tool is in place? Databases count here is 839, please confirm.
	The Tenderer is required to deploy database security management tool for the CMP tool, not for Eskom’s databases hosted in the cloud and/or on-premises. The databases count of 839 refers to our databases hosted on-premises.

	QA3_3
	4,7,8,9
	We see that WAF is in scope, please confirm the volumetric and also confirm the number of URL’s in scope.
	The Tenderer is required to employ WAF where the CMP tool is hosted. 

	a
	
	Number of internal, external apps.
	 The WAF shall be deployed where the CMP tool is hosted, not for Eskom’s applications either hosted in the cloud and/or on-premises.

	QA3_4
	4,7,8,9
	We see SAST,DAST and pen testing in scope, please confirm the number of apps in scope for this,
	 The Tenderer is required to conduct the SAST, DAST and pen test on the CMP tool in non-production environment prior being deployed to production environment.

	a
	
	Frequency of testing
	The Tenderer is required to conduct the SAST, DAST and pen test on the CMP tool in non-production environment prior being deployed to production environment.

	b
	
	Tool to be provided by ESKOM?
	The Tenderer is required to conduct the SAST, DAST and pen test on the CMP tool in non-production environment prior being deployed to production environment.

	c
	
	Size of the apps interms of lines of code
	The Tenderer is required to conduct the SAST, DAST and pen test on the CMP tool in non-production environment prior being deployed to production environment.

	d
	
	Number of internal/external ip’s
	The Tenderer is required to conduct the SAST, DAST and pen test on the CMP tool in non-production environment prior being deployed to production environment.

	QA3_5
	4,7,8,9
	We see cloud security compliance in scope with respect to GDPR standard, please let us know if you have validation team or we need to take care of that part as well.
	Compliance to GDPR is only applicable if the CMP tool shall be hosted in the EU region.
Compliance to POPIA is only applicable if the CMP tool shall be hosted in country, SA.

	QA3_6
	4,7,8,9
	On the identity security can we consider the user count 5500? Do you have the IAM tool/framework in place or is it AWS cloud native identity access? CASB in place?
	The CMP tool shall be able to integrate with Eskom’s existing on-premises Microsoft (MS) Active Directory (AD) and Entra ID to enable MFA and SSO.  The details of the IAM/framework and CASB will be provided to the successful bidder.

	QA3_7
	 
	Currently CMP tool has 86 users. Please share the CMP tool name or detail.
	Greenfields implementation of the CMP tool(s), therefore the name of the current tool is not relevant.

	QA3_8
	 
	Is IaC tool in use ?
	 No

	QA3_9
	 
	Which ITSM, Monitoring, Discovery, CMDB, FinOps, Backup & DR tool is being use?
	ITSM – Currently Helix is used. The service provider is expected to integrate with existing ITSM tools and practices. 
Monitoring/CMDB/Backup/DR – These services are outsourced, and Eskom receives a service
FinOps - None

	QA3_10
	point 20 of page 9 of Tender Scope of Work - Managed Cloud Service Provider (MCSP)(Annexure N)
	Please Provide the volumetrics for each integration tools listed like  IBM App Connect, TIBCO Cloud Integration (including Business 
Works and Scribe), WSO2 Carbon, Software AG web Methods, Neuron ESB, Apache 
Camel, WebSphere Message Broker, RSSBus Connect, Azure Service Bus and Oracle 
Service Bus, Saleforce Mulesoft, IBM DataPower
	The volumetrics of the integration tools will be provided to the successful bidder; however, the CMP tool shall be able to integrate with these integration tools for security logging.

	QA3_11
	point 20 of page 9 of Tender Scope of Work - Managed Cloud Service Provider (MCSP)(Annexure N)
	Message Size and concurrent transactions peak size for integration tools
	These details will be provided to the successful bidder; however, the CMP tool shall be able to integrate with these integration tools for security logging.

	QA3_12
	point 20 of page 9 of Tender Scope of Work - Managed Cloud Service Provider (MCSP)(Annexure N)
	Source and Target numbers connected to each integration tool listed 
	These details will be provided to the successful bidder; however, the CMP tool shall be able to integrate with these integration tools for security logging.

	QA3_13
	Integration general
	Any plan to consolidate the integration platform and like to have common integration platform? Any preference on the software ?
	No, there is no plan to consolidate integration under a common platform. There is multiple Integration products used within the Organisation.
No specific software is preferred, but the solution must support a wide range of existing and future platforms.
The integration platform must be capable of secure communication, support various authentication methods, and comply with Eskom’s security and governance standards.

	QA3_14
	Integration general
	Any transformation of format required between the source and target systems
	The integration of applications with the Enterprise Service Bus (ESB) is currently not within the scope of this project. However, the tenderer must recommend their preferred methods for integrating with external systems. Should integration via the ESB be unfeasible, it will be the responsibility of the tenderer to manage this process.  
The Tender is responsible for the consumption/exposure of the data to the/from the Integration BUS via the Business Services on the Proposed solution.

	15
	 
	Please advise if 100% offshore dedicated delivery model is acceptable for 24*7 operational support model?
	 Already responded

	16
	 
	What is the Ramp up plan for the cloud migration which is align to manged service scope and what would be the end date for the migration?
	 Already responded

	17
	 
	Please provide us the total number of subscriptions to be monitored in Azure?
	 Already responded

	QA3_15
	 
	We have noted that there are 839 databases in the Eskom cloud environment for cloud managed services scope. Please provide us the detailes of operating sytems and types of databases hosted in the invornment. We need the complete breakdown of the database details for managed services.
	 Please refer to the responses in QA2-4 and QA2-5

	QA3_16
	 
	We have noted that there are 5500 virtual mahines in the Eskom cloud environment for cloud managed services scope. Please provide us the list of OS Breakdown with VM count used for managed services?
	 Please refer to the responses in QA2-4 and QA2-5

	20
	 
	Please advise if the vendor has to perform infrastructure audit/assessment before starting the Managed Services for current Azure cloud environment?
	 Already responded

	21
	 
	What is the current disaster recovery solution implemented for cloud and datacentre services?
	 Already responded

	22
	 
	Can we assume that existing and future Azure subscriptions and licenses will be owned by Eskom?
	 Already responded

	23
	 
	Could you please share information about Eskom cloud regions, including the total count and geographic locations?
	 Already responded

	24
	 
	Is there a ITSM toll being used to manage, co-ordinate and resolve user requests? If yes then please provide it's details.
	 Already responded

	25
	 
	Which are the languages supported by the Helpdesk team?
	 Already responded

	26
	 
	Is the Service desk centralized? Are there any on-location service desks?
	 Already responded

	27
	 
	What are the Disaster recovery/backup & recovery/retention policies  in place?
	 Already responded

	28
	 
	What tools and services are currently in-place to provide authentication, security, monitoring, backup, ITSM practices, patching other supporting services to applications and its infrastructure resources in Cloud environment? 
	 Already responded

	29
	 
	Kindly reconfirm the scope - Helpdesk /L1/ L2 /L3 support. . 
	 Already responded

	30
	 
	Please confirm which all enviornment, Production, Development, Testing has to be on High Availability and which all environment should be considered for cloud management operations?
	 Already responded

	31
	 
	Could you provide us Ticket dump for last 1 year (Or whatever is available)?
	 Already responded

	32
	 
	Is Eskom using any Cost Management or FinOps Tools (Third Party or Custom tools) ?
	 Already responded

	33
	 
	How is the SLA calculated for Sev1/2/3 incidents. Are we looking at data at monthly level or incident level, while measuring the SLA
	 Already responded

	 QA3_17
	Sec 2.1.2.3 Testing Pg No - 6
	Based on the RFP info, Only SIT is mentioned to be executed by Eskom resources. Can you confirm whether Performance Testing or Any Test Automation will pe aprt of Vnedor scope or these also will be executed by Eskom.Kindly confirm.
	Please refer to section 2.1.2.3 of the Tender Scope of Work, it clearly states the following: 

All testing, except unit testing, will be carried out by the Eskom testing team. The tenderer is
responsible for conducting unit testing.

	 QA3_18
	Sec 2.1.2.3 Testing Pg No - 6
	Do you have any tool available for Test Data Management, API Testing?
	Test Data Management – No
API Testing = Yes, we utilise UFT 

	QA3_19 
	 
	Should we assume that scope of managed cloud services are required for production environments only, or do the requirement also extend to other enviroments such as development, UAT, non-prod etc.?
	Managed cloud services are required for all environments—not just production. 


	 QA3_20
	2.1.1. Professional / Managed Services
	We have observed that ESKOM wants to refine the existing Application assessment (6R’s) based on the current workload. Could you confirm if an initial assessment has been completed, and if ESKOM is seeking further refinement from the vendor? If so, please share ESKOM’s cloud strategy or cloud road map and application stack details, along with the environment mapping.
	 Yes, initial assessment has been completed.  Eskom is seeking further refinement, but this will be restricted to the successful bidder. The requested documents will be shared with the successful bidder.

	 QA3_21
	2.1.2. Provision of a cloud management tool(s)
	Is it safe to assume that the 5500 virtual Machines and 839 databases are hosted in Production environment ? if not, could you please provide us the Inventory with enviroment mapping details?
	The assumption is incorrect.  All environments have been included in the numbers.  Percentages as follows:
	Environment
	Percentage

	Test
	3,81%

	Dev
	5,31%

	QA
	8,95%

	Pre-Prod
	3,72%

	Prod
	61,11%

	DR
	16,52%

	Training
	0,59%

	Total
	100,00%
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QA3_1  4,7,8,9  We see number of virtual  machines 5500 from the RFP, can  we consider this count for DLP,  Data security and for cloud  security management?.    Yes, this is our VM’s landscape, and it should cover  the deployment of DLP, data security and secur ity  management.  

QA3_ 2  4,7,8,9  We see that database security is  in scope, please let us know which  DAM tool is in place? Databases  count here is 839, please confirm.  The Tenderer is required to deploy  database  security management tool  for the CMP   tool , not for  Eskom’s databases hosted in the cloud and/or on - premises.   The databases count of 839 refers to our  databases hosted on - premises.  

QA3_ 3  4,7,8,9  We see that WAF is in scope,  please confirm the volumetric and  also confirm the number of URL’s  in scope.  The Tenderer is required to employ WAF where the  CMP tool is hosted.    

a   Number of internal, external apps.    The WAF shall be deployed where the  CMP tool is  hosted, not for Eskom’s applications either hosted   in the cloud and/or on - premises.  

QA3_ 4  4,7,8,9  We see SAST,DAST and pen  testing in scope, please confirm  the number of apps in scope for  this,    The Tenderer is required to conduct the  SAST,  DAST and pen test on the CMP tool in non - production environment prior being deployed to  production environment.  

a   Frequency of testing  The Tenderer is required to conduct the SAST,  DAST and pen test on the CMP tool in non - production  environment prior being deployed to  production environment.  

b   Tool to be provided by ESKOM?  The Tenderer is required to conduct the SAST,  DAST and pen test on the CMP tool in non - production environment prior being deployed to  production  environment.  

c   Size of the apps interms of lines of  code  The Tenderer is required to conduct the SAST,  DAST and pen test on the CMP tool in non - production environment prior being deployed to  production environment.  

d   Number of internal/external ip’s  The Tenderer is required to conduct the SAST,  DAST and pen test on the CMP tool in non - production environment prior being deployed to  production environment.  

QA3_ 5  4,7,8,9  We see cloud security compliance  in scope with  respect to GDPR  standard, please let us know if  you have validation team or we  need to take care of that part as  well.  Compliance to GDPR is only applicable if the CMP  tool shall be hosted in the EU region.   Compliance to POPIA is only applicable if the  CMP  tool shall be hosted in country, SA.  

QA3_ 6  4,7,8,9  On the identity security can we  consider the user count 5500? Do  you have the IAM tool/framework  in place or is it AWS cloud native  identity access? CASB in place?  The CMP tool shall be able to integrate with  Eskom’s existing  on - premises  Microsoft (MS)  Active  Directory  (AD) and  Entra ID to enable MFA  and SSO.    The details of the IAM/framework and  CASB will be provided to the successful bidder.  

