TERMS OF REFERENCE FOR THE APPOINTMENT OF A NATIONALLY BASED
OFFSITE STORAGE SERVICE PROVIDER FOR THE OFFICIAL RECORDS OF

W&RSETA FOR A PERIOD OF FOURTY EIGHT (48) MONTHS, BUT NOT EXCEEDING
30 SEPTEMBER 2030 - WRSCM-2026/2027-0008.

Skills Development for Economic Growth




1. INTRODUCTION

The Wholesale and Retail Sector Education and Training Authority (W&RSETA) was established in in
terms of the Skills Development Act (as amended). The public entity aims to facilitate the skills
development needs of the Wholesale and Retail (W&R) sector through the implementation of learning
programs, disbursement of grants and monitoring of education and training as outlined in the National
Skills Development Strategy (NSDS) and the National Skills Development Plan 2020 — 2030 (NSDP 2020
—2030)

2. OBJECTIVE

The W&RSETA seeks to appoint a competent service provider to offer an efficient, secure, and compliant
offsite physical records management service across its national footprint, guided by the Skills
Development Act, PFMA, and other regulatory frameworks. The services are required for a period of
forty eight (48) months, but not exceeding 30 September 2030.

The Service Provider must have a national footprint in records management with off-site storage
facilities (i.e. the service provider that has the required infrastructure and operations to cover all the nine
provinces), to ensure secure, efficient, and compliant storage, retrieval, and disposal of physical records
while safeguarding their integrity, confidentiality, and availability. Services must be aligned with the
National Archives Act, PoPIA, PAIA, PFMA, and ISO 15489 standards.

3. SCOPE OF SERVICES
The Service Provider will be required to render its services as follows:
3.1. W&RSETA Offices

The services will be rendered for the ten (10) W&RSETA Regional Offices and the W&RSETA Head
Offices, and the location of the offices is as follows:

Offices

Address

Head Office

1303 Heuwel Road, Riverside Office Park, Hennops House, Centurion, 0157

Eastern Cape

3 Surrey Road, Vincent, East London, 5247

Free State

8 Barnes Street, Westdene, Bloemfontein, 9301

Gauteng North

198 Lunnon Road, Egret Place, Hillcrest Office Park, Pretoria, 0083.

Gauteng South

16 Empire Road, Hill on Empire, Building A, 15t floor, Parktown, Johannesburg,
2193

KwaZulu Natal

19 Hurst Grove, 3rd Floor, 201b Clifton Place, Musgrave, Durban, 4001

Limpopo

60 Schoeman St, Thabakgolo building, 4th Floor, Polokwane, 0700

Mpumalanga

64 Mandela Street, 202 Parkmed Centre, Emalahleni, 1035

North West

155a Kruger Street, Rustenburg, 0299

Northern Cape

2 Kekewich Drive, Monridge Office Park, Building 6, Monument Heights,
Kimberley

Western Cape

27 Willie van Schoor Avenue, Tyger Valley Chambers Building 5, 4th Floor,
Tyger Valley, Bellville, 7705

Note: Should any of the offices relocate, the service provider will be notified, at least one month
before the intended relocation takes place.




3.2. Secure Transportation and Collection of Records

. Use tracked, secure, and tamper-proof vehicles.

. Apply strict chain-of-custody controls for all collections, with real-time logging and transfer
documentation.

. Staff involved in record handling must sign confidentiality agreements.

) Provide for scheduled and ad hoc collection services (including urgent same-day pickups).

. Report incidents of delays, tampering, or loss within 2 hours of occurrence.

3.3. Use of Climate-Controlled, Access-Controlled Storage

. Store records in climate-regulated environments (temperature and humidity) conforming to
archival standards.

. Implement waterless fire suppression systems, pest control, water/flood protection.

. Access to storage areas must be electronic-controlled and limited to authorized personnel
only.

o Facility must be monitored by 24/7 CCTV, with entry/exit logs maintained and auditable.

. To report on the conducted annual security and infrastructure audits to ensure compliance

and fitness for purpose.

3.4. Real-Time Inventory Management System Accessible to W&RSETA

. Provide a secure, cloud-based system with:
o Inventory tracking throughout all stages of the record lifecycle.
o Searchable metadata.

. System must comply with ISO/SANS 15489, NARSSA [National Archives and Records
Services of South Africa Act], PAIA [Promotion of Access to Information Act], PoPIA
[Protection of Personal Information Act], and relevant cybersecurity standards.

3.5. Retrieval Service Within Specified Timeframes

. Urgent requests: fulfilled within same day if requested by no later than 12:00 midday. If
requested later than midday, they should be fulfilled by no later than 12:00 midday of the
next business day.

Standard requests: fulfilled within 24 hours.

. Ensure secure packaging, documentation, and verified delivery/receipt processes.

Digital delivery must be securely encrypted and meet confidentiality requirements.

Maintain logs of all requests and retrievals for audit and compliance purposes.

3.6. High-Volume Digitization Services

. Be in a position to provide scalable digitization of documents using high-speed scanners with
OCR [Optical Character Recognition] functionality.
. Ensure:

o File indexing;
o Outputin PDF/A, TIFF or other archival format;

. Secure handling and return or re-filing of originals;
Comply with PoPIA and international standards on digital preservation and data security.
Maintain image quality control and document authenticity through integrity checks.




3.7.

3.8.

4.1.

4.2.

4.3.

4.4.

4.5.

5.1.
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Retention Scheduling, Authorized Secure Destruction with Logs

. Implement approved retention schedules and notify W&RSETA when records are due for
disposal.

. Destruction must only proceed after written authorization by W&RSETA officials.

. Use certified, secure methods for destruction (e.g. crosscut shredding, incineration, or secure
erasure).

) Provide disposal log indicating:

Items destroyed;

Method and date;

Authorized approver;

Reference numbers for audit purposes.

O O O O

Maintain destruction logs for 10 years post-disposal, or as agreed.

Training

. Provide onboarding training, system manuals, and ongoing technical support as and when
requested at the commencement of the contract, and as and when requested by W&RSETA.

DATA BREACH PROTOCOLS

Provider must have a documented Data Breach Response Plan in compliance with PoPIA, and
this should be shared with W&RSETA upon request.

Any suspected or confirmed breach involving W&RSETA records must be reported within 4 hours
of discovery and be investigated and documented within 24 hours.

This should be followed by a root cause analysis and mitigation plan within seven days.

Notify the Information Regulator (where required by PoPIA) and cooperate in any relevant
investigations.

Implement proactive cybersecurity measures including encryption, firewalls, access controls, and
regular penetration testing.

CONTRACT AND PERFORMANCE MANAGEMENT

The appointed Service Provider will be required to sign a Service Level Agreement (SLA), which
will be used to monitor and evaluate the performance of the Service Provider.

5.1.1. The SLA among others will cover:

. Specific measurable targets (e.g., retrieval turnaround times, system uptime, destruction

cycles).
. Penalties for non-performance (e.g., financial penalties, service credits, termination clauses).
. Escalation protocols for repeated breaches.

5.1.2. Compliance to the SLA will be reviewed quarterly.




5.1.3. Performance Monitoring will require the following, among others:

6.1.

. Service provider to submit quarterly performance reports detailing.

. Retrieval response times.

. Collection and delivery records.

. System uptime/downtime.

. Compliance incidents and resolutions.

. Participate in quarterly review meetings with W&RSETA to assess SLA performance.
. Provider must maintain an acceptable service level compliance rate at all times.

LEGISLATIVE AND REGULATORY COMPLIANCE SPECIFICATIONS

The offsite records storage facility and service provider must comply with all applicable
South African laws, standards, and regulations to ensure the secure, confidential, and
efficient handling, storage, and retrieval of records. This includes, but is not limited to, the
following:

. National Archives and Records Service of South Africa Act, 1996 (Act 43 of 1996): The
provider must comply with the requirements for the care, custody, and control of public
records, including classification, retrieval, and destruction procedures aligned with approved
Records Retention Schedules.

. Protection of Personal Information Act, 2013 (Act 4 of 2013): Confidentiality and data
protection must be guaranteed throughout the storage lifecycle. The facility must have
appropriate access controls, surveillance, and handling procedures to prevent unauthorized
access to personal and sensitive information.

. SANS 10400 & The National Building Regulations and Building Standards Act, 1977
(Act 103 of 1977): The facility must comply with national building regulations to ensure
structural integrity, fire safety, and environmental control suitable for long-term records
preservation.

o Occupational Health and Safety Act, 1993 (Act 85 of 1993): The storage facility must
maintain a safe and hazard-free environment for staff and visitors, with clearly demarcated
access routes, emergency exits, and fire evacuation protocols.

. Fire Protection Compliance: The storage facility must be equipped with certified fire
detection and suppression systems and comply with all local fire regulations and fire
department requirements.

. Municipal By-Laws: The provider must comply with all relevant municipal by-laws, including
zoning, safety, waste disposal, and noise regulations.

) Security Measures: The facility must have robust, layered physical and electronic security
measures, including 24/7 CCTV surveillance, biometric access control (or equivalent), alarm
systems, and secure perimeter fencing.




]
[ 3

Skills Development for Economic Growth

=

. Environmental Controls: Temperature and humidity control systems must be in place to
ensure long-term preservation of paper and electronic records in line with archival standards.

Failure to comply with the above specifications may lead to termination of the contract. W&RSETA
reserves the right to conduct on-site inspections and request proof of compliance at any stage
during the contract period.

7. EXPECTED TERMS OF AGREEMENT AND SPECIFICATION

The terms and conditions of the contract will be managed through the SLA to be concluded between the
W&RSETA and the successful bidder.

8. PRICING
8.1. Proposals must include all costing inclusive of VAT.

8.2. All bidders are required to submit their cost breakdown in the table herein below
marked as Annexure A.

9. EVALUATION PHASES
9.1. The evaluation of tenders will be performed using the 80/20 principle.

9.2. The bid proposals received will be evaluated in different phases to arrive at the final phase of the
bid award, and the phases will be as follows:

9.2.1. Phase 1: Compliance Evaluation Criteria

9.2.1.1. Stage 1: Administrative Requirements

e In this phase, all bids received will be verified for compliance and completeness of the
submitted proposal per the below set of administrative requirements.

e Invitation to Bid (SBD 1) must be fully completed.

e Completed and signed SBD 4 (Declaration of Interest),

e Completed SBD 6.1 (Preference Claim Certificate), accompanied by the original or
certified B-BBEE Status

e Proof of registration on the Central Supplier Database.

e SARS PIN for confirmation of tax registration status

9.2.1.2. Stage 2: Mandatory Requirements

. National or Provincial Archives Inspection Letter confirming that the bidder has been declared
suitable to store records of archival value on behalf of public entities. The letter must not be
older than three (3) years at the time of submission. These inspection letters must be
submitted in respect of each site that will be used for the storing of W&RSETA records.

. Technical Specification document in use by the bidder [with output report] to confirm
capacity for Optical Character Recognition (OCR) document imaging.

9.2.2. Phase 2: Detailed Technical Evaluation Criteria and Point Allocation




In this phase, all bids that meet all the requirements in terms of compliance and completeness of the
submitted proposals per the set of mandatory requirements on Phase One (01) progress to Phase Two (02)
for further evaluation per the below-set evaluation criteria as captured in Annexure B: Technical Evaluation

Assessment.




- - | - - | - o - - | € 1v.1i0l 9ans
(YNS)
- o - o - = - = X0g Jad
(Ens) Alioey pajjonuod
- Y - Y - Y - | xog Jad -SS9008 ‘P9||0JIu0d sisod ebeloys Alysuow (0
(zns) -9]eWiI|o Ul SpJodal
- N - Y - N - N xog Jad pJepuejs Jo abelo)g
- ¥ - ¥| - ¥| - 21v.101 9ns |
- | - | - N - | xog Jad wia)sAs Alojuanul
#INS) OJul spJodoal Jo Buipoateq
- S| - S| - S| - Y xog Jad | pue ‘Buinbojeies ‘buixapu|
"B)IS palisep d
(ENS) oU O} 811S JoLJO AUE S)S09 JeuoneladQ [esauan (q
- | - | - | - | X0g J8d | JO S821JO V1ISHBM Wwol
(2ZNS) SpJooal Jo uolelodsuely
- S - S - | - S xog Jad 2In28s B U0I}09||0D
- ¥| - ¥| - ¥| - ¥ | V10l 8ns |
- | - S| - o - o [104 J8d s|eqen
(YNS)
- | - | - | - | xog Jad
(SNS) Aiauoness jo A|ddng (e
- | - S| - <] - <] Xog Jad spl|
(ZINS) | unm saxoq mau jo Alddng
- | - S| - S| - | xog Jad
JI1¥dd 1INN
0€
-620¢C | 62- 8¢20C | 8¢- L20¢ | LZ— 9202 | 3dNSVAN
JdV3IA dv3aA dv3A dv3aA 40 1INN NOILdINOS3a AdO0931VI

"SAISN[OUI | YA 9 1Snw sajel pajonb ||y e
*(sebaeys ajqesidde ayjo |je pue Juawdiys ‘@dueinsul ‘s||0} ‘SaIA9] |an} ‘Buibeyoed) saoud aaisn|oul-jje apiAoid }snw siapplg e
"10BJJU0D 8} JO AlesiaAluue ay) je paljdde s uoneeosg aold e

:slappig 03} suononsuj

S3JINAUIS FOVYHOLS 1IS-440 d04 ITNATHIOS ONIORId -V FUNXINNY

NIM019 2wI0u003 10j ewidojonea SIS

<Y

°
]



¥ :(SHVIA ¥NO4 ¥IAO) SILVY VIOl

- ¥ - | - o - | = (9+G+P+E+Z+1 [€30}qNS) TVLOL ANVYID
- q4| - | - o - ] 91v.L0ldans
(Buippalys 1n9Ss0.0)
- g - N - N - Y ) led uoIjoNJ}SBp 8INd8S uolonaysaq aIndag 1]
- q4| - o - o - o ¢ vLiolL ans
(4411 'v/4ad)
UOISJOAUOD 1BW.IO)
- o - S| - S| - S| 3l Jed [eAlyoJe g Buixapul aji4
s921A19g uoneziubiq (o
- g3 - o - | - Y| abed Jad (4nojo2) Buluuess Yoo
(anym
- ™| - d| - ™| - 9| ebedied| @ de|q) Buluuess ¥OO0
- - - | - | - -] ¥ VL0l 9ns
(YNS)
. ul - N - N - N xog Jad
(ENS)
- d| - S| - o - S| xog l8d s}soQ AiaAlje@ @ [eralnay (p
(sinoy
(ZNS) | ¥z ulyim) spiodal piepuels
- ¥ - 2| - | - | xog Jed e Jo Auanljap 1 [eral}ey

UM0I5 SluIoU0o3 40} WewdoONST SIS

<Y

°
]



STIVSIEEYIS
pojoepay e
‘(s)lenuep

"Japus) 8y} jo Buipieme
ay) uodn v JISY M 9U1 01 JuswAoldap Joj Apeal pue ‘Buiuuni pue dn ag pjnoys Wa}sAs sy

Josn waeyshg e "WV1ISHBM JO Splodal palols 8)Is-JJO 8y} 8Asl}al pue Xoel} 0] V| ISHBM 8|geus jsnw V13SHBM
wie)sAs padinbal ay] -uousllo SIy) uo sjulod o1z pajeoo|ie Bulag Jappiq 8y} Ul }NSal ||IM SJUBWNJ0P | 0} 9]qISSaddy
‘uoneusWNO0op palinbal aaiy) 8say) Jo Aue JiWgNs 0} ainjied "UOLIBILIO SIY) JO UWN|oo sjuswnoop Buioddns ay) wia)sAs
uoneoyoadsg | sjulod | ul paisi| Se papiwgns g ishw (sjuswnoop Bunoddns) swisyl 88y} Y "WSISAS 8y} WoJ) SJoysuaalos Kiojuanu|
WolshAs e oL pajoepal pue ‘jenuew ‘suoneoiioads wa)sAs Buipinold Ag weisAs AlojusAul oAl| e Jo Joosd Jwgng | SpJooay aAIT ¢
‘wol) seyelado
Japinoad aoinles ay) Juudjooy [euoljeu
10dop o 8)Is aAnoe B 9ARY JBY) SBI}IUS 80IAISS 0} pajeoo| Ajjedibajel)s sa)is aAljoe 810w 10 (g) SUIN
yoes Jo uoneoo| sjuiod Qp=¢
[eaisAyd Buueaq udi004 jeuonjeu
salljedioiunw ay) e aABY 1BY) Sallljus 80IAI8S 0) pa)edo| Ajjeolbalelis salis aAljoe (g) 1ybie 01 (g) xig | sjulod ze=¢
woJ} sjuswalels 1uLId100] [BUONEU B BARY JBY) SBNIIUS 92IAISS 0] Pa)JeJ0| SalIS 9ANoe (G) aAl{ | swilod oz=|
saninn 1uId100] [BUOIIBU B BABY 1BY) SBI}IIUS S2IAISS 0} Pa)e00| SBlIS (G) 8Al) UBY) SSo7 swiod 0=0
Jo sanijediounw *Kljeuonjeu ‘wouy sajesado sapiroad aoiaias ay} sjodap 1o sayis
ayj woJuysiepe] | spulod | aAnoe (g) ybia 03 (9) xis Jo sassalppe |esisAyd ay) Jo uonewjuod se sanijedidiunw Juead|al jundjoo4
SSalppy JO Jooid ov ay} wolj os|e ‘syuawajels sanljiIn 1o sanijedidiunw ay} woJj si1d)3a| ssalppe jo jooud Jjwgng |euoneN ‘g
"saouln0id Jualaylp Ul Sayouelq sey jey} uonesiuebio Jayjoue oy
abeloys aysyo papinoid sieak ol 1sed ay) ul sey Jappiq 8y} 1ey) aaoud o) suoneziueblio
U810 Wolj sieys| Juswiulodde o souaisjal () 1noj ueyy aiow papiaoid Jepplg | siulod 0g=¢
‘saoulnoid Jualayip Ul Seyouelq sey jey) uonesiuebio
Jayjoue o} ebelo)s a)isyo papirold sieah aAl 1sed ay) ul sey Jappiq ay) 1ey: aroid
0} suonezijuebio Juald wodj siena| Juswiulodde 1o aduaisjal () I1noj apinoad Japplg | swuiod Op=¢
"saoulnoid JUalayip Ul Seyouelq sey jey) uonesiueblo Jayjoue o)
abe.los a)isyo papiroid sieah oAl 1sed ay) ul sey Jepplq 8y} jey) aroid o) suoneziueblio
sl woly sieye| uswiuiodde Jo asualsyal (g) aaiy) 0} () auo papiroid Jappig suiodoz=|
"saoulnoid Jualayip Ul Sayoduelq sey jey) uonesiuebio
‘Sjual|o Isyjo Jayjoue 0] abeuo)s alisyo papiroid sieah aal 1sed ay) ul sey Jappiq sy} 18y}
0} papinoid abeiois anoud o} suoneziueblo Jualo woly sieys| Jusuwyulodde o souslajal ou papircid Jappig syuiod 0=0
8)iSjo O} uonejal ul 'soouInoad Juaiaylp ul sayosuelq sey jey) uonesiuebio
siaps|juswjuiodde | sjulod Jayjoue o} abeloys aj)isyo papiroad sieah aal ysed ayj ul sey J1appiq ayj} Jey3 anoud o) JaAl2@
10 80UBI9)9Y 0S | suonesiuebio Jual|d wody si1a)3a] Juswiuiodde 10 asuaiajal () 1noy Jsed| Je apiaoid 3snwi iappig o} Ayoeden |
Suauraed | swiod Suswe.nbe: UojsSILIGNS i

‘uoljenjeAs adlid pue 92ualiajaid 10} PaIdapPISU0D aq Jou |[IM pjoysaiy} sjuiod g ayj }oaw 0} |ie} Jey} spig
"sjuiod (g sl piq Sy} 10} ploysaiy) [edluyda] ayL
‘pandde aq |im wa)sAs julod jeyuaiagaud 0Z/08

NO.LVNIVAZ TVIINHOIL :9 FUNXINNY

TS

<Y

°




"Wwv)sAs ay)
woJj

V1ISHRM 0} papiacid aq |iM pue S|gejieA. S| WaISAS 9AI

syuiod QL=

a|qe|ieAe WaisAs AIOJusAUl 8Al| ON

sjuiod 0=0

mo19 SpuIoU0o3 10} ewdolonsa SIS

<Y

)\ J




