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1. Introduction
The Human Sciences Research Council (HSRC) requests reputable, technically competent and experienced Service Providers to bid for the implementation and maintenance of the comprehensive Disaster Recover as a Service (DRaaS) solution.

The HSRC thus seeks a managed DRaaS solution that will replicate and host virtual servers at a secure remote site to ensure the HSRC can failover to an alternative environment should the primary site experience downtime due to power outage, catastrophic event or any other types of business disruptions which may render the primary site non conducive for operational productivity. 

The solution must have a single secure offsite platform, that is an all-in-one (turnkey) Cloud Failover Appliance solution to include virtual machines hosting, high availability, encryption, ransomware protection, near instantaneous failover & failback capability as well as none total cost of ownership (TCO) of the hardware Infrastructure and software including maintenance and support of the DR Infrastructure and services. 
The proposed solution should be totally scalable and be able to cater for the variety of platforms such as Microsoft Windows, SQL Server, Linux, Oracle and hypervisors, VMware and Hyper-V.

2. Background
The HSRC currently has its Disaster Recovery solution hosted at a remote location co-administered through a managed service and the HSRCs IT Infrastructure integrated into the existing solution.  
There are four (4) major sites in Pretoria, Cape Town, Durban and Sweetwater’s (Pietermaritzburg). Each of the sites have a 1GB Fibre breakout/handoff to TENET connectivity. 
    
3. Requirements of this project
This requirement is brought about by the HSRC’s zero tolerance for enterprise-wide services downtime. When critical service(s) outage does occur, rapid failover to the DR site will be an absolute must.  

The DRaaS provider will take responsibility for the failover process, transitioning users from the primary environment to the remote location to gain access to critical business applications and service.  The DRaaS provider will also oversee and facilitate the failback process, further assisting users to resume normal operations.


Therefore, the appointed service provider must be in a position to provide and implement a DRaaS solution that includes:



3.1. Protected platforms (VMware, Hyper-V, MS Windows, Linux, SQL, Oracle)
3.2. Highly scalable storage, which makes provision for (capacity or performance based storage) 
3.3. Proactive Ransomware protection and recovery
3.4. Data compliance monitoring
3.5. Failover period from source to target VMs
3.6. Layer 2_Site2Site gateway via Mikrotik solution
3.7. Use of data encryption at rest 
3.8. Near instantaneous failover and failback — limited only by boot-up times for protected VMs
3.9. Capability to perform non-disruptive failover trials as needed
3.10. Failover/rollback/failback scoping from individual servers to entire sites
3.11. Secure and fault tolerant Datacentre environment
3.12. Consistent monitoring and reporting (system performance & workloads replication – success & failure or warnings)
3.13. Simplified DR testing process (failover and failback)
3.14. Compliant with South African laws and regulations

4. Project timelines


The bidder must be able to start the project immediately after the appointment letter is delivered. The service must be operational from 01 April 2022.

The system should be maintained for the duration of the contract, twelve months.  The HSRC reserves the right to extend the term of appointment.

5. Experience of the Organization
Proposals must clearly indicate the bidding organization’s experience pertaining to cloud-computing and hosting services, with particular reference to design, implementation, and roll-out of the solution.

5.1	Accreditation of the Organization
Bidders must be an accredited Data Centre for the provision of DRaaS and demonstrate alignment to best practice principles as well as standards relevant to the proposed solution, i.e.
· Level of Service, Data Centre Tier rating.
· ISO Standard(s).
· Cloud Computing Platform (on-demand).

6. Evaluation Itinerary

The evaluation of proposals will be based on functionality and the concepts contained in the proposals.

a. Phase 1:	Functionality evaluation of the concepts contained in the proposals.

b. Phase 2:	Functionality evaluation in the form of a live demonstration of the system.



6.1	Technical Details, i.e. Entire Proposal

Proposals in their entirety must address, provide and meet the specifications and requirements stipulated in Section 3 above. Full technical details should be furnished in the proposal.
**Bidders will be evaluated against their compliance with Section 3 above. 




	6.2	Project Management
Proposals must contain a comprehensive project management plan including but not limited to the following elements:
6.2.1.	Project Approach / Methodology
A comprehensive description of the bidding organization’s proposed approach and methodology to be employed for the project. This section should convey the said organization’s overall understanding of the proposed project and detail how the proposed solution will be implemented right from the start to the end.
		6.2.2.	Project Plan
All project requirements, proposed tasks, services, activities, resources, etc., necessary to accomplish the scope of the project as defined in Section 3 above, must be detailed here. This section of the proposal must contain sufficient detail to convey to members of the evaluation team, the bidding organization’s knowledge of the project’s requirements and requisite skills to successfully complete the project.
		6.2.3.	Project Team Composition
A comprehensive description of the proposed project team structure, and internal controls, to be applied throughout the course of the project must be furnished.
6.2.3.1.	An organogram of the organization indicating lines of authority and reporting structures for the proposed project team must be included.
6.2.3.2.	Qualifications, relevant industry certifications, and experience of the proposed project team members must be furnished. Concise CV’s of the respective project team members must be attached.
		6.2.4.	Project Schedule
A comprehensive project schedule indicating deliverables and deadlines must be included. All deliverables must be met within the stipulated timeframes.
		6.2.5.	Risk Management and Mitigation
The bidding organization must identify potential risks that are considered major to the success of this project. Furthermore, the organization must elaborate on how it proposes to effectively report, monitor and mitigate these risks.
		6.2.6.	Migration Plan and Transition Management
A detailed migration plan must be included in the proposal. The bidding organization should detail how migration will take place. Furthermore, the plan should also detail how the transition phase will be managed.

	6.3	Experience of the Organization
Proposals must clearly indicate the bidding organization’s experience pertaining to cloud-computing and hosting services, with emphasis to design, implementation, and roll-out of the solution.

		6.3.2.	Track Record of the Organization
	A list of three (3) contactable references (with stipulated duration) the organization has had during the past five (5) years relating to the organization’s ability to render the services required as per these Terms of Reference, should be included.
		___________________________________________________

	5.4	Technical Enquiries

		Mr. Stanley Moshidi		(066) 006-5465
Mr. Rabindra Laldaparsad 	(066) 006-5439
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