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ANNEXURE A

SCOPE OF SERVICES

Supply (as when required), Maintenance and
Support of the Public Address (PA) & Evacuation
Systems at Airports Company South Africa Airports
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PURPOSE OF THIS RFP

[ ] To invite Potential bidders for Maintenance and Support of Public Address
(“PA”) and Evacuation systems across its 9 airports.
] It is therefore critical for Potential bidders to familiarise themselves with all the
information provided and all necessary requirements.
OBJECTIVE

The objective of this tender is:

B To appoint and enter into an Agreement with a Service Provider for preventative

and corrective maintenance and support of the Public Address and Evacuation
systems across all 9 ACSA airports.

The preventative and corrective maintenance and support which underpinned by
SLA requirements critical to system availability.

Background

o Public Address (“PA”) systems used at all ACSA’s 9 (nine) airports have been in use since
airport inception. This critical system is used daily and is a regulatory requirement for the PA
system to be operational for health and safety and as a regulatory requirement from Civil
Aviation Authority (CAA) as well as ICAO regulatory requirement. The PA systems at airports
is used for:

@)
O

O
O

The paging of passengers.

Airport announcements within the airport terminal buildings at both arrival and
departure areas.

Building evacuation announcements throughout the terminal buildings; and

For the playback of recorded security messages throughout the terminal buildings.

PA system, which is made up of various devices, including but not limited to microphones,

amplifiers, and speakers, must be in working order throughout airport terminal buildings
during normal airports operating hours, which varies depending on the airport.

The currently Installed PA System across our airports is made of 80% of Bosch, 15% TOA

and 5% VOCIO installed equipment at the said Airports:

Bosch PA System - JNB, PLZ, KIM, BFN, DUR, UTN and GRJ
TOA PA System - CPT and Western Precinct at JINB
VOCIO - ELS
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SCOPE OF WORK

In Scope

The potential bidder is required to provide preventative and corrective maintenance and support
of the PA System and Evacuation systems infrastructure i.e., hardware and software across all
ACSA sites by:
o Ensure that all the related patch update or firmware upgrade are carried out on time with
less interruption
Ensure system availability as per stipulated SLA
Ensure resources availability as per Business requirements timelines
Attend to and resolve all incidents/requests within SLA target timelines
Provide necessary Monthly/Quarterly reports.
Provisioning of spares timeously when required for repairs.
Ensuring that all change management process is followed
Ensuring that the best ITIL process are followed when addressing system changes or
incidents.
o Training of the Users on the PA Systems. The users shall include airlines and ACSA
staff from various departments at all ACSA sites.
o Training of IT technical personnel on the administration of the PA System and the
first line troubleshooting. The training must include training manuals as well as
proficiency assessment tests.

o O O O O O O

The Potential bidder should ensure that has the minimum tools of trade for corrective and
maintenance and support of the PA System not limited to:

o Appropriate stepladder with maximum safety requirements (can be used up to a maximum
height of 6 metres).

o Certified resources

o Availability of scaffolding or cherry picker when required.

o Impedance meter (measure speaker line impedance).

o SPL Meter (sound pressure level meter) loudness of sound in db. (decibels).
o Pink Noise Generator (generate pink noise for Equalization).

o Spectrum analyser (to adjust equalization for clarity of sound)

o Cable tester (Link Runner).

o Personal Computing (Laptop).

o Toolbox with normal minimum tools, including a digital multi-metre; and

o Protective gear for employees.

From time to time, ACSA may require the Service Provider to perform new Installations
(supply), Moves, Additions, Change and De-installation (“IMACD”)

ACSA may request installations, change, de-installation or moves of components of the PA
System like speakers, microphone, amplifiers etc.

Maintain the Asset register indicating the location of all installed equipment.
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o Asset tagging of new equipment or current equipment that the Service Provider will be
maintaining. Asset tagging shall be done on instructions from ACSA.

o The PA System components are located on both the landside and airside
(otherwise referred to as either restricted or sterile) areas and hence an access
permit will be required.

B OUT OF SCOPE

Provision of space in wire centre.

Installation of power.

Cooling in the wire centre.

Uninterruptable Power Supply (UPS).

IT Network cabling; and

Network switches

Fire Detection System

And all other item not explicitly mentioned in this scope of work

O O O 0O O 0 O O

B SPECIAL INSTRUCTIONS TO BIDDERS

e The Service Provider will need to obtain a ACSA permit for human resources.
The granting of permits will require security checks to be done and the successful
completion of compulsory airside induction training. The cost of the permit and
the airside induction training will be for the Service Provider.

e The Service Provider will be required to pay rental on office lease from ACSA at
any of its airports. The rental information will be provided to the Bidders on this
Tender.

o Work within the terminals where there are passengers or customers will be
performed at night after the last flight departs and be concluded before the first
flight departs/arrives in the morning; and

e Service Provider would need to be certified and provide OEM
Certification/partnership for Bosch.

e The Service Provider should make a commitment to put together back-to-back
agreement with (OEM) TOA and VOCIO or any TOA and VOCIO
reseller/distributor.

B SAFETY REQUIREMENTS

e The safety of the passengers and fire prevention are important in public
buildings. Due to the nature of the airports, thousands of people pass through
the airport, shop outlets and other public areas every day.

e Any potential injury to people or to property must be prevented; and

e The Service Provider will be required to provide a completed safety file for ACSA
approval at each airport and have the necessary personal protective equipment.
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Below are tables showing a list of PA Systems equipment currently installed at each airport and the architecture diagrams showing how the
equipment is connected per site.

JNB
Equipment at JNB
NCO | NCO Master & | Omneo | Call AMPs | Speakers | Call Call NON- Battery Batteries
Main | Slave | Slave stacker station Station Mics Charger
units interface

INT Amp Room 1 1 1 1 1 13 441 11 11 6 2 8
JOC Amp Room 2 2 2 2 2 52 1761 16 6 11 5 20
CTB Amp Room 1 1 1 1 1 25 566 1 0 4 3 12
Domtex Amp 2 2 2 2 2 34 949 20 1 11 4 16
Room
Total 6 6 6 6 6 124 3717 48 18 32 14 46

Table 1: JNB PA System
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Figure 2: International Pier Amp room

CTB PA 1 Amp room
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Figure 3: CTB PA 1 Amp room
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Domtex Amp room
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The tables below illustrate Cape Town current infrastructure quantities per terminals.

PUBLIC ADDRESS AND VOICE
EVACUATION SYSTEM

PUBLIC ADDRESS AND VOICE EVACUATION
SYSTEM

NODE 1 (INT WC 2): TERMINAL

1&2
HEAD-END EQUIPMENT HEAD-END
EQUIPMENT

Iltem Device Make Model Unit QTY

3,101 Audio Input Unit TOA SX-2100Al No. 1

3,102 Audio Output Unit TOA SX-2100A0 No. 4

3,103 Audio Input Module TOA D-921E No. 3

3,104 Ambient Noise TOA DP-L2 No. 7
Controller

3,105 Ambient Noise TOA VX-RJA No. 28
Controller
Connection Board

3,106 Digital Stereo Mixer | TOA M-633D No. 2
Unit

3,107 Quad-Channel TOA VP-3154 No. 1
Amplifier Unit -
4x150

3,108 Quad-Channel TOA VP-3304 No. 4
Amplifier Unit -
4x300

3,109 Quad-Channel TOA VP-3504 No. 1
Amplifier Unit -
4x500

3,110 Dual-Channel TOA VP-2122 No. 7
Amplifier Unit -
2x120

3,111 Amplifier Input TOA VP-200VX No. 1
Module

3,112 Amplifier Input TOA VP-200VX- No. 12
Module with BGM BGM

NETWORK INTERCOM NETWORK

EQUIPMENT INTERCOM
EQUIPMENT

3,114 Network Intercom TOA N-8000AF No. 5

Audio Interface Unit
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3,115

Network Intercom IP | TOA

Exchange Unit

N-8000EX No. 1

CABINET & POWER SUPPLY
EQUIPMENT

CABINET & POWER SUPPLY
EQUIPMENT

3,117

47U Floor Standing,
Ventilated, Lockable
Cabinet, complete
with 4 Fans,
Rackmount PDU,
Cable Management
System and Blank
Panels (where
required)

No. 2

3,118

Power Supply TOA

Manager

VX-3000DS No. 2

3,119

AUDIO FIELD DEVICES &
CABLING

High Capacity 12V,
100Ah Batteries

Panasonic

AUDIO FIELD
DEVICES &
CABLING

LC- No. 4
XA12100P

3,121

Ceiling Mount TOA
Recessed All

Purpose Speaker

PC-2369EN No. 200

3,122

Ceiling Mount TOA
Recessed Wide
Dispersion All

Purpose Speaker

PC-2852EN No. 10

3,123

Ceiling Mount TOA
Recessed

Evacuation Speaker

PC-1869EN No. 190

3,124

Surface Mount All TOA
Purpose Cabinet

Speaker

BS -101BSW No. 70

3,125

Ambient Noise TOA

Sensing Microphone

EM-600 No. 10

3,126

Third-Party PA
Silencing / Page
Control Unit

TOA SOB

No. 16

3,127

Braid Shielded,
Balanced Audio
(microphone) Cable
(Imm)

m 3000

3,128

Shielded and
Screened, Fire
Resistant, PH-30
Speaker Cabling
(1.5mm Red)

m 9200

NETWORK INTERCOM FIELD
DEVICES & CABLING

NETWORK INTERCOM FIELD
DEVICES & CABLING

Page 16 of 106

Confidential



Confidential %

AIRPORTS COMPANY
SOUTH AFRICA

3,130 Network Intercom TOA N8000-MS No. 13
Unit (TOA N8000-
MS)

3,131 RJ-11 Surface No. 13

Mount Outlet (Wall
Box), complete with
RJ-11 keystone

3,132 25-pair Punch-Down No. 3
Termination Block
(Krone Block)

3,133 Surface Mount No. 3
Junction Box (Krone
Box)

3,134 2-pair CAT-3 (UTP) m 1300
Cable

3,135 10-pair CAT-3 (UTP) m 600
Cable

3,136 25-pair CAT-3 (UTP) m 100
Cable

Table 2: CPT Terminal 1 and 2

CPT Central Terminal building

PUBLIC ADDRESS AND VOICE EVACUATION SYSTEM
NODE 2 (WC 4-1): CENTRAL TERMINAL BUILDING
HEAD-END EQUIPMENT
SYSTEM AUDIO EQUIPMENT

Description Make Model Unit QTY
System Manager Unit TOA SX-2000SM No.

Audio Input Unit TOA SX-2100Al No.

Audio Output Unit TOA SX-2100A0 No.

Audio Input Module TOA D-921E No. 10
Microphone Input Module TOA SX-200RM No.

Ambient Noise Controller TOA DP-L2 No.

Ambient Noise Controller Connection Board | TOA VX-RJA No. 36
Digital Stereo Mixer Unit TOA M-633D No. 3
Quad-Channel Amplifier Unit - 4x60 TOA VP-2064 No. 2
Quad-Channel Amplifier Unit - 4x150 TOA VP-3154 No. 2
Quad-Channel Amplifier Unit - 4x300 TOA VP-3304 No. 1
Quad-Channel Amplifier Unit - 4x500 TOA VP-3504 No. 4
Dual-Channel Amplifier Unit - 2x120 TOA VP-2122 No. 5
Amplifier Input Module TOA VP-200VX No. 1
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Amplifier Input Module with BGM TOA VP-200VX-BGM ‘ No. ‘ 17
NETWORK INTERCOM EQUIPMENT
Network Intercom Audio Interface Unit TOA N-8000AF No. 18
Network Intercom IP Exchange Unit TOA N-8000EX No. 3
CABINET & POWER SUPPLY EQUIPMENT
47U Floor Standing, Ventilated, Lockable No. 4
Cabinet, complete with 4 Fans, Rackmount
PDU, Cable Management System and Blank
Panels (where required)
Power Supply Manager TOA VX-3000DS No.
High Capacity 12V, 100Ah Batteries Panasonic | LC-XA12100P) No.
Medium Capacity 12, 65Ah Batteries Panasonic | LC- No.
X1265PG/APG

AUDIO FIELD DEVICES & CABLING
Ceiling Mount Recessed All Purpose TOA PC-2369EN No. 300
Speaker (TOA PC-2369EN)
Ceiling Mount Recessed Wide Dispersion All | TOA PC-2852EN No. 50
Purpose Speaker (TOA PC-2852EN)
Ceiling Mount Recessed Evacuation TOA PC-1869EN No. 250
Speaker (TOA PC-1869EN)
Surface Mount Unidirectional Evacuation TOA CS-64BS No. 70
Sound Projector (TOA CS-64BS)
Surface Mount All-Purpose High-Power Line | TOA MT-S0601 No. 32
Array Speaker (TOA SR-S4SBS), Complete
with
Matching Transformer Unit (TOA MT-S0601)
Ambient Noise Sensing Microphone (TOA TOA EM-600 No. 12
EM-600)
Remote Microphone Unit (TOA RM-200SA) | TOA RM-200SA No.
Remote Microphone Expansion Unit (TOA TOA RM-210S No.
RM-210S)
Third-Party PA Silencing / Page Control Unit | TOA SOB No. 26
(TOA SOB)
Braid Shielded, Balanced Audio m 3600
(microphone) Cable (1mm)
Shielded and Screened, Fire Resistant, PH- m 12000
30 Speaker Cabling (1.5mm Red)
NETWORK INTERCOM FIELD DEVICES & CABLING
Network Intercom Unit N8000-MS No. 35
RJ-11 Surface Mount Outlet (Wall Box), No. 35
complete with RJ-11 keystone
25-pair Punch-Down Termination Block No. 3
(Krone Block)
Surface Mount Junction Box (Krone Box) No. 3
2-pair CAT-3 (UTP) Cable m 3500
10-pair CAT-3 (UTP) Cable m 600
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25 pair CAT-3(UTP) Cable m 100

Table 3: Cape Town Central Terminal
building
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PUBLIC ADDRESS AND VOICE EVACUATION SYSTEM AIRPORTS COMPANY
NODE 3 oo
(WC 1-7): TERMINAL 5
HEAD-END EQUIPMENT
SYSTEM AUDIO EQUIPMENT
Description Make Model Unit QTY
Audio Input Unit TOA SX-2100Al No. 1
Audio Output Unit TOA SX-2100A0 No. 4
Audio Input Module TOA D-921E No. 2
Ambient Noise Controller TOA DP-L2 No. 10
Ambient Noise Controller Connection Board TOA VX-RJA No. 40
Digital Stereo Mixer Unit TOA M-633D No. 2
Quad-Channel Amplifier Unit - 4x150 TOA VP-3154 No. 1
Quad-Channel Amplifier Unit - 4x300 TOA VP-3304 No. 2
Dual-Channel Amplifier Unit - 2x120 TOA VP-2122 No. 12
Amplifier Input Module TOA VP-200VX No. 3
Amplifier Input Module with BGM TOA VP-200VX-BGM No. 20
NETWORK INTERCOM EQUIPMENT
Network Intercom Audio Interface Unit (TOA N- TOA N-8000AF No. 2
8000AF)
Network Intercom IP Exchange Unit (TOA N- TOA N-8000EX No. 1
8000EX)
Installation Sundries Sum 1
CABINET & POWER SUPPLY EQUIPMENT
47U Floor Standing, Ventilated, Lockable Cabinet, No. 2
complete with 4 Fans, Rackmount PDU, Cable
Management System and Blank Panels (where
required)
Power Supply Manager TOA VX-3000DS No. 2
High Capacity 12V, 100Ah Batteries Panasonic | LC-XA12100P No. 4
Medium Capacity 12, 65Ah Batteries (Panasonic Panasonic  LC-
LC-X1265PG/APG) X1265PG/APG
AUDIO FIELD DEVICES & CABLING
Ceiling Mount Recessed All Purpose Speaker TOA PC-2369EN No. 170
Ceiling Mount Recessed Wide Dispersion All TOA PC-2852EN No. 50
Purpose Speaker
Ceiling Mount Recessed Evacuation Speaker TOA PC-1869EN) No. 50
Surface Mount Unidirectional Evacuation Sound TOA CS-64BS No. 30
Projector
Ambient Noise Sensing Microphone TOA EM-600 No. 13
Third-Party PA Silencing / Page Control Unit TOA SOB No. 12
Braid Shielded, Balanced Audio (microphone) m 3900
Cable (1mm)
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Shielded and Screened, Fire Resistant, PH-30 m 7500
Speaker Cabling (1.5mm Red)
NETWORK INTERCOM FIELD DEVICES & CABLING
Network Intercom Unit TOA N8000-MS No. 9
RJ-11 Surface Mount Outlet (Wall Box), complete No. 9
with RJ-11 keystone
25-pair Punch-Down Termination Block (Krone No. 2
Block)
Surface Mount Junction Box (Krone Box) No. 2
2-pair CAT-3 (UTP) Cable m 900
10-pair CAT-3 (UTP) Cable m 400
25-pair CAT-3 (UTP) Cable m 100
Installation Sundries Sum 1
Complete Operational and Maintenance Manuals, Sum 1
As-Built Layouts, Hand-over Material and
Operator Training
Speech Synthesis and Automated Announcement PC Sum
System, complete with Integration to existing
Airport Operations System and Public Address
System

Table 4: CPT Terminal 5

CPT rack layout
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WireCenter 1.7

WireCenter 5 WireCenter 3.1
Node 1 Node 2 Node 3
e iisMatiohal CTB Rack 1 CTB Rack 2 CTB Rack 3 CTB Rack 4
;.%g Domestic(Proposed rack height)
¥

12Caore Single Mode Fiber
WC 5 To WC3.1

12Core Single Mode Fiber

12Core Single Mode Fiber
WC3.1 ToWC1.7

12Core Single Mode Fiber

WC3.1 To WC1.7 (Redundant

Link)

Figure 5: CTB PA Amp room

- ™
Zone 1 - Outside - 20W
N 4x SC-615BS @5W
Zone 2 - Machine Bays - 40W
- 4x CS-154BS @10W
Zone 3 - Ground Floor - 60W
8x PC-1869EN @3W +
o e 12x BS-678BSW @3W
) ) ‘ Zone 4 - 1st Floor - 42W
ToA “ 2x PC-1869EN @3W +
vP-aazt 12x BS-678BSW @3W
Zone 5 - Control Room - 9W
e s -”‘ 3x BS-678BSB @3W
o =l E Zone 6 - Duty Room - 9W
IR a0000s 3x BS-678BSB @3W
= = s o R — x10
12VDC 12vDC TOA
BATTERY BATTERY PC-1869EN
-_
1 x30
TOA
BS-678BSW
| x4 " ’
< TOA
CS-154BS e -
L x4
TOA il -
S5C-615BS
\_ ALL CAT5 MUST BE SHIELDED P—— W,

Figure 6: CPT Fire Station
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DUR

KING SHAKA - TERMINAL

Devices Quantity

RCF Ceiling Mount fire 932
Evacuation loudspeaker c/w grille
& metal backbox

Dynacord Paging Horns 70/100V 38
20W round ALU paging horn,

IP66, INOX, acc

Electro-voice compacts two-way 8

loudspeaker system

RCF White Wall Mount Speaker 124
EV SX100 white with 50W 54
transformer

Dynacord Paging Horns 10W @ 79
70v round ALU paging horn, IP66,

INOX, acc

Crest 2 Channel amplifier 400W 4
@ 70v / Channel

2 Channel CobraNet Card 4
Crest 8 channel amplifier 200W / 12
Channel

Crest 8 channel Cobranet network 12
cards

Electro-voice sensing 14

microphones

Paging microphone with 4 buttons 26
selection and communications
style microphone

Paging microphones with 10 2
buttons selection

Firemans Evacuation stations 3
Page Matrix command centre 2
Nion N3 Network cable 1/0 node 2
Nion N6 Network cable 1/0 node 2

Page 23 of 106

Confidential



Confidential
CAB 4n - Peavey 8 mic/line - 3
cobranet interface
CAB16i - Peavey16 line input - 2
cobranet interface
Nion 8 mic/line input cards 4
Nion 8-line output cards 4
Cisco 3750 24 port + 2 SFP 3
standard image data switches
KING SHAKA - FIRE & RESCUE
Devices Quantity
RCF Ceiling Mount fire 11
Evacuation loudspeaker - Ground
Floor
RCF Compact loudspeaker 8
systems
Dynacord Paging Horns 70/100V 10
7.5/15W round ALU paging horn,
IP66
RCF EN60849 compliant voice 1
alarm system includes 2 x 60W
amplifiers
RCF slave unit for SE5120 2
includes 2 x 60W amplifiers
Wall mount fireman's evacuation 1
station
6 Zone Paging Stations 1
6 Zone Paging Controller 1

Table 5: King Shaka PA System

Figure 7: DUR rack layout

AIRPORTS COMPANY
SOUTH AFRICA
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KING SHAKA
AIRPORT
W/C 27 & 28

NETWORK

MAIN |PR5-N003 (SN )|

CONTROLLER

AMP ——

DYNAMIC
HAND HOLD
AICROPHONE

[1oc20000]6 - Al ————

[[Bcz50000]6 - Al2

[Bczs0w00] 7 - A1~
wsz

o[e[So[als[o[N]=

Sllala
Ni=|O

-
@]

x

-
)]

T T T |2 22902 |D|lT||D

P 2|72 1222z 12| 2|2 2BR1B 2R 3IB3
b ol || |2l &l @@ 2] 2|0 6| BIEIE A ENRIEE
L SIST SRR ST SRS ST 4 S IR I
S R RERRIERE 22T o | | 7| e
b R e e R R e e S e S S N S S

pIRIN === =
Ni|=2(Oo|fo]t| |0

[SLAVE] [PSP-AD0221 (SN )]
[oMNEC | [PRS-4DMI4 (SN) |

STACKER PRS-CRF
WASTER

-

2
¢
o
|4

AIRPORTS COMPANY
SOUTH AFRICA

rCHECK-IN
[—CH ECK-IN

CHECK-IN

- CHECK-IN

FH=H=0s
2, B [
@‘@

IL—C:HEC:I'(—IN

CHECK-IN
CHECK-IN
CHECK-IN

BUS GATE

A8

e, B By
N W

—A9
—A10
—A11

x
N

ZRRRR
W~ OOk W

RS-4P125

PRS-4P125

BATTERY CHARGER
+

[ SPEAKER TOTAL: TBC|

>>
02X
27

REMOTE
CALL
STATION KEYPAD
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBEB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBEB4432/00
PRS-CSR LBEB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBEB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBB4432/00
PRS-CSR LBEB4432/00

PRS-CSR | [LBB4432/00
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GRJ EQUIPMENT

Annexure A - Scope of Work

Equipment GRJ

Location

Device Description

Number of Devices

Amp Room

NCO Main

NCO Slave

Master & Slave units

Omneo

Call stacker

AMPs

N/A

Speakers

190

Call station interface

Call Station

NON-Mics

Battery Charger

Batteries

IS N N I LT T N IR F = Y PR PR 2

GRJ EQUIPMENT ROOM LAYOUT

GEORGE
AIRPORT

NETWORK

MAIN

[sLavE]

PRS-NCO3 (SN )|
PSP-A0D221 (SN )|

CONTROLLER

DYNAMIC
HAND HOLD
MICROPHONE

[Bcz00m] 1 - Al1

[Ecz00m] 2 - Al
[Eczwm] 3 - Al1

[czsom0n] 4 - Al

AMP——

STACKER | |PR5S-CRF

(o] & [=f=]
(=] [=li~]

BATTERY CHARGER

| SPEAKER TOTAL: 190

PRS-4P125
PRS-4P125 SLAVE| |PSP-D00040
PRS-4P125 s REMOTE
PRS 4P125 [ 2 STATION  KEYPAD
— FRS-CSR| |LBB4432/00
PRS-4P125 _LA1 | N |
A2 [PRS-CSR| [LBB4432/00]
[6] [PrRSaP125 i
A3 [PRS-CSR| [LBB4432/00]

A4 [PRS-CSR| [LBB4432/00]
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BFN PA EQUIPMENT
Equipment Bram Fischer
Location Device Description Number of Devices BEN
W/C Amp Room NCO Main 1 PA
NCO Slave _ 1 Amp
Master & Slave units 1
Room
Omneo 0
Call stacker 1
AMPs 9 BFN
N/A Speakers 190 PA
Call station interface 7
Call Station 1
NON-Mics 3
Battery Charger 1
Batteries 4

SYSTEM LAYOUT

BRAM FISCHER
AIRPORT

NETWORK

MAIN]  [PRS-NGO3 (S5N)]

[sLavE] [PSP-ADD221 (SN)

CONTROLLER

DYNAMIC
HAND HOLD
MICROPHONE

[czm00]1 - Al1

[Ecz00m0]2 - Al1
[Ecz00m] 3 - Al

AMP———

1

[o]e]~oa]s]e]n]=]

STACKER

[PRS-4P125]
PRS-4P125 SLAVE PSP-D00040
PRS-CSI

(5]

BATTERY CHARGER

| SPEAKER TOTAL: 190
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Annexure A - Scope of Work
Equipment Upington
Location Device Description Number of Devices
W/C Amp Room NCO Main 1
NCO Slave 1
Master & Slave units 1
Omneo 0
Call stacker 1 UTN
AMPs 5 PA
NA Speakers 107
Call station interface 6
Call Station 1
NON-Mics 4
Battery Charger 1
Batteries 4
EQUIPMENT BOQ
UTN PA SYSTEM LAYOUT
UPINGTON
AIRPORT
PRS-NCO3 (SN )
NETWORK o |sLAVE PSP-ADD221 (SN )
CONTROLLER
STACKER | [PRS-CRF
[PRS4P125|  [wASTER] [FSr-Doouss
PRSAP125 SLAVE| [PSPD00040]
HAND HOLD AMP——/3]
MICROPHONE
[LBC2300m0] 1 - Al1 PRECSI REMOTE
[LBc2s0ama] 2 - Al STATION _ KEYPAD
[EE599]3 - Al EI [ LINFO [PRecsR] [eBiaszinn]
m4 B AH BATTERY CHARGER
| SPEAKER TOTAL: 107
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ELS PA SYSTEM BOQ

Annexure A - Scope of Work

Devices Make Model Quantity
Amplifiers Vocia VA-8600 2
Amplifier Module cards Vocia AM-600 17

IP Main Station Microphone Vocia DS-10 1

IP Paging Microphones Vocia WS-4 5
Message Server Vocia MS-1 and VI-6 1
Speaker Ceiling Coax Metal with cone 100

ELS PA SYSTEM LAYOUT

Table 6: East London PA System

1 x Main Paging ‘
Microphone
10 Zones

BGM
Playback unit

1 X Message &

ARCHITECTURE

R

=2

- Cisco POE Switch

EAST LONDON AIRPORT PASYSTEM

?

1
O

e e e ey

) N3 {
5 x Boarding glate
o Microphones

R
O

——

)

A L

1 xVo1-6 BGM analog

to digital

iy
ihasa

Speakers 100 5 Zones

2 x Amplifier

converter

Figure 8: East London architecture
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Annexure A - Scope of Work
PLZ PA SYSTEM BOQ
Equipment Port Elizabeth
Location Device Description Number of Devices PLZ
W/C Amp Room NCO Main 1 PA
NCO Slave 1
Master & Slave units 1
N/A Omneo 0
Call stacker 16
AMPs 6
Speakers 272
Call station interface 6
Call Station 2
NON-Mics 5
Battery Charger 1
Batteries 4

SYSTEM LAYOUT

PORT ELIZABETH

[MAIN]  [PRS-NCO3 (SN
NETWORK SLAVE| [PSP-A00221 (SN )
CONTROLLER
STACKER
PRS4P125
PSP-DD0040
DYnamIC AMP—— [PRs.CS] REMOTE
M ) oo
- RVTIIE (6] ECC [PRSCSR| [LBB4432/00|
[Lec2g00i00]2 - A1 [9] INFO [PRS-CSR| [LBB4432/00]
[0 3 - Al (6]
ez 4 - Al
[Bcza000]5 - Al
BATTERY CHARGER

| SPEAKER TOTAL: 272|
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Annexure A - Scope of Work

KIM PA SYSTEM BOQ

Equipment Kimberley
Location Device Description Number of Devices
W/C Amp Room NCO Main 1
NCO Slave 1 KIM
Master & Slave units PA
Omneo
N/A Call stacker
AMPs
Speakers
Call station interface
Call Station
NON-Mics
Battery Charger
Batteries

NG EN TR

SYSTEM LAYOUT

KIMBERLEY

AIRPORT
NETWORK SLAVE| |PSP-AD0221(SN)
CONTROLLER

STACKER | |[PRSCRF

1) [PRS4P125

PRS4P125 SLAVE| [PsP-Do00d0
DYNAMIC
wnoroo  AMP——(3] [PRS4P125
MICROPHONE
4| |PRS4P125
1 - AH l PRS-C3I REMOTE
CALL
[Bc2000] - A1 i STATION  KEYPAD
[Eczmom]3 - Al § [J-NFO  [RscsR
[oCxomly - Al BATTERY CHARGER T tDEP PRSCSR
LBC2900/00 |5 . X
[Lecasuna]5 - A1 DEP PRS-CSR
L—CHECK-IN LBB43200
|SPEAKERTOTAL: 80| | CHECK-IN [PRS-CSR] [LBB4432:00

L__CHECK-IN [Prs-CSR| [LBB443200

NB: The Bidders are advised that the current equipment list is given for the purpose of maintenance, hence
product names and brands are specified.

e For replacement or new equipment — the Bidders are encouraged to upgrade the system with
current brands of each site for maintenance and support.

e Bidders are required to produce valid partnership/accreditation documentation from the OEM of the
currently installed equipment.

B Interface between Fire detection and PA alarm system
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B The table below show system interface requirements per site.

Airport Fire detection and alarm system IP Telephony system
JNB Capable of interfacing Capable of interfacing
KIM Capable of interfacing Capable of interfacing
PLZ Capable of interfacing Capable of interfacing
DUR Capable of interfacing Capable of interfacing
ELS Capable of interfacing Capable of interfacing
BFN Capable of interfacing Capable of interfacing
UTN Capable of interfacing Capable of interfacing
GRJ Capable of interfacing Capable of interfacing
CPT Capable of interfacing Capable of interfacing

Table 7: Interfaces requirements

PA SYSTEM FUNCTIONAL AND TECHNICAL:

IP based PA Systems on physical separate network.

Scalable to accommodate new requirements (additional speakers, Zone, Microphones etc.).
Capable of text to voice conversion and interface to AODB.

Easy to manage and configure using a Graphical User Interface (GUI) for adding or changing zones
and general equipment configurations

Ability to enable or disable audio output at selected location as and when required using remote
management tools.

Capable of interfacing with ACSA’s existing emergency, safety fire alarm systems; The following is
the fire panel system currently installed at JNB: ZILTON/UTC ZP3 EN54, Fire Control Alarm Panel,
4 loop. The following Make and Model for the Fire Alarm and Detection Systems are installed at
the following airports: DUR — ZILTON ZP3, ELS — ZILTON ZP3, GRJ — ADVANCED EX3001; AND PLZ
— ARITECH FR 2000 Series.

Interface with ACSA IP Telephony systems to enable announcement over an IP telephone at
selected location (JNB, CPT, DUR has Cisco Internet Protocol Telephony IPT systems). The
telephone system currently installed is a Cisco Unified Communications Manager, version 9. ACSA
is in the process of upgrading to version 10.5. the Service Provider will be required to support
both versions.

Record messages and playback the recorded messages at selected interval.

Capability to play audio from external devices like CD player, mp3, iPod or any other audio input
medium.

Compliance to International standards (e.g., EN 54 —16).

Prioritised announcement (Emergency announcement must have the highest priority on the
systems).

Mobile client support to enable configuration using mobile devices; and

B PREVENTATIVE AND CORRECTIVE MAINTENANCE REQUIREMENTS

Preventative and Corrective Maintenance will include:
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Preventative Maintenance which includes planned overhauls, replacements,
inspections, tests, and any activity aimed at preventing failures through maintaining
the condition of the infrastructure or assessing its condition for the purposes of
corrective maintenance.

Corrective maintenance which includes all activities following a preventative
maintenance inspection.

Breakdown maintenance which includes maintenance that is unforeseen and is
necessary to restore the serviceability of the infrastructure, and functionality of the
System. Some of this break down maintenance could be requested after hours on
weekend and public holiday. Bidders will be expected to respond and attend to all
the faults.

The Service Provider will be held liable for any failure to the System that should
have been prevented during preventative maintenance. Therefore, the service
provider should include any further preventative maintenance recommendations,
which in its opinion are necessary for the specific and other failure prevention.

The Service Provider’s proposal must make provision for enough personnel at each
airport, during normal working hours (Mon — Friday: 07h00-17h00) to perform
maintenance and support of the PA & Evacuation systems. The number of
resources allocated should consider the Service Level Agreement (“SLA”)
requirements as stipulated below to ensure that SLA targets are met.

The Bidder’s proposal must make provision for after hours, weekends and public
holidays support on a callout basis for incidents that impacts the systems. Hourly
rates and call-out fees if applicable must be provided in the pricing schedule.

The Service Provider’s proposal must also cater for short notice call-out in an
emergency where the supported system may be affected by other interruptions or
change processes within the airport (e.g., power). This Bidders must provide a call-
out basis and hour rate at the specific site. For planned activities advance notice will
be given to the service provider.

The Bidders’ proposal must include after-hours telephone numbers, where support
personnel are reachable. It is the responsibility of the Service Providers to ensure
their resources are always available and reachable; and

The Services shall be delivered in terms of SABS standards, OHS Act,
manufacturer’s specifications, and other statutory regulations.

B PREVENTATIVE MAINTENANCE SERVICES

The following are the preventative maintenance services/activities that will be required, and
they are non-exhaustive:

The Bidders must provide a detailed list of Maintenance procedures and checks to
be performed (Maintenance plan) in addition to the ones listed below; and

The frequency of such checks or procedures on all the supplied items, where
applicable (Bidders must provide the maintenance schedule with resource allocation
per airport).

B PA System activities
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Annexure A - Scope of Work

The below activities must be performed on all PA System and Evacuation systems across all

components, including but not limited to Amplifiers, Speakers, Microphones, audio input/output

devices, message server, cabling, etc.

These activities will be performed monthly for the international airports (CPT, DUR, JNB), and

quarterly for regional airports (BFN, ELS, GRJ, KIM, PLZ and UTN).

Check PA System and Evacuation systems equipment for dust and clean it.

Check that microphones and speakers are secure — Firmly secure equipment that is
loose.

Check sound quality of all microphones and speakers and fix.

Check that all cables are secure and tidy and have no damage on them. Secure untidy
cables and replace any damaged cable.

Check and confirm that all device identification labels are still attached. if not, replace
the labels.

Check monitoring for errors, faults and alarms- attend to all events.

Check power is available on all Power Supply Unit (PSU’s) (primary and secondary).
Check that zones are correctly configured.

Check that all speakers and microphones are in place (none missing).

Check audio levels and make sure that it's within the acceptable limits.

Ensure that architecture drawings are still relevant and current. Update and report
monthly.

Check software/firmware version and upgrade if required following the change
management process.

Test evacuation announcements per zone with local airport Authority and make
sure volume is 4 decibels (dB) above normal paging.

Check load impedance and rectify if faulty.

Check microphone pop caps and clean/replace if necessary

Do pink noise level test and record results before and after a change; and

Provide at a minimum, monthly maintenance reports or more often if requested
(usually after a change or incident).

Weekly assessment of critical systems components i.e. (Paging stations)

B SUPPORT SERVICES

Refers to day to day support activities performed to resolve incidents that are logged
by users of the system or logged by the monitoring tools or alarm and error logs
generated by the system’s internal monitoring.

The Service Provider will be required to attend to and resolve all incidents in line
with ACSA incident management processes. All incidents will be logged on the IT
service desk systems.

The response and resolution times depicted below must be adhered to. This will
form part of the SLAs that will be agreed to between the Service Provider and
ACSA; and

Penalties will be incurred by the Service Provider if the agreed SLA times are not
met.

PERSONNEL
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e The provider will be responsible for professional and appropriately certified staffing to meet

the Services Roles and Responsibilities and Service Levels set forth in this services
specification.

e Suitably certified resources are required onsite at some locations for preventative and
corrective maintenance. Airport operating hours will prevail but may extend to after-hours
requirements due to window periods of downtime required for specific areas of
maintenance and disruptive incidents.

e Providers should adapt their resourcing model to meet the Service Level Agreement which
includes either permanent onsite and\or variable offsite resources for preventative and
corrective maintenance, respectively.

e Dedicated on-site resources for operations to be proposed by the service provider tying up
to the stipulated SLA’s. Service provider will provide required resources to meet and
deliver on the stipulated SLA’s. The following are the minimum resources ACSA requires
per airport:

e Allresources must sign the ACSA Non-Disclosure Agreement as supplied in this tender.
Successful supplier will need to obtain permits (e.g., access control) whereby security
vetting and background checks will be a pre-requisite.

Role Location High Level Function Coverage Recommended
Engineer JNB Provide 3rd Level support to All Airports | Onsite
troubleshoot complex issues including
including diagnosing and Western
resolving network & Precinct
connectivity issues,
integration issues, PA System
software application issues,
hardware and equipment
failures related to P1 or P2
incidents across all airports
Technicians | INB + for maintenance and A.S per 2 per location Onsite
Western Airport
Precinct, support (L1 Operations
DUR and — L2 faults) | timelines
CPT
Technician + | Regional . As per
Technical Airports Quarterly preventatlve.and Airport 2 remote resources per
Assistance (BFN, ELS, cor.rectlve Operations
GRJ, KIM, maintenan | timelines
PLZ and ce and
UTN) support
including
callout
basis. (L1 —
L2 faults)

NB: The table above is only arecommendation and service provider should adjust his resources to
fulfil the SLA/SLR’s as per the scope of works.

e The service provider will be liable to pay parking fees for any resources that are deemed
necessary to be located onsite or perform work under this contract at any ACSA premises.
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e The service provider will be liable to pay office rental space for any resources that are deemed

necessary to be located onsite at any ACSA premises. The applicable rates must be agreed
between the provider and ACSA Property Department
e The service provider will be liable for any fees and training necessary to obtain ACSA Security and
Access Permits for any resources that are deemed necessary to be located onsite or perform work
under this contract at any ACSA premises.
e Technical resources will be required for support, preventative, and corrective maintenance of the
services during below coverage windows.

Service Class Service Coverage Window

Standard Normal Office Hours - 06:00 - 18:00 on Mon - Fri, excluding public holidays
Weekday After Hours — 18:00 — 06:00 on Mon — Fri, excluding public holidays
After Hours
Weekends Weekend and Public Holidays — 24 Hours Saturday and Sunday, including public
holidays
Project & All project and IMACD tasks that impact the live environment will take place after the
IMAC last flight has departed and before the first flight departs/arrives in the morning. These
hours vary from airport to airport, but the provider can plan to run project tasks between
23h30 and 05h00, times are subject to change and will be communicated timeously
ON SITE Airport Weekdays Afterhours \Weekends
SUPPORT -
HUB SITES OR Tambo Normal Office Hours|After Hours — 18:00 —  [Weekend and Public
International |- 06:00 - 18:00 on |06:00 on Mon — Fri, Holidays — 24 Hours
Mon - Fri, excluding [excluding public Saturday and
public holidays holidays Sunday, including
public holidays
Cape Town Normal Office Hours|After Hours — 18:00 —  |Weekend and Public
International |- 06:00 - 18:00 on |06:00 on Mon — Fri, Holidays — 24 Hours
Mon - Fri, excluding [excluding public Saturday and
public holidays holidays Sunday, including
public holidays
King Shaka Normal Office Hoursl|After Hours — 18:00 —  |Weekend and Public
International | 06:00 - 18:00 on  [06:00 on Mon — Fri, Holidays — 24 Hours
Mon - Fri, excluding [excluding public Saturday and
public holidays holidays Sunday, including
public holidays
Regional Normal Office Hours|After Hours — 18:00 —  |[Weekend and Public
Airports (BFN, |- 07:00 - 18:00 on  [07:00 on Mon — Fri, Holidays — 24 Hours
ELS, GRJ, Mon - Fri, excluding [excluding public Saturday and
KIM, PLZ and |public holidays holidays Sunday, including
UTN) public holidays

Table 9 - Service Coverage Windows
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e The provider should ensure a resourcing model is in place that allows achievement of the SLAs

and ensure ability to deliver service during the defined Service Coverage Windows. The
provider is to always ensure a full complement of resources.

e If resources are absent from the site they are assigned to, the provider must replace the said
resource for the duration of their absence, with an equally competent and qualified resource. The
stand in resource must have the required access permits, training and site knowledge.

e The provider must have resources dedicated solely to service management and maintenance
activities related to the passenger self-service programme.

e The Bidder must complete a safety file in accordance with ACSA standards within the 1st month of
commencement of services. This file must be kept up to date always. If this is not necessary
communication will be provided

EQUIPMENT AND SPARES HOLDING REQUIREMENTS

e The provider is required to ensure that all service technicians are equipped with the appropriate
tool kits and testing equipment to perform their functions without delay.

e The provider is required to ensure that enough critical spares are available for the maintenance of
the environment to meet the SLAs at all locations.

e The provider should honour the SLA and must have its own backup/ loan stock available to restore
service within the specified maintenance SLA.

e The replacement and/or repair of faulty or malfunctioning components shall be performed by the
provider using original parts and/or components, each guaranteed as new by its manufacturer
and of the same grade or release as the part or component which requires replacement; if such a
component is not available, it shall be replaced by a component of a higher grade. Any part or
component that is replaced shall be certified by the manufacturer of the device.

e The provider should ensure that spares are available for critical system components.

PREVENTATIVE AND CORRECTIVE MAINTENANCE

e Preventative Maintenance includes planned overhauls, replacements, inspections, tests, software
upgrades, firmware upgrades, patch management and any activity aimed at preventing failures
through maintaining the condition of the infrastructure or assessing its condition for the purposes of
corrective maintenance.

¢ Corrective maintenance includes all activities following a preventative maintenance inspection.

e Break/fix includes maintenance that is unforeseen and is necessary to restore the serviceability of
the Public Address System infrastructure, and functionality of the System. Some of this break/fix
maintenance could be requested after hours on weekend and public holiday. Service providers will
be expected to respond and attend to all the faults

e The provider must make provision for after hours, weekends and public holidays support, no
additional costs will be entertained

e For planned activities, notice will be given to the provider to make available resources as and when
required.

e The provider must provide after-hours telephone numbers, where support personnel are reachable.
It is the responsibility of the Service providers to ensure that their resources are available and
reachable always; and that any changes to after-hours telephone numbers are
communicated to ACSA.

e The Preventative Maintenance Schedules table provide a high-level maintenance schedule and
tasks/check.

e The provider is expected to provide a detailed preventative and corrective maintenance
plan/schedule incorporating the below as a minimum as part of the response to this RFP. In the
detailed preventative maintenance schedule, the provider must include all remedial actions to be
taken (include what communication will be actioned, which provider resource will be responsible for
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the communication, to which ACSA resource the communication will be addressed to, in what

format, what timelines after the incident is detected and what follow up mechanism will be in place)
if any issues are found during the maintenance schedule routine.
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ROLES AND RESPONSIBILITIES

In this SOW, we use the RASCI ("responsible, accountable, supporting, consulted and informed") chart
approach for all roles and responsibilities matrices.

The RACI terminology is as follows:

an activity, other than being
informed of the result of the activity.

Code Role Role Detail Description
Individual operationally responsible | Only one individual is accountable
. for performin rcin tivity. for any given activity.
R Responsible orpe o' g a's'ou cing actvity or any given activity
Responsible individuals report to the
Accountable individual. Responsible is a proactive role.
Individual with final accountability for
the results of a sourcing activity.
Accountability includes a mandate to | Only one individual is accountable
A Accountable dlsm_lss or accgpt the results by for any given activity.
activity as realized by the
Responsible individual. Accountable is a reactive role.
This individual also holds the budget
to back the mandate.
Individuals who support the
R nsible individual in realizin . -
espons b © d. .dua ealizing Multiple individuals can participate
the sourcing activity. . .
. e . in support of the Responsible
S Supportin They actively participate in individual for any given activit
PP 9 realizing/executing/performing the y9 Y
activity. Supporting is a proactive role
Supportive individuals report to the PP 9 P '
Responsible individual.
Individuals who should be consulted | Multiple individuals can be required
c Consulted in r_eql|2|ng/execut|ng/performmg the | to be heard for any given activity.
activity, on the scope, budget, time,
and value of the activity. Consulted is a reactive role.
Individuals who need to be informed | Multiple individuals can be
but have no role in the informed of the results of any given
I Informed realization/execution/performance of | activity.

Informed is a passive role.

Table 10 - Definition of RASCI Model

The following table identifies the roles and responsibilities associated with this SOW
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1.1 Roles and Responsibilities- General

Task/Activity Provider

Provide Services and the supporting processes that support
1 ACSA business needs, technical requirements, and End-User | R, A C
requirements

Approve Services and the supporting processes that support
2 ACSA's business needs, technical requirements and End- | | R
User requirements

Comply with ACSA policies, guiding principles, standards and
regulatory requirements applicable to the ACSA for
3. information, information systems, personnel, physical and
technical security

Develop and maintain an approved comprehensive Standards
and Procedures Manual that contains the standards,
processes and procedures that will be used in the delivery of
4. all Services. The manual will include clearly delineated roles
and responsibilities, touch points and measurements between
ACSA and the vendor.

Approve the comprehensive Standards and Procedures
Manual that contains the standards, processes and
procedures that will be used in the delivery of all Services. The
S. manual will include clearly delineated roles and
responsibilities, touch points and measurements between
ACSA and the vendor.

Conform to changes in laws, regulations and policies. Major
Service Changes shall be proposed on a project-by-project
6. effort basis to alter the environment to conform to the new
requirements.

Report performance against Service-Level Requirements
7. (SLRs)

Coordinate all Changes to the IT systems that may affect the
8. SLRs of any other Service

Provide timely creation, updating, maintenance and provision
of all appropriate project plans, project time and cost
estimates, technical specifications, management
9. documentation and management reporting in a form/format
that is acceptable to the ACSA for all Service projects and
major Service activities

Adhere to IT service management (ITSM) best practices and
10. Key Performance Indicators (KPIs)

11 Approve the use of the ITSM best practices and KPIs C, I R

General

Page 40 of 106

Confidential



Confidential

Private & Confidential

ACSA

Annexure A - Scope of Work

Task/Activity Provider

Coordinate with site IT staff to schedule On-Site Technical

. . R, A C,I
12. Support visit when using non-regular or 3 party resources
Ensure that all support staff has valid airside permits for the
. R, A C,I
13. airports that they support.
Ensure that support staff strictly adheres to the terms and R A C

14. conditions of their permit allowances

Ensure that support staff has access to reliable transport and
valid driver’s licences. This includes access services provider
vehicle that is permitted on airside should there be a
15. requirement to support any device on airside. The operator | R, A C, |
must have a valid Airport Vehicle Operators Permit (AVOP).
The vehicle requires a regulatory permit and must be insured
as per ACSA requirements.

Support staff must have the relevant safety certifications,
16 protective wear and equipment to carry out corrective | R, A C, 1
maintenance duties.

Ensure that the provider always has a valid health and safety

17. file R, A C, I
On request from the provider ACSA will provide access to
ACSA premises (which will not be unreasonably withheld) to | R A
18. the provider or their 3rd party personnel to effect maintenance '
and repairs
19 Parking fees at ACSA premises R, A I
@ 20 Rental of office space at ACSA premises R, A I
® .
§ Any security related training and payments for access to ACSA R A |
o 21. premises :
=

Table 11 - Roles and Responsibilities - General

1.2 Roles and Responsibilities - Management, Planning, and design

e Architecture Planning and Analysis Services are the activities required to assess the requirements
for architectural, functional, performance, IT Service Continuity, and security requirements

e Activities associated with the documenting the requirements for architectural, functional,
performance, IT Service Continuity, and security requirements

¢ Include identifying the opportunities to improve the efficiency and effectiveness of the Service.

e Can also help support competitive business advantage and mitigate risks by reducing defects and
improving the quality of IT Services look at current and how to bring in efficiencies and improvements
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Sub area | Number Task/Activity Provider

Adhere to, implement, and ensure alignment to the defined
1 standards, timeframes and reporting requirements for | R, A C,S,l
planning, project management and analysis activities.

Attend and actively participate in the ACSA scheduled focus
groups, stakeholder meetings, project, and technical
o workshops to provide the required expertise (addressing all | R, A C S |
tasks pre and post the meeting as required such as
requirements gathering activities, solution design options)

Provide input into the review of the existing Services,
architectural standards and project management practices
3. for Planning and Analysis activities to ensure continuous
alignment to best practise.

Ensure all documentation remains updated in required ACSA
format. Where no existing documentation is available, the
4. standards are to be followed and documentation to be
drafted.

Define Services, standards, timeframes and reporting
5 requirements for planning, project management, and | C, S, | R, A
analysis activities

Schedule the required focus groups and technical workshops
for architecture planning and analysis requirements — such
as to review the existing infrastructure topologies at an
6. enterprise  (e.g., technology strategy, technology
architecture, functional, availability, capacity, performance,
backup and IT Service Continuity)

Architecture Planning and Analysis

Provide ACSA documentation format standards. Review
7 and approve updated documentation presented by Service | | R, A
provider

Review and update the existing Services, standards and
8 project management practices for Planning and Analysis | | R, A
activities

Attend, actively participate in and provide technical
assistance and subject matter expertise in technical and
9. business planning sessions to review standards, architecture
and project initiatives to align with best practise

Document current and future Technical Architecture in the
10 agreed formats and update these throughout the service | R, A C, S|
" | lifecycle

Perform evaluation of new equipment considered for
11 implementation in compliance with the ACSA’s security and | C, S, | R, A
" | IT architecture policies, regulations and procedures.

Technical Architecture

12 Define and approve any new architecture standards C, S| R, A
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Sub area | Number Task/Activity Provider

Conduct technical and business planning sessions to review
13 standards, architecture and project initiatives to align with | R, A C S |
" | best practises
Conduct technical reviews and provide recommendations for
14 improvements that increase efficiency, effectiveness and | R, A C 1
2 reduce costs
=
r_cc Perform ad hoc investigations as requested by ACSA and R A C
DC- 15. | submit recommendations for ACSA’s consideration. ' '
o
‘§ Conduct on-going, regular planning and recommendations R A C
o 16. | for technology refresh and upgrades ' '
[
T Showcase recent technology enhancements to ACSA hence
b 17 allowing ACSA the option to upgrade to any new productised | R, A C, I
o technology.
5
P Review and approve any technical improvement
° . C, | R, A
S 18. | recommendations
g 19 Review and approve any requested ad hoc investigations C, I R, A
3 .
=}
= Review and approve recommendations for technology
< 20. | refresh and upgrad C.| R, A
3 - | refresh and upgrades
21 Review any recent technology enhancements presented C, I R, A
Use existing System management tools to monitor measure,
T o . R, A C, 1
o c 22. | manage and document the environment.
EL o
5o 9 : —
5 ; 2 Provide access to existing System management tools to C R A
C . . ) ’
rErs S 23. | monitor measure, manage and document environment
Provide expert advice and research latest technologies on a
o4 constant basis and formally submit these presentations to | R, A C |
ACSA IT Airports Systems on a 3-monthly basis.
S Together with ACSA-IT perform feasibility studies for the
s implementation of new and existing technologies that best R A C
o 25. meet ACSA business needs and meet cost, performance ' '
o and quality objectives.
Review the latest technologies presented by the Service C R, A
26. | provider. ’
=
g 2
§ < Provide design documentation for quarterly audits as
2 ¢ R, A C, I
@8 requested by ACSA
a
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Sub area | Number Task/Activity Provider

Provide input into design plans through coordination with the

27 appropriate ACSA technology standards groups and design | C, I, S R, A
architects

o8 Quarterly audit of design documentation c IS R, A

29 Adhere to production acceptance test criteria R, A C, I

30 Conduct and document test plans and results R, A C, I

31 Define and document production acceptance test criteria C, I R, A

32 Review and approve test plans and results C, I R, A

Table 12 - Roles and Responsibilities - Management, Planning, and design

1.3 Roles and Responsibilities - Project Management Services

ACSA may from time-to-time request that the provider perform a discrete set of activities in addition to the
on-going services obligations. (a “Project”).

Sub

Number Task/Activity provider

Utilise project management methodologies, knowledge, skills,
tools, and techniques consistent with leading internationally
1. recognised and accepted project management practices such | R, A C, 1
as those contained in the Guide to the Project Management
Body of Knowledge (PMBOK) or Prince2

Perform project management review and oversight, attend
scheduled project meetings, ensure key milestones are
2 achieved by Service provider, ensure all ACSA project | C, | R, A
governance processes are in place and are being achieved
throughout the project

Project Management Approach

Provide project definition and plan, identify major critical
milestones, ensure delivery within budget and project

. . ; R, A C, I
3. deliverables aligned and approved by the ACSA Project
S Manager
o
13 Provide, maintain, and update detailed project planning,
D 4 . . . . R, A C, I
o . identify critical path dependencies.
o
Q Approve project plan, critical milestones, budget forecast, and
= . . C R, A
oy S. project deliverables
a
Attend scheduled weekly project meetings to review detailed
. . . C, | R, A
6. project plan and critical path dependencies
§ 99 7 Manage, follow up and track execution of project plan. R, A C, I
S @ W '
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Task/Activity provider

8. Ensure project plan management activities are carried out
and ensure updated communication to project stakeholdersis | C, | R, A
done.

9. Report on project progress, budget, risk, issues R, A C, I

10. Review and escalate any issues risk etc. for action to higher
governance authorities as required

Monitor
Project
Proaress

Table 13 - Roles and Responsibilities - Project Management Services

1.4 Roles and Responsibilities - Acquisition and Management

The acquisition and management process include the purchase of all service equipment, including new
equipment, upgrades to existing equipment, or purchases resulting from a service or repair request. Also,
maintains buying catalogue, execution of purchase orders, provides quotations, deals with goods handling.

Task/Activity provider

When procurement is requested by ACSA-IT, provider to
1. adhere to acquisition/procurement policies

2 Provide guidance on ACSA acquisition/procurement policies C, I R, A

Develop, document and maintain in the Standards and
3 Procedures Manual Acquisition and Management procedures | R, A C, I
that meet requirements and adhere to defined policies

and Procedures

4 Review and approve Acquisition and Management procedures | C, | R, A

Policies, Processes, Standards

5 Perform periodic audits of procurement procedures R, A C, 1

Escalate any acquisition and management issues to ACSA-IT,
notify ACSA immediately upon learning of item shortages, and
6. notify ACSA-IT of out-of-line (e.g., out-of-stock occurrences)
deliveries.

Attend monthly review sessions to understand estimated
7 consumption forecast where available to ensure achievement | R, A C |
of timelines

Address any acquisition and management escalations from
8. Service provider

Demand Management

Quarterly, ACSA shall provide the Service provider with its
estimated consumption forecast of all in scope infrastructure
9. equipment. The forecast process will be a joint effort between
ACSA and the provider using historical data.

Ensure all equipment is delivered as scheduled. No | R, A C, |

9 10. uncommunicated delays in delivery will be accepted by ACSA-

Equi
pme
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Task/Activity provider

IT. Any delays are to be communicated in writing and in the
relevant meeting (project meeting) to allow for review and any
business impacts

Request updates on equipment delivery timelines in the

. . . C R, A
11. | relevant meetings (project meetings etc.)
o Ensure that new equipment/ hardware complies with R A Cl
5 Q 12. | established ACSA standards and architectures ' '
g 8
S =
5 g' Ensure all procured hardware and software is listed as part of C R A
® 8 13. | the ACSA architecture technology standards ’ ’
Provide facilities for spares holding nationally at the provider's
. R, A C, I
14. | Locations.
Securely store and ensure equipment at designated Service R A C
15. | Locations (as agreed with ACSA) ’ ’
Control and manage the equipment in a secure and auditable R A C

16. | manner.

Manage the physical movement (appropriate packing and
17 transportation) of service in scope equipment as required and | R, A C, 1
" | agreed with ACSA

Goods Handling and Warehousing

18 Allow ACSA audits when requested by ACSA R, A C, 1
Inspect provider's location nationally to confirm required
L C, I R, A
19. | security is in place
Provide proof of valid insurance coverage for equipment held R A C
20. | by the provider on ACSA behalf : ’
Ad hoc inspections of equipment being moved to insure c R A
21. appropriate packaging and transportation ’ '
Maintain adequate equipment inventory levels in accordance
o . o R, A C, I
S >4 22. | with SLA obligations.
£ S S
25 =
. 2 23 Report on stock levels quarterly R, A C, |
g £ .

Table 14 - Roles and Responsibilities - Acquisition and Management

1.5 Roles and Responsibilities - Documentation

Documentation Services are the activities associated with developing, revising, archiving, maintaining,
managing, reproducing, and distributing information (e.g., project planning materials, System design
specifications, Procedures Manuals, operations guides) in hard copy and electronic form.
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Sub
area

Number Task/Activity provider

Ensure that the entire in scope Public Address Management

. R, A C, 1
1. System is well documented and constantly updated
Compile a checklist and all documentation for carrying out of
maintenance tasks related to in scope Public Address System R A c
2. (detailed maintenance plan). Provide exception reports where ’ '
risks and issues cannot be addressed via the maintenance plan
A detailed checklist template will be presented to the ACSA for R A c
3. approval. ’ '
Specify the content, purpose, format and production schedule of
R, A C, 1
4. all documents
Store all copies of documents on ACSA Microsoft Teams sites R A C
S. provided. ’ ’
Review and approve in scope documentation to ensure Public
6 Address System infrastructure is well documented and constantly | | R, A
updated
Review checklist and implement action plans based on any | R A
5 7. exception reports and recommendations '
T
1= Work with provider to specify the content, purpose, format and C R A
g 8 production schedule of all documents within scope ’ '
S
(&)
8 Provide space to store physical copies of all documents and share | R A

9. folder for digital copies of the documents

Provide timely creation, updating, maintenance and provision of
all documentation, (design documents; architectural diagrams; as
built documents; test plans; all ACSA required project
documentation; technical specifications, preventative and
10. corrective maintenance plans and checklist; escalation reports; | R, A C 1
daily service request report; floor layout diagrams; OEM and third
party documentation and management reporting in a form/format
that is acceptable to ACSA for Service Projects and major Service
activities

Manage all documentation in accordance with Configuration
11. | Management standards and guidelines

Document standard operating procedures (e.g., boot,
12 failover/disaster recovery/COOP, spool management, batch | R, A I
processing, backup)

Review and approve standard operation procedures
13. | Documentation

Table 15 - Roles and Responsibilities - Documentation

Page 47 of 106

Confidential



Confidential

Private & Confidential

ACSA

Annexure A - Scope of Work
1.6 Roles and Responsibilities - Technology Refresh and Replenishment

Technology Refreshment and Replenishment (TR&R) Services are the activities associated with modernizing
the IT environment on a continual basis, to ensure that the system components stay current with evolving
industry-standard technology platforms.

Number | Task/Activity provider

Recommend TR&R life cycle management policies,
1 procedures and plans appropriate for support of ACSA | R, A C, I
business requirements

Develop, document and maintain in the Standards and
Procedures Manual TR&R procedures, and develop TR&R

. ) R, A C, I
2. plans that meet requirements as well as adhere to defined
policies and Change and Release Management processes
3 Review and approve TR&R policies, procedures and plans I R, A

4 Perform the necessary tasks required to fulfil the TR&R plans | R, A I

Provide management reports on the progress of the TR&R
3. plans

Periodically review the approved TR&R implementation plans
6. to ensure they properly support ACSA business requirements

Technology Refresh and Replenishment

Table 16 - Roles and Responsibilities - Technology Refresh and Replenishment

1.7 Roles and Responsibilities - Infrastructure Build and Change

Managing all Public Address System changes [standard, low, med, elevated risk] within all operations and
projects of the airports. This includes initiating change requests and closing out change requests.

IMACDs will be treated as projects when the following is met:

e Ad hoc IT related installation requests from IT Commercial
e Upgrades to any existing or live facility

¢ Hardware decommissioning

e Hardware installation

Sub

Number | Task/Activity provider ACSA
.% 3 g 1 Complete IMACD plan per installation and addition R, A C I
= a5
{% @ g 2 Present IMACD plan to ACSA for approval R, A C, I
£ <
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Sub

Number | Task/Activity provider

Complete IMACD Installations and additions per approved
3 IMACD plan (timelines / tasks / pre-installation checks / UAT | R, A C, I
etc.)
Receive and review IMACD plan per installation and addition | R A
4. presented by Service provider '
5 Approve IMACD plans received from Service provider I R, A
Approve and sign off IMACD installations and additions in | R A
6. alignment with approved plans '
v Complete IMACD plan per installation and addition R, A C, 1
8 Present IMACD plan to ACSA for approval R, A C 1
Complete IMACD Installations and additions per approved
9 IMACD plan (timelines / tasks / pre-installation checks / UAT | R, A C
" etc.)
G>)
§ Receive and review IMACD plan per installation and addition | R A
10. | presented by Service provider '
11 Approve IMACD plans received from Service provider I R, A
Approve and sign off IMACD installations and additions in | R A
12. | alignment with approved plans '
13 Recommend changes to meet service requirements R, A C, 1
” 14 Perform changes to meet business requirements R, A C 1
@ .
g Review and approve recommended changes presented by the | R A
5 15. | provider where required ’
16 Sign off implemented changes I R, A
17 Complete IMACD plan per decommission requirement R, A C, I
18 Present IMACD plan to ACSA for approval R, A C 1
Complete IMACD decommission per approved IMACD plan R A C
19. | (timelines / tasks / pre-decommission checks / UAT etc.) ' ’
c
o
‘® Disposal of equipment and materials in accordance with ACSA
2 20 lici t R, A G
= - | policies upon request.
S
§ Receive and review IMACD plan per decommission by Service | R A
o) 21. | provider ’
22 Approve IMACD plans received from Service provider I R, A
Approve and sign off IMACD decommission in alignment with | R A
23. | approved plans ’
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Task/Activity provider

Sign off the disposal of equipment and materials in accordance
o4 with ACSA policies with Service provider, and ensure financial | | R, A
asset disposal tasks are completed

Conduct and document production acceptance tests and
o5 provide results to obtain signed completion form (production | R, A C, I
acceptance) from ACSA

All works must have before, during and after photos taken which

"8 will be submitted with the hand over pack. This applies to every

c task, including removal of old electrical cabling and piping, new

h - | installations, upgrades to existing facilities, etc. Photographs

S may be combined with video recordings. This form of

= documentation will be required during audits, meetings, etc.

a

S Maintain and update records to ensure baseline CMDB is

o R, A C, I

CD) 27. | always up to date

O

<§E o8 Review acceptance test and results for sign off I R, A
29 Review before during and after photos taken during changes I R, A

Review CMDB baseline reports quarterly as defined in report | R A

30. | schedule

Table 17 - Roles and Responsibilities - Infrastructure Build and Change
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1.8 Roles and Responsibilities — Maintenance

Maintenance Services are the activities associated with the maintenance and repair of hardware, software
to include "break/fix" Services. Installed platform and product version levels are not to be more than one
version behind the current commercial release, unless coordinated with ACSA architectural standards
committee.

Task/Activity provider

1 Define Maintenance requirements I R, A

Develop, document and maintain in the Standards and
2 Procedures Manual Maintenance procedures that meet | R, A I
requirements and adhere to defined policies

Develop Maintenance schedules (OEM recommended

: : : R, A
3. preventative maintenance to be considered)
4 Review and approve Maintenance procedures and schedules | | R, A
Ensure appropriate Maintenance coverage for all Service R A c

S. components

Provide Maintenance and break/fix support in ACSA's defined
6 locations, including dispatching repair technicians to the point- | R, A C, I
of-service location if necessary

Perform (and/or coordinate with Third-Party Maintenance
Vendor if applicable) diagnostics and maintenance on Service
7. components, including hardware, software, peripherals and
special-purpose devices as appropriate

Perform an analysis of the impact and/or applicability of
8 Vendor-provided patches and/or service packs, in accordance | R, A C, I
' with ACSA policies and requirements

Maintenance

9 Approve Vendor-provided patches and/or service packs (o] R, A

Review all patches relevant to the IT environment and classify
the need and speed at which the Security patches should be | R, A C, |
installed, as defined by policies and Change Management

10.

Install patches per ACSA's Change Management process and

. : - ) R, A C,I
11 procedures including acquiring required ACSA approval
Install (and/or coordinate with Third-Party Maintenance
Vendor if applicable) manufacturer field change orders, R A c

12. | service packs, firmware and software maintenance releases,
etc.

Perform (and/or coordinate with Third-Party Maintenance
Vendor if applicable) product patch, "bug fix," service pack | R, A C, I
installation or upgrades to the current installed version

13.
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Task/Activity provider  ACSA

Perform Maintenance-related software distribution and version

14. | control, both electronic and manual R, A c|
Replace (and/or coordinate with Third-Party Maintenance
Vendor if applicable) defective parts, including preventive R A |

15. Maintenance, according to the manufacturer's published
mean-time-between-failure rates

Conduct (and/or coordinate with Third-Party Maintenance
16 Vendor if applicable) Maintenance and parts managementand | R, A I
monitoring during warranty and off-warranty periods

Execute preventative maintenance per the high-level
schedule which needs further development by provider
responding to this RFP.

The following activities will constitute the minimum
requirements.

e Inspections and alerts investigations
¢ Continuous monitoring and responding with
corrective actions to warnings and alerts.
e Health Checks
e  Configuration Backups
e Log Analysis
17. e Device performance monitoring for high memory and R, A C, I
CPU utilization
e  Software upgrades on management systems
e Capacity Management
e User Management
e Redundancy Testing
e  Firmware Upgrades
e Advise / recommend improvement for the Self-
Service infrastructure and identify potential risks
within the environment include detailed additional
preventative maintenance recommendations which
as experts in the field are deemed necessary to
prevent system failures
Initiate projects to execute on approved preventative
18. | maintenance recommendations

Provide detailed monthly reports on capacity, assets, changes,
19. | faults, potential risks, etc. as defined in the report schedule

Table 18 - Roles and Responsibilities — Maintenance

1.9 Roles and Responsibilities — Public Address Infrastructure Monitoring, Operations and
Administration

Monitoring, Operations and Administration are the activities associated with providing a stable environment
thus ensuring a proactive approach to risk mitigation and will aid the provider to meet their SLA targets.
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Management of the Public Address System will always be done in consultation with ACSA-IT Airport Systems

and Operations and no decisions can be made without approvals and written consent of ACSA

Number | Task/Activity provider

Utilise ACSA Monitoring tools to monitor the Public Address
1 System. ensuring that it meets the monitoring and service | R, A C, 1
' level reporting requirements

Implement measures for proactive monitoring to limit Public
2. Address System infrastructure outages.

Manage all in scope Public Address System elements in
3 accordance with ACSA's policies (including security | R, A C, I
oversight and change management policies)

c

-% Manage and coordinate provider appointed subcontractors R A C
43 4. and Third Parties to meet Service and SLA requirements ’ '
c

= Suggest any additions or changes to ACSA monitoring tools R A c
2 S. landscape ’ ’
I

S Install, customise and maintain Public Address Management | R A
% 6. System event monitoring and availability reporting. '

S

% Implement measures for proactive monitoring to limit Public | R A
< 7. Address System infrastructure outages '
=

Table 19 - Roles and Responsibilities - Monitoring, Operations and Administration

1.10 Roles and Responsibilities - Availability Management

The goal of Availability Management is to understand the overall availability requirements of ACSA's
business needs and to plan, measure, monitor and continuously strive to improve the availability of the Public
Address System infrastructure, services and supporting IT organization to ensure these requirements are
met consistently, with a focus on providing cost-effective availability improvements that deliver measurable
ACSA business benefits.

Availability Management covers the evaluation, design, implementation, measurement, and management of
the Public Address System. Availability from a component and an end-to-end perspective (i.e., Services),
including new or modified Public Address Service Management methodologies and tools, as well as
technology modifications or upgrades of Public Address System systems and components. The goal of the
Availability Management process is to optimize the capability of the Public Address System infrastructure,
services and supporting organization to deliver a cost-effective and sustained level of Availability that enables
the business to satisfy its business objectives.

Key activities of the Availability Management process are as follows:

e Determining business requirements for a new or enhanced Public Address Service and formulating the
availability and recovery design criteria for the Public Address System to ensure IT Services are designed
to deliver the appropriate levels

e Determining the critical business functions and impact arising from Public Address component failure.
Where appropriate, reviewing the availability design criteria to provide additional resilience to prevent or
minimize impact to the business.
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o |dentifying opportunities to optimize the availability of the Public Address System to deliver cost-effective

improvements that deliver tangible business benefits

e Supporting the targets for availability, reliability, and maintainability for the Public Address System
components that underpin the IT Service, to enable these to be documented and agreed within SLAs
and contracts

e Establishing measures and reporting of availability, reliability and maintainability that reflect the business,
End-User and IT support organization perspectives

e Monitoring and trend analysis of the availability, reliability and maintainability of IT systems and
components

e Reviewing IT Service, system and component availability, identifying unacceptable levels and ensuring
appropriate corrective actions are taken to address Public Address System shortfalls

e Investigating the underlying reasons for unacceptable availability and providing recommendations for
resolution

e Producing and maintaining a forward-looking Availability Plan, which prioritizes and plans overall Public
Address System improvements aimed at improving the overall availability of IT Services to ensure that
existing and future business availability requirements can be met

e Providing Public Address System reports to ensure that agreed levels of availability, reliability and
maintainability are measured and monitored on an ongoing basis

Task/Activity provider

Establish criteria and SLRs for Availability Management support

. . . : C, I R, A
1. requirements, including IT systems and services to be covered
Develop Availability Management policies, process and
procedures, and determine appropriate Availability Management R A |

2. tools and methods that support ACSA's Availability Management
support requirements

Participate in the development of Availability Management
3 policies, process and procedures, and identify the tools and | | R, A
availability methods to be used

Review and approve Availability Management policies, processes
4. and procedures

Implement agreed-upon Availability Management policies,
S. processes and procedures

Provide unrestricted read access by ACSA-authorized staff and
6 designated personnel to all current and historical availability | R, A I
knowledgebase data and records

Ensure that availability requirements are included when
7 requirements are identified, when upgrading and/or designing | | R, A
new IT systems and services to support business users

Participate in user requirements gathering and analysis when
upgrading and/or designing new IT systems and services, to
8. ensure that they are designed to deliver the required levels of
availability (mapped to the SLRs) required by the business

R, A I

Availability Management
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Task/Activity

provider

Create availability and recovery design criteria to be applied to
upgrades and/or new or enhanced Public Address System design

R, A

10.

Participate in creating availability and recovery design criteria to
be applied to upgrades and/or new Public Address System and
services design

11.

Coordinate with the IT service support and IT service delivery
process owners and managers from ACSA to research, review
and assess Availability issues and optimization opportunities

R, A

12.

Define the availability measures and reporting required for the
Public Address System and its components that underpin an
upgraded and/or new IT Service, as the basis for an SLA that
reflects business, End-User and IT support organization
requirements

13.

Participate with ACSA in defining the availability measures and
reporting requirements

14.

Recommend appropriate tools and practices to measure and
report on agreed-upon availability measures for upgraded and/or
enhanced Public Address System infrastructure

15.

Review and approve availability measurement tools and practices

16.

Ensure that approved availability measurement tools and
practices are implemented

17.

Monitor and maintain an awareness of technology advancements
and Public Address best practices related to availability
optimization, and periodically provide updates to ACSA Public
Address management

18.

Ensure that all Availability Management improvement initiatives
conform to defined Change Management procedures set forth in
the Process and Procedures Manual

R, A

19.

Participate in Problem Management review sessions as
appropriate, specifically those problems related to outages of
critical systems

R, A

20.

Monitor actual Public Address System achieved versus targets
and ensure shortfalls are addressed promptly and effectively

21.

Conduct Availability Assessment review sessions and provide
cost-justified improvement recommendations

22.

Participate in availability improvement review sessions

23.

Review and approve cost-justifiable improvement
recommendations that ACSA deems appropriate to enhance
ACSA IT and business performance needs
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Task/Activity provider ACSA

Coordinate with ACSA and Third-Party Service Vendors to gather
o4 information on Public Address systems and service availability | R, A I
issues and trends, to be used for trend analysis

Reduce and maintain an Availability Plan that prioritizes, and

. . R, A I
25. | plans approved Public Address System improvements

26 Review and approve Availability Plan I R, A

Provide Public Address System reporting to ensure that agreed
27 levels of availability, reliability and maintainability are measured, | R, A I
" | reported and monitored on an ongoing basis

Promote Availability Management awareness and understanding
o8 within all Public Address support organizations, including Third- | R, A I
" | Party Service Vendors

Perform regular (e.g., quarterly) reviews of the Availability
Management process and its associated techniques and methods
29. | to ensure that all are subjected to continuous improvement and
remain fit for purpose

Periodically audit the Availability Management process to ensure
30 that it continues to deliver desired results in compliance with | | R, A
agreed-upon policies, processes and procedures

Table 20 - Roles and Responsibilities - Project Management Services

1.11 Roles and Responsibilities - Capacity Management

Capacity Management Services are the activities associated with ensuring that the capacity of the Service
matches the evolving demands of ACSA business in the most cost-effective and timely manner. The process
encompasses the following:

e Monitoring of performance and throughput of Public Address Services and supporting components
¢ Understanding current demands and forecasting for future requirements

¢ Developing capacity plans which will meet demand and SLRs

e Developing modelling and conducting simulations to manage capacity

e Conducting risk assessment of capacity recommendations

¢ Developing and implementing a capacity plan including the budgetary impact of the Service

e Undertaking tuning activities

Sub - .
Number Task/Activity provider ACSA
area
1 Define Capacity Management requirements I R, A
- .

- 2 Develop, document and maintain in the Standards, Process and

5 % 2 Procedures Manual Capacity Management procedures that meet | R, A I

§ = requirements and adhere to defined policies

0=
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Task/Activity provider

Review and approve Capacity Management process and | R A
3. procedures ’
Establish a comprehensive Capacity Management planning R A |
4. process ’
5 Review and approve Capacity Management planning process I R, A
Define, develop and implement tools that allow for the effective
6 capacity monitoring/trending of Public Address System | R, A I
infrastructure, applications and Public Address components
Identify future business requirements that will alter capacity | R A
7. requirements ’
Develop a periodic (usually yearly) capacity plan, including R A |
8. quarterly updates ’
Develop and implement capacity models and run simulations to R A |
9. validate the capacity plan ’
10 Participate in all capacity planning activities I R, A
Assess capacity impacts when adding, removing or modifying R A |
11. | applications and components of the Public Address System. '
Continually monitor IT resource usage to enable proactive R A |
12. | identification of capacity and performance issues ’
Capture trending information and forecast future ACSA capacity R A |
13. | requirements based on ACSA-defined thresholds ’
Assess incidents/problems related to capacity and provide R A |
14. | recommendations for resolution ’
Recommend changes to capacity to improve service R A |
15. | performance ’
16 Assess impact/risk and cost of capacity changes R, A I
17 Approve capacity-related recommendations I R, A
Maintain capacity levels to optimize use of existing IT resources R A |
18. | and minimize ACSA costs to deliver Services at agreed-to SLRs |
Ensure adequate capacity exists within the Public Address
19 environment to meet SLRs and requirements, considering daily, | R, A I
weekly and seasonal variations in capacity demands
20 Validate asset utilization and capital efficiency I R, A

Table 21 - Roles and Responsibilities - Capacity Management

Page 57 of 106

Confidential



Confidential

Private & Confidential

ACSA

Annexure A - Scope of Work
1.12 Roles and Responsibilities - Performance Management

Performance Management Services are the activities associated with managing and tuning Service
components for optimal performance. The process encompasses the following:

¢ Monitoring of performance and throughput of Public Address Services and supporting components
e Assessing the results of the reports

¢ Conducting trending analysis

e Providing recommendations to tune

e Performing tuning activities

e Updating on a periodic basis (at least annually)

Task/Activity provider

1 Define Performance Management requirements I R, A

Develop, document and maintain in the Standards, Process and
> Procedures Manual Performance Management procedures that | R, A I
meet requirements and adhere to defined policies

3 Review and approve Performance Management procedures I R, A

Perform Service component tuning to maintain optimum
4 performance in accordance with Change Management | R, A I
procedures

Manage Service component resources (e.g., devices and traffic)
S. to meet defined Availability and performance SLRs

Provide monitoring and reporting of Tower component
6 performance, utilization and efficiency based on specified time | R, A I
frame and sequence (e.g., monthly)

Proactively evaluate, identify and recommend configurations or

) . . R, A I
7. changes to configurations that will enhance performance
Conduct trending analysis to recommend changes to improve the
8 performance based on specified time frame and sequence (e.g., | R, A I
monthly)
Develop and deliver improvement plans as required to meet
- 9 SLRs based on specified time frame and sequence (e.g., | R, A I
S monthly)
5
2 10 Review and approve improvement plans R, A
< .
[3°]
= Implement improvement plans and coordinate with Third Parties R A |
S 11. | as required ’
s
£ Provide technical advice and support to the application
o . ) R, A I
= 12. | maintenance and development staffs as required
(&)
o
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Table 22 - Roles and Responsibilities - Performance Management

1.13 Roles and Responsibilities - Configuration Management

Configuration Management Services are the activities associated with providing a logical model of the
devices or assets (including software licenses) and their relationships by identifying, controlling, maintaining
and verifying installed hardware, software and documentation (i.e., maintenance contracts, SLA documents,
etc.).

The goals are to account for all IT assets and configurations, provide accurate information on configurations,
provide a sound basis for Incident, Problem, Change and Release Management, and to verify configuration
records against the Public Address System infrastructure and correct any exceptions. The following table
identifies the Configuration Management roles and responsibilities that provider and ACSA will perform.

Sub
area

Number | Task/Activity provider ACSA

1 Define Configuration Management requirements I R, A

Develop, document and maintain in the Standards Process and
2 Procedures Manual Configuration Management procedures that | R, A I
meet requirements and adhere to defined policies

Review and approve Configuration Management procedures and

3 I R, A
. processes
4 Identify and document the configuration item structure R, A I
5 Approve the configuration item structure I R, A
Establish Configuration Management database, in accordance

. ; R, A I
6. with ACSA requirements
7 Review and approve Configuration Management database I R, A
8 Select and provide Configuration Management tools I R, A
9 Install and maintain Configuration Management tools R, A I
10 Enter/upload configuration data into configuration database R, A I

Establish process interfaces to Incident and Problem
11 Management, Change Management, technical support, | R, A I
maintenance and Asset Management processes

Establish appropriate authorization controls for modifying
12. | configuration items and verify compliance with software licensing

Establish guidelines for physical and logical separation between
13 development, test and production and the process for deploying | | R, A
" | and back-out of configuration items

Develop procedures for establishing configuration baselines as
14 reference points for rebuilds, and provide ability to revert to stable | R, A I
configuration states

Configuration Management

Page 59 of 106

Confidential



Confidential

Private & Confidential

ACSA

Annexure A - Scope of Work

Task/Activity provider ACSA

Develop procedures for establishing security baselines as
15 reference points for rebuilds, and provide ability to revert to stable | | R, A
configuration states

Establish procedures for verifying the accuracy of configuration
16 items, adherence to Configuration Management process and | R, A I
identifying process deficiencies

Provide a deficiency report and steps taken to address the issues
17. | identified

Provide ACSA Configuration Management reports as required

18. | and defined by ACSA R, A !

Audit Configuration Management process and accuracy of
19. | configuration data

Table 23 - Roles and Responsibilities - Configuration Management

1.14 Roles and Responsibilities - Asset Management

Asset Management Services are the activities associated with process of the ongoing management and
tracking of the life cycle of existing, Service components (e.g., hardware, software and software licenses,
maintenance, circuits) and their attributes (i.e., location, costs, depreciation, contracts, vendor, serial
numbers, etc.).

Sub
area

Number = Task/Activity provider

1 Define Asset Management requirements C I R, A

Recommend improvements to Asset Management requirements
2. and policies

Develop, document and maintain in the Standards and
3 Procedures Manual Asset Management process and procedures | R, A C |
that meet requirements and adhere to defined policies

Review and approve Asset Management process and

C I R, A
4. procedures
Deploy an Asset Management system that meets ACSA C R A
5. requirements and adheres to defined policies ' '
Maintain and manage an Asset Management system that meets R A C
= 6. ACSA requirements and adheres to defined policies ’ '
()
GE) Manage life cycle of all assets from identification, requisition R A |
g 7. ordering, inventory, installation and maintenance to disposal '
S
% Develop asset type list and attributes that would be included in | R A
§ 8. the Asset Management system '
<
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Task/Activity

provider

Review asset type list and attributes and maintain asset types

R, A

9. and attributes in the Asset Management system
provide ACSA inquiry and reporting access into the Asset R A |
10. | Management system for all assets ’
Maintain the accuracy of the data of in-scope assets in the Asset R A |
11. | Management system, according to SLRs ’
Provide electronic feed file of asset data for various ACSA-
12 defined systems (e.g., financial system, ACSA internal billing | R, A I
" | system)
Establish, update and maintain the asset database to include, at
a minimum, the following asset attributes:
e Manufacturer
¢ Model
e Serial number
e |dentification number
e Location
13. e Ownership information (provider/ACSA — R, A '
lease/purchase)
e Cost information
e Maintenance information and history, including the age
of the asset
e Warranty information
e  Other billing information (e.g., lease information, ACSA-
specific information)
e Transaction edit history (e.g., locations, billing and user)
Update in-scope asset records related to all approved change
14 activities (e.g., install/move/add/change activities, break/fix | R, A I
" | activities, company reorganization and Change Management)
Perform ongoing physical asset audit, in accordance with Asset
15 Management SLRs, to validate that data in the database is | R, A I
accurate and current
16 Provide reports of Asset Management audit results R, A I
Provide and, upon ACSA approval, implement Asset
17 Management remediation plan for Asset Management | R, A I
deficiencies
Review and approve audit reports and remediation plans of asset C R A
18. | inventory management information : ’
Provide reports of ACSA asset financial information including R A |
19. | depreciation, maintenance contracts and value of assets ’
Affix Asset Tags supplied by ACSA according to the relevant R A |
20. '

procedures.
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Sub
area

Number | Task/Activity provider ACSA

Conduct periodic/ad hoc quality assurance audit of Asset
21. | Management system

Table 24 - Roles and Responsibilities - Asset Management

1.15 Roles and Responsibilities - Software License Management

Software License Management Services are the activities associated with the identification, acquisition and
disposal as well as ongoing management and tracking of software and their corresponding licenses

Task/Activity provider
1 Define Software License Management requirements C, I R, A
Recommend improvements to Software License Management R A |
2. requirements and policies ’
Develop, document and maintain in the Standards and
Procedures Manual Software License Management procedures R A |

3. that meet requirements and adhere to defined policies as mapped
to Asset Management

Review and approve Software License Management processes
4. and procedures

Manage and maintain (e.g., monitor, track status, verify, audit,
5 perform contract compliance, reassign) software licenses and | R, A C, I
media through software license life cycle

For ACSA-retained contracts, be responsible for procurement,

I R, A
6. renewal and upgrade costs, and vendor agreements
For non-ACSA-retained contracts, be responsible for
7 procurement, renewal and upgrade costs, and vendor | R, A C, I
agreements
Develop and maintain inventory of all Software licenses within the R A |
8. Asset Management system '
Report to ACSA on any exceptions to Vendor terms and R A |
g 9. conditions including license non-compliance '
S
3 Periodically (at least yearly), conduct software license and
z 10 maintenance agreements review, allowing for sufficient time prior | R, A I
g to expiration for negotiations
(]
%) — . . -
S Participate in software license and maintenance agreements | R A
L 11. | review :
-
o
g Provide ACSA with reports and recommendations to use in R A |
% 12. | making software acquisition and discontinuance decisions '
N
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Task/Activity provider ACSA

Provide recommendations to purchase additional license

allocation, recommending alternatives or curtailing usage where R A |
13. | necessary and appropriate, to restore or continue to maintain ’

license compliance

Identify and report license compliance issues to ACSA and R A |
14. | provide recommendations to resolve the compliance issue ’

Review license compliance issues and document completed | R A
15. | resolution '

Manage and perform audits and reconcile the number of licenses R A |
16. | to the number of installs, as requested by ACSA ’

Provide recommendations to ACSA to resolve any software R A |
17. | reconciliation issues ’
18 Report on resolution to software reconciliation issues I R, A

Obtain approval from ACSA for any license change or R A |
19. | replacement ’

Table 25 - Roles and Responsibilities - Software License Management

1.16 Roles and Responsibilities - Change Management

Change Management Services are activities to ensure that standardized methods and procedures are used
for efficient and prompt handling of all changes, to minimize the impact of change upon Service quality and
consequently to improve the day-to-day operations of ACSA.

Change Management covers all aspects of managing the introduction and implementation of all changes
affecting all Towers and in any of the management processes, tools and methodologies designed and utilized
to support the Service components.

The Change Management processes and activities are inter-related and complementary with Release
Management and Configuration Management, as well as Incident Management and Problem Management.

The Change Management process includes the following process steps:

¢ Determining metrics for measuring effectiveness of a change
e Request for change (RFC) process

e Recording/tracking process

e Prioritization process

o Responsibility assignment process

e Impact/risk assessment process

e Participation in IT service continuity and DR planning

e Coordination of the Change Advisory Board (CAB)

¢ Review/approval process

e Establishing and managing the schedule of approved changes
¢ Implementation process

o Verification (test) process

e Closure process
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Task/Activity provider

Define Change Management policies and requirements,
1 including change priority schema and classifications, per the | | R, A
Change Management process components outlined above

Develop Change Management procedures and processes per the

. R, A I
2. Change Management process components outlined above

Review and approve Change Management process, procedures
3. and policies

Receive and document all RFCs and classify proposed changes
4 to the Services, which shall include change cost, risk impact | R, A I
assessment and system(s) security considerations

Review and validate that RFCs comply with Change
S. Management policies, procedures and processes

Ensure that appropriate back-out plans are documented and in
6. place in the event of systems failure because of the change

7 Provide Change Management plan to ACSA for review R, A I

8 Approve Change Management plan I R, A

Develop and maintain a schedule of planned approved changes

9. (Forward Schedule of Changes [FSC]) for ACSA to review R, A !

Coordinate, schedule and conduct CAB meetings to include
review of planned changes and results of changes made,
10. | ensuring that all appropriate parties are invited and represented
in accordance with approved CAB policies

R, A I

Participate in CAB meetings as ACSA deems appropriate or
11. | necessary

Provide change documentation as required, including proposed

. . , R, A I
12. | metrics as to how effectiveness of the change will be measured

Review and approve change documentation and change
13. | effectiveness metrics

Review and approve any RFC determined to have a cost, security
14. | or significant risk impact to ACSA's IT systems or business

Authorize and approve scheduled changes or alter the schedule
15 change requests as defined in the Change Management | | R, A
procedures

Publish and communicate the approved FSC to all appropriate IT
16 and business unit stakeholders within ACSA of change timing and | | R, A
impact

Change Management
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Task/Activity provider

Oversee the approved change build, test and implementation
17 processes to ensure these activities are appropriately resourced | R, A I
and completed according to change schedule

Ensure that thorough testing is performed prior to release and
18 assess ACSA business risk related to any change that is not fully | | R, A
tested prior to implementation

Participate in business risk assessment for change to be
19. | introduced without being fully tested

Monitor changes, perform change reviews and report results of

. . . R, A I
20. | changes, impacts and change effectiveness metrics

Verify that change met objectives based upon predetermined
21 effectiveness metrics, and determine follow-up actions to resolve | R, A I
situations where the change failed to meet objects

29 Review and approve Change Management results I R, A
Close out RFCs that met the change objectives or changes that
R, A I
23. | were abandoned
Perform Change Management quality control reviews and audits o R A
24. | of Change Management processes and records ' '
Provide ACSA Change Management reports as required and R A ol

25. | defined by ACSA

Table 26 - Roles and Responsibilities - Change Management

1.17 Roles and Responsibilities - Training and Knowledge Transfer

Training and Knowledge Transfer Services consist of the following three types of training provider will
provide:

e Training for the improvement of skills through education and instruction for provider's staff. provider will
participate in any initial and ongoing training delivered by ACSA as required that would provide a
learning opportunity about ACSA's business and technical environment.

e Training for ACSA-retained technical staff for the express purpose of exploiting the functions and
features of the ACSA computing environment. Delivery methods may include classroom-style,
computer-based, individual or other appropriate means of instruction.

e Selected classroom-style and computer-based training (case-by-case basis) for standard COTS and
Software as a Service (SaaS) applications, including new employee training, upgrade classes and
specific skills.

Task/Activity Provider ACSA
1 Define Training and Knowledge Transfer requirements I R, A
o .
c
= Develop, document and maintain in the Standards and | R, A C. 1
T S 2. o ) ,
= 5 Procedures Manual Training and Knowledge Transfer
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Task/Activity Provider

procedures that meet requirements and adhere to defined
policies

Review and approve Training and Knowledge Transfer
3. procedures

Develop and deliver training program to instruct ACSA
4 personnel on the provision of provider Services (e.g., "rules of | R, A C, 1
engagement,” requesting Services)

5 review and approve provider-developed training program I R, A

Develop, implement and maintain an ACSA-accessible
6. knowledge database/portal

Develop and implement Knowledge Transfer procedures to
ensure that more than one individual understands key | R, A C
components of the business and technical environment

anticipate in ACSA-delivered instruction on the business and

8. technical environment R, A C, I

Develop, document and deliver training requirements that
support the ongoing provision of ACSA Services, including
9. refresher courses as needed and instruction on new
functionality

R, A C I

Take training classes as needed to remain current with
systems, software, features and functions for which help desk
10. support is provided, to improve Service performance (e.g.,
First-Contact Resolution)

R, A C I

Provide training when substantive (as defined between ACSA
and provider) technological changes (e.g., new systems or
11. functionality) are introduced into ACSA environment, in order
to facilitate full exploitation of all relevant functional features

Provide training materials for ACSA technical staff for Level 1-
12. supported applications

Provide ongoing training materials for help desk personnel on
ACSA business and technical environments, as defined by | R, A C 1
ACSA

13.

Provide ACSA-selected classroom-style and computer-based
14 training (case-by-case basis) for standard COTS applications, | R, A C, I
" | asrequested by ACSA

Table 27 - Roles and Responsibilities - Training and Knowledge Transfer

1.18 Roles and Responsibilities - Account Management

Account Management Services are the activities associated with the ongoing management of the Service
environment.
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Task/Activity Provider

1 Define Account Management requirements I R, A

Develop, document and maintain in the Standards Process and
2 Procedures Manual Account Management procedures that | R, A I
meet requirements and adhere to defined policies

Review and approve Account Management process and

I R, A
3. procedures
Develop a detailed " Public Address " catalogue that details
Services offered, including all Service options, pricing, R A |
4. installation time frames, order process (new, change and '
remove service) and prerequisites
5 Approve Service catalogue I R, A
Develop a Service ordering process that clearly defines how to
. R, A C, |
6. order, change or delete Services
Recommend criteria and formats for administrative, Service R A C
7. activity and Service-Level Reporting : ;
Review and approve criteria and formats for administrative, | R A
8. Service activity and Service-Level Reporting '
Develop and implement customer satisfaction program for R A |
9. tracking the Quality of Service (QoS) delivery to End Users '
Review and approve customer satisfaction program for tracking
. | R, A
10. the QoS delivery to End Users
Provide reporting (e.g., statistics, trends, audits, customer R A |

11. satisfaction results)

provider to ensure the appropriate resource model is assigned

= to the account, including relationship manager, project
(] . .
£ 12 managers, delivery manager, technical managers, etc. The | R, A I
% relationship manager will be the single point of contact between
= the provider and ACSA
=
Actively participate in meetings as defined in the report and R A |
13. meeting schedule. ’
14 Ensure any planning is done prior to the meetings R, A I
Ensure reports and any required documents are circulated prior R A |
15. to the meeting ’
[%2]
g Ensure all actions documented from the meetings are
= 16 R, A I
o . addressed
=
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Task/Activity Provider
17 Produce minutes of the meetings R, A I

Participate in regular reviews of the risk exposure of the
% 18 relationship and overall transaction between ACSA and Service | R, A I
£ | provider.
()
%
= 19 Inform ACSA of any immediate risks requiring urgent attention | R, A I
S .
< 20 Co-develop risk mitigation strategies R, A I
2 .

Table 28 - Roles and Responsibilities - Account Management

1.19 Roles and Responsibilities - Incident Resolution and Problem Management

e The activities associated with restoring normal service operation as quickly as possible and to
minimize the adverse impact on ACSA business operations, thus ensuring that the best possible
levels of service quality and availability are maintained.

¢ Problem Management also includes minimizing the adverse impact of Incidents and Problems on
the business that are caused by errors in the in-scope Public Address System, and to prevent the
recurrence of Incidents related to those errors. To achieve this goal, Problem Management seeks to
get to the root cause of incidents and then initiate actions to improve or correct the situation.

Sub
area

Number Task/Activity provider ACSA

Adhere to ACSA Problem Management process and

R, A |
1. procedures

2 Provide ACSA Problem Management process and procedures | | R, A

If the provider requires calls to be logged to their service desk,
an integration between ACSA and provider service desk must
be provided by Service provider. All accountability and
associated costs are for the Service provider. No manual call
3. logging to provider's Service Desk will be in scope for ACSA.
Any failure in communication between ACSA and the
provider's service desk does not constitute grounds to miss
SLA as the ACSA service desk is the tool to measure SLA

R, A I

Accept, update and close calls as per service level agreements
using the ACSA_IT call logging system.

Provide, configure and operate Incident and Problem
S. Management system that tracks Incidents

Perform incident and problem management per ACSA process
and procedures, which includes, but is not limited to:

e Perform event management monitoring of the
Services to detect abnormal conditions or alarms, log

Incident Resolution and Problem Management
N
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Sub
area

Number Task/Activity provider | ACSA

abnormal conditions, analyse the condition, and take
corrective action

e Manage entire Incident/Problem life cycle including
detection, diagnosis, status reporting, repair and
recovery

e Coordinate and take ownership of problem resolution
by managing an efficient workflow of incidents
including the involvement of Third-Party providers
(e.g., vendors).

e Assign problems to L2 & L3 technical maintenance
and repair staff as required

e Review the state of open Problems and the progress
being made in addressing these problems.

e Interact on a regular basis with the IT service desk to
ensure optimised efficient level of service delivery
[scheduled meetings, reports, etc.].

e Updates must be provided to the service desk in a
professional, timely manner in both verbal and in
written formats [using the call logging application]

e Manage and coordinate subcontractors and third
parties to meet resolve Incidents/Problems

e Upon rectification of the Incident/Problem, the provider
will immediately notify ACSA helpdesk that the
Incident/Problem has been Resolved

e Update all change configuration data bases prior to
closing any call.

ASCA IT Engineer to review Incident and Problem
management tasks by the provider in Monthly Care Review
7. Meetings to ensure the provider is completing tasks in
accordance with ACSA process and procedures

Provide status report detailing the Incident and Problem

. . . R, A I
8. Management logs as defined in reporting schedule ' ’

Table 29 - Roles and Responsibilities - Incident Resolution and Problem Management

1.20 Roles and Responsibilities - IT Service Continuity and Disaster Recovery

IT Service Continuity and Disaster Recovery (DR) Services are the activities associated with providing such
Services for all Public Address System components, and their associated infrastructure (e.g., CPU, servers,
data and output devices End-User devices) and associated infrastructure and Services will receive DR
Services according to ACSA's Business Continuity Plan. provider must demonstrate that it will consistently
meet or exceed ACSA's IT Service Continuity and DR Services requirements.

Sub
area

Number Task/Activity provider ACSA

S As needed, assist ACSA in other Public Address continuity and
z 1. emergency management activities
Q
9]
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Task/Activity provider

Develop and maintain a detailed DR plan to meet IT Service
Continuity and DR requirements. Include plans for data,
replication, backups, storage management and contingency R A |
2. operations that provide for recovering ACSA's systems within ’
established recovery requirement time frames after a disaster
affects ACSA's use of the Services.
3 Participate in DR tests R, A I,C, S
4 Track and report DR test results to ACSA R, A I
5 Review and approve DR testing results I R, A

Table 30 - Roles and Responsibilities - IT Service Continuity and Disaster Recovery

1.21 Roles and Responsibilities - Service-Level Monitoring and Reporting

Service-Level Monitoring and Reporting Services are the activities associated with the monitoring and
reporting Service Levels with respect to Service-Level Requirements (SLRs). In addition, provider shall report
system management information (e.g., performance metrics and system accounting information) to the
designated ACSA representatives in a format agreed to by ACSA.

Sub

Number Task/Activity provider
area
1 Define Service-Level requirements | R, A
2 Define Service-Level Monitoring and Reporting requirements I R, A
Develop, document and maintain in the Standards Process and
Procedures Manual Service-Level Monitoring and Reporting R A |
3. procedures that meet requirements and adhere to defined '
policies
Review and approve Service-Level Monitoring and Reporting C R A
4. procedures ’
(@]
g 5 Report on SLR performance and improvement results R, A I
£ .
§ Coordinate SLR monitoring and reporting with designated ACSA R A |
- 6. representative and Third Parties ’
c
IS
= Measure, analyse and provide management reports on R A |
S 7. performance relative to SLRs ’
é Conduct SLR Improvement Meetings to review SLRs and R A |
5 8. recommendations for improvements '
>
[}
- 9 Review and approve SLR improvement plans I R, A
q) .
[S]
z 10 Implement SLR improvement plans R, A I
m .
N
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Task/Activity

provider

ACSA

11 Review and approve SLR metrics and performance reports C, I R, A
Provide ACSA access to performance and SLR reporting and R A |
12. | monitoring system and data ’

Table 31 - Roles and Responsibilities - Service-Level Monitoring and Reporting

1.22 Roles and Responsibilities - Financial Management

Manage the financial aspects of the contract. This involves reconciling of billing and internal charge back.
This also includes Processes for maintaining fiscal management of the contract through unnecessary cost

elimination

Sub
area

Number

Task/Activity

provider

Adhere to ACSA Standards and Procedures Manual R A |
1. Financial/Chargeback Management and Invoicing procedures. ’
2 Implement corrective actions for billing disparities R, A I
3 Provide data to conduct Penalties per ACSA requirements R, A I
Provide timely and correct invoices to ACSA and/or respective R A |
4. ACSA Operating Divisions ’
Provide ACSA Standards and Procedures Manual | R A
S. Financial/Chargeback Management and Invoicing procedures. '
Provide such information as it may reasonably request for it to | R A
6. perform Penalty processes '
Identify billing disparities and work with the provider to identify | R A
7. corrective actions ’
provide information to be used for budgeting in line with R A |
8. operating plan ’
9 Assist in monitoring and manage charging/invoicing R, A I
10 Set budgets in line with operating plan R, A
c
g 11, | Monitor and manage payment against budgets R, A
g .
(@]
s Maintain an audit trail and records of all costs incurred under the R A |
g 12. | Agreement ’
=
g Proactively ensure that all unnecessary costs are eliminated, R A |
© 13. | and that costs are managed in an efficient manner ’
[
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14 Participate in financial review meetings R, A I
Identify areas for potential cost savings and provide input for R A |
15. | innovation process where appropriate ’
16 Implement ACSA's invoicing and recharge requirements R, A I
Review and approve records of all costs incurred by the provider | R A
17. | under the Agreement ’
Proactively ensure that all unnecessary costs are eliminated, | R A
18. | and that costs are managed in an efficient manner ’
19 Participate in financial review meetings I R, A
Identify areas for potential cost savings and provide input for | R A
20. | innovation process where appropriate '
21 Implement ACSA's invoicing and recharge requirements I R, A

Table 32 - Roles and Responsibilities - Financial Management
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1.23 Roles and Responsibilities - Human Resources

Human Resource Management Services include the activities associated with the provision and adjustment
of appropriate human resources, per workloads, to perform the required Services at the required Service

Levels

Sub
area

Number

Task/Activity

Ensure that staffing and skill levels are adequate to achieve SLA

provider

R, A

o 1.
£
S 2 Train and up skill staff as required R, A I
& .
% 3. Provide ACSA with staff training plans (especially onsite staff) R, A I
£ 4 Monitor the staff development I R, A
A .
n
Proactively keep the provider informed of any requirements that
5 would potentially impact on the Service provider's HR resource | | R, A
' requirements
6 Define any constraints for the use of Subcontractors I R, A
7 Approve or reject recommended Subcontractors I R, A
Analyse the impact of any new requests made by ACSA to be
8 implemented by the provider and propose HR resources (skills | R, A I
and staffing) solution
Analyse the impact of enhanced SLAs (if required by ACSA) on R A |
= 9. the allocated human resources and propose solution ’
(]
IS
g Recruit and provide the human resources necessary for the R A |
© 10. | performance of required Services in compliance with SLAs '
3]
=
> 11 Manage Employees time off and replacement R, A I
.G .
% 12 Recommend Subcontractors for delivery of Services, if applicable | R, A I
@)
Continuously monitor the performance of all the human resources
13 made available to ACSA to ensure that the Services comply with | R, A I
the SLAs
§ > 14 Perform Annual Employee performance reviews R, A I
T <
£ § Consider ACSA satisfaction a key component of the assigned R A |
2 'g 15. | Employee performance reviews ’
& =
On request by ACSA designate certain members of staff as Key R A |
16. | Employees ’
c
g Inform ACSA with a minimum of two weeks’ notice of any potential
S % 17 Key Employee staffing changes and of any new Employee | R, A I
_cCCcs = assignments planned for new projects and Services
o=
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Task/Activity

Assign a new provider Relationship Manager as necessary to

provider

18. | discharge the Service provider’s responsibilities R, A !
Provide staff turnover data relevant to the Agreement when R A |

19. | requested by ACSA ’

20. ACSA to nominate key employees where required I R, A

21 Request provider staff turnover data when required I R, A

2. Communicate changes to internal ACSA Stakeholders I R, A

Table 33 - Roles and Responsibilities - Human Resources
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1.24 Roles and Responsibilities - Security

e Security Services are the activities associated with maintaining physical and logical security of all
Service components (hardware and software) and data, virus protection, access protection and other
Security Services in compliance with ACSA's Security requirements.

e Physical Security focuses on the physical access controls implemented to ensure the security of
ACSA's and provider's data processing equipment, facilities, and its associated management

systems

e Data Security consists of the activities associated with the classification, management, security and

encryption of sensitive/confidential data, and the storage of media containing that data.

e |dentity and Access Management Services consist of the activities to authorize, authenticate and
provide access control to the Public Address System and components.

Sub
area

Number

Task/Activity

provider

_ Install Security patches per ACSA’s Change Management
g 1 process and procedures, including acquiring required ACSA | R, A I
S approval
)
Provide physical security in conformance with policies, R A |
2. procedures and practices ’
Physically secure data processing equipment, facilities and R A |
3. storage media from unauthorized access ’
Physically protect and store fixed and portable media (e.g., tape,
4 optical, portable hard drives, flash drives) containing sensitive | R, A I
data
Ensure only authorized personnel have access to data R A |
5. processing equipment, facilities and storage media ’
Track and monitor all physical access and activities performed on R A |
6. data processing equipment and facilities ’
Review logs to show the access to data processing equipment R A |
7. was business-justified ’
Provide capability to immediately revoke access to data R A |
8. processing equipment, facilities, and storage media ’
9 Maintain physical access audit logs R, A I
Physically secure management systems from unauthorized R A |
10. | access :
2
= Ensure only authorized personnel have access to management R A |
o 11. | systems :
n
_g Track and monitor all changes performed on management R A |
2 12. | systems ;
T
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Task/Activity provider

Provide capability to immediately revoke access from

R, A I
13. | management systems
14 Maintain change audit logs on management systems R, A I
Assume custodial responsibility for all storage media Related to R A |
15. | services provided ’
Protect portable media while in transit and maintain transmittal R A |

16. | records

Eradicate all data from storage media (server memory, disk, tape,
17 optical, other) before redeployment or disposal, in accordance | R, A I
with ACSA's procedures

Perform periodic (e.g., monthly) reconciliation reporting of all data

2 . g . . R, A I
= 18. | media and perform annual audit to reconcile all storage media
>
(8]
a Report reconciliation discrepancies to ACSA and take corrective
) . R, A I
% 19. | action to address issue
)
Provide Identity and Access Management in conformance with
. - R, A I
20. | ACSA practices, policies and procedures
Establish roles, authorized activities and minimum rights granted R A |
21. | to Service provider personnel (including non-user accounts) ’
Establish roles, authorized activities and minimum rights granted
. . I R, A
22. | to ACSA personnel (including non-user accounts)
23 Approve roles and authorization activities performed by provider | | R, A
Establish and manage the process for defining, granting,
24 modifying and revoking user accounts and enforcing role | R, A I
restrictions
o5 Establish and manage process to support temporary access R, A I
Review and approve user and system user account management | R A
26. | process ’
Approve Service provider personnel who are authorized to | R A
27. manage user accounts. This is something '
Provide IT Identity and Access Management technology solution | R A

28. | that integrates with ACSA systems

Support and maintain IT Identity and Access Management
29. | technology solution for Self Service

Perform engineering, configuration and ongoing management of
30. | IT Identity and Access Management technology solution

Identity and Access Management
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Task/Activity provider

Provide and implement a solution to interface ACSA and Service

. ) R, A I
31. | provider's Identity and Access Management processes

Approve solution to interface ACSA and Service provider's
32. | Identity and Access Management processes

33 Define logging and archiving policies and requirements I R, A

34 Provide logging and archiving specifications/design R, A I

35 Approve logging and archiving specification/design I R, A

Log and archive user/account activity according to approved

36. | logging and archiving specification/design R, A !

Monthly audit production system access logs and activities to
37 identify malicious or abnormal behaviour in accordance with | R, A I
established ACSA policies and standards

Conduct monthly review of all privileged user accounts to ensure
the accounts are valid/required, removing inactive and unneeded
38. | accounts in accordance with established ACSA policies and
standards

R, A I

Conduct monthly review of End-User accounts to ensure each
user has appropriate minimal permissions required to perform
39. | their job function in accordance with established ACSA policies
and standards

R, A I

Conduct monthly review of privileged user accounts to ensure
each user has appropriate minimal permissions required to
40. | perform their job function in accordance with established ACSA
policies and standards

R, A I

a1 Certify engineering and Configuration Management are secure R, A I

Review and approve engineering designs and Configuration
42. | Management security

Certify equipment meets ACSA's security requirements and

. . . R, A |
43. | provide evidence of compliance

Periodically review equipment configurations and address any
deficiencies or inconsistencies, and provide ACSA with results
44. | with detailed recommendations to remediating issues that are
found

R, A I

45 Review and approve remediation approach I R, A

Provide ACSA with secure baselines for standard components

46. | (e.g., speakers, peripherals etc.) R, A I

Security Configuration Management
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Task/Activity provider

Establish a baseline for the secure configuration of Equipment
47 based on ACSA's technical control specifications (e.g., CIS | | R, A
benchmark)
48 Recommend changes to baseline to meet ACSA requirements I R, A
49 Configure equipment to approved security requirements R, A I
provider collaborates with ACSA on plan to implement security R A |
50. | patches ’
Install security patches per the Change, Configuration and R A |
51. | Release Management processes and procedures '
52 Establish logging and archiving specifications R, A I
Identify logging and archiving specifications to support business | R A
53. | requirements ’
54 Approve logging and archiving specifications. I R, A
55 Log and archive user and system activity. R, A I
Provide ACSA with reports on any server logs/intrusion detection
activities, anomalies or deficiencies that could result in a R A |
56. | compromise of the ecommerce system's data confidentially, ’
integrity or system performance
Provide ongoing support (patches, upgrades, signatures), tuning R A |
57. | and management ’

Table 34 - Roles and Responsibilities - Security
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SERVICE MANAGEMENT

1.25 Objectives

e A key objective of this Service Agreement is to attain Service Level Requirements (SLR’s).

e SLRs applicable are identified in this Service Management SOW below.

e Specific Service Management SLRs are specified with Fee Reductions, where business is
impacted through failure to meet their respective SLRs. SLRs are detailed in the Service-Level
Requirements section, and those associated with Fee Reduction. The Provider shall provide written
reports to Airport Systems Management regarding provider's compliance with the SLRs specified.

1.26 Reports

e The provider shall report to ACSA its performance of the Services against each SLA monthly
beginning on the Effective Date, along with detailed supporting information. As part of the standard
monthly Service Level reports, the provider shall notify ACSA of any (i) Service Level Failures, and
(i) Penalties to which ACSA becomes entitled.

e The provider shall provide such reports and supporting information to ACSA no later than 5 (five)
Business Days following the end of the applicable Measurement Interval. The raw data and
detailed supporting information shall be Confidential Information of ACSA.

1.27 Root cause analysis

e The provider shall promptly investigate and correct Service Level Failures in accordance with the
procedures for Root Cause Analysis

1.28 Support services
e This refers to day to day support activities performed to resolve incidents that are logged by users
of the system or logged by the monitoring tools or alarm and error logs generated by the system’s

internal monitoring.

e The provider will be required to attend to and resolve all incidents in line with ACSA incident
management processes.

e The response and resolution times depicted below must be adhered to. This will form part of the
SLAs that will be agreed to between the provider and ACSA.

e Penalties will be incurred by the provider if the agreed SLA times are not met.

e A superior performance on an SLA cannot compensate a substandard performance on another
one

e The fact that an SLA is not associated with a specific service does not mean that this SLA is not
important to ACSA.
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1.29 SERVICE-LEVEL REQUIREMENTS (SLRs)

e The following Service-Level Requirements (SLRs) represent minimum Service levels required.
providers must consistently meet or exceed the following SLRs.

Review of Service Levels and KPIS

e On an annual basis after the initial start-up (90 days), ACSA can request a change to any service
level by providing notice to the provider that a service level needs to be changed.

e This change can take effect only after the provider has had sufficient time (maximum 3 weeks) to
review the requested change and determine if any modifications are required to the delivery of the
support and maintenance services. Should changes be required by the provider, then ACSA must
allow the provider reasonable time to make such changes before the service-level change takes
place.
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Priority levels
Priority Level 1 — | The incident has caused a complete and immediate work stoppage
Emergency/Urgent affecting a critical function of the Public Address System or components,
Critical Business Impact and a primary business process or a broad group of users (an entire

department, floor, branch, line of business or external customer). No
workaround available. Examples:

e All or more than 50% of the Public Address System are down at
either arrivals or departures

Priority Level 2 — High A business process is affected in such a way that business functions are
Major Business Impact severely degraded, multiple users are impacted, a key customer is
affected, or a critical function is operating a significantly reduced capacity
or functionality. A workaround may be available but is not easily
sustainable. Examples:

e Less than 50% and more than 10% of the Public Address System
or components are down at either arrivals or departures

Priority Level 3 — Medium A business process is affected in such a way that certain functions are
Moderate Business Impact unavailable to End Users or a system and/or service is degraded. A
workaround may be available. Examples:

e Public Address System or components are down at either arrivals
or departures but still operational or sufficient capacity available to
not impact operations.

Priority Level 4 — Low An incident that has minor impact on normal business processes and can
Minimal Business Impact be handled on a scheduled basis. A workaround is available or there is
minimal negative impact on a user's ability to perform their normal daily
work. Example:

e Neatening of cables

¢ Cleaning of equipment

e User account locked

e Adjustments (lights and sound)

Table 35 — Priority Levels
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Incident management

Time to resolve incidents/problems following responses to different incident priority level classifications.

Each IT Service categorizes incidents/problems according to the incident/problem resolution priorities listed
below.
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Incident management response and resolution times for International Airports (Office Hours)

InC|dent-/ProbIem Service Measure Performance SLR Performance %
Resolution Target
Time to Notify ACSA of or to
accept/acknowledge a | Time to Respond <10 minutes 99.0%
Priority 1
Time to Notify ACSA of or to
accept/acknowledge a | Time to Respond <20 minutes 99.0%
Priority 2 Incident
Time to Notify ACSA of or to
accept/acknowledge a | Time to Respond <120 minutes 98.0%
Priority 3 or 4 Incident
Time to Notify ACSA of or to
accept/acknowledge a | Time to Respond <3 hours 98.0%
Priority 5 Incident
Time to Restore
Priority Level 1 (Not linked to hardware | <2 hours 99.0%
failure)
Time to Restore
Priority Level 2 (Not linked to hardware | <4 hours 98.0%
failure)
Time to Restore
Priority Level 3 (Not linked to hardware | <8 hours 98.0%
failure)
Time to Restore Next business day
Priority Level 4 (Not linked to hardware | or as prioritized by | 98.0%
failure) provider
Time to Restore
Priority Level 5 (Not linked to hardware | To be agreed 98.0%
failure)
. Resolution (permanent
Priority Level 1 fix) To be agreed 99.0%
. Resolution (permanent
Priority Level 2 fix) To be agreed 99.0%
. Resolution (permanent
Priority Level 3 fix) To be agreed 98.0%
. Resolution (permanent
Priority Level 4 fix) To be agreed 98.0%
o Resoluti
Priority Level 5 ﬁxe)so ution - (permanent To be agreed 98.0%
In line with the
Priori Levell-5 H ) hardware  support
riority - Levell-5 Hardware Fix/replacement bp 99.0%

Failure

procured by ASCA
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Incident management response and resolution times for International Airports (Office Hours)

Root-Cause Analysis

Time to Report

Within 48 hours of

o . .0%
incident resolution 98.0%

Formula

Number of requests completed within
Performance Target + Total of all requests
occurring during Measurement Interval

Measurement Interval

Weekly

Reporting Period

Monthly

Measurement Tool

Data from ACSA Service management Tool
(Service NOW) complimented with other
provider tools if applicable

SLR Element
Weighting Factor
Allocation

50%

Table 36 - Incident Response and Resolution time (Office Hours)

Page 84 of 106

Confidential




Private & Confidential

Confidential

ACSA

Incident management response and resolution times

Annexure A - Scope of Work

for International

Airports (After hours

Hours) and regional airports.

Incident/Problem Resolution | Service Measure Performance SLR Performance %
Target

Time to Notify ACSA of or to | Time to Respond <15 minutes 99.0%

accept/acknowledge a Priority 1

Time to Notify ACSA of or to | Time to Respond <20 minutes 99.0%

accept/acknowledge a Priority 2

Incident

Time to Notify ACSA of or to | Time to Respond <160 minutes 98.0%

accept/acknowledge a Priority 3

or 4 Incident

Time to Notify ACSA of or to | Time to Respond <3 hours 98.0%

accept/acknowledge a Priority 5

Incident

Priority Level 1 Time to Restore <3 hours 99.0%
(Not linked to hardware
failure)

Priority Level 2 Time to Restore <5 hours 98.0%
(Not linked to hardware
failure)

Priority Level 3 Time to Restore <10 hours 98.0%
(Not linked to hardware
failure)

— . 0

Priority Level 4 Time to Restore Next  business | 98.0%
Not linked to hard day ~—or as
E 'Io inked to hardware prioritized by
ailure) provider

Priority Level 5 Time to Restore To be agreed 98.0%
(Not linked to hardware
failure)

Priority Level 1 Resolution  (permanent | To be agreed 99.0%
fix)

Priority Level 2 Resolution  (permanent | To be agreed 99.0%
fix)

Priority Level 3 Resolution  (permanent | To be agreed 98.0%
fix)

Priority Level 4 Resolution (permanent | To be agreed 98.0%
fix)

Priority Level 5 Resolution (permanent | To be agreed 98.0%
fix)

In line with the
Priori Levells  Hard hardware
Fn'(lmty evelts ardware Fix/replacement support procured | 99.0%
ailure by ASCA
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Incident management response and resolution times for International Airports (After hours

Hours) and regional airports.

Root-Cause Analysis Time to Report Within 48 hours | 98.0%
of incident
resolution
Formula Number of requests completed within

Performance Target =+ Total of all requests
occurring during Measurement Interval

Measurement Interval Weekly
Reporting Period Monthly
Measurement Tool Data from ACSA Service management

Tool (Service NOW) complimented with
other provider tools if applicable

SLR Element Weighting | 50%
Factor Allocation

Table 37 - Incident Response and Resolution time (After Hours) (and regional airports)
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Service Availability

Availability SLR

Definition Based on the availability of specifically identified managed
objects. Total availability of the Service is based on the number of
managed objects and the number of hours within the reporting
period.

Downtime is subtracted from the total availability time to determine
Availability

The following downtimes are excluded from the adjusted

calculation:

e Prescheduled outages for preventative maintenance in the
Public Address System environment

e Time required for third-party vendors to resolve
hardware/software problems

e Downtime caused by customer facility power, network and/or
HVAC outages or malfunctions

e Downtime attributed directly to customer personnel (such as
relocating or reconfiguring devices without prior coordination,
hardware negligence or abuse)

e Time where the customer is responsible for providing
resolution.

e Acts of nature (such as lightning and floods)

Requirement 24 hours per day, 7 days per week (365 days a year)

Measurement Range Priority 1 Objects = 99,999%
Priority 2 Objects = 99,9%
Priority 3 Objects = 99%
Priority 4 Objects = 98%

NOTE: Allocation of items will be done during contract
negotiations. The provide can however suggest a list per

category
Measurement Tool ACSA supplied Enterprise monitoring tools
Frequency Monthly
Calculation Formula Performance is calculated as follows:

DI = Total downtime hours

Al = Adjusted downtime hours based on exceptions
H = Hours in the month

Ol = Total number of managed objects in the Priority
El = Expected availability = H x Ol

Report Only: Availability % = (EI — DI)/El x 100
SLA: Adjusted Availability % = (El — Al)/El x 100
SLR Element Weighting Factor | 50%

Allocation

Table 38 Availability SLR
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Resource Availability

Availability SLR

Definition Based on the availability of minimum specified Resources.
Coverage As per resource table

Measurement Range 98%

Frequency Monthly

Measurement Tool provider Automated Time and attendance tool

Calculation Formula Performance is calculated as follows:

DI = Total “downtime” hours

Al = Adjusted downtime hours based on exceptions

H = Hours in the month (adjusted according to resource type and
availability requirements)

Ol = Total number of resources per type

El = Expected availability = H x Ol

Report Only: Availability % = (El — DI)/El x 100

SLA: Adjusted Availability % = (El — AI)/El x 100

SLR Element Weighting Factor | 30%

Allocation

Table 39 Resource availability SLR
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Service requests for Public Address System

Public Address System, Service-Level Requirements

System
Administration Task

Service Measure

Performance
Target

SLR
Performance %

trends for critical
system resources

Create user account E|apsed Time request acknowledgementwithinl 99.0%
for Public Address Business Day
System administration
software
Add new  public | Elapsed Time 99.0%
address system As per priority for a faulty replacement, or
component 1 business day for service request.
Replacement of Public | Response Time 99.0%
Address System As per SLA according to priority
peripherals or
components.
OS and software | Elapsed Time 99.0%
updates\  upgrades Within 30 days after Software vendor
and general software announcement
maintenance
General hardware | Elapsed Time Monthly unless requested otherwise
maintenance
Capacity/Performance | Monthly Monthly analysis reports 99.0%
Trend Analysis and | measurement/ana Interim reports on rap|d|y de\/e]oping
Reporting across all | lysis and periodic | events and trends identification
platforms notification on

resource

utilization and

Number of requests completed within Performance Target

Formula + Total of all requests occurring during Measurement
Interval

Measurement Measure Weekly

Interval

Reporting Period

Report Monthly

Measurement
Tool

TBD

Table 40 Service requests SLR

IMACDs

e Any physical installation, dismantlement, relocation of hardware, and any hardware or software
installation, upgrade, or update in accordance with Change Management policies. IMACDs are usually
planned and scheduled in advance.
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e Should The provider not be able to fulfil the IMACD requirement, in the required timeline The provider
must provide ACSA with a proposal stating the committed time to complete the IMACD. ACSA has based
on their sole discretion, the right to accept the proposal or engage an alternative (internal or external)
provider to provide the service.

Service Measure: Performance Target: SLR Performance %

Receipt of IMACD the | IMACD plan to be received by
installation / decommission / | ACSA within 5 days of request.
move / change plan According
to ACSA standards. No IMACD plan or written
confirmation that The provider
cannot achieve the required
timelines will be deemed as a
missed SLA

On receipt of approval to | Each IMACD milestones not
proceed with IMACD, The | delivered on time as per the
provider is to complete the | approved IMACD plan will be | 98%
IMACD on time as per the | deemed a missed SLA
approved plan

98%

SLR Element Weighting Factor | 50%
Allocation

Table 41 IMACD SLR

Asset management

NOTE: This SLR’s is only applicable to pricing option 1 and 2

e Within five days after the first day of each calendar quarter, provider shall select a statistically valid
sample, in accordance with the agreed process, to measure provider's compliance with the
following SLRs pertaining to the accuracy of individual data elements in the asset tracking
database. Accuracy of data shall adhere to the following SLR.
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Asset Tracking SLR

Accuracy of Data | Accuracy Accuracy percentage of each of the following data elements as
in Asset determined by audit:
Tracking Data Element Accuracy Percentage
Database
ACSA asset tag|99%
number, Serial
Number, Model
number, PO
number, Invoice
number
Location (Airport, | 99%
terminal, floor,
counter, gate)
Formula Number of tracked assets where data element is determined to
be correct + Total number of tracked assets audited
Measurement quarterly as of Effective Date
Interval
Measurement Physical Audit.
Tool
SLR Element | 30%
Weighting
Factor Allocation

Table 42 Asset Tracking SLR

Configuration management

e Configuration Management Services are the activities associated with providing a logical model of
the passenger self-service solution by identifying, controlling, maintaining and verifying installed
hardware, software and utility versions.

e Within five (5) days after the first day of each calendar quarter, The provider shall select a
statistically valid sample for assessment and SLA review.

Configuration Management SLR

Service Measure: Performance Target:
Configuration Record Accuracy: Data accuracy | 98%

— chosen sample of all configurations (hardware
and software) tracked by the ACSA NMS tools

Timelines of updates: Time to update
configuration records

Measurement Interval:

1 day after change to configuration

Electronic audit, conducted quarterly from date of
contract commencement

Measurement Tool: ACSA NMS Tools

SLR Element Weighting Factor Allocation 20%

Table 43 Configuration Management SLR

Overall service satisfaction

e Where The provider receives feedback through client surveys and end user feedback, where
satisfaction is measured on scale of 1 to 5, with 1 being lowest and 5 being highest.
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End-User Satisfaction SLR
End-User Service Measure Performance Target SLR Performance %
Satisfaction
Scheduled Survey | End-User Satisfaction rate clients surveyed should | 90%
(conducted semi- be very satisfied or
annually by ACSA or satisfied
its designated Third-
Party agent)
Formula 1. Sum of survey result from each participant +

Total number of participants responding to
scheduled survey

Measurement Interval Quarterly

Reporting Period Quarterly

Measurement ACSA Service management Tool, or results from
Method/Source Data special survey

SLR Element Weighting | 20%
Factor Allocation

Table 44 Overall satisfaction SLR

Software/Firmware Refresh

Software refresh for all upgrades and new releases.

Software /firmware Refresh Service-Level Requirements

Performance SLR
Software Refresh Service Measure | Target Performance %

Notification of vendor [ Response Time Within 30 days after Software vendor | 95.0%
Software upgrades announcement
and new releases

Implementation of | Response Time Within 60 days after approved by Client | 95.0%
service packs and
updates to  “"dot"
releases

Implementation of | Response Time Within 120 days after approved by Client | 95.0%
version or  major
release updates

Number of requests completed on time =+ Total of all requests

Formula . ) .
occurring during Measurement period

Measure Interval | Measure Monthly

Reporting Period | Report Monthly

Measurement TBD
Tool

Table 45 Software/Firmware Refresh SLR
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Service level agreement measurement exclusions

The following table provides a list of events that should they occur will not impact on the measurement of
the Service Level Agreements.

Number Service Level Measurement Exclusions

1. The connection of ancillary equipment, not supplied by the Service provider, or not approved
by the manufacturer/service provider of the equipment and software.

The negligent use, abuse or misuse of equipment and software by ACSA.

Damage during any transportation of equipment and software by ACSA.

Electrical work, not performed by the Service provider.

Causes external to the equipment such as failure or proven fluctuation of electrical power.

Any authorized / unauthorized changes not communicated to the Service provider

N|jo|alrlw|Dd

Failure of equipment or services not directly under the control of, or within the responsibility
of the Service provider.

Table 46 SLA Measurement Exclusions
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SERVICE CREDITS

The Service Credit Methodology aims to be an appropriate and adequate remedy for non-performance by
the Service provider. The philosophy of the Service Credit Methodology is such that it should drive positive
behaviour by encouraging compliance with the Service Level Requirements (SLRs) and be consistent with
the outcomes required by ACSA. The Service Credit Methodology has been designed recognizing this
philosophy and incorporates

¢ the need to match Service Credit payments to the severity of the failure/defect.

¢ the need to provide appropriate incentives based on regimes to cure any defect or failure as quickly
as possible.

¢ the need to avoid an inappropriate impact on Service provider funding.
¢ the need to be easily understood and unambiguous.

¢ the need to be administratively manageable; and

¢ the need to avoid consistent non-performance.

1.30 Principles

e The principles for the calculation of the credits are described below:
e Service Credits only occur because of Service Level Failures.

e The Service Levels are calculated for each SLR according to the measurement interval specified
in each SLR table (monthly by default),

e The Service Credits are calculated according to the formula associated with the SLR as specified
in each SLR table.

e The Service Credits are totalled for each SLR and valued using the contractual value of a Service
Credit.

e A superior performance on a SLR cannot compensate a substandard performance on another one
e The SLRs that are considered as critical by ACSA will always be associated with Service Credits
assigned. The other set of SLRs can be subject to Service Credits mechanisms, if they are included

in a quality improvement plan, or if the Service Levels attained are periodically below requirements.

e The fact that an SLR is not associated with a Service Credit does not mean that this SLR is not
important to ACSA.

e ACSA reserves the right to associate Services Credit mechanism to SLRs where the Service
provider would have been in failure over several consecutive months.

e ACSA reserves the right to not apply some or any Service Credits that may occur at its sole
discretion.

e The provider will be allowed a grace period of three ninety (90) Days (to familiarise itself with the
operations at all airports) before the implementation of service credits will commence. SLA’s will
be measured and reported on during the grace period, however, no credits will apply
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1.31 Definitions

e Total Per Site Monthly Fee - means the monthly service fixed fee per ACSA Site payable by
ACSA to the Service provider for the Services.

e At Risk Amount - means, for any month during the Term, fifty percent (30%) of the monthly fixed
Service Fees per ACSA Site.

e Weighting Factor - means, for a particular Service Level Requirement (SLR), the portion of the
At-Risk Amount used to calculate the Service Credit payable to ACSA in the event of a Service
Level Failure with respect to that SLR.

e Monthly Service Credit Pool - means two hundred percent (200%).

e Service Level Failure(s) - means whenever the Service provider actual level of performance for a
particular Service Level metric (as calculated by that metrics service level calculation) is worse than
the Target Performance adjusted by the Minimum Performance Percentage (%) for that Service
Level.

e Service Credit - means a calculated value based on the percentages in Weighting of Monthly
Service Credit Pool in Section 3 of this document.

e Service Level Requirement Categories — SLRs are allocated against the following categories:
e Primary Category: Has a direct impact on ACSA business. Service Credits will be applied.

e Secondary Category: Has some direct impact on ACSA business, no service credits are
applicable to these SLRs which have a Weighting Factor of zero percent (0%).

1.32 Methodology
Monitoring; reports; root cause analysis.

Monitoring

e The Service provider shall implement measurement and monitoring tools and produce the metrics
and reports necessary to measure its performance against the Service Levels. Upon request in
connection with an audit, and at no additional charge to ACSA, Service provider shall provide ACSA
or its designees with information and access to the tools and procedures used to produce such
metrics.

Reports

e The Service provider shall report to ACSA its performance of the Services against each SLR
monthly beginning on the Effective Date, along with detailed supporting information. As part of the
standard monthly Service Level reports, the Service provider shall notify ACSA of any (i) Service
Level Failures, and (ii) Service Credits to which ACSA becomes entitled. The Service provider
shall provide such reports and supporting information to ACSA no later than 5 (five) Business Days
following the end of the applicable Measurement Interval. The raw data and detailed supporting
information shall be Confidential Information of ACSA.

Root cause analysis

e The Service provider shall promptly investigate and correct Service Level Failures in accordance
with the procedures for Root Cause Analysis set forth in the Agreement.
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Calculating service credits

For each Primary Service Level Failure, the Service provider shall pay or credit to ACSA a Service
Credit that will be computed by multiplying (a) the Weighting Factor Allocation for such Service
Level by (b) the At-Risk Amount. For example, assume for purposes of illustration only, that the
Service provider fails to meet a Service Level with a Weighting Factor of 10% (ten percent) and
that the monthly Fees equal R100,000 (one hundred thousand rand) and the At-Risk Amount is
20% (twenty percent). The Service Credit due to ACSA for such Service Level Failure would be:
10% * (20% * R100,000.00) = R2,000.

Special service credit calculation

If the Service provider commits, in a given month, Service Level Failures with respect to three (3)
or more Secondary Category Service Levels whose then-current Weighting Factor equals 0% (zero
percent) then the Service provider shall pay or credit to ACSA a Service Credit that will be
computed according to the formula set forth in Section Error! Reference source not found. a
bove, but using the product of (i) 2% (two percent) multiplied by (ii) the number of such Service
Levels for which a Service Level Failure occurred in the given month, as the Weighting Factor for
purposes of such calculation.

For avoidance of doubt, the table below provides an example calculation to determine the Service
Credit payable for failed Secondary Service Levels.

Assume: At Risk Amount Secondary SLRs
Tower Monthly Charges 10% x Monthly missed in Month
1 200 000.00 20 000.00 2
2 100 000.00 10 000.00 5
3 50 000.00 5 000.00 6
Total Missed Secondary SLRs 13
Then:
Derived Weighting Factors
Tower 1 2% x 2 4%
Tower 2 2% x 3 6%
Tower 3 2% x 4 8%
Therefore:
Tower 1 Service Credit - l.e. <4 SLR's failed
Tower 2 Service Credit 600.00 i.e. 10,000 x 6%
Tower 3 Service Credit 400.00 i.e. 5,000 x 8%
Service Credit 1 000.00

Service breach

If a Service Level Failure with respect to a Primary Service Level recurs in more than four
consecutive Measurement Intervals, then such Service Level Failure shall constitute a material
breach entitling ACSA to the rights set out in clause 51.2.1 of the Agreement.
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Several service level failures

Subject to Section Error! Reference source not found., if more than one Service Level Failure w
ith respect to Service Levels has occurred in a single month, the sum of the corresponding Service
Credits shall be credited or paid to ACSA.

Successive service level failures

If a Service Level Failure with respect to a given Service Level recurs in consecutive Measurement
Intervals, the amount of the applicable Service Credit payable to ACSA shall be multiplied by the
following factors for subsequent Measurement Intervals: (i) Service Level Failure in two
consecutive Measurement Intervals, then twice the amount of the Performance Credit as originally
calculated; and (ii) Service Level Failure in three or more consecutive Measurement Intervals, then
four times the amount of the Service Credit as originally calculated. The Service Credit for any
given Service Level shall only be increased as described above, and such increase shall be
payable for all consecutive Service Level Failures with respect to such Service Level.

Service Credit for Successive Failures Example

| SLR Exceeded . |
SLR99.59
SLFEvent 1 SLF Event 2| |SLF Event 3 | | SLF Event SLF Event 6
Service Service 2nd 3d &4 Service
Creditx 1 Creditx 1 |]consecutive ||consecutive Credit x 1
failure failure
Service Service
Credit x 2 Creditx 4
SLF =Service Level Failure
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Service credits cap

In no event shall the aggregate amount of Service Credits credited or paid to ACSA with respect
to all Service Level Failures occurring in a single month exceed the At-Risk Amount.

Payment/credit of service credits

The Service provider shall itemise the total amount of Service Credits it is obliged to credit to ACSA
with respect to Service Level Failures occurring in a given month on the invoice that contains
charges for such month. The Service provider shall credit the total amount of such Service Credits
related to a given month in the subsequent monthly invoice after ACSA signoff of the Service
Credits for the applicable Measurement Interval. Upon termination or expiration of the Term, the
Service provider shall pay to ACSA the amount of any Service Credits not so paid or credited to
ACSA’s account or any unused portion of such Service Credits.
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Non-exclusive remedy

e The Service provider acknowledges and agrees that the Service Credits shall not be deemed or
construed to be liquidated damages or a sole and exclusive remedy or in lieu of any other rights
and remedies ACSA has under the Agreement, at law or in equity.

Earn-Back
e Following any service-level failure, ACSA may allow the provider the opportunity to earn back the

service credits charged in one or more measurement period.

o |If all the service levels for the relevant service and any others agreed to be associated with that
service are exceeded, during each of the three measurement periods following the service-level
failure, ACSA may, at its sole discretion, return half of the service credits paid to the provider.

o |If all the service levels for the relevant service and any others agreed to be associated with that
service are exceeded, during each of the six measurement periods following the service-level
failure, ACSA may, at its sole discretion, return the remaining half of the service credits paid to the
provider.

e The provider may, where the requisite levels of performance are exceeded, make representations
to the Company in this regard.

1.33 Changes to performance measurements

Changes to weighting factors

o ACSA may request changes to the Weighting Factors for any Service Level by sending written notice
to the Service provider. These requested changes will be negotiated through the appropriate
Relationship Management structures to gain mutual agreement on such changes prior to them taking
effect during the next full measurement interval pertaining to such changed metrics.

Additions

¢ No more than once quarterly, ACSA may add Service Levels by sending written notice to the Service
provider at least 30 (thirty) days prior to the date that such added Service Levels are to be effective.
The target performance levels for such additional Service Levels shall be determined by mutual
agreement of the Parties using industry standard measures.

Deletions

e ACSA may delete Service Levels by sending written notice to the Service provider at least thirty (30)
days prior to the date that such deletions are to be effective.
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MEETINGS AND REPORT REQUIREMENTS
1.34 The following section defines the meeting and report requirements for all services.

e All reports must be submitted as defined in the below table. If reports are not delivered within the stipulated times, ACSA will withhold invoice payment for the
month until the reports are submitted

e Project meetings: Will be held weekly at ACSA and/or on demand for the duration of the project and arranged by the ACSA Project Manager. The meeting
will be attended by the Service providers’ Project Manager, as well as the ACSA Project Manager. The agenda for the meeting shall include but not be limited
to project progress; project delays; risks & issues and project financials

¢ Maintenance and Support Meetings: These meetings will be held as defined in the below table. ACSA and provider will ensure the required attendees are
present at the meetings for the duration of the contract. The purpose of these meetings is to provide The provider a platform to report on their performance.

Meeting’s definitions

Documents to be produced after meeting by Service provider

e ACSA-IT Engineer (chair)

Minutes of meeting
Weekly Service Review

e Provider Senior Manager/Senior Engineer Running Action register for any open actions to be addressed

e ACSA-IT PM (chair) e Minutes of meeting
e ACSA-IT Engineer e Updated project schedule
Weekly Project status update e Provider Senior Manager/Senior Engineer e Action register for any open actions to be addressed
e Provider Project Manager e Risks and Issues register
e ACSA-IT Engineer (chair) ¢ Minutes of meeting
e Provider Senior Manager/Senior Engineer . . .
Monthly Care Review e Action register for any open actions to be addressed

e Technical/Senior Manager Airports Systems
e Risks and Issues register
e Service Credit Report

Page 100 of 106

Confidential



Confidential

Private & Confidential ACSA
Annexure A - Scope of Work

Meeting Name and frequency | Participants and roles Documents to be produced after meeting by Service provider

e ACSA-IT Engineer (chair) o Minutes of meeting
e Provider Senior Manager & Senior Engineer | e  Action register for any open actions to be addressed

e ACSA - IT Engineer

Quarterly review meeting «  Technical OPS Manager e Risks and Issues register

e ACSA-IT Engineer (chair) e Minutes of meeting

e Provider Senior Manager & Senior Engineer | e  Action register for any open actions to be addressed

e ACSA - IT Engineer

e Senior Manager Airports Systems & Technical
OPS Manager e Risks and Issues register

Annual review meeting e Provider Administrator

e SCM Lead/Contracts

Reporting definitions

. Meeting Name
Frequency Report Name Report Content Due date Submit to Format g

and frequency

Reported  faults  summary

i Start f . Email itt t .
. (resolved and outstanding) af © ACSA Technical mal wr! en reppr Weekly Service
Daily Fault Summary business every Lead summary with supporting Review
Weekly to review previous | date tables.

weeks’ reports
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Report Content

Due date

Submit to

Format

Meeting Name

and frequency

Outstanding faults and
notification Start of . Email  written  report .
Fault Summary ) ACSA Technical . : Weekly Service
escalation business every Lead summary with supporting Review
Weekly to review previous | date tables.
weeks’ reports
Re-opened reported faults , .
Start of . Email  written  report .
Re-opened fault business ever ACSA Technical summary with su or?in Weekly Service
summary Weekly to review previous y Lead y PP g Review
' date tables.
weeks’ reports
. Email  written  report .
Summary Care . COB every | ACSA Technical . : Weekly Service
Summarized report weekly . summary with supporting .
Report Friday Lead Review

tables.

Installations or changes

One day before

ACSA Technical

Email  written  report

Weekly Project
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- Payment

- Monthly services deliverables

Weekly Project updates completed. Present detailed job | project stgtus Lea_d & ACSA | summary with supporting status update
cards. update meeting | Project Manager tables.
Highlighting areas of concern . .
. Email ritten  report .
Areas of concern 3 days before | ACSA Technical S mrlnar W I'th S or?‘n Weekly Service
S Weekly to review previous | meeting Lead ubl y With SUPPOTING | peview
weeks’ reports tables.
Monthly consolidated report
- Spares Usage
. . Email presentation with
Consolidated  Care . 3 days before | ACSA Technical " P I V\.” Monthly Care
Monthly - Calendar month Incidents . attached supporting .
Report meeting Lead information Review
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Report Content

- SLA  Report
against SLR's)

(performance

- SLA improvement plan

-Service Credits

Due date

Submit to

Format

Meeting Name

and frequency

Schedule  of  preventative
maintenance for the following
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Preventative month for all sites 3 days before | ACSA Technical | Email Excel schedule | Monthly Care
maintenance meeting Lead document Review
3 days before .
. ACSA Technical . Monthly Care
Asset Data Asset Register monthly account Email Excel document oy
. Lead Review
meeting
BOM register mentin fore | ACSA Technical . rterl
Stock levels © egister ~ documenting | 3 days be.o e | ACS echnica Email Excel document Qu? terly .
stock levels on hand quarterly review | Lead review meeting
: . 3 days before .
Contract appendix | Review updates to contract y . ACSA Technical . Quarterly
. . Quarterly review Email PDF document . .
review appendixes are completed ) Lead review meeting
meeting
Quarterly 3 4
. ays before . :
Design documents for . . y . ACSA Technical | Email Word document on | Quarterly
. Design document audit Quarterly review . .
audit . Lead ACSA template review meeting
meeting
Performance, financial and | 3 days before .
. ' . ACSA Technical : o uarterl
Transformation development report of all | Quarterly review Lead Presentation detailing rQevieW rr)1/eetin
transformation partners meeting performance and g
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Report Content

Due date

Submit to

Format

transformation progress,
financial report

Meeting Name

and frequency

Annual

. 3 days before . .
Proposed Proposed improvements or y . ACSA Technical . Annual review
. annual review Email Word document )
improvements report | enhancement report . Lead meeting
meeting
N . 3 days before . .
Annual performance | Consolidation of previous 12 Y _ ACSA Technical _ Annual review
annual review Email PDF document .
SLA report months SLA performance . Lead meeting
meeting
Summar of contract [ 3 days before . .
Contract adherence . y Y . ACSA Technical . Annual review
. requirements and adherence | annual review Email PDF document _
review . Lead meeting
thereof meeting

Table 47 Reporting table
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SPECIAL TERMS

To preserve the integrity of the ACSA infrastructure the following specific terms and conditions must be
adhered to for the services described in this SOW

1.35 COMMON

Rate of exchange

e The following terms will be used to deal with Rate of exchange during the term of the awarded
contract for items affected by rate of exchange as per the pricing files.

e All initial Quotations for engagements will use a Fixed Rate of exchange. This rate will be
communicated by ACSA to the provider on a 3 Monthly basis. This rate will not be used for placing
an order

e Once scoping for an engagement is completed and funds secured. The provider will provide a final
quote for the scope. This quotation must be fixed for a period of 7 days.

¢ The final Quotation will be reviewed by the ACSA internal treasury department to approve the quoted
rate of exchange.

e ACSA will proceed with the order issuing process after treasury approval

e Should a Purchase order not be provided during the quote validity period, the provider must supply
ACSA with a Variance order quote once the Purchase order is received. This Quote must clearly
show the original Rate of Exchange and the actual rate of exchange.

e The Variance order quotation will also be approved by the ACSA treasury department before any
orders should be placed with the provider’s suppliers
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