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   POPIA ANNEXURE:

[bookmark: _Toc201382262][bookmark: _Ref317415980][bookmark: _Ref317419750][bookmark: _Ref317494536][bookmark: _Toc317518142][bookmark: _Toc317834942][bookmark: _Toc317835054][bookmark: _Toc318183408][bookmark: _Toc318227602][bookmark: _Toc319947480][bookmark: _Ref324240099][bookmark: _Toc326921526][bookmark: _Toc326921565][bookmark: _Toc326922013][bookmark: _Ref328057774][bookmark: _Toc328125408][bookmark: _Ref329866779][bookmark: _Toc338251526][bookmark: _Toc446070089]CONFIDENTIALITY AND DATA PROTECTION
[bookmark: _Ref317416055]Save as provided in this clause  (Confidentiality and Data Protection), each Party shall, and shall procure that its Affiliate and their respective officers, directors, employees, agents, auditors and advisors shall, treat as confidential all information relating to the other Party or its Affiliates thereof or relating to their respective businesses that is of a confidential nature and which is obtained by that Party in terms of, or arising from the implementation of this Agreement, which may become known to it by virtue of being a Party, and shall not reveal, disclose or authorise the disclosure of any such information to any third party or use such information for its own purpose or for any purposes other than those related to the implementation of this Agreement.
[bookmark: _DV_M358][bookmark: _DV_M359][bookmark: _Toc30917954]The obligations of confidentiality in this clause shall not apply in respect of the disclosure or use of such information in the following circumstances:
in respect of any information which is previously known by such Party (other than as a result of any breach or default by any Party or other person of any agreement by which such Confidential Information was obtained by such Party); 
[bookmark: _DV_M360][bookmark: _Toc30917955]in respect of any information which is in the public domain (other than as a result of any breach or default by either Party);
[bookmark: _DV_M361][bookmark: _Toc30917956][bookmark: _Ref154541271]any disclosure to either Party’s professional advisors, executive staff, board of directors or similar governing body who (i) such Party believes have a need to know such information, and (ii) are notified of the confidential nature of such information and are bound by a general duty of confidentiality in respect thereof materially similar to that set out herein;
[bookmark: _Ref317416493][bookmark: _DV_M362][bookmark: _Toc30917957]any disclosure required by law or by any court of competent jurisdiction or by any regulatory authority or by the rules or regulations of any stock exchange;
any disclosure made by a Party made in accordance with that Party’s pursuit of any legal remedy;
any disclosure by a Party to its shareholders or members pursuant to any reporting obligations that Party may have to its shareholders or members, provided that each such shareholder or member is notified of the confidential nature of such information and is bound by a general duty of confidentiality in respect thereof materially similar to that set out herein;
[bookmark: _DV_M363]In the event that a Party is required to disclose confidential information as contemplated in this clause, such Party will:
[bookmark: _Ref257327151]advise any Party/ies in respect of whom such information relates (the "Relevant Party/ies") in writing prior to disclosure, if possible; 
take such steps to limit the disclosure to the minimum extent required to satisfy such requirement and to the extent that it lawfully and reasonably can;
afford the Relevant Party/ies a reasonable opportunity, if possible, to intervene in the proceedings; 
comply with the Relevant Party/ies’ reasonable requests as to the manner and terms of such disclosure; and
notify the Relevant Party/ies of the recipient of, and the form and extent of, any such disclosure or announcement immediately after it was made.
[bookmark: _DV_M364][bookmark: _DV_M365][bookmark: _DV_M366]Either Party may, by notice in writing, be entitled to demand the prompt return of the whole or any part of any confidential information supplied by it to the other Party, and each Party hereby undertakes to comply promptly with any such demand.
In line with the provisions of Protection of Personal Information Act, No 4 of 2013 (POPIA), particularly section 20 and 21, the service provider (referred to as Operator in POPIA) shall observe the following principles when processing personal information on behalf of the Company (referred to as Responsible Party in POPIA):
the Service Provider shall only act on the Company’s documented instructions, unless required by law to act without such instructions;
the Service Provider shall ensure that its representatives processing the information are subject to a duty of confidence;
 the Service Provider shall take appropriate measures to ensure the security of processing. The Service Provider shall ensure and hereby warrants that they have minimum IT and or physical security safeguard to protect personal information;
the Service Provider shall notify the Company immediately where there are reasonable grounds to believe that the personal information of a data subject has been accessed or acquired by any unauthorised person;
the Service Provider shall only engage a sub-operator with the Company’s prior authorisation and under a written contract;
the Service Provider shall take appropriate measures to help the Company respond to requests from data subjects to exercise their rights;
taking into account the nature of processing and the information available, the Service Provider shall assist the Company in meeting its POPIA obligations in relation to the security of processing, the notification of personal information breaches and data protection impact assessments;
the Service Provider shall delete or return all personal information to the Company (at the Company’s choice) at the end of the contract, and the service provider shall also delete existing personal information unless the law requires its storage; and
the Service Provider shall submit to audits and inspections. The Service Provider shall also give the Company whatever information it needs to ensure that the Parties meet their Section 20(1) obligations.





1. SIGNATURES

FOR AIRPORTS COMPANY SOUTH AFRICA


THUS DONE AND SIGNED AT ___________________________ON THIS__________DAY OF __________________2022.
	

_________________________


FOR SERVICE PROVIDER


THUS DONE AND SIGNED AT _________________________ON THIS__________DAY OF __________________2022.


______________________
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