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	TO:
	TO WHOM IT MAY CONCERN

	FROM:
	SITA

	DATE:
	14 April 2025

	SUBJECT:


	RFP 3082/2024: The Implementation of a Multi-Factor Authentication and Non-Repudiation Logical Access Control Solution Including Maintenance and Support for a period of five (05) years



Questions and Answers: Pack two

	Date Received 
	Questions
	Answers


	Bidder 1


	14 April 2025
	The highlight in red is what the question relates to
The highlights in blue are question

Page 4
2.1 Scope of Work
2.1.1 To develop and implement a multi-factor authentication and non-repudiation biometric access control management system based on but not limited to Smartcards/tokens+ Advanced Digital Signatures + 

In the terms of these specifications is the term Advanced Digital Signature specified as the specifications in terms of the EXCT ACT

	



Yes

The digital signature refers to AES, QES. As indicated in the specifications, the bidder can propose other similar signatures or more.
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 2.1.2  (f) The solution must support the Identity Federation

Identity federation is achieved by allowing users to access multiple applications and services with a single set of credentials by leveraging a trusted relationship between an identity provider (IdP) and service providers (SPs).

Can you please list the systems (IdP’s and SP’s) between which the Identity Federation is required?
	


The information will be shared with the successful bidder
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2.1.2 (n) The proposed solution must support identity orchestration thereby ensuring identities and user access policies are consistent.

Identity Orchestration is an approach that automates and streamlines the management of distributed identity and access management (IAM) systems.

Can you please list the distributed identity and access management (IAM) systems between which the identity orchestration is required?
	




Active Directory and Resource Access Control Facility (RACF)

	
	Page 5
[bookmark: _Toc185099972][bookmark: _Toc185100031][bookmark: _Toc188205572][bookmark: _Toc188219177]2.1.15 Data Security and Data Transfer:
(a) The service provider(s) must provide assurance that data in the current system will be migrated to the new system without compromising the integrity of it.

What data is the specifications referring to 
	

Transaction evidence data
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2.1.6
To perform user enrolment and user onboarding (+-6000 plus additional) process which encompasses the initial experience in the application, online or offline training etc. in all Home Affairs IT and Learning Academy officials (120) countrywide. 

We have seen in the press, DHA’s intent to expand the number of Bank Branches where citizens will be able to apply for Passports and Smart ID’s.

Will the Implementation of the Multi-Factor Authentication and Non-Repudiation Logical Access Control Solution be extended to all the additional Bank Branches where citizens will be able to apply for Passports and Smart ID’s?

According to the ECTACT users who are enrolled onto a system like that has to e enrolled on a face-to-face basis.

Must we provide pricing for a face-to-face enrollment of all 6000 users country wide

	










There are plans to expand in the future but for now please stick to the number of users supplied.

Refer to Annex D for the list of Department of Home Affairs offices, however it is not limited to the sites identified.

Yes
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2.1.18 Application Servers and System Downtime 

(a) Access control and security (who can access and how to access).

By the conclusion of these specification, we see this as logical system Access
Is this correct?

	
The bid description did specify The Implementation of a Multi-Factor Authentication and Non-Repudiation Logical Access Control Solution Including Maintenance and Support for a period of five (05) years.
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2.1.18 System Support and Maintenance 
a) Backup System – Backup Tapes

Does this specification mean that the tenderer has to tender for a backup system
 
And Backup tapes for 5 years

The tender does not request pricing for any infrastructure products to be quoted for, at a minimum one needs the following:
· Smart Cards
· Biometric Readers
· Servers
· Storage system
· Networking
· PKI System

	
The solution must be a turn-key solution inclusive of hardware. 

Yes


The tapes will be provided.



The solution must be a turn-key solution inclusive of hardware.

	
	Page 9
3 Requirements
It is specified as: The System Must 
Is the term must to be interpreted as mandatory 

a) System and Data Audit
b) The service provider(s) must ensure audit trails exist for maintenance records on the system activity, or application processes and user activity. 

Please give us a list of system activities that an audit trail needs to be kept of?

c) The system must allow for transactions to be digitally signed, and time stamped based on internationally accepted standards.

Are all internationally accepted standards specified in this specification document?
	


Yes

Any interesting activity performed by users during specific system/application usage including but not limited to events related to screen capture of sensitive transactions, data modification, failed logons and failed non-repudiation transactions etc.



No – Refer to Annex C: MIOS Certification Requirements
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4.3 Technical Functionality Evaluation Requirements (Stage 3)
Table 6 
Evidence 
The Bidder must provide the product specification brochure, architecture design or documentation indicating how the proposed product or solution complies with the technical requirements for system and forensic reports.

[bookmark: _Toc194999529]<provide unique reference to locate substantiating evidence in the bid response – Annex A, section 5.5>
Annex A refers to Annex B which is legally binding – if something is legally binding why is it not compulsory 

	






System and forensic reports are important for this system. That is why it is also part of Annexure B.

	
	Page 20
[bookmark: _Toc194999533]Table 9 Proof of Concept
The points in table 9 have to be shown as a proof of concept

How much time after we are requested to show proof of concept will be given to prepare

	



Two weeks
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Annex B: Technical Product/Service Functional Requirements ADDENDUM 1
[bookmark: _Toc194999524](15) Data Security and Data Transfer:

b) The service provider(s) shall ensure security controls are implemented to protect the system resources themselves, and the facilities used to support their operations. In doing so, it can help prevent interruptions -in computer services, physical damage, unauthorized disclosure of information, loss of control over system integrity and theft.

What security controls is meant by this in terms of the specifications?

Does the supplier also have to provide:
· Firewall systems
· Data Loss Prevention Systems
· Physical Door – Budling systems
	






Ensuring the access is only granted to authorised personnel by implementing controls such a Bio-racks to ensure only authorize personnel can access the rack etc.

The building and its security will be provided by DHA.
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Product/Service Functional Requirements and understand that it will form part of the contract and is legally binding.

This section Annexure 5 refers to Annexure B – must we give evidence as requested in a separate table in Annexure A and in Annexure B only legally sign this table?

Is the wording must have to be interpreted as mandatory?

Does the phrase legally binding needs to be interpreted as mandatory?

	




Yes

	Bidder 2


	
	1. What are the brands and models of the current infrastructure (biometric/card readers and smartcards)? 

	The current DHA architecture environment supports the following technologies: 
Authentication and non-repudiation technology  
· Cryptographic strong authentication to the mainframe  
· Smartcard management 
· PKI management 
· Non repudiation management 
· Evidence vault 
· Biometric enrolment and user management 
·  Smartcards 
Java Cards 
· On board cryptographic processing 
· PKI applet 
· Biometrics applet 
Public Key Infrastructure (PKI) 
· Offline DHA Root Certificate Authority  
· Online DHA Issuing Certificate Authority 
· PKI integrated into authentication and non-repudiation via PKI toolkit for automated issuance  
Biometrics 
· Open architecture supports devices from multiple vendors 
· Currently uses Lumidigm, Futronic, Sagem, and Secugen 
Departmental Technology 
· Support for 3270 via 3270 proxy (3270 terminal agnostic) 
Authentication and non-repudiation client library for windows application integration.


	
	2. §2.1.16 strong identity credentials: Is the provision of smartcards to be included in our offer? Shall we provide the solution for personalization of smartcard, or do you already have such solution?

	For the initial project roll out and there-after the department should be able to procure required additional consumables on their own.

The DHA has a template of the smartcard printing design which normally gets done at manufacturing.

	
	3. The solution is required to be able to read the evidences generated by the former system. Can you please confirm that an exchange of information will be managed by SITA in the context of this operation?
	
The exchange of information will be managed through the DHA.

	
	4. Could you please list the applicable regulations when referring to be "acceptable in a court of law”? 

	As an example, Law of Evidence Amendment Act 45 of 1988

	
	5. §2.1.26 data storage: could you please provide an estimation of the volume of data to be stored in the active vault? Same question applies to the volume in the archives? 
	2 years' worth of Data (currently +- 20 TB) and the rest of the data from 2009 is in Achieves

	
	6. Data migration: does it include the migration of users already enrolled (especially their biometric features) or can a new enrolment be expected? In case the answer on migrating, biometric features is yes, will the biometric features to be migrated be provided in an interoperable format or a proprietary format?
	
No migration of enrolled users will be expected.

	
	7. Would you accept international references where similar solutions were provided within the last 10 years? 
	Yes, SITA/DHA reserves the right to verify any reference letters.
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