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C1.1 Form of Offer & Acceptance

[bookmark: _Toc86397150]Offer

The Employer, identified in the Acceptance signature block, has solicited offers to enter into a contract for the procurement of:

The Design, Manufacture, Supply, Installation, Testing and Commissioning of CCTV Security system at the Komati Water Scheme sites ( Vygeboom, Bosloop and Nooitgedacht Pump stations) 


The tenderer, identified in the Offer signature block, has examined the documents listed in the Tender Data and addenda thereto and by submitting this Offer has accepted the Conditions of Tender.

By the representative of the tenderer, deemed to be duly authorised, signing this part of this Form of Offer and Acceptance the tenderer offers to perform all of the obligations and liabilities of the Contractor under the contract including compliance with all its terms and conditions according to their true intent and meaning for an amount to be determined in accordance with the conditions of contract identified in the Contract Data. 

Delete the Options which do not apply	Comment by Andrew Dales: 
	Options A 
	The offered total of the Prices exclusive of VAT is 
	R [●]

	
	Sub total
	R [●]

	
	Value Added Tax @ 15% is
	R [●]

	
	The offered total of the amount due inclusive of VAT is[footnoteRef:1] [1:  This total is required by the Employer for budgeting purposes only.  Actual amounts due will be assessed in terms of the conditions of contract.] 

	R [●]

	
	(in words) [●]




This Offer may be accepted by the Employer by signing the Acceptance part of this Form of Offer and Acceptance and returning one copy of this document including the Schedule of Deviations (if any) to the tenderer before the end of the period of validity stated in the Tender Data, or other period as agreed, whereupon the tenderer becomes the party named as the Contractor in the conditions of contract identified in the Contract Data.

	Signature(s)

	
	
	

	Name(s)

	
	
	

	Capacity

	
	
	

	For the tenderer:

	

	
Name & signature of witness
	(Insert name and address of organisation)
	
	

Date
	

	Tenderer’s CIDB registration number (if applicable) 
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Acceptance

By signing this part of this Form of Offer and Acceptance, the Employer identified below accepts the tenderer’s Offer.  In consideration thereof, the Employer shall pay the Contractor the amount due in accordance with the conditions of contract identified in the Contract Data.  Acceptance of the tenderer’s Offer shall form an agreement between the Employer and the tenderer upon the terms and conditions contained in this agreement and in the contract that is the subject of this agreement.

The terms of the contract, are contained in: 

Part C1		Agreements and Contract Data, (which includes this Form of Offer and Acceptance)

Part C2		Pricing Data

Part C3		Scope of Work: Works Information

Part C4		Site Information

and drawings and documents (or parts thereof), which may be incorporated by reference into the above listed Parts.

Deviations from and amendments to the documents listed in the Tender Data and any addenda thereto listed in the Returnable Schedules as well as any changes to the terms of the Offer agreed by the tenderer and the Employer during this process of offer and acceptance, are contained in the Schedule of Deviations attached to and forming part of this Form of Offer and Acceptance.  No amendments to or deviations from said documents are valid unless contained in this Schedule.

The tenderer shall within two weeks of receiving a completed copy of this agreement, including the Schedule of Deviations (if any), contact the Employer’s agent (whose details are given in the Contract Data) to arrange the delivery of any securities, bonds, guarantees, proof of insurance and any other documentation to be provided in terms of the conditions of contract identified in the Contract Data at, or just after, the date this agreement comes into effect.  Failure to fulfil any of these obligations in accordance with those terms shall constitute a repudiation of this agreement.

Notwithstanding anything contained herein, this agreement comes into effect on the date when the tenderer receives one fully completed original copy signed between them of this document, including the Schedule of Deviations (if any).  

Unless the tenderer (now Contractor) within five working days of the date of such receipt notifies the Employer in writing of any reason why he cannot accept the contents of this agreement, this agreement shall constitute a binding contract between the Parties.


	Signature(s)

	
	
	

	Name(s)
	

	
	

	Capacity

	
	
	

	for the Employer

	

	
Name & signature of witness
	(Insert name and address of organisation)
	
	

Date
	



Note: If a tenderer wishes to submit alternative tenders, use another copy of this Form of Offer and Acceptance.

Schedule of Deviations to be completed by the Employer prior to contract award
Note:
1.  This part of the Offer & Acceptance would not be required if the contract has been developed by negotiation between the Parties and is not the result of a process of competitive tendering.
2. The extent of deviations from the tender documents issued by the Employer prior to the tender closing date is limited to those permitted in terms of the Conditions of Tender.
3. A tenderer’s covering letter must not be included in the final contract document.  Should any matter in such letter, which constitutes a deviation as aforesaid be the subject of agreement reached during the process of Offer and Acceptance, the outcome of such agreement shall be recorded here and the final draft of the contract documents shall be revised to incorporate the effect of it.

	No.
	Subject
	Details

	1
	[●]
	[●]

	2
	[●]
	[●]

	3
	[●]
	[●]

	4
	[●]
	[●]

	5
	[●]
	[●]

	6
	[●]
	[●]

	7
	[●]
	[●]

	
	
	




By the duly authorised representatives signing this Schedule of Deviations below, the Employer and the tenderer agree to and accept this Schedule of Deviations as the only deviations from and amendments to the documents listed in the Tender Data and any addenda thereto listed in the Tender Schedules, as well as any confirmation, clarification or changes to the terms of the Offer agreed by the tenderer and the Employer during this process of Offer and Acceptance.  

It is expressly agreed that no other matter whether in writing, oral communication or implied during the period between the issue of the tender documents and the receipt by the tenderer of a completed signed copy of this Form shall have any meaning or effect in the contract between the parties arising from this Agreement. 


	
	For the tenderer:

	
	For the Employer


	Signature

	
	
	

	Name
	

	
	

	Capacity

	
	
	

	On behalf of
	(Insert name and address of organisation)



	
	(Insert name and address of organisation)


	Name & signature of witness
	
	
	

	
Date
	
	
	



C1.2 ECC3 Contract Data

Part one - Data provided by the Employer

	Clause
	Statement
	Data

	1
	General
	

	
	The conditions of contract are the core clauses and the clauses for main Option 
	

	
	
	A:		Priced contract with activity schedule

	
	dispute resolution Option
	W1:	Dispute resolution procedure

	
	and secondary Options 
	

	
	
	X2		Changes in the law

	
	
	X5:		Sectional Completion

	
	
	X7:		Delay damages

	
	
	X15:	Limitation of Contractor’s liability for design to reasonable skill and care

	
	
	X16:	Retention

	
	
	X18:	Limitation of liability 

	
	
	Z:		Additional conditions of contract

	
	of the NEC3 Engineering and Construction Contract, April 2013 (ECC3)
	If 2005 Edition is to be used delete “April 2013” and replace with “June 2005 with amendments June 2006”. Always delete this note before finalising this Data

	10.1
	The Employer is (Name):
	Eskom Holdings SOC Ltd (reg no: 2002/015527/30), a state owned company incorporated in terms of the company laws of the Republic of South Africa

	
	Address
	Registered office at Megawatt Park, Maxwell Drive, Sandton, Johannesburg

	10.1
	The Project Manager is: (Name)
	Themba Phungwayo

	
	Address
	Corner of Jelicoe & Watermeyer street, Eskom Park, Witbank, 1035

	
	Tel
	013 693 3238

	
	Fax
	086 571 6192

	
	e-mail
	PhungwTL@eskom.co.za

	10.1
	The Supervisor is: (Name)
	TBC

	
	Address
	[●]

	
	Tel No.
	[●]

	
	Fax No.
	[●]

	
	e-mail
	[●]

	11.2(13)
	The works are 
	The Design, Manufacture, Supply, Installation, Testing and Commissioning of CCTV Security system at the Komati Water Scheme sites( Vygeboom, Bosloop and Nooitgedacht Pump stations) 


	11.2(14)
	The following matters will be included in the Risk Register
	Rain and adverse weather, Covid 19 limitations (social distancing PPE , limited number of persons in a vehicles,) working in an NKP site, snakes , community unrests 


	11.2(15)
	The boundaries of the site are 
	Nooitgedacht, Bosloop and Vygeboom Pump Stations

	11.2(16)
	The Site Information is in 
	Part 4: Site Information

	11.2(19)
	The Works Information is in  
	Part 3: Scope of Work and all documents and drawings to which it makes reference.

	12.2
	The law of the contract is the law of 
	the Republic of South Africa

	13.1
	The language of this contract is 
	English

	13.3
	The period for reply is
	Two (2) weeks

	2
	The Contractor's main responsibilities
	Data required by this section of the core clauses is provided by the Contractor in Part 2 and terms in italics used in this section are identified elsewhere in this Contract Data. 

	3
	Time
	

	11.2(3)
	The completion date for the whole of the works is
	
31 March 2023

	11.2(9)
	The key dates and the conditions to be met are:
	Condition to be met
	key date

	
	
	1
	Complete Nooitgedacht site
	30 November 2022

	
	
	2
	Complete Vygeboom site
	31 January 2023

	
	
	3
	Complete Bosloop site
	31 March 2023

	30.1
	The access dates are:
	Part of the Site
	Date
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	1
	Nooitgedacht P/S
	September 2022

	
	
	2
	Vygeboom P/S
	November 2022

	
	
	3
	Bosloop P/S
	January 2023

	31.1
	The Contractor is to submit a first programme for acceptance within 
	
Two weeks of the Contract Date.

	31.2
	The starting date is
	01 July 2022

	32.2
	The Contractor submits revised programmes at intervals no longer than 
	
Two (2) weeks.

	35.1
	The Employer is not willing to take over the works before the Completion Date.
	

	4
	Testing and Defects
	

	42.2
	The defects date is 
	52 weeks after Completion of the whole of the works.

	43.2
	The defect correction period is 
	4 weeks

	
	except that the defect correction period for 
	safety related defects is one (1) week

	5
	Payment
	

	50.1
	The assessment interval is 
	between the 25th day of each successive month.

	51.1
	The currency of this contract is the 
	South African Rand (ZAR)

	51.2
	The period within which payments are made is 
	
4 weeks from date of invoice submission

	51.4
	The interest rate is 
	the publicly quoted prime rate of interest (calculated on a 365 day year) charged from time to time by the Standard Bank of South Africa Limited (as certified, in the event of any dispute, by any manager of such bank, whose appointment it shall not be necessary to prove) for amounts due in Rands and 

(ii) the LIBOR rate applicable at the time for amounts due in other currencies.  LIBOR is the 6 month London Interbank Offered Rate quoted under the caption “Money Rates” in The Wall Street Journal for the applicable currency or if no rate is quoted for the currency in question then the rate for United States Dollars, and if no such rate appears in The Wall Street Journal then the rate as quoted by the Reuters Monitor Money Rates Service (or such service as may replace the Reuters Monitor Money Rates Service) on the due date for the payment in question, adjusted mutatis mutandis every 6 months thereafter and as certified, in the event of any dispute, by any manager employed in the foreign exchange department of The Standard Bank of South Africa Limited, whose appointment it shall not be necessary to prove.

	6
	Compensation events
	

	60.1(13)
	The place where weather is to be recorded is:
	
At each pump station

	
	The weather measurements to be recorded for each calendar month are, 
	
the cumulative rainfall (mm)

	
	
	the number of days with rainfall more than 10 mm

	
	The weather measurements are supplied by
	The Contractor

	
	The weather data are the records of past weather measurements for each calendar month which were recorded at: 
	

The pump stations

	
	and which are available from: 
	the South African Weather Bureau and included in Annexure A to this Contract Data provided by the Employer

	60.1(13)

	Assumed values for the ten year return weather data for each weather measurement for each calendar month are:
	As stated in Annexure A to this Contract Data provided by the Employer.

Note:  If this arrangement is used, delete the rows above for 60.1(13) and delete this note.

	7
	Title
	There is no reference to Contract Data in this section of the core clauses and terms in italics used in this section are identified elsewhere in this Contract Data.

	8
	Risks and insurance
	

	80.1
	These are additional Employer's risks  
	1. Weather conditions

	
	
	2. [●]

	9
	Termination
	There is no reference to Contract Data in this section of the core clauses and terms in italics used in this section are identified elsewhere in this Contract Data.

	10
	Data for main Option clause
	

	A
	Priced contract with activity schedule
	There is no reference to Contract Data in this Option and terms in italics are identified elsewhere in this Contract Data.

	11
	Data for Option W1
	

	W1.1
	The Adjudicator is 
	the person selected from the ICE-SA Division (or its successor body) of the South African Institution of Civil Engineering Panel of Adjudicators by the Party intending to refer a dispute to him.  (see www.ice-sa.org.za). If the Parties do not agree on an Adjudicator the Adjudicator will be appointed by the Arbitration Foundation of Southern Africa (AFSA).

	
	Address
	[●]

	
	Tel No.
	[●]

	
	Fax No.
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	e-mail
	[●]

	W1.2(3)
	The Adjudicator nominating body is:
	the Chairman of ICE-SA a joint Division of the South African Institution of Civil Engineering and the London Institution of Civil Engineers. (See www.ice-sa.org.za ) or its successor body.

	W1.4(2)
	The tribunal is: 
	arbitration.

	W1.4(5)
	The arbitration procedure is 
	the latest edition of Rules for the Conduct of Arbitrations published by The Association of Arbitrators (Southern Africa) or its successor body.

	
	The place where arbitration is to be held is
	South Africa

	
	The person or organisation who will choose an arbitrator 
· if the Parties cannot agree a choice or
· if the arbitration procedure does not state who selects an arbitrator, is
	

the Chairman for the time being or his nominee of the Association of Arbitrators (Southern Africa) or its successor body.

	12
	Data for secondary Option clauses
	

	X2
	Changes in the law
	There is no reference to Contract Data in this Option and terms in italics are identified elsewhere in this Contract Data.

	X5
	Sectional Completion
	

	X5.1
	The completion date for each section of the works is:
	
Section
	
Description
	
Completion date

	
	
	1
	Nooitgedacht site
	30 November 2022

	
	
	2
	Vygeboom site
	31 January 2023

	
	
	3
	Bosloop site
	31 March 2023


	X5 & X7
	Sectional Completion and delay damages used together
	

	X7.1
X5.1
	Delay damages for late Completion of the sections of the works are: 
	
section
	
Description
	
Amount per day

	
	
	1
	Nooitgedacht site
	R 5 000.00

	
	
	2
	Vygeboom site
	R 5 000.00

	
	
	3
	Bosloop site
	R 5 000.00

	
	Remainder of the works
	
	
	R 0.00

	
	The total delay damages payable by the Contractor does not exceed:
	
5% of the contract value

	X7
	Delay damages (but not if Option X5 is also used)
	

	X7.1
	Delay damages for Completion of the whole of the works are
	
R 5 000.00 per day up to a limit of R 500 000.00

	X15
	Limitation of the Contractor’s liability for his design to reasonable skill & care
	There is no reference to Contract Data in this Option and terms in italics are identified elsewhere in this Contract Data.

	X16
	Retention (not used with Option F)
	

	X16.1
	The retention free amount is 
	R0.

	
	The retention percentage is
	10%

	X18
	Limitation of liability
	

	X18.1
	The Contractor’s liability to the Employer for indirect or consequential loss is limited to:
	R0.0 (zero Rand)

	X18.2
	For any one event, the Contractor’s liability to the Employer for loss of or damage to the Employer’s property is limited to:
	the amount of the deductibles relevant to the event 

	X18.3
	The Contractor’s liability for Defects due to his design which are not listed on the Defects Certificate is limited to
	The greater of 
· the total of the Prices at the Contract Date 
and 
· the amounts excluded and unrecoverable from the Employer’s assets policy for correcting the Defect (other than the resulting physical damage which is not excluded) plus the applicable deductible as at contract date.

	X18.4
	The Contractor’s total liability to the Employer for all matters arising under or in connection with this contract, other than excluded matters, is limited to:
	the total of the Prices other than for the additional excluded matters.

The Contractor’s total liability for the additional excluded matters is not limited. 

The additional excluded matters are amounts for which the Contractor is liable under this contract for

· Defects due to his design which arise before the Defects Certificate is issued,
· Defects due to manufacture and fabrication outside the Site,
· loss of or damage to property (other than the works, Plant and Materials),
· death of or injury to a person and 
· infringement of an intellectual property right.

	X18.5
	The end of liability date is 
	(i) Two (2) years after the defects date for latent Defects and 

(ii) the date on which the liability in question prescribes in accordance with the Prescription Act No. 68 of 1969 (as amended or in terms of any replacement legislation) for any other matter.

A latent Defect is a Defect which would not have been discovered on reasonable inspection by the Employer or the Supervisor before the defects date, without requiring any inspection not ordinarily carried out by the Employer or the Supervisor during that period. 
If the Employer or the Supervisor do undertake any inspection over and above the reasonable inspection, this does not place a greater responsibility on the Employer or the Supervisor to have discovered the Defect.




	Z
	The Additional conditions of contract are
	
Z1 to Z15 always apply.

	
	

	Z1
	Cession delegation and assignment

	Z1.1
	The Contractor does not cede, delegate or assign any of its rights or obligations to any person without the written consent of the Employer.

	Z1.2
	Notwithstanding the above, the Employer may on written notice to the Contractor cede and delegate its rights and obligations under this contract to any of its subsidiaries or any of its present divisions or operations which may be converted into separate legal entities as a result of the restructuring of the Electricity Supply Industry. 

	
	

	Z2
	Joint ventures

	Z2.1
	If the Contractor constitutes a joint venture, consortium or other unincorporated grouping of two or more persons or organisations then these persons or organisations are deemed to be jointly and severally liable to the Employer for the performance of this contract.

	Z2.2
	Unless already notified to the Employer, the persons or organisations notify the Project Manager within two weeks of the Contract Date of the key person who has the authority to bind the Contractor on their behalf.

	Z2.3
	The Contractor does not alter the composition of the joint venture, consortium or other unincorporated grouping of two or more persons without the consent of the Employer having been given to the Contractor in writing.

	
	

	Z3
	Change of Broad Based Black Economic Empowerment (B-BBEE) status

	Z3.1
	Where a change in the Contractor’s legal status, ownership or any other change to his business composition or business dealings results in a change to the Contractor’s B-BBEE status, the Contractor notifies the Employer within seven days of the change.

	Z3.2
	The Contractor is required to submit an updated verification certificate and necessary supporting documentation confirming the change in his B-BBEE status to the Project Manager within thirty days of the notification or as otherwise instructed by the Project Manager.

	Z3.3
	Where, as a result, the Contractor’s B-BBEE status has decreased since the Contract Date the Employer may either re-negotiate this contract or alternatively, terminate the Contractor’s obligation to Provide the Works.

	Z3.4
	Failure by the Contractor to notify the Employer of a change in its B-BBEE status may constitute a reason for termination. If the Employer terminates in terms of this clause, the procedures on termination are P1, P2 and P3 as stated in clause 92, and the amount due is A1 and A3 as stated in clause 93.

	
	

	Z4
	Confidentiality

	Z4.1
	The Contractor does not disclose or make any information arising from or in connection with this contract available to Others. This undertaking does not, however, apply to information which at the time of disclosure or thereafter, without default on the part of the Contractor, enters the public domain or to information which was already in the possession of the Contractor at the time of disclosure (evidenced by written records in existence at that time).  Should the Contractor disclose information to Others in terms of clause 25.1, the Contractor ensures that the provisions of this clause are complied with by the recipient.

	Z4.2
	If the Contractor is uncertain about whether any such information is confidential, it is to be regarded as such until notified otherwise by the Project Manager.

	Z4.3
	In the event that the Contractor is, at any time, required by law to disclose any such information which is required to be kept confidential, the Contractor, to the extent permitted by law prior to disclosure, notifies the Employer so that an appropriate protection order and/or any other action can be taken if possible, prior to any disclosure.  In the event that such protective order is not, or cannot, be obtained, then the Contractor may disclose that portion of the information which it is required to be disclosed by law and uses reasonable efforts to obtain assurances that confidential treatment will be afforded to the information so disclosed.

	Z4.4
	The taking of images (whether photographs, video footage or otherwise) of the works or any portion thereof, in the course of Providing the Works and after Completion, requires the prior written consent of the Project Manager.  All rights in and to all such images vests exclusively in the Employer.  

	Z4.5
	The Contractor ensures that all his subcontractors abide by the undertakings in this clause.

	
	

	Z5
	Waiver and estoppel: Add to core clause 12.3:

	Z5.1
	Any extension, concession, waiver or relaxation of any action stated in this contract by the Parties, the Project Manager, the Supervisor, or the Adjudicator does not constitute a waiver of rights, and does not give rise to an estoppel unless the Parties agree otherwise and confirm such agreement in writing.

	
	

	Z6
	Health, safety and the environment:  Add to core clause 27.4

	Z6.1
	The Contractor undertakes to take all reasonable precautions to maintain the health and safety of persons in and about the execution of the works. Without limitation the Contractor:
· accepts that the Employer may appoint him as the “Principal Contractor” (as defined and provided for under the Construction Regulations 2014 (promulgated under the Occupational Health & Safety Act 85 of 1993) (“the Construction Regulations”) for the Site;
· warrants that the total of the Prices as at the Contract Date includes a sufficient amount for proper compliance with the Construction Regulations, all applicable health & safety laws and regulations and the health and safety rules, guidelines and procedures provided for in this contract and generally for the proper maintenance of health & safety in and about the execution of works; and
· undertakes, in and about the execution of the works, to comply with the Construction Regulations and with all applicable health & safety laws and regulations and rules, guidelines and procedures otherwise provided for under this contract and ensures that his Subcontractors, employees and others under the Contractor’s direction and control, likewise observe and comply with the foregoing.

	Z6.2
	The Contractor, in and about the execution of the works, complies with all applicable environmental laws and regulations and rules, guidelines and procedures otherwise provided for under this contract and ensures that his Subcontractors, employees and others under the Contractor’s direction and control, likewise observe and comply with the foregoing.

	
	

	Z7
	Provision of a Tax Invoice and interest.  Add to core clause 51

	Z7.1
	Within one week of receiving a payment certificate from the Project Manager in terms of core clause 51.1, the Contractor provides the Employer with a tax invoice in accordance with the Employer's procedures stated in the Works Information, showing the amount due for payment equal to that stated in the payment certificate.

	Z7.2
	If the Contractor does not provide a tax invoice in the form and by the time required by this contract, the time by when the Employer is to make a payment is extended by a period equal in time to the delayed submission of the correct tax invoice.  Interest due by the Employer in terms of core clause 51.2 is then calculated from the delayed date by when payment is to be made.

	Z7.3
	The Contractor (if registered in South Africa in terms of the companies Act) is required to comply with the requirements of the Value Added Tax Act, no 89 of 1991 (as amended) and to include the Employer’s VAT number 4740101508 on each invoice he submits for payment.

	
	

	Z8
	Notifying compensation events

	Z8.1
	Delete from the last sentence in core clause 61.3, “unless the Project Manager should have notified the event to the Contractor but did not”.

	
	

	[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Z9
	Employer’s limitation of liability

	Z9.1
	The Employer’s liability to the Contractor for the Contractor’s indirect or consequential loss is limited to R0.00 (zero Rand)

	Z9.2
	The Contractor’s entitlement under the indemnity in 83.1 is provided for in 60.1(14) and the Employer’s liability under the indemnity is limited.

	
	

	Z10
	Termination: Add to core clause 91.1, at the second main bullet point, fourth sub-bullet point, after the words "against it":  

	Z10.1
	   or had a business rescue order granted against it.

	
	

	Z11
	Addition to secondary Option X7 Delay damages (if applicable in this contract)

	Z11.1
	If the amount due for the Contractor’s payment of delay damages reaches the limits stated in this Contract Data for Option X7 or Options X5 and X7 used together, the Employer may terminate the Contractor’s obligation to Provide the Works using the same procedures and payment on termination as those applied for reasons R1 to R15 or R18 stated in the Termination Table.

	
	



	Z12
	Ethics

	For the purposes of this Z-clause, the following definitions apply:

	Affected Party
	means, as the context requires, any party, irrespective of whether it is the Contractor or a third party, such party’s employees, agents, or Subcontractors or Subcontractor’s employees, or any one or more of all of these parties’ relatives or friends,

	Coercive Action
	means to harm or threaten to harm, directly or indirectly, an Affected Party or the property of an Affected Party, or to otherwise influence or attempt to influence an Affected Party to act unlawfully or illegally,

	Collusive Action
	means where two or more parties co-operate to achieve an unlawful or illegal purpose, including to influence an Affected Party to act unlawfully or illegally,

	Committing Party
	means, as the context requires, the Contractor, or any member thereof in the case of a joint venture, or its employees, agents, or Subcontractor or the Subcontractor’s employees,

	Corrupt Action
	means the offering, giving, taking, or soliciting, directly or indirectly, of a good or service to unlawfully or illegally influence the actions of an Affected Party,

	Fraudulent Action
	means any unlawfully or illegally intentional act or omission that misleads, or attempts to mislead, an Affected Party, in order to obtain a financial or other benefit or to avoid an obligation or incurring an obligation,

	Obstructive Action
	means a Committing Party unlawfully or illegally destroying, falsifying, altering or concealing information or making false statements to materially impede an investigation into allegations of Prohibited Action, and

	Prohibited Action
	means any one or more of a Coercive Action, Collusive Action Corrupt Action, Fraudulent Action or Obstructive Action.

	Z12.1
	A Committing Party may not take any Prohibited Action during the course of the procurement of this contract or in execution thereof.

	Z12.2
	The Employer may terminate the Contractor’s obligation to Provide the Services if a Committing Party has taken such Prohibited Action and the Contractor did not take timely and appropriate action to prevent or remedy the situation, without limiting any other rights or remedies the Employer has. It is not required that the Committing Party had to have been found guilty, in court or in any other similar process, of such Prohibited Action before the Employer can terminate the Contractor’s obligation to Provide the Services for this reason.

	Z12.3
	If the Employer terminates the Contractor’s obligation to Provide the Services for this reason, the amounts due on termination are those intended in core clauses 92.1 and 92.2.

	Z12.4
	A Committing Party co-operates fully with any investigation pursuant to alleged Prohibited Action. Where the Employer does not have a contractual bond with the Committing Party, the Contractor ensures that the Committing Party co-operates fully with an investigation.

	
	

	Z13
	Insurance

	Z 13.1
	Replace core clause 84 with the following:



	Insurance cover
	84
	

	
	
	

	
	84.1
	When requested by a Party, the other Party provides certificates from his insurer or broker stating that the insurances required by this contract are in force.

	
	
	

	
	84.2
	The Contractor provides the insurances stated in the Insurance Table A.

	
	
	

	
	84.3
	The insurances provide cover for events which are at the Contractor’s risk from the starting date until the earlier of Completion and the date of the termination certificate.

	
	
	

	
	
	INSURANCE TABLE A
	Insurance against
	Minimum amount of cover or minimum limit of indemnity

	Loss of or damage to the works, Plant and Materials
	The replacement cost where not covered by the Employer’s insurance

The Employer’s policy deductible, as at Contract Date, where covered by the Employer’s insurance

	Loss of or damage to Equipment
	The replacement cost

	Liability for loss of or damage to property (except the works, Plant and Materials and Equipment) and liability for bodily injury to or death of a person (not an employee of the Contractor) caused by activity in connection with this contract
	Loss of or damage to property
Employer’s property
The replacement cost where not covered by the Employer’s insurance

The Employer’s policy deductible, as at Contract Date, where covered by the Employer’s insurance

Other property
The replacement cost

Bodily injury to or death of a person 
The amount required by applicable law

	Liability for death of or bodily injury to employees of the Contractor arising out of and in the course of their employment in connection with this contract
	The amount required by the applicable law




	
	
	

	Z 13.2
	
	Replace core clause 87 with the following:
The Employer provides the insurances stated in the Insurance Table B.

	
	
	

	
	
	

	
	
	

	
	
	INSURANCE TABLE B
	Insurance against or name of policy
	Minimum amount of cover or minimum limit of indemnity

	Assets All Risk
	Per the insurance policy document

	Contract Works insurance
	Per the insurance policy document

	Environmental Liability
	Per the insurance policy document

	General and Public Liability
	Per the insurance policy document

	Transportation (Marine)
	Per the insurance policy document

	Motor Fleet and Mobile Plant
	Per the insurance policy document

	Terrorism
	Per the insurance policy document

	Cyber Liability
	Per the insurance policy document

	Nuclear Material Damage and Business Interruption
	Per the insurance policy document

	Nuclear Material Damage Terrorism
	Per the insurance policy document






	Z14
	Nuclear Liability

	Z14.1
	The Employer is the operator of the Koeberg Nuclear Power Station (KNPS), a nuclear installation, as designated by the National Nuclear Regulator of the Republic of South Africa, and is the holder of a nuclear licence in respect of the KNPS.

	Z14.2
	The Employer is solely responsible for and indemnifies the Contractor or any other person against any and all liabilities which the Contractor or any person may incur arising out of or resulting from nuclear damage, as defined in Act 44 of 1999, save to the extent that any liabilities are incurred due to the unlawful intent of the Contractor or any other person or the presence of the Contractor or that person or any property of the Contractor or such person at or in the KNPS or on the KNPS site, without the permission of the Employer or of a person acting on behalf of the Employer.

	Z14.3
	Subject to clause Z14.4 below, the Employer waives all rights of recourse, arising from the aforesaid, save to the extent that any claims arise or liability is incurred due or attributable to the unlawful intent of the Contractor or any other person, or the presence of the Contractor or that person or any property of the Contractor or such person at or in the KNPS or on the KNPS site, without the permission of the Employer or of a person acting on behalf of the Employer.

	Z14.4
	The Employer does not waive its rights provided for in section 30 (7) of Act 44 of 1999, or any replacement section dealing with the same subject matter.

	Z14.5
	The protection afforded by the provisions hereof shall be in effect until the KNPS is decommissioned.

	
	

	Z15
	Asbestos

	For the purposes of this Z-clause, the following definitions apply:

	AAIA
	means approved asbestos inspection authority.

	ACM
	means asbestos containing materials.

	AL
	means action level, i.e. a level of 50% of the OEL, i.e. 0.1 regulated asbestos fibres per ml of air measured over a 4 hour period. The value at which proactive actions is required in order to control asbestos exposure to prevent exceeding the OEL.

	Ambient Air
	means breathable air in area of work with specific reference to breathing zone, which is defined to be a virtual area within a radius of approximately 30cm from the nose inlet.

	Compliance Monitoring
	means compliance sampling used to assess whether or not the personal exposure of workers to regulated asbestos fibres is in compliance with the Standard’s requirements for safe processing, handling, storing, disposal and phase-out of asbestos and asbestos containing material, equipment and articles.

	OEL
	means occupational exposure limit.

	Parallel Measurements
	means measurements performed in parallel, yet separately, to existing measurements to verify validity of results.

	Safe Levels
	means  airborne asbestos exposure levels conforming to the Standard’s requirements for safe processing, handling, storing, disposal and phase-out of asbestos and asbestos containing material, equipment and articles.

	Standard
	means the Employer’s Asbestos Standard 32-303: Requirements for Safe Processing, Handling, Storing, Disposal and Phase-out of Asbestos and Asbestos Containing Material, Equipment and Articles.

	SANAS
	means the South African National Accreditation System.

	TWA
	means the average exposure, within a given workplace, to airborne asbestos fibres, normalised to the baseline of a 4 hour continuous period, also applicable to short term exposures, i.e. 10-minute TWA.

	Z15.1
	The Employer ensures that the Ambient Air in the area where the Contractor will Provide the Services conforms to the acceptable prescribed South African standard for asbestos, as per the regulations published in GNR 155 of 10 February 2002, under the Occupational Health and Safety Act, 1993 (Act 85 of 1993) (“Asbestos Regulations”). The OEL for asbestos is 0.2 regulated asbestos fibres per millilitre of air as a 4-hour TWA, averaged over any continuous period of four hours, and the short term exposure limit of 0.6 regulated asbestos fibres per millilitre of air as a 10-minute TWA, averaged over any 10 minutes, measured in accordance with HSG248 and monitored according to HSG173 and OESSM.

	Z15.2
	Upon written request by the Contractor, the Employer certifies that these conditions prevail. All measurements and reporting are effected by an independent, competent, and certified occupational hygiene inspection body, i.e. a SANAS accredited and Department of Employment and Labour approved AAIA. The Contractor may perform Parallel Measurements and related control measures at the Contractor’s expense. For the purposes of compliance the results generated from Parallel Measurements are evaluated only against South African statutory limits as detailed in clause Z15.1. Control measures conform to the requirements stipulated in the AAIA-approved asbestos work plan.

	Z15.3
	The Employer manages asbestos and ACM according to the Standard.

	Z15.4
	In the event that any asbestos is identified while Providing the Services, a risk assessment is conducted and if so required, with reference to possible exposure to an airborne concentration of above the AL for asbestos, immediate control measures are implemented and relevant air monitoring conducted in order to declare the area safe.

	Z15.5
	The Contractor’s personnel are entitled to stop working and leave the contaminated area forthwith until such time that the area of concern is declared safe by either Compliance Monitoring or an AAIA approved control measure intervention, for example, per the emergency asbestos work plan, if applicable.

	Z15.6
	The Contractor continues to Provide the Services, without additional control measures presented, on presentation of Safe Levels. The contractually agreed dates to Provide the Services, including the Completion Date, are adjusted accordingly. The contractually agreed dates are extended by the notification periods required by regulations 3 and 21 of the Asbestos Regulations, 2001.

	Z15.7
	Any removal and disposal of asbestos, asbestos containing materials and waste, is done by a registered asbestos contractor, instructed by the Employer at the Employer’s expense, and conducted in line with South African legislation.











Annexure A:	 One-in-ten-year-return weather data obtained from SA Weather Bureau for WEATHER BUREAU 2908025, RAINFALL STATION NO: 480/184 (515), CAROLINA.

If any one of these weather measurements recorded within a calendar month, before the Completion Date for the whole of the works and at the place stated in this Contract Data is shown to be more adverse than the amount stated below then the Contractor may notify a compensation event.

	Weather Measurements

	Month
	Cumulative rainfall (mm)
	Number of days with rain more than 10mm
	[Other measurements if applicable]

	January
	127.8
	4
	

	February
	91.2
	3
	

	March
	82.1
	3
	

	April
	40.8
	2
	

	May
	17.9
	0
	

	June
	10.2
	0
	

	July
	6.7
	0
	

	August
	11.7
	0
	

	September
	26.4
	1
	

	October
	79.3
	3
	

	November
	135.1
	5
	

	December
	117.5
	4
	







Only the difference between the more adverse recorded weather and the equivalent measurement given above is taken into account in assessing a compensation event.




C1.2 Contract Data

[bookmark: _Toc86397153]Part two - Data provided by the Contractor

[Instructions to the contract compiler:  (delete this notes before issue to tenderers with an enquiry)
Whenever a cell is shaded in the left hand column it denotes this data is optional.  If not required select and delete the whole row, otherwise insert the required Data.]

Notes to a tendering contractor:

1. Please read both the NEC3 Engineering and Construction Contract (April 2013) and the relevant parts of its Guidance Notes (ECC3-GN)[footnoteRef:2] in order to understand the implications of this Data which the tenderer is required to complete.  An example of the completed Data is provided on pages 156 to 158 of the ECC3 (April 2013) Guidance Notes. [2:  Available from Engineering Contract Strategies Tel 011 803 3008, Fax 011 803 3009 or see www.ecs.co.za ] 

2. The number of the clause which requires the data is shown in the left hand column for each statement however other clauses may also use the same data
3. [bookmark: Text530]Where a form field like this [     ] appears, data is required to be inserted relevant to the option selected. Click on the form field once and type in the data.  Otherwise complete by hand and in ink.

Completion of the data in full, according to Options chosen, is essential to create a complete contract.

	[bookmark: _Toc86397154]Clause
	[bookmark: _Toc86397155]Statement
	[bookmark: _Toc86397156]Data

	10.1
	The Contractor is (Name):
	[bookmark: Text531]     

	
	Address
	[bookmark: Text532]     

	
	Tel No.
	[bookmark: Text533]     

	
	Fax No.
	[bookmark: Text534]     

	11.2(8)
	The direct fee percentage is
	     %

	
	The subcontracted fee percentage is
	[bookmark: Text434]     %

	11.2(18)
	The working areas are the Site and
	[bookmark: Text526]     

	24.1
	The Contractor's key persons are:
	

	
	1	Name:
	[bookmark: Text527]     

	
		Job:
	     

	
		Responsibilities:
	     

	
		Qualifications:
	[bookmark: Text366]     

	
		Experience:
	[bookmark: Text367]     

	
	2	Name:
	     

	
		Job
	     

	
		Responsibilities:
	     

	
		Qualifications:
	     

	
		Experience:
	     

	
	
	[bookmark: Text529]CV's (and further key persons data including CVs) are appended to Tender Schedule entitled     .

	11.2(3)
	The completion date for the whole of the works is
	
[bookmark: Text370]     

	11.2(14)
	The following matters will be included in the Risk Register
	
[bookmark: Text435]     

	11.2(19)
	The Works Information for the Contractor’s design is in:
	
[bookmark: Text368]     

	31.1
	The programme identified in the Contract Data is
	
[bookmark: Text369]     

	A
	Priced contract with activity schedule
	

	11.2(20) 
	The activity schedule is in
	[bookmark: Text371]     

	11.2(30)
	The tendered total of the Prices is 
	      (in figures) 

      (in words), excluding VAT 

	
	
	[bookmark: Text440]     
	[bookmark: Text441]     

	
	[bookmark: _Toc86397157]Data for Schedules of Cost Components
	Note “SCC” means Schedule of Cost Components starting on page 60, and “SSCC” means Shorter Schedule of Cost Components starting on page 63 of ECC3 (April 2013).

	A
	Priced contract with activity schedule
	Data for the Shorter Schedule of Cost Components

	41 in SSCC
	The percentage for people overheads is:
	[bookmark: Text377]     %

	21 in SSCC
	The published list of Equipment is the last edition of the list published by
	
[bookmark: Text378]     

	
	The percentage for adjustment for Equipment in the published list is
	
[bookmark: Text379]Minus      %

	22 in SSCC
	The rates of other Equipment are:
	Equipment
	Size or capacity
	Rate

	
	
	[bookmark: Text537]     
	     
	     

	
	
	[bookmark: Text538]     
	     
	     

	
	
	[bookmark: Text539]     
	     
	     

	61 in SSCC
	The hourly rates for Defined Cost of design outside the Working Areas are
	
Category of employee
	
Hourly rate

	
	Note:  Hourly rates are estimated ‘cost to company of the employee’ and not selling rates.  
	     
	     

	62 in SSCC
	The percentage for design overheads is
	     %

	63 in SSCC
	The categories of design employees whose travelling expenses to and from the Working Areas are included in Defined Cost are:
	


[bookmark: Text374]     



C1.3 Forms of Securities 



Pro formas for Bonds & Guarantees

For use with the NEC3 Engineering & Construction Contract 

[Note to contract compiler:
Once it has been decided which securities are required for this contract delete from this file the ones not required, revise the notes below accordingly and delete this note.]


The conditions of contract stated in the Contract Data Part 1 include the following Secondary Options:

Each of these secondary Options requires a bond or guarantee “in the form set out in the Works Information”.    Pro forma documents for these bonds and guarantees are provided here for convenience but are to be treated as part of the Works Information.

Option X16:	Retention (not used with Option F)

The Contractor may provide a Retention Money Guarantee in the form stated here.  When the Employer receives and accepts a Retention Money Guarantee exactly in the form stated he will instruct the Project Manager not to assess any amount be retained in terms of secondary Option X16.
The organisation providing the bond / guarantee does so by copying the pro forma document onto his letterhead without any change to the text or format and completing the required details.  The completed document is then given to the Employer within the time stated in the contract.  
Pro forma Retention Money Guarantee (may be used when Option X16 applies)
(to be reproduced exactly as shown below on the letterhead of the Bank providing the Guarantee)

	Eskom Holdings SOC Limited
Megawatt Park
Maxwell Drive
Sandton
Johannesburg 
	



Date:
	



Dear Sirs

Reference No. [●] [Drafting Note: Bank reference number to be inserted]

Retention Money Guarantee: [Drafting Note: Name of Contractor to be inserted]

Project [  ] : Contract Reference:  [Drafting Note: Contractor contract reference number to be inserted]

1. In this Guarantee the following words and expressions shall have the following meanings:-

1.1 “Bank” - means [●], [●] Branch, (Registration No. [●]); [Drafting Note: Name of Bank to be inserted]

1.2 “Bank’s Address” - means [●]; [Drafting Note: Bank’s physical address to be inserted]

1.3 “Contract” – means the written agreement relating to the Project, entered into between Eskom and the Contractor, on or about the [●] day of [●] 200[●] (Contract Reference No. ………. as amended, varied, restated, novated or substituted from time to time; [Drafting Note: Signature Date and Contract reference number to be inserted]

1.4 “Contractor” – means [●] a company registered in accordance with the laws of [●] under Registration Number [●]. [Drafting Note: Name and details of Contractor to be inserted]

1.5 “Eskom” - means Eskom Holdings SOC Limited, a company registered in accordance with the laws of the Republic of South Africa under Registration Number 2002/015527/30

1.6 “Expiry Date” - means the date on which the Defects Certificate is issued in terms of the Contract.

1.7 “Guaranteed Sum” - means the sum of R [●] ([●] Rand); [Drafting Note: Insert amount of Retention Money Guarantee.].

1.8 “Project” - means the…………………………………..

2. At the instance of the Contractor, we the undersigned ______________ and ______________, in our respective capacities as _____________ and ___________ of the Bank, and duly authorized thereto, confirm that we hold the Guaranteed Sum at the disposal of Eskom, as security for the proper performance by the Contractor of all of its obligations in terms of and arising from the Contract and hereby undertake to pay to Eskom, on written demand from Eskom received prior to the Expiry Date, any sum or sums not exceeding in total the Guaranteed Sum.

3. A demand for payment under this guarantee shall be made in writing at the Bank’s address and shall:

3.1 be signed on behalf of Eskom by a director of Eskom or his authorised delegate.

3.2 state the amount claimed (“the Demand Amount’);

3.3 state that the Contractor has failed to carry out his obligation(s) to rectify certain defect(s) for which he is responsible under the Contract (and the nature of such defect(s)) alternatively that the Demand Amount is payable to Eskom in the circumstances contemplated in the Contract.

4. Notwithstanding the reference herein to the Contract the liability of the Bank in terms hereof is as principal and not as surety and the Bank’s obligation/s to make payment:

4.1 is and shall be absolute provided demand is made in terms of this bond in all circumstances; and

4.2 is not, and shall not be construed to be, accessory or collateral on any basis whatsoever. 

5. The Bank’s obligations in terms of this Guarantee:

5.1 shall be restricted to the payment of money only and shall be limited to the maximum of the Guaranteed Sum; and

5.2 shall not be discharged and compliance with any demand for payment received by the Bank in terms hereof shall not be delayed by the fact that a dispute may exist between Eskom and the Contractor.

6. Eskom shall be entitled to arrange its affairs with the Contractor in any manner which it sees fit, without advising us and without affecting our liability under this Guarantee. This includes, without limitation, any extensions, indulgences, release or compromise granted to the Contractor or any variation under or to the Contract. 

7. Should Eskom cede its rights against the Contractor to a third party where such cession is permitted under the Contract, then Eskom shall be entitled to cede to such third party the rights of Eskom under this Guarantee on written notification to the Bank of such cession.

8. This Guarantee:

8.1 shall expire on the Expiry Date until which time it is irrevocable;

8.2 is, save as provided for in 7 above, personal to Eskom and is neither negotiable nor transferable;

8.3 shall be returned to the Bank upon the earlier of payment of the full Guaranteed Sum or expiry hereof;

8.4 shall be regarded as a liquid document for the purpose of obtaining a court order; and

8.5 shall be governed by and construed in accordance with the law of the Republic of South Africa and shall be subject to the jurisdiction of the Courts of the Republic of South Africa.

8.6 Any claim which arises or demand for payment received after expiry date will be invalid and unenforceable.

9. The Bank chooses domicilium citandi et executandi for all purposes in connection with this Guarantee at the Bank’s Address.

Signed at _____________________		Date ____________  Bank’s seal or stamp

For and behalf of the Bank

Bank Signatory: ___________________		Bank Signatory: ___________________

Witness: ________________________		Witness: _________________________

PART 2: PRICING DATA
ECC3 Option A


C2.1 Pricing assumptions: Option A

How work is priced and assessed for payment
Clause 11 in NEC3 Engineering and Construction Contract, (ECC3) Option A states:

	Identified and defined terms
	11
11.2
	
(20) The Activity Schedule is the activity schedule unless later changed in accordance with this contract.


	
	
	(27) The Price for Work Done to Date is the total of the Prices for 

· each group of completed activities and
· each completed activity which is not in a group.

A completed activity is one which is without Defects which would either delay or be covered by immediately following work.


	
	
	(30) The Prices are the lump sum prices for each of the activities on the Activity Schedule unless later changed in accordance with this contract.




This confirms that Option A is a lump sum form of contract where the work is broken down into activities, each of which is priced by the tendering contractor as a lump sum.   Only completed activities are assessed for payment at each assessment date; no part payment is made if the activity is not completed by the assessment date. 
Function of the Activity Schedule
Clause 54.1 in Option A states: “Information in the Activity Schedule is not Works Information or Site Information”.  This confirms that specifications and descriptions of the work or any constraints on how it is to be done are not included in the Activity Schedule but in the Works Information.  This is further confirmed by Clause 20.1 which states, “The Contractor Provides the Works in accordance with the Works Information”. Hence the Contractor does not Provide the Works in accordance with the Activity Schedule.  The Activity Schedule is only a pricing document.  
Link to the programme
Clause 31.4 states that “The Contractor provides information which shows how each activity on the Activity Schedule relates to the operations on each programme which he submits for acceptance”.  Ideally the tendering contractor will develop a high level programme first then resource each activity and thus arrive at the lump sum price for that activity both of which can be entered into the activity schedule.  
Preparing the activity schedule
Generally it is the tendering contractor who prepares the activity schedule by breaking down the work described within the Works Information into suitable activities which can be well defined, shown on a programme and priced as a lump sum.
The Employer, in his Instructions to Tenderers or in a Tender Schedule, may have listed some items that he requires the Contractor to include in his activity schedule and be priced accordingly. 

It is assumed that in preparing his activity schedule the Contractor:

· Has taken account of the guidance given in the ECC3 Guidance Notes pages 19 and 20;
· Understands the function of the Activity Schedule and how work is priced and paid for;
· Is aware of the need to link the Activity Schedule to activities shown on his programme;
· Has listed and priced activities in the activity schedule which are inclusive of everything necessary and incidental to Providing the Works in accordance with the Works Information, as it was at the time of tender, as well as correct any Defects not caused by an Employer’s risk;
· Has priced work he decides not to show as a separate activity within the Prices of other listed activities in order to fulfil the obligation to complete the works for the tendered total of the Prices. 
· Understands there is no adjustment to the lump sum Activity Schedule price if the amount, or quantity, of work within that activity later turns out to be different to that which the Contractor estimated at time of tender. The only basis for a change to the Prices is as a result of a compensation event. 




PART C2: PRICING DATA	PAGE 1	C2.1 ECC3/A PRICING ASSUMPTIONS
		
DESIGN, MANUFACTURE, SUPPLY, CONSTRUCTION, INSTALLATION AND COMMISSIONING OF CCTV SYSTEM AT KOMATI WATER SCHEME SITES



C2.2 the activity schedule



Use this page as a cover page to the Contractor’s activity schedule.  


	Item
No.
	Activity description
	Unity
	Quantity
	Price

	1
	Preliminary and General
	Monthly
	5
	

	2
	Design acceptance for all of the works
	Ea
	1
	

	3
	Demo & Factory Acceptance Testing Completion
	Ea
	1
	

	6
	Nooitgedacht P/S
	
	
	

	
	Install, commission and test, hand- over of all documents / drawings
	Ea
	1
	

	7
	Vygeboom P/S
	
	
	

	
	Install, commission and test, hand- over of all documents / drawings
	Ea
	1
	

	8
	Bosloop P/S
	
	
	

	
	Install, commission and test, hand- over of all documents / drawings
	Ea
	1
	

	
	Total Amount
	
	
	










PART C2: PRICING DATA	PAGE 29	C2.1 ECC3/B PRICING ASSUMPTIONS
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	Document reference
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	No of pages

	
	This cover page
	1

	C3.1
	Employer’s Works Information
	

	C3.2
	Contractor’s Works Information
(insert at award stage or delete if not applicable)
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1 [bookmark: _Toc86397159]Description of the works
1.1 [bookmark: _Toc455133583][bookmark: _Toc86397160]Executive overview 
The Komati Water Scheme is an integral part of the Generation Division asset based and directly impacts the capability of its generating capacity. These assets are of strategic importance to Eskom and therefore require adequate security measures to protect the operations and safeguard the facility.
Following an assessment of the Komati Water Scheme sites the CCTV system was found to be non-functional and required a complete replacement of equipment at Nooitgedacht/Wintershoek, Vygeboom and Bosloop Pump Stations.
The scope of work for this project is limited to certain areas of the Pump Stations for CCTV coverage and includes:
· Perimeter Fences
· Main Gate
· Guard House 
The above areas have been targeted as primary scope to address the critical areas of coverage for the Pump Stations in the most cost effective and timely manner. The remaining areas will be addressed in a future project(s). Of importance is for the design to allow for the expansion of the CCTV system to the remaining areas as required by the CCTV standard [1] as well as the integration of other security systems and business network. These areas of expansion to the CCTV system are captured in Table 2: Additional CCTV zones for scalability. The list of security systems to be integrated in future is captures in 3.1.6 Security System Integration.
This Works Information defines the work to be performed by the Employer and Contractor. It also defines the Plant, Equipment and Materials that are to be included for the replacement of the CCTV System and the specifications to which they must comply with.
1.2 [bookmark: _Toc455133584][bookmark: _Toc86397161]Employer’s objectives and purpose of the works
1.2.1 [bookmark: _Toc86397162]Objectives
The objectives of this project are to address the deficiencies and non-compliance of the CCTV Systems with Eskom Standards for the Komati Water Scheme Pump Stations. 
The Komati Water Scheme Pump Stations includes the following sites:
· Nooitgedacht & Wintershoek Pump Station.
· Vygeboom Pump Station.
· Bosloop Pump Station.
The objectives for each of the above Pump Stations include the engineering, procurement and construction of a fully compliant CCTV system in the following areas of site:
· Main Gate (Exterior CCTV).
· Security Gates (Exterior CCTV).
· Perimeter Fencing (Exterior CCTV).
· Guard House (Exterior & Interior CCTV).
A comprehensive table is provided below in section 3.1.1 outlining the specific areas of each Pump Station for CCTV Systems to be applied.

1.2.2 [bookmark: _Toc86397163]Purpose
The purpose of this document is to describe and outline the required scope of work for the project. The project outcome aims for compliance of Komati Water Scheme with the applicable standards. This document does not describe the scope such that compliance is assured but rather describes the requirements for compliance for which the Contractor is to design for. The Contractor is provided with the necessary standards for which the design is fully compliant with.
1.3 [bookmark: _Toc455133585][bookmark: _Toc86397164]Interpretation and terminology
1.3.1 [bookmark: _Toc86397165]Definitions
	Term
	Definition

	3rd Party System
	Any network, system, computer or component that lies outside the Komati Distributed Control System (Application, Automation and Field Systems) environment. This may include OEM automation systems.

	Alarming
	A notification of an undesirable event that requires operating, engineering or maintenance personnel’s attention.

	Component(s)
	Any sub-system(s) forming part of the referred system.

	Conduit
	A pipe or enclosure through which cables are conveyed.

	Control and operator workstation
	The primary interface area of the operating plant personnel. It is the computer via which the HMI is accessed with the specified number of operating display units and pointing devices including the desk and chair etc.

	Data backup
	A full backup of the database concerned such that the database can be restored to a fully functioning state as of the date of the backup capture.

	Documentation
	All documentation noted on the VDSS, Works Information and associated Standards.

	Electronic Security Perimeter 
	The boundary surrounding the critical cyber asset or network whereby access is controlled. Access is typically controlled using a DMZ between the cyber asset and corporate LAN.

	Field cabling
	All cabling between field devices and the first junction and/or splitter box.

	Hard copy
	A laser colour printed document appropriately labelled, numbered, binded or filed.

	HMI
	The human interface used for the operation and monitoring of the CCTV System.

	Network cabling
	All the cabling that forms part of the CCTV System network typically Ethernet or fibre-optic cabling.

	OEM
	The Internationally registered legal entity who owns the rights for the manufacture, design and repair of the CCTV System.

	OEM best practices
	Includes all of the OEM standards, best practices, guidelines and QA practices. Site logistics are considered when best practices are applied to provide the most suitable solution.

	Power cabling
	All the cabling to power the Control System and Common Control System.

	Pump Station
	Nooitgedacht or Wintershoek or Vygeboom or Bosloop. Nooitgedacht and Wintershoek are common to one site. All of the above form part of the KWS.

	Report
	A formal and structured summary of a sub-set of information produced or stored.

	Soft copy
	An electronic copy of a software file in the software format specified.

	Specification
	The document(s) forming part of the contract describing the methods of executing the various items of work to be done, and the nature and quality of the materials to be supplied and includes technical schedules and drawings attached thereto as well as all samples and patterns.

	System
	A set of Plant(s) components working together as part of a mechanism or network performing a defined function as a whole.

	Trending
	A functionality whereby a trend requested by operating, engineering or maintenance personnel can be displayed.

	Workstation(s)
	An area dedicated to particular functions associated with Control System such as operating, engineering, maintenance, diagnostics, system management, shift supervision etc. All workstations consist of a computer, keyboard, mouse, screens, table & chairs etc making up a fully functional area from which the particular function may be performed.



1.3.2 [bookmark: _Toc86397166]Abbreviations
The following abbreviations are used in this Works Information:
	Abbreviation
	Meaning given to the abbreviation

	AC
	Alternating Current

	AFC
	Approved for Construction

	C&I
	Control & Instrumentation

	CCTV
	Closed Circuit Television

	DB
	Distribution Board

	DIN
	Deutsches Institut für Normung (German Institute for Standardization)

	DMZ
	Demilitarized Zone

	DVR
	Digital Video Recorder

	EBI
	Enterprise Buildings Integrator

	EMI
	Electromagnetic Interference 

	GPS
	Global Positioning System

	HMI
	Human Machine Interface

	HP
	Hewlett Packard

	IP
	Internet Protocol

	IT
	Information Technology

	JOC
	Joint Operating Centre

	KKS
	Kraftwerks Kennzeichen System

	KWS
	Komati Water Scheme

	LAN
	Local Area Network

	LED
	Light Emitting Diode

	LOP
	List of Open Points

	MCB
	Miniature Circuit Breaker

	MPLS
	Multiprotocol Label Switching

	NKP
	National Key Point

	NTP
	Network Time Protocol

	NVR
	Network Video Recorder

	OBL
	Outside Battery Limits

	OEM
	Original Equipment Manufacturer

	ONVIF
	Open Network Video Interface Forum

	OT
	Operational Technology

	PA
	Public Announcement

	PTM
	Performance, Testing & Measurements 

	PTZ
	Pan, Tilt and Zoom

	PVC
	Polyvinyl Chloride

	QA
	Quality Assurance

	SAP
	Systems, Applications & Products in Data Processing

	SWA
	Steel Wire Armoured

	UPS
	Uninterruptable Power Supply

	UV
	Ultraviolet

	VDSS
	Vendor Documentation Submittal Schedule

	VMS
	Video Management System



1.3.3 [bookmark: _Toc86397167]General Requirements
(1) The Contractor provides the Komati Water Scheme CCTV System Replacement scope described in this Works Information as part of the works.
(2) The Komati Water Scheme sites include:
a. Nooitgedacht/Wintershoek Pump Station.
b. Vygeboom Pump Station.
c. Bosloop Pump Station.
(3) The CCTV System consists of necessary Plant and Equipment to meet the requirements stated as well as full compliance to all standards specified in this Works Information. This includes but not limited to cameras, power supplies, networking, cabling & racking, servers, electronic security perimeters, routers, switches, HMI workstations etc. 
1.4 [bookmark: _Toc86397168]Project Execution Methodology
(1) The Contractor is responsible for carrying out all activities and supplying all resources, such as plant, machinery, equipment people, skills etc., required to provide the works. This includes clarification and co-ordination with the Project Manager.
(2) The Contractor is responsible throughout the execution of the works to ensure the following:
a. The execution and completion of all activities shown in Appendix B: Project Methodology.
b. The submission and update of all documentation as defined in KWS CCTV VDSS (Appendix A).
(3) All documentation submitted by the Contractor conforms to all the requirements of the documentation synopsis and is in an adequate state of completeness.
(4) The Contractor follows the KWS CCTV Replacement Methodology during the execution of the works, as shown below in Appendix B: Project Methodology.
2 [bookmark: _Toc455133586][bookmark: _Toc86397169]Management and start up
2.1 [bookmark: _Toc455133587][bookmark: _Toc86397170]Management meetings

Regular meetings of a general nature may be convened and chaired by the Project Manager as follows:

	Title and purpose
	Approximate time & interval
	Location
	Attendance by:

	Technical meeting (Risk register; compensation events; Issues)
	Bi-weekly on Fridays at KWS sites or as per Project Managers request.
	Nooitgedacht/Vygeboom/
Bosloop Pump Stations or venue specified by PM
	Employer, Contractor, Technical staff and end users, safety and environmental staff.

	Overall project progress and feedback
	Monthly on the 1st Wednesday of each month  at KWS sites or the next working day if the mention day is a Public holiday
	Nooitgedacht/Vygeboom/
Bosloop Pump Stations  or venue specified by PM
	Employer, Contractor, Supervisor, and other  Interested parties



Meetings of a specialist nature may be convened as specified elsewhere in this Works Information or if not so specified by persons and at times and locations to suit the Parties, the nature and the progress of the works.  Records of these meetings are submitted to the Project Manager by the person convening the meeting within five days of the meeting.  

All meetings are recorded using minutes or a register prepared and circulated by the person who convened the meeting.   Such minutes or register shall not be used for the purpose of confirming actions or instructions under the contract as these shall be done separately by the person identified in the conditions of contract to carry out such actions or instructions.  

Meetings are arranged as per the specific contract requirements. During the design phase the progress feedback meetings are held at Megawatt Park (MWP) or via MST on a bi-weekly basis. This meeting is attended by Employer’s representatives and Contractor representatives.

2.2 [bookmark: _Toc455133588][bookmark: _Toc86397171]Documentation control
· All verbal communication are followed up with written confirmation
· All written communication should be on formal letters with Corporate letter heads
· An email system is used for general communication
· Minutes of Meetings are held for all meetings relating to the project
· Communication is extremely important and is managed to ensure maximum benefits to the project.
· A document management system will be implemented.
· All communication to be directed to the Project Manager

2.3 [bookmark: _Toc455133589][bookmark: _Toc86397172]Health and safety risk management
The Contractor shall comply with the health and safety requirements contained in Appendix C of this Works 
Information.



2.4 [bookmark: _Toc455133590][bookmark: _Toc86397173]Environmental constraints and management
· The contractor shall conform to the Eskom SHEQ policy, KWS environmental emergency and response work instruction, spill handling work instruction, environmental incident management and waste management work instruction. An environmental induction will be provided before the contractor commence work on site.
· The contractor shall manage environmental impacts as identified in the environmental risk assessment
· The contractor is responsible for safe disposal of the existing CCTV camera and associated components by ensuring that the CCTV camera and components are taken to the authorised electronic waste recycling site. The waste manifesto from the receiving site must be submitted to Eskom/KWS Environmental Officer within 7 days.
· The following environmental requirements will be included in the Tender/Request for Proposal (RFP):
· Environmental Risks Assessment as per scope of the project
· Environmental costing as per the scope of the project.

A template for compiling risks assessment and example of the environmental costing is included on SHEQ Documents (see Appendix C).
[bookmark: _Toc455133591]
2.5 [bookmark: _Toc86397174]Quality assurance requirements
Quality requirements will be negotiated and linked to contract award. Quality objectives are as follows:
· Contract Quality Plan Requirement as per Scope of works.
· Quality Control Plan (Inspection and Test Plan) Requirements as per scope of works.
· The supplier shall complete and sign Form A (Enquiry/Contract/Quality Requirements for QM       58 and ISO 9001).
The supplier shall submit objective evidence of a developed and implemented QMS that
       complies with ISO 9001:2015 or any applicable standard of quality management system (the latest
 applicable revision). The following documents (approved copies) shall be submitted:

1. Quality management system manual or a document that is defined and
             describes the QMS and its scope
2. Quality Policy
3. Quality Objectives
4. Control of documented information
5. Records required by ISO 9001 standard (List of Records)
6. Internal audit procedure
7. Control of nonconformity outputs
8. Nonconformity and Corrective action procedure
9. Documented information for defined roles, responsibilities and authorities
10. Documented information for Control of Externally Provided Processes, Products and Services
11. Latest copy of an internal management system audit report (with Nonconformity, Correction and/ or Corrective Action Reports)
12. Latest copy of an external management system audit report (with Nonconformity, Correction and/ or Corrective Action Reports
Detailed objective criteria are attached in the Quality evaluation criteria form.
2.6 [bookmark: _Toc455133592][bookmark: _Toc86397175]Programming constraints 
To be discussed and concluded with the Contractor after contract award.
2.7 [bookmark: _Toc455133593][bookmark: _Toc86397176]Contractor’s management, supervision and key people
The Contractor submits an organogram with updated CVs of each employee on the project.
Reporting structures and responsibilities are to be included on the organogram or in an addendum to the organogram.
2.8 [bookmark: _Toc455133594][bookmark: _Toc86397177]Invoicing and payment
Within one week of receiving a payment certificate from the Project Manager in terms of core clause 51.1, the Contractor provides the Employer with a tax invoice showing the amount due for payment equal to that stated in the Project Manager’s payment certificate.  
The Contractor addresses the tax invoice to The Project Manager, Eskom Holdings SOC Ltd, 
P.O. Box 1091, Johannesburg, 2000 and include on each invoice the following information:
· Name and address of the Contractor and Employer; 
· The contract number and title;
· Contractor’s VAT registration number;
· The Employer’s VAT registration number 4740101508;
· Description of service provided for each item invoiced based on the Price List;
· Total amount invoiced excluding VAT, the VAT and the invoiced amount including VAT;
Every 25th of each month, the Employer and Contractor will perform an assessment on the work completed for the month. The assessment will be signed off by both parties.
The Contractor will submit an invoice to Eskom’s Accounts Payable Section for payment.
2.9 [bookmark: _Toc455133596][bookmark: _Toc86397178]Contract change management 
Project Change Request Register unique identifier 240-87274313 (latest revision) will be used.
All scope changes must be approved by the Project Manager.
2.10 [bookmark: _Toc455133598][bookmark: _Toc86397179]Records of Defined Cost, payments & assessments of compensation events to be kept by the Contractor
All project related documents to be kept in either electronic format or hard copies in files at the Contractor’s premises.
2.11 [bookmark: _Toc455133599][bookmark: _Toc86397180]Training workshops and technology transfer
On completion of the works, Plant specific operating and maintenance philosophy training to be done with the Employer’s staff. Three operators and one maintenance employee to be trained.
The Contractor is to supply all OEM manuals in proper files which are clearly marked with the contract name and contract number. 
[bookmark: _Toc455133600]
3 [bookmark: _Toc86397181]Engineering and the Contractor’s design
3.1 [bookmark: _Toc232940131][bookmark: _Ref2861919][bookmark: _Ref2861928][bookmark: _Toc55409910][bookmark: _Toc86397182]Employer’s Requirements
3.1.1 [bookmark: _Ref10731484][bookmark: _Ref10731489][bookmark: _Toc55409911][bookmark: _Toc86397183]General
(1) The CCTV security provides a visual intelligence solution for decision making for security personnel thus reducing risk of danger to human lives and assets.
(2) CCTV forms part of the total security solution which must be capable of integration with other security systems such as Access Control, PA & Siren System, Intruder Detection (Alarm) System, Lighting System etc.
(3) The System provides a means to locally store, replay and transmit visual footage of incidents at site which can be reviewed and analysed at a later time at site (Guardhouse) or off-site (JOC or National Security Control Centre), primarily for verification purposes.
(4) The Specification for CCTV Surveillance with Intruder Detection [1] forms the basis for design of the Komati Water Scheme CCTV Security System.
(5) The functional requirements for the System accounts for the security needs of each site and the risks and challenges faced.
(6) The System is installed at key points of surveillance at each site including:
i. Vehicles gates (Main entrance and maintenance/service entrances).
ii. Pedestrian gates (Main entrance and maintenance/service entrances).
iii. Guard houses (External and internal surveillance).
iv. Perimeter Fences 
(7) The System provides CCTV coverage for zones shown in Table 1 as a minimum.

[bookmark: _Ref2607570][bookmark: _Toc13752961]Table 1: Pump Station Minimum CCTV Zones
	KWS Sites
	Minimum CCTV Zones
	Purpose

	Nooitgedacht / Wintershoek Pump Stations
	Main Gate
	Identification & Recognition 

	
	Pedestrian Gate
	Identification

	
	Perimeter Fences
	Detection

	
	Guard House/Security Office Exterior
	Observation

	
	Guard House Control Room
	Recognition

	
	Guard House Equipment Room
	Recognition

	
	Service Gate (Dam Wall)
	Recognition

	Vygeboom Pump Station
	Main Gate
	Identification & Recognition

	
	Perimeter Fences
	Detection

	
	Guard House Exterior
	Observation

	
	Guard House Control Room
	Recognition

	
	Guard House Equipment Room
	Recognition

	Bosloop Pump Station
	Main Gate
	Identification & Recognition

	
	Perimeter Fences
	Detectionandrew6


	
	Guard House Exterior
	Observation

	
	Guard House Control Room
	Recognition

	
	Guard House Equipment Room
	Recognition


3.1.2 [bookmark: _Ref6234392][bookmark: _Toc55409912][bookmark: _Toc86397184]System Overview 
(1) The CCTV System consists of various subsystems as shown in Figure 1 below. These subsystems are situated both on and off site.
[image: ]
[bookmark: _Ref489288187]Figure 1: CCTV basic system overview with integrated systems
(2) Only systems pertaining to CCTV are applicable however functional integration/interfacing of CCTV to other security systems is a required capability of the CCTV System. These systems are listed in 3.1.6 Security System Integration.
(3) All Systems external to the Site perimeter fences are excluded from the scope of this project. This includes the corporate LAN, regional and national security control centres etc.
(4) All Systems communicate with a local site security server with server software allowing for the required local functionality.
(5) The servers allow for interfacing of the Eskom corporate network through a DMZ for remote monitoring functionality. The DMZ and corporate network are excluded from the scope of the project.
(6) The Guard house control room is responsible for alarming and incident management at site.
(7) The System allows for remote engineering and administration functionality should the System be interfaced to the corporate network. Interfacing to the corporate network is excluded from the project scope.
(8) Operational tasks and investigations are performed locally however the System capable of remote operation and investigation via the corporate LAN.
(9) Local and remote connections are available to authorised security personnel with system access rights only.
(10) The CCTV System equipment is designed with consideration to ambient temperatures, humidity and corrosive environment experienced at site.
(11) The equipment is installed in suitable cabinets to support the equipment’s operational and functional requirements for the design life of the equipment.
(12) The equipment is designed for an expected life of 5 years and is protected against over and under voltage.
(13) Cables are appropriately sized in accordance with [2] 240-56227443 Requirements for Control and Power Cables for Power Stations to ensure voltage drops are within acceptable equipment specifications.
(14) The system is supplied with redundant 220V AC power at each site with backup supply with 18 hours standby time.
3.1.2.1 [bookmark: _Ref6294296]Intruder Detection
(1) Intruder detection is included within the System design in the form of video analytics.
(2) Intruder detection is installed in all locations identified in the security risk assessment performed by the Contractor.
(3) The intruder detection system is integrated into the CCTV system to ensure the relevant camera is brought to the forefront of CCTV security operating screen in the Guardhouse. This is achieved with zonal identification.
(4) The CCTV alarm system notifies local security personnel via the operating screens when the video analytics detects intruders.
(5) Perimeter detection is performed through advanced video analytics. This may be achieved as a built-in feature or add-on to the System and encapsulates the entire perimeter of the site.
(6) Detection is zoned and aligned with the perimeter cameras to enable fast determination of which zone has been disturbed and visual coverage of the area.
(7) Zone names are aligned with the video management system, control room, security monitoring centre and all related system documentation.

3.1.2.2 [bookmark: _Ref6994824]Site Perimeter
(1) The CCTV and intruder detection System monitor the perimeter (fences) of the site from within the boundaries of site.
(2) The System design includes analysis of site layouts to determine CCTV coverage.
(3) Analysis includes mapping of each camera field of view and range and accounts for obstacles.
(4) No camera is positioned such that direct light may damage the equipment or cause picture quality degradation.
(5) The CCTV perimeter detection detects when an intruder crosses the boundary perimeter of site.
(6) The System allows for tracking of intruders within the boundaries of site from the Guard House and considers buildings and resultant blind spot coverage.
(7) PTZ camera or fixed cameras may be used for the purpose but provide sufficient coverage for tracking.
(8) A fixed camera is positioned to provide full and clear coverage of the main entrance gate(s).
(9) The layout configuration and mapping of generic sites can be found in the CCTV standard [1].
(10) The perimeter cameras require visual coverage of all enclosing fences through parallel or angled cameras with respect to the perimeter itself.
(11) No enclosed fence blinds spots are acceptable. Camera dead spots are covered by an adjacent camera’s field of view.
(12) Perimeter cameras are installed on existing suitable infrastructure such as light poles, buildings etc. Alternatively steel re-enforced concrete poles of 4.5m or 5.7m lengths are used in accordance to SANS470 [11].
(13) [bookmark: _Toc455133628]The poles minimise vibration or movement from wind and are installed according to the manufacturers’ requirements.
3.1.2.3 [bookmark: _Ref7009048]Surveillance System
(1) IP or analogue cameras are acceptable for the purpose of identification, recognition, observation and detection.
(2) Each camera is used for a single purpose only (Detection, observation, recognition or identification) and is tested accordingly. 
(3) Cameras have the following minimum specifications:
i. Automatic Gain Control for automatic control in varying ambient light conditions (>30dB).
ii. Backlight compensation to enable detailed images under high background light conditions.
iii. Coverage distance is 10% further than required at site between cameras.
iv. Minimum of 8 frames per second.
v. Lens suited for the purpose or application of each camera.
vi. IP cameras are ONVIF compliant.
vii. Optical format of 1/3” or larger.
viii. Remotely configurable.
ix. A minimum resolution of 800 x 600.
x. Signal to noise ratio >52dB.
xi. Cameras implement white balance control to adjust for bright areas.
xii. Cameras have wide dynamic range.
(4) Fibre or electrical signals are used for camera communication and appropriate cable routing is applied between AC power and communication cables.
(5) Cables are labelled with the camera names at both ends as a minimum, to enable cable identification of source or destination in accordance with [7] 240-93576498 KKS Coding Standard.
(6) Cables are labelled with standard UV resistant PVC K Type flexible cable markers on nine digit carrier strips in accordance with 240-91190304 Specification for CCTV Surveillance with Intruder Detection [1].
(7) Outdoor camera requirements are as follows:
i. Face north to south as far as practically possible to avoid sunlight and include a steel sun visor.
ii. Steel wired armoured power cable.
iii. Weatherproof, environmental, corrosion and vandal proof.
iv. IP65 enclosures.
v. Sun damage resistant.
(8) Fixed thermal perimeter cameras are preferred for confirmation of intruders when an alarm is generated as they are not affected by weather or environmental conditions. The requirements are as follows:
i. Uncooled micro bolometer.
ii. Minimum resolution of 320 x 240.
iii. Thermal sensitivity >100mK.
(9) Fixed perimeter cameras may be installed however mitigation must be addressed in the design for weather affects. The requirements are as follows:
i. Infrared use for low light conditions (850 or 940nm wavelengths) fit for purpose.
ii. Light sensitivity >0.0002 lux for colour images and >0.00002 lux for monochromatic images.
(10) PTZ cameras may be used to aid response units to track and locate intruders at site however it is preferred to install additional fixed cameras for improved site coverage should PTZ camera remote or automatic tracking not be possible at site.
(11) PTZ cameras are minimised at sites. Additional requirements to those of general and outdoors cameras are as follows:
i. Zooming capability fit for purpose.
ii. Pan, tilt, zoom, focus, iris, on/off and pre-set position remote controllable via hardwire.
iii. Minimum 10 descriptively labelled pre-set positions with zoom level for gates, doors and any critical points of security risk.
iv. Built in patrol analytics during normal operation or default position if analytics unavailable.
v. Automatic zoom to zone when alarm is triggered.
vi. Automatic intruder tracking.
vii. 360º pan range at minimum 6º per second.
viii. 90º tilt range (-10º to 80º).
ix. Optical zoom fit for purpose at site with minimum 3.2mm.
x. 16x Digital zoom.
xi. Light sensitivity >0.0007 lux for colour images and >0.00007 lux for monochromatic images.
(12) Indoor cameras are used for buildings identified in the security analysis and include the buildings noted above as a minimum. 
(13) Indoor camera requirements include general camera requirements above and the following:
i. Field of view includes the entrance to the room or building.
ii. All entrance or security points are covered by multiple cameras if necessary.
iii. Cameras are dome, fixed or bullet types and have infrared lighting.
iv. Used for observation or identification purposes.
v. Ceiling or wall mounted in vandal resistant IP51 rated housing. 
vi. Adjustable field of view with manually adjustable pan-tilt mechanism.
vii. Day/night function with electronic shutters for light compensation.
viii. Light sensitivity >0.0002 lux for colour images and >0.00002 lux for monochromatic images.
3.1.2.4 [bookmark: _Ref7010984]Video Recording
(1) An NVR or DVR is used at site to record video footage and allow for live local and remote streaming.
(2) The video recorder is integrated with other relevant security systems to allow for system functionality in the event of an alarm as follows:
i. Record footage from all cameras (simultaneous recording) with coverage of the alarmed zone.
ii. Recording is 5 seconds before and 15 seconds after a security event and in full resolution.
iii. Alarm notification at the Guard House.
iv. The Guard House receives footage of the event at a suitable resolution to allow security personnel to assess the event accurately.
v. Remote access (off-site and via Corporate LAN) to live video streaming or recorded footage.
vi. Remote (via Guardhouse or Corporate LAN) control of PTZ cameras (where applicable).
vii. Allow for pre-recorded messages to be played over a PA system (PA system excluded from scope).
viii. Record movement when not armed 5 seconds before and 15 seconds after movement has stopped. Site activities such as daily maintenance and security patrols must be considered.
ix. Stream lower resolution and frame rate remotely.
x. All footage is time stamped and event searchable from date, time, event and motion.
xi. Time syncing between sites. 
xii. GPS time synced.
xiii. Recorded media is removable, hot swappable and lockable.
xiv. Appropriately sized hard drive for a minimum of 30 days footage is installed.
xv. Flagged footage is not overwritten when the hard drive is full.
xvi. Adjustable frame rate of ≥25fps streamed at 2-6fps and recorded at ≥6fps.
xvii. Compression such as H.264, MPEG-4, MJPEG or equivalent is used for steamed video.
xviii. Downloadable recordings.
xix. Supports 2-4 video monitors.
xx. Password protected for minimum 10 users with minimum 2 levels of access for operating and administration with full system activity logging.
xxi. I/O support for integration with other security systems.
xxii. On/Off switch with LED status.
(3) The video recorder is ONVIF compliant and compatible with major camera manufacturers and allow for simultaneous use with cameras of varied resolutions. 
(4) The video recorder is fully configurable, both remotely and locally, for the above functionality.
3.1.2.5 [bookmark: _Ref489198777]Video Management System
(1) The VMS allows for many of the functional requirements of the security system and enables viewing and management of the CCTV system.
(2) The CCTV system is distributed in its architecture to support scalability and integration across numerous Eskom sites.
(3) The conceptual architecture can be seen in Figure 2 below.
[image: ]
[bookmark: _Ref491692770][bookmark: _Ref491692757][bookmark: _Ref491692764]Figure 2: CCTV Conceptual Architecture
(4) The VMS server is located in the Guard House Equipment Room for management and monitoring.
(5) The architecture supports redundancy in the event of server failure and is seamless in swap over.
(6) The server supports at minimum 5 simultaneous client connections.
(7) The VMS connects to a wide range of NVR’s or DVR’s at different resolutions.
(8) The VMS is ONVIF compliant and supports the functionality of the Guard House. This includes access control integration functionality as well as customisable reporting on events and whether the site is armed or disarmed.
(9) The VMS is synchronised to a time server and can serve time to downstream network equipment.
(10) The network architecture complies with [9], [13] and [14] and supports password protected access to the server for a minimum of two levels for operator and administration access.
(11) Event logs capture user details, time and date and system changes.
(12) The VMS supports simultaneous recording and streaming of footage from multiple sites at a wide range of resolutions.
(13) It allows for continuous streaming at the security centre and supports multiple client stations to stream footage.
(14) It supports H.264, MPEG and MJPEG video compression at rates of 8-25fps. 
(15) All footage is watermarked with time and date. 
(16) Footage may be played back in both slow motion and high speed at varying degrees of speed and via multichannel playback.
(17) Mass export of archived footage or ‘cut’ footage is supported.
(18) The VMS supports at least 7 days of continuous recording from five of the highest resolution cameras.
(19) The VMS supports black screen monitoring and event queuing for multiple alarms.
(20) New events may be viewed without having to acknowledge previous events and allow comments to be attached to the event.
(21) The VMS is capable of remote control of any PTZ cameras, lighting systems and voice or PA systems.
(22) The VMS allows the operator to view the location or zone of alarms and cameras.
(23) The VMS is capable of tracking movement and highlight that area on screen.
(24) The VMS has high usability in terms of learnability, efficiency of control, memorability, errors and satisfaction.
(25) The operating experience with the CCTV system is intuitive.
(26) The VMS server is in accordance to Eskom IT requirements as follows:
i. HP Server.
ii. 19” rack mounted.
iii. Windows Server 2019
iv. Symantec antivirus.
v. Server updates from local or remote network connection.
vi. VMS appropriate hardware requirements:
a. Operating system on solid state drive
b. Video storage on surveillance hard drive(s)
c. Minimum 50% spare processing capacity under all loads
d. Minimum 50% spare RAM capacity under all loads
vii. Secured in a cabinet with access control.
3.1.3 [bookmark: _Ref489199589][bookmark: _Toc55409913][bookmark: _Toc86397185]Pump Station’s Guard House
(1) Each Pump Station has an existing Guard House positioned at the main gate entrance within each site.
(2) The Guard House has basic facilities and is equipped with two rooms applicable to the works, a security control room (used for the CCTV operating station) and safe room (used for the CCTV equipment room).
(3) The safe room can only be entered from the security control room and doubles as an equipment room with cabinets within for existing security systems.
(4) The security control room is used for the daily security system operational control and monitoring needs.
(5) A new control and operating workstation is installed for each guard house to primarily support the CCTV System and support the functionality, requirements and integration of the security systems are achieved.
(6) Local security control room layout drawings form part of the Contractor’s design submission for acceptance of the workstation design.
(7) Ergonomic and HMI considerations are made in accordance to the Employer’s design considerations which include as a minimum:
i. Ergonomics, furniture and materials
ii. Technical (cable routing etc.)
iii. Additional factors (Accessibility, security, emergency response etc.)
iv. Layout of the Guard House and Workstation.
v. Standard Operating Procedures/Philosophy 
vi. Communication requirements
vii. Traffic and routing
viii. Entrances and exits
ix. Environmental conditions
x. Cleaning and maintenance
xi. Functionally related rooms
xii. Eskom corporate identity (furniture, upholstery etc.)
(8) The safe room is used as an equipment room for new and existing security systems. The electrical switchgear room may be used if the safe room is not feasible to support the require plant/equipment. The Contractor submits a request to use the electrical switchgear room to the Project Manager for acceptance before designing or installing this option.  
(9) Cabinets are used for all equipment to ensure proper installation of and environment conditions of the plant/equipment are met.
(10) The integration of the security system is made within the equipment room.
(11) Control and Equipment room layout drawings are submitted by the Contractor for acceptance by the Project Manager. Existing drawings are provided by the Employer in Appendix 03. Drawings.
(12) Environmental conditions and safe room operational requirements and usage (i.e. storage of security personal protective equipment) are considered as part of the design solution of the equipment and cabinets.
3.1.3.1 [bookmark: _Ref10116902]Control Room
(1) The existing workstation is replaced with a new workstation and is of similar size (spatial limitation are considered for each Guard House) and position relative to the control room layout as space is limited.
(2) The local security control room includes a workstation to support fulltime security operations of onsite security teams. The workstation includes as a minimum:
i. Ergonomically designed security operator workstation desk and chair.
ii. Video monitoring with multiple screens suitable for monitoring all security systems with consideration of spatial limitation of the workstation and control room for each site.
iii. Screens specification with clear imaging and suitable for security control room application.
iv. Minimise OT computer equipment in the control room to minimise the space required for the workstation. OT is placed in the equipment room to support this requirement where possible.
v. Security HMI best practices.
vi. Individual selection of site camera to view footage.
vii. Full PTZ camera control.
viii. Program to sequentially cycle camera footage.
ix. Space for existing equipment (Telephone, radio etc.)
x. A4 Printer
(3) When an alarm is activated the CCTV detects the zone of the alarm to trigger the relevant camera. The system responds according to the requirements stated above and the CCTV standard [1].
(4) The Workstation allows for critical decision making in real-time during security events and is designed accordingly.
(5) Alarms are sent to the local security server and VMS.
(6) The System is capable of controlling relay contacts for control of excluded plant such as gates, perimeter lights etc.
(7) All activities and events on the system are date and time stamped for record keeping purpose.
3.1.3.2 [bookmark: _Ref489193632]Equipment Room
3.1.3.2.1 Cables and racking
(1) All control and power cables forming part of the works are in accordance with [2] 240-56227443 Requirements for Control and Power Cables for Power Stations.
(2) All cables are supported by galvanised racks, trays, trunking or conduit.
(3) Power and communication cables are supported by separates racks and spaced at least 300 mm apart.
(4) Where cables cross it is angled 90º to avoid EMI.
(5) Fibre optic cables are protected by Sprague conduit when entering or exiting trays.
(6) All cable entries are protected by cable glands.
(7) Cables are secured with appropriate cleats, clamps or ties with enough slack to prevent strain to any section of the cable or termination points.
(8) Cables are not stacked higher than the edge of the tray.
(9) All cabling on racks, trays and trunking or in cabinets are installed and routed neatly, efficiently and are clearly labelled for identification at source and destinations points according to the accepted design documentation.
3.1.3.2.2 Cabinets
(1) The security cabinets contain all the security systems control equipment such as CCTV NVR, Client Server, Video Storage, Access Control, Alarm and Intruder Detection equipment. Cabinets are 19 inch freestanding server cabinets.
(2) Cabinets are rated IP 51 to limit dust ingress and are physically lockable by key to restrict access.
(3) The cabinets support alarming when unauthorised access is made.
(4) The airflow and heat dissipation are designed for and included in the detail design submission by the Contractor.
(5) Each cabinet is supplied with suitable power distribution and MCB’s.
(6) Cabinets are top or bottom entry depending on existing cable routes available within the Safe Room.
(7) Cabinets are earthed to the substation earth.
(8) Equipment installed in cabinets is 19 inch rack or DIN rail mountable.
(9) Equipment is neatly installed to allow for required access and maintenance.
(10) Equipment is earthed to the cabinet.
(11) Cabinet and equipment layouts drawings are supplied in the detail design.
3.1.3.2.3 Communication
(1) The local OT systems are interfaced to a server for remote off-site access.
(2) Remote off-site access allows for remote configuration of equipment and monitoring of local on-site security control system.
(3) Remote off-site access communication is through dedicated and secure connection in accordance to [9] 240-79669677 DMZ Designs for Operational Technology Systems Standard, [13] 240-55410927 Cyber Security Standard for Operational Technology and [14] 32-373 Information Security IT-OT and Third Party Remote Access Standard.
(4) The communication medium is the responsibility of the Employer and provides suitable bandwidth to support remote functionality.
3.1.3.2.4 Time synchronisation
(1) All security systems are time synchronised and time stamped to an accuracy of 1s at site where applicable.
(2) GPS time synchronisation at sites is the preferred method.
(3) The NVR may serve time stamping for other security systems.
(4) Time synchronisation between sites is less than 10s and may via the VMS or NTP clock.
3.1.4 [bookmark: _Ref12364369][bookmark: _Toc55409914][bookmark: _Toc86397186]Electrical works
The electrical design requirements include provision of correctly sized feeder MCB to be installed on the existing distribution board (DB) in the security building; and cabling to the security cabinet, as well as distribution cabling from the security cabinet to the various CCTV loads. Associated tests and commissioning of the system is required as well as design documentation. The following shall be conducted by the Contractor on each pump station:
(1) The available power supply on each pump station is 220 V AC from a distribution board located in the security building. This point of supply has a diesel generator back up supply.
(2) The Contractor assesses the available capacity on the existing DB (in terms of incoming cable rating, main MCB ratings etc.) if it can accommodate the additional loads, following the detail design of the CCTV system. The Contractor performs the necessary upgrades where necessary; the upgrades shall be after the Employer has accepted the assessment report.
(3) The Contractor is responsible for the design, supply, deliver, quality assurance, install, test, commission and handover of PVC SWA power cabling and associated accessories (for termination) from the existing DB in the security building, to the new security cabinet (which has distribution MCBs for CCTV system loads) and from the security cabinet to the loads. The PVC SWA power cable’s outer sheath is that of blue stripe if it is installed on racks. If the power cable is to be buried a red stripped outer sheath is acceptable.
(4) On installation of cabling, insulation resistance and continuity tests on the cables shall be conducted as part of the commissioning tests. Cables having 110 V grade insulation or higher are tested with a 1000 V megger. For the acceptance of a cable, the insulation readings are less than 50 MΩ. Cable test certificates and safety clearance are provided by the Contractor and submitted to the Project Manager before sectional completion.
(5) The Contractor correctly sizes, provides, installs, tests and commissions the MCB to the security cabinet. The security cabinet shall be equipped with a voltage monitoring device that will aid with the detection and alarming when the incoming supply is not available.
(6) The new distribution MCB’s within the security cabinet provide power to the loads using different correctly sized MCBs e.g. Perimeter cameras are on a different MCB to the DVR, Indoor Cameras and PTZ.
(7) The electrical requirements and associated cabling for the CCTV cameras adhere to 240-91190304 Specification for CCTV Surveillance with Intruder Detection [1].
(8) The equipment is bonded onto the existing substation earth mat as per the requirement of 240-91190304 Specification for CCTV Surveillance with Intruder Detection and earth connection points shall be indicated on the drawings. Continuity and resistivity tests are conducted to confirm the adequate bonding of the system. Test results shall be provided to the Employer for acceptance.
3.1.5 [bookmark: _Toc55409915][bookmark: _Toc86397187]Civils work
3.1.5.1 Trenching
(1) [bookmark: _Toc365017395][bookmark: _Toc363204163]All new site perimeter cables are buried in trenching where existing routes cannot be used.
(2) The Contractor excavates trenches, lays cables and restores ground works to standard.
(3) Depth of cable burial to be done according to SANS 10198-8. 
(4) Trenching and cable laying shall be to SANS and Eskom specifications as indicated in section 7.1
(5) [bookmark: _Toc365017397][bookmark: _Toc363204165]External cables are suitable for burying or supported on cable hangers.
3.1.6 [bookmark: _Ref13746419][bookmark: _Ref13754505][bookmark: _Ref13754510][bookmark: _Ref13754520][bookmark: _Ref13754523][bookmark: _Ref13754533][bookmark: _Toc55409916][bookmark: _Toc86397188]Security System Integration
(1) The CCTV System supports full integration with building integration platforms such as Honeywell EBI etc. 
(2) The CCTV System supports:
i. Alarm triggers from all security subsystems.
ii. Integration with:
· Access control system.
· Building alarm system.
· PA & Siren system.
· Pre-detection sensors.
· Fence Alarm.
· Panic buttons.
· Lighting system.
· Other electronic systems.
iii. Arming and Disarming.
iv. Integrated alarm and system management.
(3) The integrating system sends and receives information to and from subsystems, including the CCTV System, and is capable of resetting and controlling subsystems.
(4) Interfaces are via industry standard communication protocols in both directions.
[bookmark: _Toc232940132][bookmark: _Toc55409917]

3.2 [bookmark: _Toc86397189]Parts of the works which the Contractor is to design
3.2.1 [bookmark: _Toc55409918][bookmark: _Toc86397190]General
(1) The Contractor is a paid up member of PSIRA to ensure the mandate of the Private Security Industry Regulation Act 56 of 2001 is upheld.  
(2) The Contractor designs the CCTV Security System in accordance with relevant Employer, local and international standards.
(3) The Contractor’s design includes all the Employer’s design requirements specified in section 3.1 above.
(4) The Contractors design caters for total integration or interfacing of other site security systems and remote access such as:
i. IACS.
ii. Alarm system.
iii. Additional cameras for excluded zones.
iv. PA system.
v. Lighting system.
vi. Electric fence system.
vii. Remote maintenance, operating, engineering, administration and investigations.
(5) The Contractor provides specific functional requirements for each site for the following:
i. Location for detection, observation, recognition and identification from cameras.
ii. CCTV monitoring locations (On-site and/or off-site).
iii. Communication available at site for off-site monitoring.
iv. Response time from armed security forces.
v. Potential blind spots due to layout and geography at each site.
vi. Zoning for alarm and CCTV system.
vii. System equipment installation space.
viii. System equipment specifications.
(6) The Contractor provides all plant and materials required for the design and as stated in section.
(7) The Contractor provides operational and maintenance support for the System at each site.
(8) The Contractor provides hotline support. Hotline support allows for telephonic and/or email consultation with System experts and is available during business hours.
(9) Operational maintenance also includes on-site support if the Contractor is called out in the event that Hotline support was unable to resolve manners. 
(10) Operational maintenance support is provided for 1 year after completion milestone is achieved for each site.
(11) The Contractor provides all equipment and services necessary to execute the works and fulfil the requirements specified in this document.
(12) The Contractor configures the System as a fully operational System that is implemented in a consistent and integrated manner.
(13) The Contractor’s design includes all hardware, software, licensing, network infrastructure, control, monitoring and operating facilities to enable the security operators to perform their tasks safely, efficiently, reliably and consistently.
(14) The Contractor’s design includes engineering, administration and maintenance software and licensing facilities to enable engineering, maintenance and administration to be performed on the System. All licenses associated with the operating and maintenance of the plant, equipment and software are included as part of the works.
(15) All licenses remain valid in the event of failure and replacement of faulty plant or equipment.
(16) All licenses provided by the Contractor are valid for 5 years and are extendable from the date of expiration.
(17) All licenses are site licenses (per site) for use at the Komati Water Scheme Pump Stations.
(18) Installation disks and license keys for all licensed software is provided by the Contractor. The Contractor maintains a copy of all information should the Employer requirement support in future.
(19) Software, firmware and license upgrades are provided for the duration of works. This includes patches and bug fixes. 
(20) The Contractor provides all design documentation stated in the Works Information and in accordance with KWS CCTV VDSS (Appendix A)
(21) The Contractor designs a System that achieves a reliability of greater than 95% per month in accordance with the Employer’s required performance [1].
(22) The Contractor designs a System that achieves an availability of greater than 98% per site and calculated monthly in accordance with the Employer’s required performance [1].
(23) The Contractor provides a System that achieves a dependability of greater than 85% per zone in accordance with the Employer’s required performance [1].
(24) The Contractor designs a distributed CCTV system that supports scalability and integration with other security systems and across numerous Eskom sites.
(25) The CCTV system is scalable to support the following additional areas in future:
[bookmark: _Ref10631223][bookmark: _Ref13746254][bookmark: _Toc13752962]Table 2: Additional CCTV zones for scalability
	KWS CCTV Sites
	Minimum Site Zones
	Purpose

	Nooitgedacht / Wintershoek Pump Stations
	Security Offices Interior
	Recognition

	
	Nooitgedacht Pump House Interior
	Observation

	
	Nooitgedacht Pump House Exterior
	Observation

	
	Nooitgedacht Switchgear Room Interior
	Observation

	
	Nooitgedacht Switchgear Room Exterior
	Observation

	
	Nooitgedacht Distribution Yard
	Observation

	
	Wintershoek Distribution Yard
	Observation

	
	Wintershoek Switchgear Room Interior
	Observation

	
	Wintershoek Switchgear Room Exterior
	Observation

	
	Wintershoek Pump House Interior
	Observation

	
	Wintershoek Pump House Exterior
	Observation

	
	Conference Room Interior
	Observation

	Vygeboom Pump Station
	Conference Room Exterior
	Observation

	
	Low Lift Pump House Interior
	Observation

	
	Low Lift Pump House Exterior
	Observation

	
	High Lift Pump House Interior
	Observation

	
	High Lift Pump House Exterior
	Observation

	
	Electrical Substation Building
	Observation

	
	Electrical Substation Yard
	Observation

	
	Conference Room/Security Accommodation
	Observation

	Bosloop Pump Station
	Pump House (Upper) Interior
	Observation

	
	Pump House (Upper) Exterior
	Observation

	
	Pump House (Lower) Interior
	Observation

	
	Pump House (Lower) Exterior
	Observation

	
	Electrical Distribution Yard
	Observation

	
	Electrical Switchgear Room Interior
	Observation

	
	Electrical Switchgear Room Exterior
	Observation


Table 2: zones above are excluded from the works but must be considered for future scalability or expansion.
3.2.1.1 Labelling
(1) Labels are made from anodised aluminium plate and are pop riveted in place, where applicable, and do not impact the IP rating of the cabinet or enclosure.
(2) Labelling is in accordance with the Plant Labelling Standard [6].
(3) Abbreviations are in accordance with the Employer’s abbreviation standard [8].
3.2.1.2 Standardisation
(1) Plant and equipment supplied by the Contractor is standardised as far as practically possible across all three sites. The purpose of standardisation is to:
i. Reduced life-cycle cost.
ii. Interchangeability of plant and equipment across areas, zones or sites.
iii. Reduced spares holdings.
iv. Reduced training effort.
(2) Standardisation applies to, but not limited to, the following plant and materials:
i. Camera types per application (perimeter, thermal, PTZ, fixed etc.).
ii. Servers/NVR’s/DVR’s etc.
iii. Power Supplies & UPS’s.
iv. Workstation equipment (Screens, Input Devices, Controllers, Computers)
v. Network equipment.
vi. Cubicles and enclosures.
vii. Cabling, racking and conduit.
(3) Standardisation does not compromise system performance.
3.2.2 [bookmark: _Toc55409919][bookmark: _Toc86397191]System Overview
(1) The Contractor designs the CCTV Security System in accordance with the Employer’s requirements stated in section 3.1.2 above.
(2) The Contractor designs the System to be highly scalable to support additional cameras on site. The Contractor informs the Employer of any limitations to the System’s scalability.
(3) The Contractor designs the System such that the Guard House is utilised as the Control and Equipment Rooms. The design provides appropriate layout drawings clearly depicting the location and details of the System components in the Control and Equipment Rooms.
(4) The Contractor designs the System to interface with the Employers corporate LAN for remote monitoring, engineering, administration, operational tasks and investigations. The Contractor designs the interface in accordance with [9] 240-79669677 DMZ Designs for Operational Technology Systems Standard which identifies the boundaries/interface of CCTV design to the corporate LAN.
(5) The Contractor’s design includes calculations for appropriately sized cables to ensure acceptable voltages for the Plant and/or Equipment.
(6) The Contractor considers availability of the diesel generators availability at each Site when designing for the 18 hour standby time.
(7) The Contractor performs an assessment to determine potential impact to existing infrastructure at each site such as lighting system, buildings, ground conditions, roads, cabling, piping etc.
3.2.2.1 Intruder detection
(1) The Contractor’s design includes Intruder Detection in the form of advanced video analytics unless otherwise recommended by the Contractor and in accordance with the Employers requirements in section 3.1.2.1.
(2) The Contractor performs a security risk assessment to identify detailed locations for intruder detection.
3.2.2.2 Site Perimeter
(1) The Contractor performs and provides thorough analysis of the following as a minimum:
i. Site layouts to determine specific monitoring locations for coverage of the site according to the Employers requirements and standards.
ii. Mapping of each camera’s field of view and range which accounts for obstacles and blind spots.
iii. Consideration of light sources and the impact of picture quality degradation.
iv. Existing infrastructure such as light poles, camera poles and trenching routes etc. for the installation of cameras.
(2) The Contractor configures the System to detect when an intruder crosses the boundary perimeter of each Site and allows for tracking of the intruder from the Guardhouse.
(3) The Contractor’s design is in accordance with the Employers requirements in section 3.1.2.2.
3.2.2.3 Surveillance System
(1) The Contractor designs the Surveillance System in accordance with the Employers requirements stated in section 3.1.2.3.
(2) The Contractor’s design includes communication settings, parameters and configuration files.
(3) The Contractor’s design includes a geographical layout of the surveillance system clearly showing camera names.
(4) The Contractor recommends appropriate camera technology for confirmation of intruders when an alarm is generated with consideration toward the Employers preference in section 3.1.2.3.
3.2.2.4 Video Recording
(1) The Contractor designs the Video Recording in accordance with the Employers requirements stated in section 3.1.2.4.
(2) The Contractor recommends an appropriate NVR or DVR.
(3) The Contractor provides an appropriate GPS for time syncing at site.
(4) The Contractor designs the System with the option of integrating other security systems to cater for the Employers required functionality.
(5) The Contractor provides video recording configuration settings.
3.2.2.5 Video Management System
(1) The Contractor designs the Video Management System in accordance with the Employers requirements stated in section 3.1.2.5.
(2) The Contractor’s design includes architectural drawings of the System showing system distribution, redundancy (where applicable), points of scalability and integration with optional systems and networks.
(3) The Contractor expands upon the CCTV Conceptual Architecture (Figure 2) and provides a complete CCTV architectural design drawing.
(4) The Contractor provides certification for compliance with ONVIF in accordance with the VDSS.
3.2.3 [bookmark: _Toc55409920][bookmark: _Toc86397192]Pump Station’s Guard House
(1) The Contractor designs the guard house layouts in accordance with the Employers requirements stated in 3.1.3 Pump Station’s Guard House.
(2) The Contractor provides a detail design for the guard house layout for the control room Workstation and Equipment Room cabinet layouts at each Pump Station site.
(3) The Contractor submits the detail design layouts to the Project Manager for acceptance.
(4) The Project Manager approves the Contractor to decommission and remove the existing control room Workstations.
(5) The Contractor ensures the integrity of the existing security systems are maintained during decommissioning and removal of any necessary equipment.
(6) The Contractor replaces other security Systems after installation of the new Workstation.
(7) The Contractor installs and commissions the new security control room Workstation in accordance with the applicable security standards demonstrating the required functionality of the system.
3.2.3.1 Control Room
(1) The Contractor designs the control room layouts in accordance with the Employers requirements stated in 3.1.3.1 Control Room.
(2) The Contractor provides detailed drawings of the control room workstation design.
3.2.3.2 Equipment Room
(1) The Contractor designs the equipment room layouts in accordance with the Employers requirements stated in 3.1.3.2 Equipment Room.
(2) The Contractor provides detailed drawings of the equipment room layouts.
3.2.4 [bookmark: _Toc55409921][bookmark: _Toc86397193]Electrical works
(1) The Contractor designs all the cabling works for the CCTV system which includes the security cabinet incoming supply and distribution cabling, as per the requirements in section 3.1.4 Electrical works. Furthermore, the Contractor sizes the feeder MCB to the security cabinet and provides voltage monitoring for the cabinet incoming supply.
(2) The Contractor designs lightning protection devices inclusive of equipment bonding to the site’s earth mat.
(3) The Contractor provides documentation of the designed system which include:
i. Cable test results.
ii. Cable Schedules.
iii. Earthing drawings indicating earth connection points for the new equipment.
iv. Security cabinet MCB distribution drawings and load schedule as per the Employer’s 240-77301384 Electrical Low Voltage Load Schedule template.
3.2.5 [bookmark: _Toc55409922][bookmark: _Toc86397194]Civil works
3.2.5.1 Trenching
(1) The Contractor designs the external cable trenching according to the Employers requirements and standards
(2) The Contractor performs an assessment to determine the ground conditions prior to cable burial. 
(3)  The Contractor to ensure works is done in accordance with SANS 10198-8.

3.3 [bookmark: _Toc232940133][bookmark: _Ref10799174][bookmark: _Ref10799186][bookmark: _Toc55409923][bookmark: _Toc86397195]Procedure for submission and acceptance of Contractor’s design
(1) The basis for the completion of all engineering activities is documentation as defined in:
i. KWS CCTV VDSS 
ii. Works Information.
(2) The methodology followed for the execution of the works and submission of the Contractor’s design in basic engineering phase is illustrated in Appendix B: Project Methodology below.
(3) The documentation, as defined in KWS CCTV VDSS (Appendix A) is prepared by the Contractor for the technical clarifications and provided to the Project Manager five working days prior to the start of the respective technical clarification.
(4) Technical clarification is where the Contractor clarifies with the Project Manager all the technical issues.
(5) The Contractor is responsible for maintaining the minutes of the meetings, a deviation schedule and list of open points (LOP) for all engineering activities and records of changes to scope during the engineering phases.
(6) Immediately after the technical clarification meetings, the Contractor provides two soft copies of the updated documentation as defined in KWS CCTV VDSS (Appendix A).
(7) The Project Manager reviews the updated performance, functional, and equipment specifying documentation.
(8) The Contractor prepares the formal documentation for the engineering design freeze.

3.4 [bookmark: _Toc232940134][bookmark: _Toc55409924][bookmark: _Toc86397196]Other requirements of the Contractor’s design
(1) Codification of Plant and Materials is in accordance with:
i. KKS or other suitable industry codification standard.
ii. 240-71432150 Plant Labelling Standard.

3.5 [bookmark: _Toc232940135][bookmark: _Toc55409925][bookmark: _Toc86397197]Use of Contractor’s design
(1) All designs, drawings, specifications, instructions, manuals and other documents created, produced by or on behalf of the Contractor for the purposes of Providing the Works (collectively, the “Contractor’s Copyright Documents”) and copyright therein and all intellectual property rights relating thereto, are, will be, and will remain the property of the Contractor.
(2) The Contractor hereby grants to the Employer, with effect from the Contract Date or in the case of documents or other matter not yet in existence, with the effect from the creation thereof (and notwithstanding the Completion or abandonment of the works or termination of this Agreement) an irrevocable, royalty-free, non–exclusive and perpetual licence to use those of the Contractor’s documents and other matter supplied to the Employer under this contract, for any purpose whatsoever connected with the works, including for the purpose of maintenance, operation, construction, retrofit, refurbishment, upgrade, repair or demolition of the works or any parts thereof. The Contractor hereby ensures each Subcontractor executes all and any documents or other matters and takes any other actions as may be required in order to give effect to this licence.
(3) The Employer uses the Contractor’s Copyright Documents and all intellectual property rights relating thereto for the sole purpose of all its needs at Komati Water Scheme pump stations, which includes any Employer processes and procedures pertaining to use, maintenance, operation, construction, retrofit, refurbishment, upgrade, repair or demolition of the works.
(4) The Employer may copy and submit, without restriction, all documentation to others employed or contracted by the Employer who have duly signed a confidentiality agreement with the Employer.
(5) The Contractor may not use any Copyright Documents (and the copyright therein and all intellectual property rights relating thereto), which are owned by the Employer and/or Others and provided to the Contractor, for any other purpose than to Provide the Works. The Contractor may not copy and therefore not retain copies of any such Copyright Documents.
(6) At Completion of the whole of the works, or earlier termination, the Contractor returns to the Employer all such documentation provided to him by the Employer and/or Others.

3.6 [bookmark: _Toc232940136][bookmark: _Toc55409926][bookmark: _Toc86397198]Design of Equipment
(1) The Contractor is responsible for all equipment required to provide the works.

3.7 [bookmark: _Toc232940137][bookmark: _Toc55409927][bookmark: _Toc86397199]Equipment required to be included in the works
(1) Any equipment required for routine operation and maintenance of the works that is used during project execution should be included as equipment provided as part of the works.
(2) The Contractor provides a list of required equipment required during the design to the Employer.

3.8 [bookmark: _Toc232940138][bookmark: _Toc55409928][bookmark: _Toc86397200]As-built drawings, operating manuals and maintenance schedules
3.8.1 [bookmark: _Toc55409929][bookmark: _Toc86397201]General
(1) The documentation requirements cover the various stages of the works, from the engineering; through installation and commissioning; and operating, maintenance and training stages of the project.
(2) Soft copies and hard copies of each document specified in KWS CCTV VDSS (Appendix A) and Works Information are provided at the stages defined within the schedule.
(3) Submission methodology requirements are supplied in 3.3 Procedure for submission and acceptance of Contractor’s design.
(4) All documentation is accessible in paper form and addressable in databases.
(5) All documentation is in English.


4 [bookmark: _Toc86397202]Procurement
4.1 [bookmark: _Toc455133629][bookmark: _Toc86397203]People
4.1.1 [bookmark: _Toc455133630][bookmark: _Toc86397204]Minimum requirements of people employed on the Site
Local employees to be employed as far as reasonable practicable. 
4.1.2 [bookmark: _Toc455133632][bookmark: _Toc86397205]Supplier Development & Localisation 
The Contractor shall keep accurate records and provide the Project Manager with reports on the Contractor’s actual delivery against the stated SD&L criteria.

The Contractor’s failure to comply with his SD&L obligations shall constitutes a breach on his/her part and therefore, as security for the fulfilment of all SDL&I obligations, Eskom shall apply a penalty of 2.5% of every invoice amount (excluding VAT) for failure to submit SDL&I performance reports every quarter; or failure to meet the SDL&I contractual obligations. 

4.2 [bookmark: _Toc455133633][bookmark: _Toc86397206]Subcontracting
4.2.1 [bookmark: _Toc455133634][bookmark: _Toc86397207]Preferred subcontractors
Contractor to inform the Employer if any subcontractors are appointed. 

4.2.2 [bookmark: _Toc455133636][bookmark: _Toc86397208]Limitations on subcontracting
Contractor to inform the Employer if any subcontractors are appointed. Subcontractors will be required to comply with Safety, Health and Environmental Specifications. A SHE Plan must be approved by the Employer prior to appointment. 

4.2.3 [bookmark: _Toc455133637][bookmark: _Toc86397209]Attendance on subcontractors
Contractor to inform the Employer if any subcontractors are on site.

4.3 [bookmark: _Toc455133638][bookmark: _Toc86397210]Plant and Materials
4.3.1 [bookmark: _Toc455133639][bookmark: _Toc86397211]Quality
(1) The Contractor adheres to all Eskom standards and best practices for the design, installation and workmanship to ensure quality workmanship and sound installation practice.
(2) The Contractor contacts the Project Manager to clarify any uncertainty regarding specifications or adheres to Eskom standards provided.

4.3.2 [bookmark: _Toc455133640][bookmark: _Toc86397212]Plant & Materials provided “free issue” by the Employer
No free issue Plant and Materials will be provided.

4.3.3 [bookmark: _Toc455133641][bookmark: _Toc86397213]Contractor’s procurement of Plant and Materials
(1) All warranties for the plant, materials and equipment, standard software and application software provided are included as part of the works.
(2) All warranties are in the name of Komati Water Scheme pump stations. 
(3) All plant and materials are procured to maximise warranty periods for plant in use. A phased procurement approach is recommended.
(4) Long lead items are procured with sufficient time to ensure delivery, installation, setup and commissioning within the agreed schedule.
(5) All Plant, materials and equipment for the works is procured by the Contractor.

4.3.4 [bookmark: _Toc455133642][bookmark: _Toc86397214]Spares and consumables
(1) The Employer is trained and made capable to maintain the systems that form part of the works with respect to spares after the Defects date. Spares are therefore kept at the Employer’s chosen location (Eskom Rotek Industries stores).
(2) The Contractor recommends and supplies a spares list with a price per component at tender stage. The validity of this spares list is 12 months. The Employer reserves the right to purchase these spares within 12 months of the signing of the contract.
(3) The Contractor supplies a complete list of components provided for the works and installed with technical description, model number and other technical detail as required by the SAP system.
4.3.5 [bookmark: _Toc55409938][bookmark: _Toc86397215]Warrantees
(1) All warrantees for the plant, equipment and software provided are subject to OEM warrantees and included as part of the works.
(2) The Contractor provides proof that technicians have been trained and certified to install and configure the CCTV equipment specified.
(3) The Contractor provides evidence of an agreement from the OEM that the OEM supports the tender offering and will continue to support the product if the Contract is terminated for any reason.
(4) All warrantees are in the name of the individual Pump Station.
4.4 [bookmark: _Toc455133643][bookmark: _Toc86397216]Tests and inspections before delivery
(1) The Contractor is responsible for all necessary tests and inspections before delivery to ensure successful testing and construction of the works.
4.4.1 [bookmark: _Toc55409940][bookmark: _Toc86397217]Tender Demonstration Test 
(1) The Contractor submits evidence, during the tender phase, that plant and equipment meet the specifications defined in the Works Information and is compliant with the CCTV standard [1].
(2) The Contractor submits demonstration test procedures in accordance with the CCTV standard [1] to confirm the plant and equipment is capable of meeting the functional requirements of the Employer.
(3) The Employer provides Functional Acceptance Test Sheets (see Annex F of CCTV standard [1]) for the Contractor to refer when developing procedures.
(4) The demonstration tests are locally based at a suitable venue arranged by the Contractor.
(5) The Contractor arranges a time, date and venue with the Project Manager.
(6) The Employer requires representation during the demonstration tests to confirm and accept the plant and equipment has met the requirements of the Employer.
(7) The demonstration test allows for one retest/retune/reconfiguration of plant and equipment for each test point.
4.4.2 [bookmark: _Toc55409941][bookmark: _Toc86397218]Factory Acceptance Test
(1) The Contractor submits factory acceptance test procedures in accordance with the CCTV standard [1].
(2) The Employer provides Functional Acceptance Test Sheets (see Annex F of CCTV standard [1]) for the Contractor to refer when developing procedures.
(3) The Contractor includes in the test procedures IT interface testing demonstrating the functional requirements of the Employer as defined in the Works Information.
(4) The factory acceptance tests are locally based at a suitable venue arranged by the Contractor.
(5) The Contractor arranges a time, date and venue with the Project Manager.
(6) The Employer requires representation at the acceptance tests to confirm and accept the plant and equipment has met the requirement of the Employer
(7) The factory acceptance test allows for retesting in accordance with the CCTV standard [1].
4.4.3 [bookmark: _Toc55409942][bookmark: _Toc86397219]Delivery to Site
(1) The Contractor’s first delivery to Site provides sufficient spares to prevent unforeseen delays to the Accepted Programme.

4.5 [bookmark: _Toc455133645][bookmark: _Toc86397220]Contractor’s Equipment (including temporary works).
The Contractor is liable for all plant & equipment in the designated area under his control. The Employer will not take any responsibility for any loss or damage to the equipment.

[bookmark: _Toc455133646]

5 [bookmark: _Toc86397221]Construction
5.1 [bookmark: _Toc455133647][bookmark: _Toc86397222]Temporary works, Site services & construction constraints
5.1.1 [bookmark: _Toc455133648][bookmark: _Toc86397223]Employer’s Site entry and security control, permits, and Site regulations
· The contractor to abide by security protocols and access control procedures.
· Alcohol testing will be conducted at any time on all employees entering the Eskom premises. All staff that tested positive for alcohol abuse will not be allowed on site.
5.1.2 [bookmark: _Toc455133649][bookmark: _Toc86397224]Restrictions to access on Site, roads, walkways and barricades
All vehicles must comply with the National Road Traffic Act, 1996 (Act No. 93 Of 1996)

Vehicle inspections will be conducted on a daily basis and check sheets must be kept at the Contractor’s offices.

5.1.3 [bookmark: _Toc455133650][bookmark: _Toc86397225]People restrictions on Site; hours of work, conduct and records
Restrictions and hours of work may apply on Sites.  

It is very important that the Contractor keeps records of his people on Site, including those of his Subcontractors which the Project Manager or Supervisor have access to at any time.  These records may be needed when assessing compensation events.

5.1.4 [bookmark: _Toc455133651][bookmark: _Toc86397226]Health and safety facilities on Site 
The Contractor to supply the following for his employees:
· Job Specific Safety training
· Personal Protective Equipment
· Toolbox talks
· Safety Representatives to be trained for all areas of the works.
· Qualified First aiders to be appointed for all areas of the works.

5.1.5 [bookmark: _Toc455133655][bookmark: _Toc86397227]Publicity and progress photographs 
SHE requirements must be clearly identified on notice boards. 

A complaints register must be maintained. The Contractor shall seek Employer’s approval prior to engaging with the authorities.

The KWS site are classified as National Key Points and therefore no pictures will be taken without the written authorisation of the Project manager.

5.1.6 [bookmark: _Toc455133656][bookmark: _Toc86397228]Contractor’s Equipment
The Contractor submits a list of all tools and equipment entering site. Equipment and tools not declared will become the Employer’s property.

On completion of the project, all tools and equipment will be removed only with permission from the Project Manager on the applicable approved Employer documents.

5.1.7 [bookmark: _Toc455133657][bookmark: _Toc86397229]Equipment provided by the Employer
Not Applicable.

5.1.8 [bookmark: _Toc455133658][bookmark: _Toc86397230]Site services and facilities
None.

5.1.9 [bookmark: _Toc455133659][bookmark: _Toc86397231]Facilities provided by the Contractor
All drivers’ fitness to operate specified vehicles and licenses to be available at all times for inspections by the Employer.

The Contractor provides temporary office space for the duration of the contract for Contractor employees at KWS pump stations.

5.1.10 [bookmark: _Toc455133660][bookmark: _Toc86397232]Existing premises, inspection of adjoining properties and checking work of Others
Not applicable.

5.1.11 [bookmark: _Toc455133662][bookmark: _Toc86397233]Excavations and associated water control
All excavations to be verified with the Project manager

5.1.12 [bookmark: _Toc455133663][bookmark: _Toc86397234]Underground services, other existing services, cable and pipe trenches and covers
Not applicable.

5.1.13 [bookmark: _Toc455133664][bookmark: _Toc86397235]Control of noise, dust, water and waste 
To be included in Risk Assessment. 

As per authorisations and the Employers policies, procedures and work instructions.

5.1.14 [bookmark: _Toc455133665][bookmark: _Toc86397236]Sequences of construction or installation
To be determined by Employer and Contractor.

5.1.15 [bookmark: _Toc455133666][bookmark: _Toc86397237]Giving notice of work to be covered up
All intended activities must be captured in the scope of work and also on the project schedule. The project schedule will be reviewed and updated weekly by the Project manager.

5.2 [bookmark: _Toc455133668][bookmark: _Toc86397238]Completion, testing, commissioning and correction of Defects
5.2.1 [bookmark: _Toc455133669][bookmark: _Toc86397239]Work to be done by the Completion Date
5.2.1.1 Basic Engineering Design Freeze
(1) The Contractor provides the basic engineering and design stage documentation for the works in accordance with the VDSS.
5.2.1.2 Detailed Engineering Design Freeze
(1) The Contractor provides the detailed engineering and design stage documentation for the works in accordance with the VDSS.
5.2.1.3 Erection & Installation Pre-requisites
(1) The Contractor provides the required documentation prior to erection and installation for the works in accordance with the VDSS.
5.2.1.4 Factory Acceptance Testing Completion
(1) The Contractor provides the FAT completion documentation for acceptance by the Employer prior to transporting plant and materials to site for the works in accordance with the VDSS.
5.2.1.5 Site Testing and Commissioning
(1) The Contractor provides the site testing and commissioning documentation for acceptance by the Employer prior commencement of related activities for the works in accordance with the VDSS.
(2) The Contractor submits site testing and commissioning completion evidence (completed testing documentation) for acceptance by the Employer prior to application of completion of the works in accordance with the VDSS.
5.2.1.6 Completion
(1) The Contractor provides ‘as built’ documentation after completion of the works within 3 months of the date of completion for each site in accordance with the VDSS.
5.2.2 [bookmark: _Toc455133670][bookmark: _Toc86397240]Use of the works before Completion has been certified
(1) The Employer may use the CCTV System for monitoring only during installation and commissioning.
(2) The Employer does not change System software, settings, parameters etc. that may impact negatively on the System or Project Schedule.
(3) The Contractor provides the Project Manager with any limitations or restrictions on the Employer use of the works before Completion.
5.2.3 [bookmark: _Toc455133672][bookmark: _Ref72321375][bookmark: _Toc86397241]Commissioning
(1) The Contractor commissions each site CCTV System before commissioning sectional completion is granted.
(2) The Contractor adjusts all necessary settings to ensure installation is in accordance with the functional requirements of 240-91190304 Specification for CCTV Surveillance with Intruder Detection [1].
(3) Commissioning includes testing and simulation of incidents in all lighting conditions of the day including sunrise, mid-day, sunset, night times.
(4) Commissioning includes testing the interface between the CCTV System and Guard house control room.
(5) Sectional completion is granted only once all the functional requirements of the System as defined by the works in section 5.2.3.1 Site Acceptance Testing.
(6) The Contract defects process is followed if site acceptance testing is unsuccessful after corrections or optimisation is made.
5.2.3.1 [bookmark: _Ref11940756]Site Acceptance Testing
(1) The Contractor submits site acceptance test procedures in accordance with the CCTV standard [1] the requirements within. The test procedures include:
i. Intruder detection tests.
ii. Soak tests (Operational tests).
iii. Camera functional tests.
iv. PTZ camera tests.
v. DVR tests.
vi. VMS tests.
(2) The Employer provides functional acceptance test sheets (see annex F of CCTV standard [1]) for the Contractor to refer when developing procedures.
(3) The site acceptance tests are performed at each site and arranged by the Contractor.
(4) The Contractor arranges a time, date and venue with the Project Manager.
(5) The Employer requires representation at the acceptance tests to confirm and accept the plant and equipment has met the requirement of the Employer.
(6) The site acceptance test allows for retesting in accordance with the CCTV standard [1].
5.2.3.2 Site Integration Testing
(1) Testing is performed in accordance with [1] 240-91190304 Specification for CCTV Surveillance with Intruder Detection.
5.2.4 [bookmark: _Toc455133673][bookmark: _Toc86397242]Start-up procedures required to put the works into operation
(1) The Contractor submits start-up procedures that may be applicable to the System should a system shutdown occur.
5.2.5 [bookmark: _Toc455133674][bookmark: _Toc86397243]Take over procedures
Takeover / hand over will be scheduled as per completion

5.2.6 [bookmark: _Toc455133675][bookmark: _Toc86397244]Access given by the Employer for correction of Defects
As per 5.2.4.

5.2.7 [bookmark: _Toc455133676][bookmark: _Toc86397245]Performance tests after Completion
(1) [bookmark: _Toc455133677]Performance tests are done by the Contractor before sectional completion of the works as per the described execution methodology.
(2) The requirements for testing are defined in section 5.2.3.
5.2.8 [bookmark: _Toc86397246]Training and technology transfer
(1) The Contractor provides training for the CCTV systems, as indicated below, and any remaining equipment included as part of the works to the Employer’s staff.  
i. Maintenance training.
ii. Operating training.
iii. Engineering/configuration training.
(2) All training provided by the Contractor is customised for Komati Water Scheme Stations and is directly applicable to the installed Plant and software supplied for the works.
(3) Training facilities are provided by the Contractor.
(4) The training facilities provided are:
i. Air-conditioned and suitably sized.
ii. Accommodates all trainees comfortably.
iii. Includes all engineering tools and workstations.
(5) Training material and tools are not shared by trainees during the training.
(6) The training is provided as per the detailed training programme and prospectus submitted by the Contractor and accepted by the Project Manager.
(7) The training schedule is incorporated in the Accepted Programme.
5.2.8.1 Maintenance Training
(1) Basic maintenance training includes as a minimum:
i. Familiarisation with the documentation forming part of the works.
ii. Hardware familiarisation.
iii. Hardware configuration.
iv. Hardware installation.
v. Graphic display configuration.
vi. Network configuration.
vii. Operator interface familiarisation.
viii. System hardware and software maintenance.
ix. System diagnostic and error checking.
(2) Advanced maintenance training includes as a minimum:
i. System programming.
ii. System administration.
iii. HMI display, design and configuration.
iv. Network design.
v. System hardware and software configuration.
vi. System backup & restore.
vii. System diagnostic and fault resolution.
5.2.8.2 Operator Training 
(1) Operator training includes as a minimum:
i. Familiarisation with operator documentation provided in the works.
ii. Familiarisation with operator interface, navigation, alarms, messages, control, monitoring, analysis and reporting.
iii. Emergency response.
(2) Engineering training includes as a minimum:
i. System design philosophy.
ii. Operating and maintenance concepts.
iii. System architecture showing hierarchy and interfaces to other systems.
iv. System configuration and documentation, including all necessary activities for the system expansion, modification and software storage.
v. Power requirement calculations.
vi. Software programming.
vii. Installation, configuration and maintenance of all software packages forming part of the works.
viii. Graphic display design, development and configuration.
ix. Storage configuration.
x. Network design, communication, configuration, security and expansion.
xi. System failure modes, effects and criticality.
xii. Proactive maintenance and life-cycle strategies.
5.2.8.3 Trainee participants 
(1) The number of participants to be trained are as follows:
i. Maintenance		: 3
ii. Operator			: 7
iii. Engineering			: 4 (includes Group Security)
(2) The Employer bears the cost of salaries, accommodation, travelling expenses and other allowances of trainee personnel, but all other training costs are borne by the Contractor.
(3) The Contractor provides additional (repeat) training courses as and when instructed by the Project Manager.
5.2.8.4 Training documentation
(1) The Contractor provides all course material including manuals
(2) The course material is in English and includes all third party documentation.
(3) Printed and soft copies of the training documentation are supplied for each trainee
(4) 3 hard copy sets and 3 soft copies are provided as a master copy.
(5) All training documentation provided by the Contractor is customised to Komati Water Scheme such as architecture, configuration, software, equipment, HMI and design.
(6) Training manuals are continuously updated by the Contactor until the date of issue of the Defects Certificate for the whole of the works.
5.2.9 [bookmark: _Toc232940189][bookmark: _Toc55409956][bookmark: _Toc86397247]Operational maintenance after Completion
(5) The Contractor provides operational and maintenance support for the System at each site.
(6) The Contractor provides hotline support. Hotline support allows for telephonic and/or email consultation with System experts and is available during business hours.
(7) Operational maintenance also includes on-site support if the Contractor is called out in the event that Hotline support was unable to resolve matters. 
(8) Operational maintenance support is provided for 1 year after completion milestone is achieved for each site.
[bookmark: _Toc455133679]

6 [bookmark: _Toc86397248]Plant and Materials standards and workmanship
6.1 [bookmark: _Toc455133680][bookmark: _Toc86397249]Investigation, survey and Site clearance
(1) [bookmark: _Toc455133681]The Contractor requests pre-approval from the Project Manager for site visits before execution work begins. 
(2) The Contractor informs the Project Manager of site visits to perform site investigations or surveys forming part of the design. 
(3) The Contractor’s investigations are for the purpose of detailed design work to meet the Employer’s design requirements.
(4) The Contractor identifies CCTV plant and equipment for removal at each site and submits a list of equipment for approval by the Project Manager.
(5) The Contractor identifies existing CCTV infrastructure at each site that is re-used for the new system. The Contractor is responsible to ensure re-used plant and equipment is compliant with the Employer’s prescribed standards.
6.2 [bookmark: _Toc232940192][bookmark: _Toc55409959][bookmark: _Toc86397250]Closed Circuit Television works
6.2.1 [bookmark: _Toc55409960][bookmark: _Toc86397251]General
(1) The Contractor provides all plant & material, equipment and services, and executes all works to fulfil all requirements specified in this Works Information.
(2) The Systems and design ensure a consistent and integrated platform for the Komati Water Scheme CCTV System across and within all plant areas.
(3) The CCTV System is configured as a fully operational System and is workable in all respects and is implemented in a consistent and integrated manner.
(4) The CCTV System provides all security information, protection and control facilities to enable the Security personnel to execute tasks safely, reliably and consistently.
(5) The works complies with professional engineering practice and standards for security Systems at critical locations, and is designed for the environmental conditions prevailing at Komati Water Scheme Sites.
(6) The Contractor installs all plant and materials in appropriate locations as specified or defined in the Employers design requirements. 
(7) The detailed scope of supply for the works is defined by a combination of performance, functional and plant specifications such that a complete functioning System is provided.
(8) The plant and material requirements are defined in this Works Information.
(9) The Contractor provides the appropriate cabinets for plant and equipment to ensure the requirements of the Employer are met. 
(10) The Contractor configures, designs, engineers, installs and commissions the System using the OEM best practices and industry best practices.
(11) Plant and equipment installed are protected from harsh or hazardous environment conditions.
(12) All plant and equipment supplied in the works is supported and maintainable for 5 years.
(13) All plant and equipment is protected against over and under voltage. 
(14) Uniformed signal descriptions and abbreviations are used though-out the works and are standardised with existing descriptions and abbreviations used for Komati Water Scheme Sites.
(15) Maintenance plans must be provided for system failures and faults such that appropriate measures can be taken immediately without having to analyse the cause of the failure.
(16) The Contractor obtains own copies of applicable International and National standards.
(17) The Works Information takes precedence over differences existing between this Works Information and any documents in the Appendix.
6.2.1.1 Site Perimeter
(1) The Contractor provides perimeter cameras to ensure sufficient coverage of the perimeter according to the Employers design requirements.
6.2.1.2 Surveillance System
(1) The Contractor provides fibre or electrical cabling used for camera communication and routes the cabling according to the Employers design requirements.
(2) The Contractor provides communication settings, parameters and configuration files for the System.
(3) The Contractor provides appropriate camera technology for intruder detection.
6.2.1.3 Video Recording
(1) The Contractor provides an appropriate NVR or DVR capable of supporting video recording according to the Employer’s design requirements.
(2) The Contractor provides video recording configuration settings.
6.2.1.4 Video Management System
(1) The Contractor provides an appropriate video management system according to the Employer’s design requirements.
(2) The Contractor provides certification for compliance with ONVIF in accordance with the VDSS.
(3) Secure cabinet(s) with access control are supplied by the Contractor.
6.2.1.5 Plant codification
(1) All plant, materials, equipment and documentation provided by the Contractor is codified.
(2) Plant codification is done according to KKS coding standard [7] or any other suitable industry codification standard.
(3) The KKS coding standard is applied such that 
i. The full component KKS code (level 0-3) is used as a signal identifier.
ii. The full component KKS code is displayed and used in diagrams/drawings etc.
iii. The full component KKS code is displayed and used in the HMI.
6.2.1.6 Labelling
(1) The Contractor provides all labelling for plant and equipment according the Employer’s design requirements and standards.
6.2.2 [bookmark: _Toc55409961][bookmark: _Toc86397252]Pump Station’s Guard House
(1) The Contractor provides all necessary plant, equipment and services to support the Employer’s required functionality for the CCTV system and the integration of other security systems.
(2) The Contractor replaces other security Systems that were removed for the installation of the new Workstation after installation is completed.
6.2.2.1 Control Room
(1) The Contractor provides the control room workstation including desk, chair, other furniture, security system equipment, printer and video screens (with appropriate support) for each site in accordance with the Employer’s design requirements.
6.2.2.2 Equipment Room
(1) The Contractor provides all cables (Electrical, communication, fibre optic etc.) and cabling support infrastructure (racks, trays, trunking or conduit) for the works and in accordance with the Employer’s design requirements.
(2) The Contractor provides all plant and materials necessary to install the cables and supports. 
(3) The Contractor provides cabinets for the CCTV equipment in accordance with the Employer’s design requirements.
(4) The Contractor provides sufficient cooling for the plant and equipment as well as effective ventilation from the room should it be necessary.
(5) The Contractor provides appropriate GPS time synchronisation for the CCTV system. All servers, workstations, NVR/DVR are synchronised with the GPS time stamp.
6.2.3 [bookmark: _Toc55409962][bookmark: _Toc86397253]Electrical works
(1) The Employer provides the 18 hour backup power supply required for the CCTV system by way of the existing diesel generator backup supply.
(2) The Contractor provides all electrical MCB’s and cabling for the CCTV power distribution.
(1) The Contractor provides a rack mounted UPS to support the safe shut down of the CCTV equipment (Servers, NVR etc.) in the event of backup supply failure to prevent loss of data.
6.2.4 [bookmark: _Toc55409963][bookmark: _Toc86397254]Civils works
6.2.4.1 Trenching 
(1) The Contractor provides trenching for external cabling in accordance with the Employers requirements and standards.
6.3 [bookmark: _Toc55409964][bookmark: _Toc86397255]Removal of existing CCTV Plant & equipment
6.3.1 [bookmark: _Toc55409965][bookmark: _Toc86397256]General
(1) The Contractor is responsible for the decommissioning and removal of obsolete or existing CCTV plant and equipment. This includes cameras, cabling, servers, cabinets, workstation furniture etc.
(2) All removed plant and equipment is disposed of by the Contractor in accordance to applicable standards and guidelines.
(3) Where plant and equipment has been removed the area is made good by the Contractor in accordance with the Project Manager.
(4) The term “made good” refers to:
i. All areas where plant or equipment is removed are made neat by means of closing of holes, blanking-off piping/conduit, grinding of anchor points and welding, repainting and resurfacing.
ii. The interface point between existing and new plant and equipment is made neat and functional to prevent weak points in the final works provided.
(5) The removal of CCTV plant and equipment is co-ordinated with the Project Manager to protect 3rd party systems from damage.
6.3.2 [bookmark: _Toc55409966][bookmark: _Toc86397257]Packaging
(1) All removed CCTV plant and equipment is suitable packaged for transport and disposal.
(2) The Contractor provides the packaging material.
6.3.3 [bookmark: _Toc55409967][bookmark: _Toc86397258]Storage
(1) The Contractor requests a location on site for temporary storage if required prior to disposal of existing CCTV plant and equipment.
6.3.4 [bookmark: _Toc55409968][bookmark: _Toc86397259]Transport
(1) The Contractor provides transport for the removal and disposal of existing CCTV plant and equipment.
7 [bookmark: _Toc455133685][bookmark: _Toc86397260]
List of drawings
7.1 [bookmark: _Ref20891886][bookmark: _Toc55409970][bookmark: _Toc86397261][bookmark: _Toc455133686]Standards issued by the Employer
[bookmark: _Ref10731138]240-91190304 Specification for CCTV Surveillance with Intruder Detection
[bookmark: _Ref14100142]240-56227443 Requirements for Control and Power Cables for Power Stations
SANS 10142-1	The wiring of premises Part 1: Low-voltage installations
240-56355815 Junction Boxes and Cable Termination (FIIG 2)
240-56356396 Earthing and Lightning Protection Standard
[bookmark: _Ref10730987]240-71432150 Plant Labelling Standard
[bookmark: _Ref10730976]240-93576498 KKS Coding Standard
[bookmark: _Ref10730983]240-109607332 Eskom Plant Labelling Abbreviation Standard
[bookmark: _Ref11920767]240-79669677 DMZ Designs for Operational Technology Systems Standard
[bookmark: _Ref12288054]240-86738968 Standard for Security Alarm Systems for Protection of ESKOM Installations and its Subsidiaries
[bookmark: _Ref12347658]SANS470 Concrete poles for telephone, power and lighting purposes
[bookmark: _Ref12611665]240-56355808 Ergonomic Design of Power Station Control Suites
[bookmark: _Ref24123087]240-55410927 Cyber Security Standard for Operational Technology
[bookmark: _Ref24123098]32-373 Information Security IT-OT and Third Party Remote Access Standard
SANS 1200 LC Cable Ducts
SANS 10198-8 Cable laying and installation
7.2 [bookmark: _Toc55409971][bookmark: _Toc86397262]Drawings issued by the Employer
This is the list of drawings issued by the Employer at or before the Contract Date and which apply to this contract.

Note: Drawings may contain both Works Information and Site Information.
	Drawing Number
	Rev
	Title

	0.80-6133-SH1
	0
	Vygeboom Security Fence Layout

	0.80-6133-SH2
	0
	Bosloop Security Fence Layout

	0.80-6133-SH3
	0
	Nooitgedacht and Wintershoek Security Fence Layout

	0.80-6133-SH4
	
	Electrical Fence

	0.41/25720
	01
	Komati Water Scheme Bosloop Control Office

	0.80/6108
	03
	Komati Water Scheme Nooitgedacht Security Facility

	0.80/
	02
	Komati Water Scheme Vygeboom Security Building


[bookmark: _Toc322507454][bookmark: _Toc340572647][bookmark: _Toc55409976][bookmark: _Ref80095327][bookmark: _Toc86397263]: Technical Specifications Index
[bookmark: _Toc228877429][bookmark: _Toc228877471][bookmark: _Toc340572648][bookmark: _Toc13752964]Table 3: Technical Specifications Supporting Documents
	#
	Folder
	Document Number
	Document Title

	01. 
	VDSS
	-
	 KWS CCTV VDSS

	02. 
	Standards
	32-373
	Information Security IT-OT and Third Party Remote Access Standard

	
	
	240-55410927
	Cyber Security Standard for OT

	
	
	240-56227443
	Requirements for Control and Power Cables for Power Stations

	
	
	240-56355808
	Ergonomic Design of Power Station Control Suites

	
	
	240-56355815
	Junction Boxes and Cable Termination (FIIG 2)

	
	
	240-56356396
	Earthing and Lightning Protection Standard

	
	
	240-71432150
	Plant Labelling Standard

	
	
	240-79669677
	DMZ Designs for OT Systems

	
	
	240-86738968
	Standard for Security Alarm Systems for Protection of ESKOM Installations and its Subsidiaries

	
	
	240-91190304
	Specification for CCTV Surveillance with Intruder Detection

	
	
	240-93576498
	KKS Coding Standard

	
	
	240-109607332
	Eskom Plant Labelling Abbreviation Standard

	
	
	
	Rocla-Pole-Guide

	
	
	SANS470:2012
	Concrete poles for telephone, power, lighting

	03. 
	Drawings
	0.80/6133 SH1
	Vygeboom Security Fence Layout

	
	
	0.80/6133 SH2
	Bosloop Security Fence Layout

	
	
	0.80/6133 SH3
	Nooitgedacht and Wintershoek Security Fence Layout

	
	
	0.80/6133 SH4
	Electrical Fence

	
	
	0.41/25720 SH1
	Komati Water Scheme Bosloop Control Office

	
	
	0.80/6108 SH01
	Komati Water Scheme Nooitgedacht Security Facility

	
	
	0.80/
	Komati Water Scheme Vygeboom Security Building

	04.
	Tender Evaluation Criteria
	
	Refer to Evaluation Criteria Spreadsheet

	05.
	Maintenance Checklist
	
	KWS CCTV Enquiry Appendix 01-5 Typical Maintenance Checklist

	06.
	Minimum Acceptance Testing
	
	KWS CCTV Enquiry Appendix 01-6 Functional Acceptance Test Sheets
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[bookmark: _Ref1141438][bookmark: _Toc55409977][bookmark: _Toc86397264]: Project Methodology
[image: ]


[bookmark: _Toc86397265]: SHE documents
Insert here
	#
	Folder
	Document Number
	Document Title

	00
	SHE Documents
	240-73416879
	KWS CCTV SHE specification

	
	
	240-128739857
	Environmental Evaluation Criteria for KWS




[bookmark: _Toc86397266]: Quality Documents

	#
	Folder
	Document Number
	Document Title

	00
	Quality Documents
	240-105658000
	Supplier Quality Management Specification

	
	
	240-126469599
	Method Statement Template

	
	
	240-109253302
	ITP Template

	
	
	240-109253698
	Typical Contract Quality Plan Template

	
	
	240-12248652
	List of Returnables 

	
	
	240-68099512
	Form A 


[bookmark: _Toc137798124][bookmark: _Toc229128327][bookmark: _Toc516836312]
C3.2	CONTRACTOR’S WORKS INFORMATION

	This section of the Works Information will always be contract specific depending on the nature of the works.
It is most likely to be required for design and construct contracts where the tendering contractor will have proposed specifications and schedules for items of Plant and Materials and workmanship, which once accepted by the Employer prior to award of contract now become obligations of the Contractor per core clause 20.1.

Typical sub headings could be

a) 	Contractor’s design
b)	Plant and Materials specifications and schedules
c)	Other




PART 4: SITE INFORMATION
4.1. General description
The works is situated at Nooitgedacht, Bosloop and Vygeboom Pump Stations in the Mpumalanga province of South Africa. Drawings of the general layout of the sites have been provided in Technical Specifications Supporting Documents in C3.1: EMPLOYER’S WORKS INFORMATION Appendix A.

The Pump Stations are access controlled. The Project Manager arranges site access on request from the Contractor prior to site establishment. The sites are accessible from public roads and dirt roads.

The Contractor confines his activities to designated sites unless he has made prior formal arrangements with the owners. The Contractor is liable for all claims resulting from damages caused by him.

The Employer expects the Contractor, his staff or agents to maintain good public relations with Land owners and members of the public at all times.

The Contractor maintains access to site in good order at his own expense during period of use.
All workers will be subjected to do the induction before they can be given access.

All safety and covid19 rules will be strictly adhered to. Access control rules and Eskom procedure will be followed accordingly.

4.2. Existing buildings, structures, and plant & machinery on the Site
Existing infrastructure at the sites are shown on the layout and facilities drawings provided in C3.1: EMPLOYER’S WORKS INFORMATION Appendix A.

4.3. Subsoil information

The subsoil is estimated to have 85% soft soil, 10% medium soil and 5% hard soil including rocks.

4.4. Hidden services 

The contractor must scan for any underground infrastructure prior to any digging is done. Any damage to infrastructure, caused by the Contractor, from access site or performing the works remains the responsibility of the Contractor to make good.
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