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% Q&A FOR RFB 2556-2022: SUPPLY OF SCHOOL LAN SERVICES TO
WESTERN CAPE EDUCATION DEPARTMENT FOR A PERIOD OF FIVE (5)

SITA YEARS

SITA SOC Ltd, 459 Tsitsa Street, Erasmuskloof, Pretoria, South Africa ¢ PO Box 26100, Monument Park, 0105, South Africa Tel: +27 12 482 3000 e Fax
+27 12367 5151 * Reg. No 1999/001899/30 ¢ www.sita.co.za

Title: | RFB 2556-2022: Supply of School LAN services to Western Cape Education Department for a
period of five (5) years

Date: | 05 July 2022

A: QUESTIONS AND ANSWERS

ITEM | QUESTION RESPONSE
NO

1.

Resolved on 26 May 2022, bidders
confirmed being able to download

The RFB is not blocking prospective
bidders  from  proposing  and
submitting their own solution. What
the RFB clearly stipulates is that the
existing install base must be
maintained and supported in addition
to the new solution offered.
Certification is a  mandatory
requirement for the existing install
base and the new solution proposed.

w
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il

Request for extension on the bid for 2 weeks. Due to
complexity of the tender and value all manufacturers need
time to do pricing that will benefit SITA / WCED at the end.
Thursday 16/6 being a public holiday and a lot of workers
will be taking leave as well as suppliers on the Friday for
long weekend, which leaves us with not sufficient time for
a proper bit submission.

Existing installed equipment:

o} Provide list of the current installed based
equipment, manufacturers name and warranty period
remaining on the equipment

o} Model numbers of existing equipment

o

The current equipment needs to be maintained,
without list pricing for these or replacement parts will be
impossible to provide competitive pricing

The current installed Firewall model numbers
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ITEM | QUESTION

NO
o] What licenses / users should be catered for in the
various categories of schools and hostels
- Microsoft — licenses to be provided by SITA?
- Cabling —What is the current cabling OEM installed?
- Must cabling / cabinets already be SITA approved
- Electrical — no need to include DB (Distribution
Board) into pricing?
- LAN Support — please provide detail of the number
of calls per month for the last 6 months
- Existing wifi equipment — if case of any failures or
replacement, should this be replaced by the same
manufacturer?
- Provide list of schools in the 5 geographical areas
- Number of schools implemented in each area over
the past 2 years
- Installation times — Will access be available for
installations 7am — 5pm at each school?

9.

Requirement is to manage existing devices for all OEM,
does WCED also need 5 year OEM support like Cisco
SmartNet for existing devices, if so then we will need serial
number and make/model for all devices.
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RESPONSE

ITEM | QUESTION

NO

10. There are some documents that we cannot find on the SITA
website under this tender number:
Bid Specification document — p48 Technical Schedules. Will
appreciate it if you can let us know where to find them.

11.

1. In the previous bid the list of existing equipment
referred to brands relating to cabling reticulation, is there
a standard brand that needs to be quoted on?

2. Will OEM certification be applicable to cabling as
well? (p.12 of 56 of Bid Specification: 3.2.6 (c))

o It is important to note that should OEM certification
of the sites be required for the copper installations; we will
have to know the brand of cabling in the current
environment so as to ensure the correct brand is scoped.
Certification with OEM Warrantee can only be achieved by
one of two scenarios:

b. Adding on to the existing brand installation with the
same brand to be able to obtain OEM certification &
warranty registration.

c. All existing cabling will be removed and replaced
with a standard brand across the board to be able to obtain
OEM certification & warranty registration

Basic questions:

—

B. current shortages of chips etc .... how will this
affect projected rollout next few years ?
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C. What is the effect of loadshedding on
maintenance per month? Does this have an affect
on MTTR on calls logged until resolved.

D. What % off equipment is out of warranty? Will
this only be discussed with the winning bidder
after award.

12.

Can we offer an alternative solution to what they have
specified in Xirrus?

Can we submit with 2 offices instead of the 6 as requested
in the tender, if we can do most of the service remotely —
also if this is not possible — could we open the offices once
we are successful in the bid?

ANNEX A.5: TECHNICAL SCHEDULES

The referenced Technical schedules, as listed in ANNEX A.5
in the tender document, are not included in the document
pack for this tender. Please advise and provide.

6.2 TECHNICAL MANDATORY REQUIREMENTS
1) BIDDER CERTIFICATION AND AFFILIATION
1.1 The bidder must be:-

(a) accredited with the relevant Original Equipment
Manufacturer (OEM) on an enterprise level for the supply,
install and maintenance of the existing systems and in
addition;

(b) the OEM of the system/solution that the bidder
proposes other than the existing

system/solution

Is it accepted by WCED that a proposal of other
system/solutions will result in separate or dual systems
managing certain aspects of the LAN environment, e.g.,
“Cloud based AP management solution”, in that a different
proposed solution will not support currently deployed
devices.
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3.3.3 Assessment and Planning services

(b)  Design and planning

The LAN design and configuration plan for each school
must cater for the required VLANs. The minimum
requirements will include, but are not limited to, the
following:

o All LAN Wi-Fi devices must be configured and
managed centrally;

o All LAN switches must be configured and managed
centrally; and

o All School LANs must be capable of being managed
centrally across the WAN.

Can this system be provided remotely as a service or should
it be physically installed at WCED/SITA and owned by
WCED?

Should this system configure and manage existing LANs or
newly installed LANs only?

3.3.7 Software and firmware maintenance

All Core Switches, Access Switches, Access Points, UPS’s,
Servers’, Operating Systems and Firmware should be
updated according to the latest applicable versions.

Before any updates are applied, it must be tested within a
test environment for any possible issues/bugs.

Will test environment be made available by WCED or
should bidder provide this environment?

3.3.10RADIUS

The LAN Service Provider must design, construct and
implement centralised RADIUS server in order to manage
and control authentication for selected schools that do not
have a local RADIUS server. This RADIUS server must be
able to be installed as a virtual instance and must integrate
user authentication to Active Directory.

Can the centralized Radius server be provided as part of the
proposed system to centrally configure and manage LAN
Switch and Wi-Fi devices?

If not, which Hypervisor/s should it be supported
on?
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3.3.14School LAN Management

The LAN Service Provider will monitor and manage each
school’s LAN service, including the authentication and
security of all devices connected to the Western Cape
Government Schools Network through any school LAN.

(Cost provided for in the LAN Support, Maintenance and
Management Fee)

Which system is currently in place for existing LAN service
and is this owned by WCED

or current/previous service provider?

3.3.21Service Desk

The LAN Service Provider must have a Service Desk
available between 07:00-17:00 on Business Days (means
any day of the week excluding Saturdays, Sundays and
South African public holidays) where all calls regarding LAN
Incidents can be logged by either the WCG Service Desk or
support engineers.

Between 17:00 and 07:00 the next day, calls must be
logged via e-mail and must be responded to during the

next Business Day from 07:00 onwards.

s it possible to provide average monthly call statistics or for
the calendar month with highest

call rate as well as a yearly call rate?

3.3.26Service Delivery Schedule and Performance Metrics

The LAN Service Provider will support and maintain the
LAN, equipment and infrastructure installed in terms of the
previous contract as well as LAN, equipment and
infrastructure installed by the successful bidder in each
school from the Service Commencement Date for a period
of five years (sixty months), irrespective of the date of the
end of the Contract.

The successful bidder to facilitate the honouring of the
warranty by the OEM as provided by the previous service
provider.

The Service Provider will provide the required goods and
services to the Department that is set out in the SLA.

Which OEM support contracts are currently in place with
current/previous service provider? E.g. Cisco shared
support or Smartnet Support?
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Will support contracts which expire in less than 5 years be

extended or renewed as part of this project, on an as

needed basis?
13.

o Can SITA confirm the amount of schools supported
in 2021 is 717 schools as per page 7 of the Bid Specification
document?

o Regarding the support of the current equipment, can
SITA provide us with the annual amount of call outs or
incidents relating to each of the below (for the period of 01
June 2021 — 30 May 2022)?

e Switches

* Access Points

¢ Cabling

¢ Cabinets

e UPS

¢ Air Conditioners
e Servers

e Firewalls

o Regarding the support of the current equipment, can
SITA share the installed equipment details and confirm the
warrantee end dates? We need to understand the age of
equipment as this will impact the current estate support
pricing.

o For the school based and centralized firewalls please
advise what the bandwidth throughput requirements are
for both.

o What is the size of the shared, central internet link?

o What is the size of the school WAN link into the
current central datacentre locations?

o What are the sizes of the current links from Liquid
Diep Rivier and Liquid Midrand into the SITA network?

o For each school size (small, medium, large, extra-
large and LSEN) please advise how many concurrent
connections will be required through the school’s firewall.
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o Can the SITA Datacentre in Observatory be used for
hosting centralized servers and firewalls?

. Can the current central server hardware continue to
be used?

o Does the bidder need to provide both a service desk
tool and service desk services or do we need to use existing
the WCG service desk?

o Will the Schools Service Desk facility at Kuils River
(BOK) be made available to the winning bidder?

o As part of the previous RFB and documents provided
by SITA. SITA provided a detailed breakdown of the existing
network infrastructure installed per site - referred to as a
"WCED Technology Portfolio Model". Can this detail please
be shared again? This will assist in understanding the
current estate which requires support in terms of
Technology and Quantity, as well as location.

o SITA requires that a Bidder achieve a minimum
threshold score of 60% in order to pass the Technical
Functionality requirements. We note that the minimum
threshold score has been reduced from the 65% required
in RFB 2446/2021. With a laser focus set on e-Innovation,
should the threshold not be at least 70% to ensure the Bid
is awarded to a Company that has the solution, skills and
experience to partner with the Western Cape Department
of Education for such a mission critical solution.

14.

1. The bidder must be registered with the Construction
Industry Development Board (CIDB) with a minimum rating
of EB and CE6 —

a. Can we use a sub-contractor for CIDB registration ?

b. Please advise why is CIDB required?

2. P48 of the bid specification you are referring to quite
a few .xIsx documents. Annex A5 is missing in the
requirement folder. Please can you share these as a matter
of urgency. Itis not on the Sita portal or the e-tenders site.
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i.e “Also refer to the WCED Schools Technology Model —
July 2020 Annex A.5 paragraph 11.3) for a detailed
breakdown of existing network infrastructure installed per
site.”

3. Requirement is to manage existing devices for all
OEM, does WCED also need 5 year OEM support like Cisco
SmartNet for existing devices, if so then we will need serial
number and make/model for all devices.

15. o Local/site server specifications (Bid Specification doc
pgl0): For the local/site server specifications s
dual/redundant power supply required?

16. Delivery of the tender — mandatory that it be hand
delivered or can it be couriered to the tender office
address?

17. Certain amount of OEM’s that are listed. Are we excluded
from responding if we also have a turnkey solution?

Last year you had RFB 2446 — has that been cancelled and
replaced with this one

18. Is this bid going to be awarded to one bidder or a panel of
few companies

19. Must the cabling be certified by SITA

20. How many resources will be required for the project

21. With reference to page 4 of the attached Erratum, please
confirm whether the Bid Document will be amended & re-
issued ?

13) Removal of SBD 6.1 and administrative documents and replacement with the revised $806.1 and
administrative documents.

22.
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“In order to comply with the WCED five (5) educational
districts and/or municipal districts, we assume that we
need cabling and civil teams available at all places for
potential concurrent projects. Will it be possible to give an
indication of the number of resources, number of cabling
vehicles and number of trucks that the current incumbent
has on this project?”

23.

Questions - RFB 2556-2022: Supply of School LAN services
to Western Cape Education Department for a period of five
(5) years

Questionl - Annexures

Please amend Annexure F to allow for wider columns as per
below

o Annexure F change request
Annexure F: TAB LAN Management Services
Please widen Column D (Cost per Month)
Annexure F: TAB Network Equipment
Please widen Column E (Unit Price)

Please widen Column F (Total Price)

Question 2 — pricing spreadsheet

Please provide Price list Excel spreadsheet as described on
Page461.1

Question3 — technical schedules

Please provide the technical schedules as per Annex A.5
Page 48

Question 4

There is mention on the new bid document that support on
current equipment is also required. Please provide the info
to respond with correct pricing.

Question 5 - BOM

Why is there no BOM or number of servers specified on
RFQ document for existing hardware that requires
support?
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24.

It is noted that the tender calls for the new proposed
hardware / software to be equal if not better than the
existing.

Q: So as to ensure an unbiased comparison the existing
features currently in the WiFi hardware and software need
to be included in the pricing a well as checked to be
available in competing WiFi hardware and software. Must
these features be included in the overall pricing or be listed
as separate line items?

Existing features:
Integrated Application Control

Wi-Fi platform shall support full functionality layer 7 DPI in
each AP with for application visibility and policy
enforcement (QoS prioritization, rate limiting, blocking,
time of day control) to ensure reliable wireless service,
even under heavy network load

Distributed Controller System

Wi-Fi platform shall support an integrated, distributed
controller function within each access point for system
operation without a centralized controller appliance

Software Defined Radios

The Wi-Fi platform shall support software-defined radios to
enable all- 5GHz operation on APs for dynamic matching of
the Wi-Fi infrastructure to the Wi-Fi device population

Personal Wi-Fi Networks

Wi-Fi system shall provide ability for users to dynamically
create secure, private Wi-Fi networks within non-secure
public Wi-Fi networks

Secure Agentless BYOD and loT Onboarding

Wi-Fi system shall provide for the creation and
management of unique pre-shared keys (PSKs) per user or
per device for secure onboarding of headless devices (e.g.
loT) or BYOD use cases without certificates, agents, or full
802.1x authentication. The system shall coordinate the
management of these PSKs across all access points in a
given network to facilitate seamless roaming.

Single Integrated Platform and Management
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Solution shall support a common management framework
for all network system components, including Wi-Fi,
switching and outdoor backhaul wireless.

High Density APs
Wi-Fi AP portfolio shall support up to 5 user-servicing

radios per AP to support high density deployments using
fewer APs and infrastructure

Integrated Guest Access

Wi-Fi system shall provide integrated guest access.
Capabilities must include: custom captive portals, mobile
number collection, social media integration, advertising
insertion, multiple language support, and sponsor approval
workflow

Next day advanced hardware swop-out

In the event of failure all access points must be covered by
next day swop-out

Hosted Scalable Cloud Single Pane Management

New and existing models CambiumXirrus access points,
switches, indoor, outdoor and inter building connectivity
are managed, configured, and reported on in the existing
Hosted Cloud

25.

Given the delay in the release of information relating to the
Bid (i.e. Technical Schedules released 14 & 15/6, as well as
the response to clarifications questions, which may impact
the Bidders' responses, we request that an extension be
considered, from the current Closing Date of 04/07/2002,
to 18/07/2022.

26.

Are there any delivery lead time expectations (from order
to delivery) for the equipment priced and proposed by the
bidder

27.

Must all the switches including core and access support
Layer 3 routing and open standards routing protocols like
OSPF etc?
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28.

Must the sfp's quoted for be capable to support distances
further than 300 meters?

29.

Must the pricing for the fiber SFP's for connectivity
between core and access be 10 gig ?

30.

Must the pricing for the fiber SFP's for connectivity
between core and access be 10 gig Multi-Mode or 10 gig
Single-Mode?

31

Must stacking cables and modules be included in the bill of
guantities and in the pricing for the access switches?

32.

Refering to ANNEX A.2: TECHNICAL MANDATORY AND
FUNCTIONALITY AND PROOF OF CONCEPT
REQUIREMENTS. 6.2 - The bidder must be:-

(a) accredited with the relevant Original Equipment
Manufacturer (OEM) on an enterprise level for the supply,
install and maintenance of the existing systems.

NOTE: The requirements for  the existing
solutions/environment must include ALL of the following
listed OEM/OSM accreditations: Cisco, Fujitsu, Dell, Xirrus
and Microsoft.

There are 7 schools that have Huawei switching installed
for the LAN component for both core and access and a
potential 100 schools installed with Huawei before
awarding of the new contract to a potential new bidder .
Must the bidder also be accredited with Huawei on an
enterprise level for the supply, install and maintenance of
Huawei LAN switches ?

33.

On average, how many schools were deployed per month
during the previous 5 year contract period and can we
expect a similar cadence of deployments to schools in this
5 year contract?
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With reference to ANNEX A.5: Site List (Schools)

Please can SITA add an extra column to the list of schools
to indicate whether the school was onboarded (installed)
or not?

34.

1) We would like to understand how different product
sets will be compared to the current product set during the
adjudication process? Would it be possible for you to
provide us with a list of minimum specification
requirements for the respective hardware?

2) The Bid specification document requests that the
proposed equipment is interoperable, equal to or have
better functional capabilities than the current product set
however in reference to the Pricing Schedule (tab Network
Equipment, row 14, C4.1) the specifications for Wireless
Access Points is listed as (802.11a/b/g/n/ac/ax) with
concurrent dual band support (5GHz and 2.4GHz). Can we
accept these as the minimum specifications required
applicable to Wireless Access Points and therefore price
accordingly?

3) As a 5-year on-site or manufacturer-backed swop-
out warranty is required for all Equipment and
Infrastructure which would then include Copper, Fibre and
Cabinets. Would it be preferred to have a single OEM on
these products that cover the warranty end to end.

4) In reference to the draft SLA document and
specifically the metric pertaining to the LAN installation
(8.1) would the 84 calendar days be negotiable due to the
current global supply constraints being experienced. This is
particularly pertinent in determining shipping costs i.e.
airfreight vs sea freight.

35.

With reference to:
WCED Schools Technology Model - July 2020

This document appears to be almost 2 years old. As a result,
we can assume the device ages are +2 the number
stipulated?

It is noted that only a few product line items are populated
with device ages, can SITA provide the information for the
rest?
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36. 1. Is there a Server Catalogue on what is deployed and

the make, model, and serial numbers? (To ensure we can
respond correctly on all the warrant portions of the bid)

2. Is there a “schools that have already been installed”
list available?
3. +- how many school assessments are done monthly.

4, The Specification talks about Firewall
Services(IPS/IDS) with centralised management to be
included but does not list a Customer Premise Equipment
(CPE) in the pricing sheet.

a. Do we need to spec a firewall device for each of the
schools?

If yes. What is the size of the WAN links we need to cater
for?

i. How many WAN links per site? We assume this is on
WAN link per site.

b. Is there an existing Central Firewall that we need to
incorporate into the design and include in the pricing of the
services for continued support?

i. If yes. What is the make, model and current licensing
attached to this?

5. Is an AD design available?

6. Role based access rights to be provided — is this
currently done through AD or the Firewalls.
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37. Must the proposed access switch models be 10Gig capable
and must all the modules be included in the access switch
pricing response to make the switch compatible with 10Gig
uplinks to the core switch ?
38.

Question 1

You stated that the respondent shall support existing
infrastructure. Will the dept ensure there is

Warranty and OEM support for all equipment supplied by
previous service provider?

Question 2

Please provide the following documents: Technology
portfolio Model

Question 3

a Please provide an update to the install base table, as it
states estimates as of June 2021:

b Are the schools that are listed under "Number of
Installations Remaining” on any

LAN at all? Do they have any of the required connectivity,
albeit old? OR,

c. Is it only the Installed Schools that are considered as
existing and requiring support?

Question 4
Regarding the CMDB:
a. Where is the current CMDB held?

b. On which technology, and owned by and maintained by
who?

c. Is the expectation for the successful bidder to maintain a
central SITA/ WCED

CMDB; or

d. Is the expectation for the successful bidder to maintain
a “Service Provider CMDB”

and report accordingly; or

RESTRICTED

Page 17 of 19




RESTRICTED

ITEM
NO

QUESTION

RESPONSE

e. Is there a requirement / allowance for integration
between Central SITA WCED

CMDB and Service Provider CMDB?

f. Is a copy of the current CMDB or relevant reporting
available?

Question 5
Regarding Incident Management:

g. Please provide 12 months statistics for all LAN support
tickets logged per School;

Technology, Category and Fault Type.

h. Statistics to include volumes and SLA performance per
Category

Question 6

Regarding Section 3.3.24 Service Delivery Schedule and
Performance Metrics

i. Please provide a detailed Installed base specifying Make,
Model and Warrantee

status of all in-scope equipment per school

39.

1. What class of CPUs are required across the different
profiles of schools — Bronze, Silver , Gold ?

a. There a minimum core counts indicated —can we use
this for the pricing ?

2. Is there a profile of the VMs that will run on each if
these sites or do we assume the sizing of the hardware has
been done appropriately ?

NILER,

3. What form factor of server is required ?
a. Will there be cabinets for rack mountable servers ?
4, Do we assume server interfaces are copper based ?
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5. Could you share the backup schedules required for
the servers ?

6. Should backups be localized or centralized ?

7. What is the expected data recovery time for a failed
server ?

8. Does a Hypervisor need to be included with the
pricing , if so what is the Hypervisor preference ?

40.
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