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	Tender Questions and Answers
	Document Identifier
	559-222407715
	Rev
	1

	
	
	Effective Date
	July 2024

	
	
	Review Date
	July 2027



	To whom it may concern
	Date
	11 March 2026

	
	Enquiries
	Refiloe Mabula

	
	E-mail address
	mabulara@ntcsa.co.za


Dear Sir/Madam
	Request for Enquiry Number
	E2535NTCSAMWP

	Description / Project Title
	The NTCSA operating technology (OT) endpoint detection response (EDR) & network intrusion detection system (NIDS) solution – supply, delivery, off-loading, installation, configuration, testing, commissioning, decommissioning, maintenance, support and training.

	Tender Questions Closing Date
	09 March 2026 at 10h00



	Item 
	Questions 
	Answers 

	1. 
	We would like query the need for the EDS and NIDS solution to be an on-premises solution? Reason behind this query is that cloud solutions work as effectively as on premises solutions if not better. We hereby ask that cloud solutions be considered in this tender.

	Unfortunately, as per the NTCSA presentation during the clarification meeting, cloud-based solutions will not be considered.

This is due to the sensitive nature of NTCSA OT data. NTCSA also have policies against the use of cloud-based solutions in the OT environment.

	2. 
	Please may you clarify the below queries:
2.1 Is subcontracting mandatory even if only one Package is being responded to?

2.2 Kindly confirm the contract duration for the NIDS and EDR solution as it is not defined in the docs.






2.3 Some of the tabs mentioned in the excel files (Appendix B.1 and Appendix B.2) are locked and can't be edited. Requesting you to reshare these files with unlocked tabs.

	

2.1. NTCSA has stated that it is a requirement that will be negotiated and finalized with the successful tenderer at contract stage.


2.2. The NTCSA operating technology (OT) endpoint detection response (EDR) & network intrusion detection system (NIDS) solution supply, delivery, off-loading, installation, configuration, testing, commissioning, decommissioning, maintenance, support and training for a period of Five (5) years on an “as and when” required basis for NIDS solution and Two (2) years on an “as and when” required basis for EDR solution.




2.3. Appendix B.1 and B.2 are attached in an excel format


	3. 
	The NTCSA operating technology (OT) endpoint detection response (EDR) & network intrusion detection system (NIDS) solution supply, delivery, off-loading, installation, configuration, testing, commissioning, decommissioning, maintenance, support and training for a period of Five (5) years on an “as and when” required basis for NIDS solution and Two (2) years on an “as and when” required basis for EDR solution
Does this mean NTCSA is looking for NIDS for 5 years and EDR for 2 years - will the support for the technology be for the same duration? Can you please expand on "as and when"?
	Yes, 5 years and 2 years respectively

Yes, should the need to extend arise, formal process will be followed, thanks

For example, within the 5 and 2 years, the support will be needed as and when needed basis, not necessarily everyday
 


	4. 
	We kindly request clarification regarding the requirement for a Formal Agreement Letter in relation to the tender:
Tender Title: THE NTCSA OPERATING TECHNOLOGY (OT) ENDPOINT DETECTION RESPONSE (EDR) & NETWORK INTRUSION DETECTION SYSTEM (NIDS) SOLUTION – SUPPLY, DELIVERY, OFF-LOADING, INSTALLATION, CONFIGURATION, TESTING, COMMISSIONING, DECOMMISSIONING, MAINTENANCE, SUPPORT AND TRAINING.
Specifically, we would like to understand whether it would be acceptable for a tenderer to propose a solution where the bidder does not currently have a formal agreement letter or certificate with the OEM, but is able to source and supply the proposed solution through an authorized channel or distributor. Please refer to highlighted section in the attached screenshot
Furthermore, we would appreciate confirmation on whether the absence of an OEM Agreement Letter constitutes a disqualification criterion for the tender submission during the Technical Evaluation Or this is for general record keeping purposes
Your clarification on this matter will assist us in ensuring that our submission complies fully with the tender requirements.
We look forward to your guidance
	As part of the response to the tender, it is acceptable for  the supplier to indicate how they are sourcing the proposed solution in cases where they do not have an agreement letter.


The agreement letter is not part of the gatekeepers and therefore it will not constitute a disqualification. 


	5. 
	Could you please confirm whether the tender is an online submission or a physical submission?
	Kindly be advised that all submissions for this tender must be completed online.


	6. 
	Worksheet 10-Rns expertise asks about 10 resources- do we need to provide all 10 or the number of resources tenderer will provide to run the solution.
	The supplier only needs to provide information for number of resources the tenderer will provide to run the solution. The 10 spaces are just provided for, in case the supplier has many that may resources. 


	7. 
	May you please advise the specifications for the servers and network equipment requested in the BOQ attached.

	NTCSA is  not looking to buy servers and network equipment. As per the provided specifications we are looking for an Endpoint Detection & Response solution to protect the listed equipment. 



	1. 

	

	





	Controlled Disclosure

	When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the user to ensure it is in line with the authorized version on the system. No part of this document may be reproduced in any manner or form by third parties without the written consent of NTCSA SOC Ltd, © copyright NTCSA SOC Ltd, Reg No 2021/539129/30
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