@J) 1T2024-0S-005

uthukela

water UThukela Water (PTY) Ltd
UThukela Water (PTY) Ltd hereby invites tenders for the below —_mentioned requirements, subject to Municipal Entity Supply Chain Policy
Bid No Bid Name Technical Enquiries Closing Date
IT2024-0S-005 Supply'and Delivery of Dell Rakeen Dookie -034 328 5000
Sonicwall NSA2700 & . 02 August 2023
Sonicwall NSM Rakeen.Dookie@uthukelawater.co.za
Specifications
Description Quantity
SonicWall Secure Upgrade 1
SONICWALL NSA 2700 SECURE UPGRADE PLUS - ESSENTIAL EDITION 1YR
SonicWall NSM 1
SonicWall Network Security Manager (NSM) Advanced - 1YR
Cloud Management, Reporting and Analytics For NSA2700
SONICWALL FIREWALL SYSTEM INTERGRATION AND CONFIGURATION: 1

Overall Appliance Status Check

Firmware version & review of new releases
Licensing Review

Network Security Best Practices Checks
NAT Policies & Port Forwards

Firewall Access Rules
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Inter-Zone Access Policies

Wireless Configuration

General Settings & Policies

Users Management & Access Configuration
Application Visualization & Control

VPN Tunnel & SSL-VPN Configuration

HTTP & WAN Management

Logging Configuration

Security Services Status Checks

Content Filtering Service - CFS

Gateway Antivirus - GAV

Intrusion Prevention Service - IPS
Anti-Spyware

Geo-IP Filtering

Botnet Filtering

DPI-SSL configuration and deployment
Deep Packet Inspection for SSL Traffic DPI-SSL
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Security Service

Node Upgrade

NSM Essential

NSM Advanced

Capture Client Basic

Content Filtering Client

Capture Client Advanced

Capture Client Premier

Deep Packet Inspection for SSL (DPI-SSL)
Deep Packet Inspection for SSH (DPI-SSH)

CURRENT FIREWALL STATUS: NSA 2600

Status

Licensed

Not Licensed
Licensed

Not Licensed
Not Licensed
Not Licensed
Not Licensed
Not Licensed

Not Licensed

Count

Unlimited

Expiration

20 Aug 2023
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Virtual Assist

SSL VPN

Global VPN Client

Global VPN Client Enterprise

WAN Acceleration Client

WAN Acceleration Software

Botnet Filter

Stateful High Availability

Comprehensive Anti-Spam Service

Syslog Analytics

Comprehensive/Advanced Gateway Security Suite
Gateway AV/Anti-Spyware/Intrusion Prevention/App Control/App Visualization
Content Filtering: Premium Edition
Analyzer
Capture Advanced Threat Protection
Standard Support
24x7 Support

SonicOS Expanded

Zero Touch Firewall Management via NSM/GMS:Disabled

Support Service

24x7 Support
Standard Support

Licensed
Licensed
Licensed
Not Licensed
Licensed
Not Licensed
Licensed
Not Licensed
Not Licensed
Not Licensed
Licensed
Licensed
Licensed
Licensed
Licensed
Not Licensed
Licensed

Not Licensed

Status

Licensed

Not Licensed

1 Max: 25
2 Max: 252
10 Max: 250

21 Aug 2023

21 Aug 2023
21 Aug 2023
21 Aug 2023

21 Aug 2023

21 Aug 2023

Expiration

21 Aug 2023
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Software and Firmware Updates Licensed 21 Aug 2023
Hardware Warranty Licensed 21 Aug 2023

Remote Implementation Service Not Licensed

Procurement enquiries: Zamantungwa Mhlongo Telephone no: 0343285000 ¢Bids will be adjudicated in terms of the Preferential Procurement Regulation, 2022
pertaining to Preferential Procurement Policy Framework Act, 5/2000, UTW SCM Policy and other applicable legislations, and will be based on 80/20 points system.
Preference points will be awarded to service providers using their B-BBEE status level of contribution.

. The municipal Entity reserves a right to accept all, some or none of the bids submitted, either wholly or in part and is not obliged to accept the lowest bid.

J National Treasury General Conditions of the contracts are applicable.

All the above documents must be submitted via email to quotes@uthukelawater.co.za for attention of SCM Manager no later than 02nd August 2023 at 12:00 pm
Email subject “IT2024-0S-005"Please ensure that the following is included

e MBD4 &9

¢ Tax Clearance Certificate

¢ Central Supplier Database number
¢ BBBEE Certificate

All potential service providers are encouraged to register on uThukela Water (PTY) Ltd database, please ignore if registered.
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