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ANNEXURE 1: BID SPECIFICATION 
RFA 2816/2023: REQUEST TO ESTABLISH AN ACCREDITATION PANEL FOR THE PROVISION OF INFORMATION TECHNOLOGY ASSURANCE SERVICES, INTERNAL AUDIT AND RISK MANAGEMENT SERVICES, FORENSIC AUDIT SERVICES AND SUPPLY CHAIN MANAGEMENT AUDIT SERVICES TO THE STATE INFORMATION TECHNOLOGY AGENCY (SITA).
TECHNICAL REQUIREMENTS
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BID SPECIFICATION

COVER PAGE (SUMMARY)

BIDDERS MUST SUBMIT ANNEXURE 1 TOGETHER WITH THE INVITATION TO BID DOCUMENT

	RFX No:
	RFA 2816/2023

	Description
	REQUEST TO ESTABLISH AN ACCREDITATION PANEL FOR THE PROVISION OF INFORMATION TECHNOLOGY ASSURANCE SERVICES, INTERNAL AUDIT AND RISK MANAGEMENT SERVICES, FORENSIC AUDIT SERVICES AND SUPPLY CHAIN MANAGEMENT AUDIT SERVICES TO THE STATE INFORMATION TECHNOLOGY AGENCY (SITA).

	Publication Date
	06 October 2023

	Virtual Vendor Briefing Session 


	Non-Compulsory Briefing Session will be held as follows:

Date: 17 October 2023  

Time: 11H00 am (South African Time)

Place: Online (Teams)

Link: Click here to join the meeting 

	Closing Date for questions / queries
	Date: 23 October 2023

	Proposal Submission Address 
	Proposals must be hand delivered to the Tender Office - 459 Tsitsa Street, Erasmuskloof, Pretoria, 0105

	RFQ Closing Details and Address
	Date: 31 October 2023

Time: 11h00 am (South African Time)

Address: Tender Office, Pongola in Apollo, 459 Tsitsa Street, Erasmuskloof, Pretoria (Head Office)

	RFA Validity Period
	200 days 


PROSPECTIVE RESPONDENTS MUST REGISTER ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE PRIOR TO SUBMITTING RESPONSES.
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1. Introduction
The purpose of this RFA (Request for Accreditation) is to invite suppliers (hereinafter referred to as “bidders”) to submit bids to “Accreditation Panel for the Provision of Information Technology Assurance Services, Internal Audit and Risk Management Services, Forensic Audit Services and Supply Chain Management Audit Services to the State Information Technology Agency for a period of five (5) years.”
(1) SITA Internal Audit comprises of five units namely:
(a) Information Technology Assurance Services;

(b) Commercial Audit Assurance Services;

(c) Internal Audit Assurance Services & Performance Audit Services; 
(d) Professional Technical Audit Services; and

(e) Forensic Audit Services, which provide assurance and consulting activities to SITA on Governance, Risk Management and Controls, in order to assist the organisation to accomplish its objectives. 

(2) Enterprise Risk Management (ERM) comprises of strategic, operational and project assurance.

(3) Internal Audit and Enterprise Risk Management require the services of a panel of assurance service providers to supplement SITA’s in-house internal capacity as and when required.
2. Scope of Bid
2.1 Scope of Work

The evaluation of the adequacy and effectiveness of internal controls encompassing SITA’s governance, operations and information systems. 
Note: Reference Engagement model document will be made available during the engagement process to successful bidders which are Accredited for this RFA.
The scope covers the full spectrum of Assurance services and include but not be limited to the following:

2.1.1 Information Technology Assurance Services
(1) Application reviews, which analyse controls relating to data preparation, input, processing and output;

(2) Service management reviews, which focus on SITA’s underlying infrastructure; 

(3) Reviews of systems under development; 

(4) Infrastructure related reviews;

(5) ICT legislation, IT general controls and governance reviews;

(6) Information and cyber security, and networking consulting services; and
(7) Computer Assisted Audit Techniques (CAATS) and data quality assurance. 
2.1.2 Internal Audit and Risk Management Services

(1) Procurement reviews;

(2) Conducting risk based Internal Audit reviews;

(3) The reliability and integrity of financial and operational information;

(4) The effectiveness and efficiency of operations;

(5) The safeguarding of assets;

(6) Compliance with laws, regulations, and contracts.
(7) The review of performance management measures to improve economy, efficiency and effective use of resources; 

(8) Assess the adequacy of established systems and procedures in place;
(9)    Review of the performance information;
(10) Financial Statement items review; and
(11) Risks management consulting services.
2.1.3 Forensic Audit Services
(1) Fraud risk analysis;

(2) Fraud prevention and detection reviews; 

(3) Fraud investigation;

(4) Criminal investigations;
(5) Lifestyle audits;  

(6) Resolution services (Legal expertise, Human Capital Management expertise-support in all areas of disciplinary action/consequence management); and 

(7) Forensic IT services (incl. data analytics and search and seizure of SITA computer equipment).
2.1.4 Supply Chain Management Audit Services

(1) Review the tender evaluation and procurement process followed for compliance with SITA’s Supply Chain Management Policy and other relevant legislation. 

(2) Recommend the implementation of appropriate remedial measures where deficiencies are identified; 

(3) Review and assess all relevant documentation to ensure accountability;

(4) Obtain, analyse, interpret and document information to support the outcomes of the process followed; 

(5) Prepare a written report on the outcome of the integrity review; and
(6) Presentation of the report to the relevant adjudication committees, where applicable.
2.2 SERVICE REQUIREMENT OVERVIEW

2.2.1 Governance

(1) The service provider accepts to comply with all SITA’s governance requirements as well as participate in governance activities and bodies as required, and the cost thereof is inclusive in the quoted price.
(2) The service provider accepts to participate in any and all audits and investigations, including data audits, and resolve any finding(s) related to the Contractor’s scope of work as contracted, and the cost thereof is inclusive in the quoted price.
2.2.2 Compliance

If the service provider disregards or breaches contractual obligations, it may result in the termination of the contract.

2.2.3 Quality Assurance

The service provider accepts that any deliverables produced in terms of the contract must be subjected to quality assurance and control as well as acceptance sign off by SITA.

2.3 Delivery address

The goods or services must be supplied or provided at 459 Tsitsa St, Erasmuskloof, Pretoria.
3. Bid Evaluation Stages
The bid evaluation process consists of the stages as indicated in the table below. A bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation. The stages are:

Table 1: Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid YES/NO

	Stage 1

	Administrative responsiveness
	YES

	Stage 2 
	Technical Mandatory responsiveness 
	YES

	Stage 3
	Special Conditions of Contract verification
	YES

	Stage 4
	Price / Preference points
	NO


Notice of outcome of the RFA process 

Bidders that are pre-qualified will be informed of the success of their bid to pre-qualify as an accredited service provider this RFA for the Provision of Information Technology Assurance Services, Internal Audit and Risk Management Services, Forensic Audit Services and Supply Chain Management Audit Services to the State Information Technology Agency.
3.1 Administrative responsiveness (Stage 1)
3.1.1 Attendance of briefing session

(a) A Non-Compulsory Virtual briefing session will be held. The bidder must sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. 
3.1.2 Registered Supplier

(a) Only responses from bidders who are registered as a Supplier on National Treasury’s Central Supplier Database (CSD) in terms of National Treasury’s Instruction Note 4A of 2016/17 will be considered for award on this RFA.
(b) In the case of joint ventures or consortiums the bidder must demonstrate that at least one of the parties to the bid response attended the briefing session.
3.1.2.1 Approval Process

The Bidder must complete the following process steps which the bidders requires accreditation for evaluation and possible inclusion in the term contract: 

Step 1: Technical General Mandatory Requirements: Table 3
(a)
 Bidder Product Offer 

(b)
Special Conditions of Contract

Step 2: Technical Mandatory Bidder Service(s) Category Specific Requirements
(a) Information Technology Assurance Services: Table 4;
(b) Internal Audit and Risk Management Services: Table 5;
(c) Forensic Audit Services: Table 6;

(d) Supply Chain Management Audit Services: Table 7.
3.2 Bidder’s Services
1. The bidder is allowed to bid for one, or more than one of the following services:
Table 2 – Bidder’s Service(s) Category
	Service #
	Service Name

	(1) 
	Information Technology Assurance Services

	(2) 
	Internal Audit and Risk Management Services 

	(3) 
	Forensic Audit Services

	(4) 
	Supply Chain Management Audit Services 


3.3 Technical returnable documents
3.3.1 Instruction and evaluation criteria
(a) The bidder must comply with ALL the requirements as per the Technical Mandatory Requirements below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.

(b) The bidder must provide a unique reference number (e.g. binder/portfolio, chapter, section, page) to locate substantiating evidence in the bid response. 

(c) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid response to proceed to the next stage of the evaluation.

3.3.2 Technical mandatory requirements (Stage 2)
3.3.2.1
Technical General Mandatory Requirements 

Table 3: Technical General Mandatory Requirements
	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. BIDDER PRODUCT OFFER

	The Bidder must indicate which of the following offering(s) they wish to respond to: 

(a) Information Technology Assurance Services;
and/ or

(b) Internal Audit and Risk Management Services;

and/ or

(c) Forensic Audit Services;
and/ or

(d) Supply Chain Management Audit Services.
	The Bidder must complete section 4.1 (a) in ANNEX A by selecting (tick) the Bidder Service(s) Category they wish to respond to in section 4.2.4, table 8. 
Note (1): SITA reserves the right to verify the information provided.
Note (2): Indicate (using an “X”) the Bidder’s Service (s) Category for the service, or services the Bidder wish to respond.
Note (3): If the Bidder did not select/tick any Service, or Services for the Bidder’s Service Category it will be regarded that the Bidder do not wish to respond to the respective category and will not be considered for further evaluation for that specific service requirement.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 4.1 (a) and section 4.2.4, table 8>

	2. SPECIAL CONDITIONS OF CONTRACT

	Bidder must accept ALL the Special Conditions of contract.
	The Bidder must accept ALL the Special Conditions of Contract by completing and signing the declaration of Acceptance in Declaration of compliance and acceptance under the Special Conditions (Section 3.4.2).

Note (1): Failure to accept ALL the Special Conditions of Contract will result in disqualification.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 4.1 (b)>


3.3.2.2
Technical Mandatory Bidder Service(s) Category Specific Requirements
3.3.2.1 Information Technology Assurance Services

Note: The bidder is required to complete this mandatory section below which the bidder wish to bid for Service (1), Information Technology Assurance Services.
Table 4: Mandatory Requirement for Service (1) 

	Service #
	Service Name

	(1) 
	INFORMATION TECHNOLOGY ASSURANCE SERVICES


	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. BIDDER CERTIFICATION/ AFFILIATION REQUIREMENTS

	The bidder must have a director or partner employed which is:

(a) a Registered member of the Information Systems Audit and Control Association (ISACA); and
(b) a Certified professional certificate or has a qualification of:

(i) Certified Information Systems Auditor (CISA); or
(ii) Certified Information Security Manager (CISM); or
(iii) Certified Information Security System Professional (CISSP); or
(iv)  Higher Diploma in Computer Auditing.
	(1)(a) Attach a copy of a valid membership of a director or partner which is employed indicating the following:

(i) the director or partner name; and

(ii) date the membership was granted.

and

(1)(b) Provide a copy of a valid professional certificate or qualification of a director or partner which is employed, indicating the following:

(i) the director or partner name; and
(ii) date the professional certificate or qualification was issued.
Note (1): SITA reserves the right to verify if the membership and certificate is valid.
Note (2): The membership and certificate must be dated and signed on a letterhead of the entity that issued it.
Note (3): Both membership and certificate must have the same name of the engagement   director or partner.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 4.2.1 (a)>

	2. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS (ENTITY)

	The Bidder must have provided Information Technology Assurance Services to at least one (1) customers during the last five (5) years.

	Provide one (1) reference details of affirmation from Business or Government customers to this affect to whom the project or service was delivered within the last five (5) years. 
Note (1): SITA reserves the right to verify information provided.
Note (2): Failure to complete Table 8 fully will result in disqualification.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, 4.2.2 (a)> 

	3. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS (PARTNERS)

	The bidder must have a director or partner which is employed and has at least five years’ experience in Information Technology Assurance Services 
	Provide a CV of a director or partner which is employed and confirm experience of more than five years and contactable references in Information Technology Assurance Services.
Note (1): SITA reserves the right to verify information provided.
Note (2):  The CV must be in the name as the director or partner as in Mandatory Requirement (1) - BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS above.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, 4.2.3 (a)> 


3.3.2.2 Internal Audit and Risk Management Services
Note: The bidder is required to complete this mandatory section below which the bidder wish to bid for Service (2), Internal Audit and Risk Management Services.
Table 5: Mandatory Requirement for Service (2) 

	Service #
	Service Name

	(2)
	INTERNAL AUDIT AND RISK MANAGEMENT SERVICES 


	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. BIDDER CERTIFICATION/ AFFILIATION REQUIREMENTS

	The bidder must have a director or partner employed which is:

a) Member of the Institute of Internal Auditors (IIA) or The South African Institute of Chartered Accountants (SAICA); and
b) i) Certified Internal Auditor (CIA) or
 ii) Chartered Accountants (CA(SA)).
	(1)a) Provide a copy of a valid membership of a director or partner which is employed indicating the following:

(i) the director or partner name; and

(ii) date the membership was granted.

and

(1)b) Provide a copy of a valid professional certificate or qualification of a director or partner which is employed, indicating the following:

(i) the director or partner name; and

(ii) date the professional certificate or qualification was issued.

Note (1): SITA reserves the right to verify if the membership and certificate is valid.
Note (2): The membership and certificate must be dated and signed on a letterhead of the entity that issued it.
Note (3): The membership and certificate must have the same name of the engagement partner / director.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 4.2.1 (b)>

	2. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS (ENTITY)

	The Bidder must have provided Internal Audit Services to at least one (1) customer during the last five (5) years.

	Provide one (1) reference details of affirmation from Business or Government customers or to this affect to whom the project or service was delivered within the last five (5) years.
Note (1): SITA reserves the right to verify information provided.
Note (2): Failure to complete Table 8 fully will result in disqualification.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, 4.2.2 (b)>

	3. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS (PARTNERS)

	The bidder must have a director or partner which is employed and has at least five (5) years’ experience in Internal Audit Services
	Provide a CV of a director or partner which is employed and confirm experience of more than five (5) years and contactable references in Internal Audit Services.
Note (1): SITA reserves the right to verify information provided.
Note (2):  The CV must be in the name as the director or partner as in Mandatory Requirement 1- BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS above.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, 4.2.3 (b)> 


3.3.2.3 Forensic Audit Services

Note: The bidder is required to complete this mandatory section below which the bidder wish to bid for Service (3), Forensic Audit Services.
Table 6: Mandatory Requirement for Service (3) 

	Service #
	Service Name

	(3)
	FORENSIC AUDIT SERVICES


	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. BIDDER CERTIFICATION/ AFFILIATION REQUIREMENTS

	The bidder must have a director or partner employed which is:

a) a Member of the Association of Certified Fraud Examiners (ACFE); or
a Member of the Institute Commercial Forensic Practitioners (ICFP) and
b) i) Certified Forensic Examiner, or
ii)Certified Forensic practitioner, or 
iii) Higher Diploma in Criminal Justice and Forensic Investigations or Forensic Auditing.

	(1)a) Provide a copy of a valid membership of a director or partner which is employed indicating the following:

(i) the director or partner name; and

(ii) date the membership was granted.

and

(1)b) Provide a copy of a valid professional certificate or qualification of a director or partner which is employed, indicating the following:

(i) the director or partner name; and
(ii) date the professional certificate or qualification was issued.
Note (1): SITA reserves the right to verify if the membership and certificate is valid.
Note (2): The membership or certificate must be dated and signed on a letterhead of the entity that issued it.
Note (3): 
The membership and certificate must have the same name of the engagement   director or partner.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 4.2.1 (c) >

	2. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS (ENTITY)

	The Bidder must have provided Forensic Audit Services to at least one (1) customer during the last five (5) years


	Provide one (1) reference details of affirmation from Business or Government customers to whom the project or service was delivered within the last five (5) years.
Note (1): SITA reserves the right to verify information provided.
Note (2): Failure to complete Table 8 fully will result in disqualification.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, 4.2.2 (c)>

	3. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS (PARTNERS)

	The bidder must have a director or partner which is employed and has at least five (5) years’ experience in Forensic Audit Services 
	Provide a CV of a director or partner who is employed and confirm experience of more than five (5) years and contactable references in Forensic Audit Services.
Note (1): SITA reserves the right to verify information provided.
Note (2): The CV must be in the name as the director or partner as in mandatory requirement (1) above “BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS”.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, 4.2.3 (c)> >


3.3.2.4 Supply Chain Management Audit Services

Note: The bidder is required to complete this mandatory section below which the bidder wish to bid for Service (4), Supply Chain Management Audit Services.
Table 7: Mandatory Requirement for Service (4) 

	Service #
	Service Name

	(4)
	SUPPLY CHAIN MANAGEMENT AUDIT SERVICES


	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. BIDDER CERTIFICATION/ AFFILIATION REQUIREMENTS

	1. BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
The bidder must have a director or partner employed which is:
a) a Member of the Institute of Internal Auditors (IIA); or
b) a Member of the South African Institute of Chartered Accountants (SAICA); or
c) a Member of the Association of Certified Fraud Examiners (ACFE): or
d) A Member of the Institute Commercial Forensic Practitioners (ICFP); or
e) A member of Charted Institute of Procurement & Supply Chain (CIPS)
	1. Provide a copy of a valid membership of a director or partner which is employed indicating the following:

(i) the director or partner name; and

(ii) Date the membership was granted.
Note (1): SITA reserves the right to verify if the membership or certificate is valid.
Note (2): The membership or certificate must be dated and signed on a letterhead of the entity that issued it.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 4.2.1 (d) >

	2. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS (ENTITY)

	The Bidder must have provided Supply Chain Management Audit Services on a tender review process to at least one (1) customers during the last five (5) years.

	Provide one (1) reference details of affirmation from Government (Departments or Public Entities) customers to this affect to whom the scope of the tendering review process was delivered by the bidder for the value above R10 million within the last five (5) years.
Note (1): SITA reserves the right to verify information provided.
Note (2): Failure to complete Table 8 fully will result in disqualification.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, 4.2.2 (d)>, 

	3. BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS (PARTNERS)

	The bidder must have a director or partner which is employed and has at least five (5) years’ experience in Supply Chain Management Audit Services. The five (5) years should be Supply Chain Management Tenders review of Government (Department or Public Entities).
	Provide a CV of a director or partner who is employed and confirm experience of more than five (5) years and contactable references in Supply Chain Management Audit Services. The five years should be Supply Chain Management Tenders review of Government (Department or Public Entities).
Note (1): SITA reserves the right to verify information provided.
Note (2): The CV must be in the name as the director or partner as in mandatory requirement (1) above “BIDDER CERTIFICATION/ AFFILIATION REQUIREMENTS”.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, 4.2.3 (d)> 


3.4 Special Conditions of Contract Verification (Stage 3)
(a) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.

(b) SITA reserves the right to:

(i) Negotiate the conditions; or

(ii) Automatically disqualify a bidder for not accepting these conditions;
(iii) Award to multiple bidders; or
(iv) Reserve the right to award.

(c) In the event that the bidder qualifies the proposal with own conditions and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 3.3 (b) above.
3.4.1 Special Conditions of Contract 
3.4.1.1 Contracting Conditions

(a) Formal Contract - The supplier must enter into a formal written contract (agreement) with SITA.

(b) Right to Audit - SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.

3.4.1.2 Governance

a) The service provider accepts to comply with all SITA’s governance requirements as well as participate in governance activities and bodies as required, and the cost thereof is inclusive in the quoted price.

b) The service provider accepts to participate in any and all audits and investigations, including data audits, and resolve any finding(s) related to the Contractor’s scope of work as contracted, and the cost thereof is inclusive in the quoted price.

3.4.1.3 Compliance

If the service provider disregards or breaches contractual obligations, it may result in the termination of the contract.

3.4.1.4 Quality Assurance

The service provider accepts that any deliverables produced in terms of the contract must be subjected to quality assurance and control as well as acceptance sign off by SITA.

3.4.1.5 Delivery Address

(a) The supplier must deliver the required products or services at as indicated in Section 2.2, Delivery Address

3.4.1.6 Services and Performance Metrics

(a) To be confirmed at engagement level. 

3.4.1.7 Supplier Performance Reporting

(a) To be confirmed at engagement level. 

3.4.1.8 Certification, Expertise and Qualification

(a) The Supplier represents that, 
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition and;
(ii) it is committed to provide the Products or Services; and
(iii) Perform all obligations detailed herein without any interruption to the Customer.
(b) The Supplier must provide the service in a good and workmanlike manner and in accordance with the SITA Internal Audit and Risks methodology as well as standards and practices prescript by relevant professional bodies.
(c) The Supplier must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition.

3.4.1.9 Logistical Conditions

(a) Hours of work: SITA normal business hours

(b) Client environment: In the event that SITA grants the Supplier permission to access SITA's Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Supplier must adhere to SITA's relevant policies and procedures (which policy and procedures are available to the Supplier on request) or in the absence of such policy and procedures, in terms of, best industry practice.

(c) Tools of Trade. The bidder is expected to use its own resources (cell phone, laptops etc) to communicate with its own offices or outside of the SITA/Client buildings, including all tools and equipment to render the services effectively.

3.4.1.10 Regulatory, Quality and Standards
(a) 
To be confirmed at engagement level.
3.4.1.11 Personnel Security Clearance

(a) The bidder personnel who are required to work with information related to NATIONAL SECURITY must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance to the level of TOP SECRET at the expense of the Bidder from the South African State Security Agency or duly authorised Personnel Security Vetting entity of SA Government.

(b) The Bidder must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.
(c) Internal SITA vetting will be conducted on all Bidder personnel who are required to work with information relating to National Security.
3.4.1.12 Confidentiality and non -disclosure conditions
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:

(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);

(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;

(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;

(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;

(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;

(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;

(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and

(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or

(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;

(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;

(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;

(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.

3.4.1.13 Intellectual Property Rights
(a) SITA retains all Intellectual Property Rights in and to SITA's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's Intellectual Property for the sole purpose of providing the Products or Services to SITA pursuant to this Contract; provided that the Supplier must not be permitted to use SITA's Intellectual Property for the benefit of any entities other than SITA without the written consent of SITA, which consent may be withheld in SITA's sole and absolute discretion. Except as otherwise requested or approved by SITA, which approval is in SITA's sole and absolute discretion, the Supplier must cease all use of SITA's Intellectual Property, at of the earliest of:
(i) termination or expiration date of this Contract; 

(ii) the date of completion of the Services; and 

(iii) the date of rendering of the last of the Deliverables

(b) If so required by SITA, the Supplier must certify in writing to SITA that it has either returned all SITA Intellectual Property to SITA or destroyed or deleted all other SITA Intellectual Property in its possession or under its control

(c) SITA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 

(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services
3.4.1.14 General

(a) The supplier will be bound by Government Procurement: General Conditions of Contract.
(b) (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.

(c) SITA reserves the right to:

(i) Negotiate the conditions, or

(ii) Automatically disqualify a bidder for not accepting these conditions, or

(iii) Before entering into a contract, conduct or commission an external service provider to audit or conduct probity to ascertain whether a qualifying bidder has the technical capability to provide the goods and services as required by this tender.

3.4.1.15 Counter Conditions

(a) Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.

3.4.1.16 Fronting

(a) The SITA supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA will not condone any form of fronting.

(b) The SITA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA may have against the bidder/contractor concerned.

3.4.1.17 Supplier Due Diligence

(a) SITA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced / non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.
3.4.1.18 Business Continuity and Disaster Recovery Plans

(a) The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.

3.4.1.19 Engagement Model (Rules of Engagement)

(a) Reference Engagement model document will be made available during the engagement process to successful bidders which are Accredited for this RFA;

(b) A Memorandum of Understanding (MoU) will be signed with successful bidders to be placed on the Master Service Agreement (MSA) with SITA that will thereafter follow due process in terms of the engagement model;

(c) The engagement process could entail direct sourcing, competitive quotations and/ or rotation of suppliers depending on ranking through the Acquisition process;

(d) SITA reserves the right to refresh/ review/ onboard the panel of providers at any given point to allow the inclusion of more service providers and relevant cloud offerings, unless there are insufficient coverage or brands; 

(e) Specific requirements will be provided during the engagement process;

(f) SITA reserve a right to include a Rate Card in the future which will include but not limited to the following:

(i) Bidders to indicate their best price at the time of engagement, however not exceeding the maximum rate indicated in the Rate Card when introduced; and

(ii) Bidders which exceed their tendered maximum rate indicated in the Rate Card will be disqualified during the engagement process.

(g) Specific Preference Goal Requirements will be provided during the engagement process in line with the SITA Preferential Procurement Policy. 

3.4.1.20 Preference Goal Requirements conditions

The following Preference Goal Conditions will apply for transactions during the engagement process, however is not limited to these conditions. The specific details will be provided during the engagement process:

(a) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder must perform against their commitment for the duration of the contract which will form part of the Contractual Agreement;

(b) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement;

(c) Performance of Preference Goal Requirements and status reporting will be determined during the engagement process for the acquisition of these services. 
(d) Bidders must keep auditable substantive records / evidence and upon request by SITA must be made available for audit and, or due diligence purposes;

(e) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA;

(f) SITA reserves the right to verify information / evidence provided by the Bidder; and

(g) SITA reserves the right to introduce a penalty which will be determined during the engagement process for the acquisition of these services if Bidder fails to comply to paragraphs (a), (b) and (c) above.

3.4.2 Declaration of compliance and acceptance SCC

I (we), the bidder hereby declares that I (we) accept ALL the Special Conditions of Contract as specified in par 3.4.1 above and shall comply with all stated obligations:

Name of Bidder: _____________________________
Signature:_________________________

Date: ______________
Annex A: Bidder substantiating evidence
4. Technical Mandatory Requirement Evidence

4.1
Technical General Mandatory Requirements

4.1 (a) 
Bidder Product Offer

Bidders must indicate the Bidder’s Service(s) Category they wish to respond to by completing table 8 in section 4.2.4 Bidder’s Service(s) Categories.

· Note (1): SITA reserves the right to verify the information provided.
· Note (2): Indicate (using an “X”) the Bidder’s Service (s) Category for the service, or services the Bidder wish to respond.
· Note 3: If the Bidder did not select/tick any Service, or Services for the Bidder’s Service Category it will be regarded that the Bidder do not wish to respond to the respective category and will not be considered for further evaluation for that specific service requirement.
4.2 (b) Special Conditions of Contract

The Bidder must Accept all the Special Conditions of Contract by completing and signing the declaration of Acceptance in Declaration of compliance and acceptance under the Special Conditions (Section 3.4.2).
· Note (1): Failure to accept ALL the Special Conditions of Contract will result in disqualification.
4.3 Technical Mandatory Bidder Service(s) Category Specific Requirements:

4.2.1
Bidder Certification/ Affiliation Requirements

4.2.1 (a)
INFORMATION TECHNOLOGY ASSURANCE SERVICES
Bidder Certification/ Affiliation Requirements:
The Bidder must provide the required mandatory documentation as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.1, table 4 for the Bidder Certification/ Affiliation Requirements for Information Technology Assurance Services and attach it here.
4.2.1 (b)
INTERNAL AUDIT AND RISK MANAGEMENT SERVICES
Bidder Certification/ Affiliation Requirements:
The Bidder must provide the required mandatory documentation as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.2, table 5 for the Bidder Certification/ Affiliation Requirements for Internal Audit and Risk Management Services and attach it here.
4.2.1 (c)
FORENSIC AUDIT SERVICES
Bidder Certification/ Affiliation Requirements:
The Bidder must provide the required mandatory documentation as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.3, table 6 for the Bidder Certification/ Affiliation Requirements for Information Forensic Audit Services and attach it here.
4.2.1 (d)
SUPPLY CHAIN MANAGEMENT AUDIT SERVICES
Bidder Certification/ Affiliation Requirements:
The Bidder must provide the required mandatory documentation as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.4, table 7 for the Bidder Certification/ Affiliation Requirements for Information for Supply Chain Management: Audit Services and attach it here.
4.2.2
Bidder Experience and Capability Requirements (Entity)

4.2.2 (a)
INFORMATION TECHNOLOGY ASSURANCE SERVICES
Experience and Capability Requirements (Entity):
The Bidder must complete provide the required mandatory information as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.1, table 4 for the Bidder Experience and Capability Requirements (Entity) for Information Technology Assurance Services by completing table 8 in section 4.2.4 Bidder’s Service(s) Categories.
4.2.2 (b)
INTERNAL AUDIT AND RISK MANAGEMENT SERVICES
Experience and Capability Requirements (Entity):
The Bidder must complete provide the required mandatory information as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.2, table 5 for the Bidder Experience and Capability Requirements (Entity) for Internal Audit and Risk Management Services by completing table 8 in section 4.2.4 Bidder’s Service(s) Categories.
4.2.2 (c)
FORENSIC AUDIT SERVICES
Experience and Capability Requirements (Entity)
The Bidder must complete provide the required mandatory information as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.3, table 6 for the Bidder Experience and Capability Requirements (Entity) for Forensic Audit Services by completing table 8 in section 4.2.4 Bidder’s Service(s) Categories.

4.2.2 (d)
SUPPLY CHAIN MANAGEMENT AUDIT SERVICES
Experience and Capability Requirements (Entity):
The Bidder must complete provide the required mandatory information as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.4, table 7 for the Bidder Experience and Capability Requirements (Entity) for Supply Chain Management: Audit Services by completing table 8 in section 4.2.4 Bidder’s Service(s) Categories.
4.2.3
Bidder Experience and Capability Requirements (Partners)

4.2.3 (a)
INFORMATION TECHNOLOGY ASSURANCE SERVICES
Bidder Experience and Capability Requirements (Partners)
The Bidder must provide the required mandatory documentation as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in section 3.3.2.1, table 4 for the Bidder Experience and Capability Requirements (Partners) for Information Technology Assurance Services and attach it here.
4.2.3 (b)
INTERNAL AUDIT AND RISK MANAGEMENT SERVICES
Bidder Experience and Capability Requirements (Partners):
The Bidder must provide the required mandatory documentation as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in 3.3.2.2, table 5 for the Bidder Experience and Capability Requirements (Partners) for Internal Audit and Risk Management Services and attach it here.
4.2.3 (c)
FORENSIC AUDIT SERVICES
Bidder Experience and Capability Requirements (Partners):
The Bidder must provide the required mandatory documentation as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in 3.3.2.3, table 6 for the Bidder Experience and Capability Requirements (Partners) for Forensic Audit Services and attach it here.
4.2.3 (d)
SUPPLY CHAIN MANAGEMENT AUDIT SERVICES
Bidder Experience and Capability Requirements (Partners):
The Bidder must provide the required mandatory documentation as stated in the Technical Mandatory Bidder Service(s) Category Specific Requirements in 3.3.2.4, table 7 for the Bidder Experience and Capability Requirements (Partners) for Supply Chain Management: Audit Services and attach it here.
4.2.4 Bidder’s Service(s) Category Requirements Table 8:
	No
	Bidder’s Service(s) Category
	(A)

Bidder Product Offer
	(B)

Bidder Experience and Capability Requirements (Entity)

	
	
	Bidder’s Service (s) Category for the service, or services the Bidder wish to respond to: (X = Yes)
	Company name
	Reference Person Name, Tel and/or email
	Project Scope of work 
	Project Start and End-date

	1
	Information Technology Assurance Services 
	
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide reference from a customer to whom Information Technology Assurance Services was provided> 
	Start Date:

End Date:

	2
	Internal Audit and Risk Management Services 
	
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide reference from a customer to whom Internal Audit and Risk Management Services was provided> 
	Start Date:

End Date:

	3
	Forensic Audit Services 
	
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide reference from a customer to whom Forensic Audit Services was provided> 
	Start Date:

End Date:

	4
	Supply Chain Management Audit Services 
	
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide reference from a customer to whom Supply Chain Management Audit Services was provided> 
	Start Date:

End Date:
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