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	To whom it may concern
	Date
	08 April 2025

	
	Enquiries
	Violet Beetha

	
	E-mail address
	BeethaVM@eskom.co.za


Dear Sir/Madam
	Request for Enquiry Number
	E1086CXMWP


	Description
	Cloud Hyperscaler Environment and Associated Services

	Tender Questions Closing Date
	08 April 2025



	Item 
	Questions 
	Answers 
	Clarity Published Dates 

	1. 
	Tender response type:
1. Is this only an online/digital tender submission on the etenders.eskom.co.za portal?
1. The tender has a section 8. RESPONSE TEMPLATE which contains a table with a list of requirements. How do we respond (i.e. do we have to only use the Vendor Response column)? If so this is minimal space to an effective and complete response to each requirement. 
	

ONLINE SUBMISSION 
	10/04/2025

	2. 
	Costing & Technical Specifications:
1. Server Specifications: Can Eskom provide indicative specifications or sizing requirements (vCPUs, RAM, storage capacity/type, etc.) for the infrastructure components requested in the cost breakdown?
1. Volume Expectations: Are there expected volumes or usage patterns (e.g., number of VMs, daily data ingress/egress) to help estimate accurate costs?
1. Data Transfer Patterns: Can Eskom clarify typical data transfer patterns (e.g., intra-region vs inter-region, on-prem to cloud) to support data transfer cost estimation?
1. Operational Cost Scope: Should operational costs include third-party tools (e.g., backup, monitoring) or only native hyperscaler services?
1. Support Tiers: Should cost estimates include 24/7 support or a particular support tier level?
	

1. The table below is indicative of the whole Eskom Infrastructure landscape.  This is all that can be provided at this stage:

	Environment
	Volumes

	Number of Virtual Machines

	5500

	Number of Databases

	839

	Storage capacity, across all environments.

	9000 Tb



2. The Volumes are not available at this point.  Please provide costs for all scenarios

3. Please provide costs for all scenarios
4. Only native Hyperscaler services
5. All support tier level costs must be provided
	

	3. 
	Security and Compliance
1. Security Tool Preferences: Does Eskom have preferred or mandated tools/vendors for WAF, DDoS, audit logging, etc.?
1. Security Integration: Can Eskom provide details about their existing SIEM and how the cloud platform is expected to integrate with it?
1. Sandbox Data Masking: What level of masking is required for PII in dev/test environments (e.g., tokenization, redaction)?
1. Encryption Key Management: Will Eskom provide and manage their own encryption keys (BYOK), or is the CSP expected to provide and manage them?
	
6. Eskom do not have preferred tools/vendors

7. The Hyperscalers will integrate with our On-Prem environment through the Cloud Management Platform (not currently in place). The CMP will use API’s for integration. Other scenarios can/should be proposed.
8. Please provide your capabilities provided for in your hyperscaler
9. Please provide your capabilities with regards to Encryption key management
	

	4. 
	Architecture & DR
1. DR Requirements: Can Eskom confirm the expected RTO and RPO values for different system tiers (C0 to Tier 5)?
1. Multi-Region Design: Is there a preferred geographic region pairing (e.g., South Africa North + West Europe) for DR/failover architecture?
1. Tenant Structure: Is Eskom expecting a single-tenant setup with multiple landing zones, or a multi-tenant (separate subscriptions/tenants) environment?

	
10.    
a) Classification Definition and Requirements:


	System Importance
	Core Critical
Tier C0
	Core Essential
Tier C1- 3

	Eskom Definition
	Systems/services that provide the platform/foundation that enables the RTO/RPO for critical systems/applications
	Systems/services that need to be available else will not be able to monitor, react or resolve a critical event.

	Impact
	Downtime of system/services will have a direct and immediate impact on service provision.
	Downtime of system/services will not directly impact operations but are essential to ensure monitoring, visibility, and restoration of systems

	Time loss/ RTO
	< 4 hours
	4 < 48 hours

	Data Loss /RPO
	= 0
	= 0



 b)Core System/Services Classification are as follows:

	System Importance to Business
	Safety & Revenue Critical
Tier 1
	Mission Critical
Tier 2
	Business Critical
Tier 3
	Business Essential
Tier 4
	Normal 
Tier 5

	Eskom Definition
	Failure of system function may result in injury or death to human beings and/or significant loss of revenue.
	Vital to the functioning of an organisation and the accomplishment of its mission.
	Without which the business can continue operations for a pre-defined time period.
	Without which the business can continue operations for more than 2 days and beyond.
	Without which the business can continue operations for up to a month.

	Time Loss / RTO
	< 8 hours
	<24 hours
	<48 hours
	< 5 days
	>5 Days

	Data Loss / RPO
	= 0
	= 0
	<24 hours
	< 24 hours
	>5 Days



11. Please provide various options regarding this capability.
12. Please provide your capabilities regarding both scenarios.

	

	5. 
	Monitoring & Reporting
1. Dashboard Expectations: What KPIs or metrics should be visible on the cost and performance dashboards? Are there preferred tools (e.g., Power BI, Grafana)?
1. Billing Integration: Is Eskom expecting CSP billing data to integrate into an existing procurement or ERP system?
	13. Please provide your full standardised capabilities
14. Not at this stage

	

	6. 
	Partnership & Framework Agreement
1. Framework Agreement Scope: Will Eskom be procuring services directly from the hyperscaler, through a CSP, or through a systems integrator?
1. Duration & Volume Commitments: What is the expected duration and volume commitment under the proposed enabling agreement (if any)?
1. Co-investment Models: Is Eskom open to co-investment programs (e.g., joint innovation funding, POCs)?
	


15. Services will be procured directly from the Hyperscaler
16. This information is not available at this stage
17. We are open, however, it must be within our procurement rules

	

	7. 
	Skills Transfer & Training
1. Training Audience: Who will the training be targeted at — developers, architects, operations staff, or all of the above?
1. Preferred Certifications: Are there specific certifications Eskom staff are expected to attain (e.g., AZ-104, AWS Solutions Architect, GCP Associate)?
1. Partner Enablement: Should training extend to Eskom’s third-party support partners or only internal staff?
	

18. All of the above
19. Certifications will be aligned to Hyperscaler environments
20. Training costs according to volumes need to be provided.  At this stage the details are unknown
	

	8. 
	Integration & Connectivity
1. Connectivity to On-Prem: What are Eskom’s preferred connectivity options for on-prem integration — Direct Connect, ExpressRoute, VPN, etc.?
1. API Integration Expectations: Are there specific internal platforms or services the hyperscaler is expected to integrate with out-of-the-box?
	
21. Information regarding all scenarios should be provided
22. Information regarding all scenarios should be provided

	



	Controlled Disclosure

	When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the user to ensure it is in line with the authorized version on the system. No part of this document may be reproduced in any manner or form by third parties without the written consent of Eskom Holdings SOC Ltd,  © copyright Eskom Holdings SOC Ltd, Reg No 2002/015527/30
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