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	TO:
	TO WHOM IT MAY CONCERN

	FROM:
	SITA

	DATE:
	08 April 2025

	SUBJECT:


	RFP 3082/2024: The Implementation of a Multi-Factor Authentication and Non-Repudiation Logical Access Control Solution Including Maintenance and Support for a period of five (05) years



Questions and Answers: Pack One

	Date Received 
	Questions
	Answers


	07 April 2025
	1. Will SITA leverage biometric searching as part of the non-repudiation process via verification and identification? 


1. The bid has a mandatory requirement for the bidder to be registered as a cryptography provider – in this bid we are not providing cryptography services, as the solution has encryption built into its database. 

1. Bidder Experience – can we supply international references from our international partners and OEM? 




1. Will SITA require tools to investigate and resolve identity matches from biometric searches (identification and verification)? 

1. What is SITA's requirement for system availability and failover? 



1. How many total identities will SITA manage? 


1. To what other internal systems will this new solution interface? 


1. What are the type of interfaces which will be required? 


1. Will any of your current system be available for the new system? 




1. Will the government provide hardware for the new solution? 




1. Could we get an idea of the current network infrastructure.  Network diagrams etc. This is required for sizing and design. 


· What systems and devices will the solution need to connect to.  What is the preferred connectivity / protocols of those systems.  





	· No, the biometric database for this project will be independent.





· There is a required in the scope for the proposed solution must have Public Key Infrastructure (PKI) solution to support the Multi-factor Authentication (MFA) and non-repudiation.  





· Bidder experienced references are required from at least one (01) customer to whom a multi-factor authentication and non-repudiation logical access control solution was installed, configured, maintained and supported in the past ten (10) years from the publication date of this bid.


· The proposed solution must create its own biometric database from which Users will be authenticated against.




· The solution must be configured on high availability and have failover. On the specification it is indicated that the outage must be restored within 60 minutes.


· +- 6000 User identities



· Refer to scope of the bid. DHA has the right to add and remove systems in future.




· The details of the APIs will be discussed with the successful bidder.



· It is expected that the current system will operate concurrently with the new system for a limited period.



· The solution must be a turnkey-solution (i.e. inclusive of the hardware infrastructure) 2.3 The bidder must provide a turn-key solution with the required Infrastructure/servers.



· This information will be shared with the successful bidder. DHA currently operate on a minimum 5Mbps bandwidth.





· Department’s core systems such as National Population Register, Service Manager (Smart ID and Passport Live Capture system, Biometric Movement Control System (BMCS), eMCS/eVISA system), VISA Adjudication system (VAS), Movement Control System (MCS) and the Automated Biometric Identification System (ABIS) and any other systems that the department identifies


	
	· Could we please have details of cards/systems/pki/devices currently in use to evaluate possible re-use. 




































· Do you have any preferred time-stamping providers. 


· Please supply connectivity requirements of demonstration system requested. 

· It is a very short timeframe for a complex system integration, is this flexible? 

	· The current DHA architecture environment supports the following technologies:
· Authentication and non-repudiation technology 
· Cryptographic strong authentication to the mainframe 
· Smartcard management
· PKI management
· Non repudiation management
· Evidence vault
· Biometric enrolment and user management
·  Smartcards
· Java Cards
· On board cryptographic processing
· PKI applet
· Biometrics applet
· Public Key Infrastructure (PKI)
· Offline DHA Root Certificate Authority 
· Online DHA Issuing Certificate Authority
· PKI integrated into authentication and non-repudiation via PKI toolkit for automated issuance 
· Biometrics
· Open architecture supports devices from multiple vendors
· Currently uses Lumidigm, Futronic, Sagem, and Secugen
· Departmental Technology
· Support for 3270 via 3270 proxy (3270 terminal agnostic)
·  Authentication and non-repudiation client library for windows application integration.

· No preference



· The bidders must proof that their solution meet the specifications as required.



· It is, the bidder must clearly indicate the timeframe for system integration bearing in mind the request from DHA.
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