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[bookmark: _Toc69286838][bookmark: _Toc83941270][bookmark: _Toc170467752]Glossary:
	Acronym
	Description

	PAM
	Privileged Access Management

	ACSA
	Airports Company South Africa

	IAM
	Identity and Access Management

	MFA
	Multi-Factor Authentication

	RBAC
	Role-Based Access Control

	SIEM
	Security Information and Event Management

	AD
	Active Directory

	E5
	Microsoft 365 E5 License (includes advanced IAM features)

	API
		



	Application Programming Interface




	ITSM
	IT Service Management

	PCI-DSS
	Payment Card Industry Data Security Standard

	SSO 
	Single Sign On

	IDS/IPS
	Intrusion Detection/Prevention Systems 

	DLP
	Data Loss Prevention

	EDR
	Endpoint Detection and Response
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1. [bookmark: _Toc204945819]INTRODUCTION

1.1 Background
Privileged Access Management (PAM) is a cybersecurity discipline focused on securing, managing, and monitoring accounts with elevated access to critical systems and data. These accounts, commonly known as administrative, service, or root accounts have extensive permissions and are highly valuable targets for malicious actors.

1.2 Purpose
This document outlines the scope of work for implementing a Privileged Access Management (PAM) solution to address current challenges related to privileged access within ACSA’s critical IT infrastructure. The initiative aims to secure, control, and monitor privileged access in order to minimize cybersecurity risks, meet compliance requirements, and ensure the secure management of sensitive systems and data.

1.3 Challenges in the current Privilege Access Management
At present, ACSA manages privileged access through fragmented, manual processes that lack centralized control, visibility, and auditing capabilities. This approach creates several vulnerabilities:
· Increased Risk of Cyberattacks: Without PAM, privileged accounts are often unmanaged and vulnerable to credential theft, phishing, and brute-force attacks. These accounts can be exploited to gain unauthorized access to critical systems.
· Lack of Visibility and Control: ACSA without PAM lack centralized oversight of who has elevated access, what they’re doing with it, and when. This makes it difficult to detect suspicious behaviour or respond to incidents quickly.
· Compliance Violations: Regulations like Payment Card Industry Data Security Standard (PCI-DSS) require strict controls over privileged access. Without PAM, ACSA may fail audits, face fines, or suffer reputational damage due to non-compliance.
· Privilege Creep: Over time, users accumulate excessive access rights that are never revoked. This increases the attack surface and can lead to accidental or malicious misuse of privileges.
· Insider Threats: Privileged users can intentionally or unintentionally cause harm. Without PAM, there’s no way to monitor or restrict their actions, making it easier for insiders to exfiltrate data or sabotage systems.
· Operational Inefficiencies: Manual management of privileged accounts is time-consuming and error prone. Lack of automation leads to delays in provisioning, password rotation, and access revocation.
· Inability to Respond to Incidents: Without session recording and audit trails, investigating security incidents involving privileged access becomes difficult. This hampers forensic analysis and slows down response efforts.
· Exposure of Service Accounts: Service accounts often have static, hardcoded credentials. Without PAM, these credentials are rarely rotated or monitored, making them easy targets for attackers.
· Weak Remote Access Security: Remote administrators accessing critical systems without PAM may bypass security controls, increasing the risk of unauthorized access and data breaches.
These challenges compromise ACSA’s overall cybersecurity posture and highlight the urgent need for a comprehensive PAM solution to reduce risk, enhance compliance, and improve operational efficiency.


2. [bookmark: _Toc204945820]PROJECT OBJECTIVE

The objective of the Privileged Access Management (PAM) project is to implement and operationalize a secure, scalable, and centralized solution that enables ACSA to effectively control, monitor, and audit privileged access to critical systems, applications, and data.

Below is the breakdown of PAM’s objectives:
2.1 Strengthen ACSA’s cybersecurity posture by reducing the risk of data breaches, insider threats, and misuse of elevated privileges.
2.2 Ensure compliance with regulatory and audit requirements through comprehensive logging, reporting, and policy enforcement.
2.3 Enforce the principle of least privilege, granting users only the minimum necessary access to perform their roles.
2.4 Automate the discovery, provisioning, and revocation of privileged access to improve operational efficiency and reduce administrative overhead.
2.5 Establish clear governance, access policies, and workflows that define how privileged access is granted, used, and monitored across the organization.
3. [bookmark: _Toc204945821]SCOPE OF WORK

The scope of work includes, but is not limited to, the following key components required to implement a secure and scalable Privileged Access Management (PAM) solution:
3.1 Assessment Discovery and Inventory
3.1.1 Discovery of all privileged accounts, including system and service accounts
3.1.2 Inventory of privileged accounts: Identify all user and service accounts with elevated access, including shadow and orphaned accounts.
3.1.3 Mapping of sensitive assets: Determine which systems, data, and applications require privileged access.
3.1.4 Evaluating of current controls: Review existing access policies, provisioning processes, and monitoring capabilities.

3.2 Solution Design and Architecture
 
3.2.1 Development of PAM strategy: Define policies for least privilege, just-in-time access, and session monitoring.
3.2.2 Selection of deployment model: Choose between on-premises, cloud, or hybrid PAM solutions.
3.2.3 Planning of infrastructure: Specify hardware/software requirements, network configurations, and integration points (e.g., Active Directory, SIEM).


3.3 System Development and Configuration
3.3.1 Phase 1: Core Setup
· Install PAM software and configure secure vaults.
· Integrate with identity sources and authentication systems.
· Set up role-based access controls (RBAC).
3.3.2 Phase 2: Account Onboarding
· Import and categorize privileged accounts.
· Apply credential rotation and password policies.
· Enable multi-factor authentication (MFA).
3.3.3 Phase 3: Monitoring and Auditing
· Configure session recording and real-time alerts.
· Implement logging and reporting for compliance.
· Set up dashboards for visibility into privileged activity.
3.3.4 Phase 4: Advanced Features
· Enable just-in-time access provisioning.
· Secure remote access via encrypted gateways.
· Automate account lifecycle management.

3.4 User Training and Change Management 

3.4.1 User training: Educate admins and users on PAM usage and security protocols.
3.4.2 Documentation: Provide SOPs, user guides, and troubleshooting resources.
3.4.3 Feedback loop: Collect input to refine policies and improve usability.

3.5 Maintenance and Continuous Improvement
3.5.1 Regular audits: Review access logs and policy adherence.
3.5.2 Update policies: Adapt to new threats and compliance changes.
3.5.3 Scale solution: Extend PAM to cloud environments, DevOps pipelines



3.6 Testing and Quality Assurance 
3.6.1 Develop and execute a test plan aligned with ACSA’s test framework., See section 9. 
3.6.2 Perform unit testing, integration testing, and User Acceptance Testing (UAT).
3.6.3 Address any bugs or issues prior to production deployment.
3.6.4 The deliverable will be a signed-off test plan, test cases, execution logs, and defect resolution report.

3.7 Go-Live and Post-Implementation Support
3.7.1 Deploy the PAM system into the live production environment.
3.7.2 Monitor go-live activities and provide hyper care support for users and IT teams.
3.7.3 Document go-live outcomes, issue logs, and escalation handling procedures.
3.7.4 Provide post-implementation support to resolve issues and optimize performance. 
3.7.5 The deliverable will include go-live support plan and post-implementation report. 

3.8 Documentation and Handover 
3.8.1 Document all PAM system configurations, integrations, roles, policies, and workflows.
3.8.2 Conduct knowledge transfer sessions with ACSA's cybersecurity team.
3.8.3 Finalize and hand over system documentation and operational procedures.
3.8.4 The deliverable will include full system documentation and knowledge transfer report

3.9 Project Deliverables 
3.9.1 Current and optimized privileged access workflows.
3.9.2 Functional and technical requirements documentation.
3.9.3 Implemented PAM system with integrated session monitoring, vaulting, and policy enforcement.
3.9.4 Discovery and migration report of privileged accounts.
3.9.5 Training guides, videos, and training attendance reports.
3.9.6 Signed-off test results and UAT approvals.
3.9.7 Go-live and post-implementation support plan.
3.9.8 System documentation and final handover package.
3.9.9 The above list of deliverables is not exhaustive.
4. [bookmark: _Toc204945822]OUT OF SCOPE
4.1 Normal user accounts. 
4.2 General Identity and Access Management (IAM): PAM focuses specifically on privileged accounts. Broader IAM functions like user provisioning, single sign-on (SSO), and general access governance are typically handled by separate IAM solutions.
4.3 Endpoint Protection: PAM does not include antivirus, anti-malware, or endpoint detection and response (EDR) tools. These are part of endpoint security solutions.
4.4 Network Security Controls: Firewalls, intrusion detection/prevention systems (IDS/IPS), and network segmentation are outside PAM’s scope, though PAM may integrate with them.
4.5 Data Loss Prevention (DLP): PAM does not directly prevent data exfiltration or leakage. DLP tools are used for monitoring and protecting sensitive data.
5. [bookmark: _Toc204945823]STAKEHOLDERS

5.1 Project Sponsor: IT Executive Management. 
5.2 Project Owner: ACSA’s Executive Management 
5.3 Project Manager: [ACSA and Service Provider]. 
5.4 User Client: Cyber Security Department (key users of the system, responsible for requirements and feedback, and change champions). 
5.5 IT Department: Responsible for system integration and support. 
5.6 Vendors: Selected technology providers for software and automation tools. 

6. [bookmark: _Toc204945824]PROJECT MANAGEMENT 

6.1 Project Management Approach 
6.1.1 The service provider shall utilize project management methodologies, knowledge, skills, tools, and techniques consistent with leading internationally recognized and accepted project management practices such as those contained in the Guide to the Project Management Body of Knowledge (PMBOK) or Prince2. 
6.1.2 The service provider shall perform project management review and oversight, attend scheduled project meetings, ensure key milestones are achieved, ensure all ACSA project governance processes are in place and are being achieved throughout the project. 
6.1.3 The service provider shall use the ACSA IT PMO project templates. 

6.2 Define Project Team
6.2.1 The service provider project manager must be able to accurately define the resources responsible for executing the tasks and producing deliverables outlined in the project plan and schedule. 

6.3 Define Project Plan 
6.3.1 The service provider shall provision the project charter, and project plan which will identify all major critical milestones. 

6.4 Define Project Schedule 
6.4.1 The service provider shall provision the project schedule, which will be baselined at the Project Board Meeting, and be updated at least once a week. Any variances to the baselined project schedule are to be presented at the Project Board for approval and rebase lining. 
6.4.2 The project schedule shall include all milestones and low-level tasks, including billing milestones. 
6.4.3 The project schedule is to be drafted in Microsoft Projects 
6.4.4 The project schedule is to include all ACSA dependency tasks. 

6.5 Manage project progress and execution 
6.5.1 The project manager shall track project activities and tasks to ensures that the project does go off course or hit any delays or setbacks along the way. 
6.5.2 The project manager shall ensure project plan management activities are carried out and ensure updated communication to project stakeholders is done. 
6.5.3 The project manager shall report on project progress on a bi-weekly basis which will include budget status, risks and issues, and escalate any issues risk etc. for action to higher governance authorities as required. 

6.6 Budget Management 
6.6.1 The project manager shall provision the billing schedule, this will be approved by the Project Board, and any variances to the timing of the payments will be presented to the Project Board for review and approval. 

6.7 Asset Management 
6.7.1 The project manager shall complete the ACSA Asset capitalization forms. The draft form shall be submitted to ACSA with each invoice submission and finalized when project implementation is completed. 

6.8 Stakeholder Management 
6.8.1 The project manager must be able to do stakeholder identification, analysis, and management to ensure alignment, secure support, identify risks, enhance decision-making, foster communication, facilitate adaptation, and contribute to the organization's reputation. 

6.9 Project Governance 
6.9.1 The project manager shall enforce project governance to ensure adherence to the procedures and policies that determine how projects are managed and overseen. 
6.9.2 The project manager shall schedule weekly status update meetings, which will be minted, and include tasks ahead and behind schedule, project risks, and issues. 
6.9.3 All project documentation will be saved on the ACSA TEAMS portal. 

6.10 Project meetings and reporting 
The project manager shall provide weekly project reports and monthly Steerco reports, which will be presented to the project board in ACSA format. 
6.10.1 All reports must be submitted as defined in the table below. If reports are not delivered within the stipulated times, ACSA will withhold invoice payment for the month until the reports are submitted. 
6.10.2 Project meetings: The meeting will be attended by the provider’s project manager and the ACSA project manager. The agenda for the meeting shall include but not be limited to project progress, project delays, risks & issues, and project financials. 
6.10.3 Maintenance and Support Meetings: These meetings will be held as defined in the below table. ACSA and the provider will ensure the required attendees are present at the meetings for the contract duration. The purpose of these meetings is to provide the provider a platform to report on their performance. 
	Meeting Name and frequency
	Participants and roles
	Documents to be produced after the meeting by the provider

	Weekly Project status update
	· ACSA-IT PM
· Provider PM (chair)
· Provider Senior Manager
· Provider administrator
· Cyber Security Manager
	· Minutes of meeting
· Updated project schedule
· Action register for any open actions to be addressed
· Risks and Issues register

	Monthly Project Steerco
	· ACSA-IT PM 
· Chief Cyber Security
· Provider Senior Manager
· Provider Project Manager
· Provider administrator
· Cyber Security Manager
	· Minutes of meeting
· Updated project schedule
· Action register for any open actions to be addressed
· Risks and Issues register 


[bookmark: _Toc204945881]Table 2:Meeting's definitions


	Frequency
	Report Name
	Report Content
	Due date
	Submit to
	Format
	Meeting Name and frequency

	Annual
	Proposed improvements report
	Proposed improvements or enhancement report
	Three days before the annual review meeting
	ACSA Technical Lead
	Email Word document
	Annual review meeting

	
	Annual performance SLA report
	Consolidation of the previous 12 months' SLA performance
	Three days before the annual review meeting
	Datacentre and Storage Operations Manager
	Email PDF document
	Annual review meeting

	
	Contract adherence review 
	Summary of contract requirements and adherence thereof
	Three days before the annual review meeting
	Datacentre and Storage Operations Manager
	Email PDF document
	Annual review meeting


[bookmark: _Toc204945882]Table 3: Meeting details

6.11 Project Close Out
6.11.1 The project manager must ensure that all activities required to close out the project are carried out to ensure that the project is properly closed out and seamlessly handed over to operations without incomplete activities.

7. [bookmark: _Toc204945825]CONCEPTUAL MODEL

The conceptual model outlines the scope and integration points of the Privileged Access Management (PAM) project. At the centre is the PAM solution, which will manage, control, and monitor privileged access across the organization. Key components are as follows:







7.1 Top – Business Process Impact:
The PAM project supports and strengthens the Governance, Risk, and Compliance (GRC) processes by ensuring privileged accounts are properly managed, monitored, and audited.
7.2 Left – Systems Impacted:
The PAM solution will integrate with various internal systems and platforms:
7.2.1 Microsoft Active Directory (AD): To reuse existing identity infrastructure for authentication and group policies.
7.2.2 Enterprise Applications (e.g., Oracle ERP, SAP): To manage and limit access to critical business applications.
7.2.3 ITSM Platforms: Integration for request management and workflow automation.
7.2.4 VPN Gateways & Remote Access Systems: To secure external privileged sessions.
7.2.5 Databases: For managing privileged database users and sessions.
7.2.6 Cloud Platforms: To govern admin accounts in public cloud environments.
7.3 Bottom – Foundational Technology:
The PAM solution will leverage the organization’s existing infrastructure:
7.3.1 Network, security, and identity services
7.3.2 Data centre or cloud environment
7.3.3 Monitoring and SIEM tools for logging and alerting
7.4 Right – Data and Outputs:
The PAM system will collect and manage:
7.4.1 An inventory of privileged accounts
7.4.2 Audit logs for all privileged activities
7.4.3 Role-based access policies
7.4.4 Reports for compliance and risk assessments







8. [bookmark: _Toc204945826]BUSINESS REQUIREMENTS
Listed below are business requirements that will be delivered and met by the solution. 
	
	
	Compliant?
	

	BR8.1
	Security and Risk Management:
	Yes
	No

	
	· Ensure all privileged accounts are discovered, categorized, and managed.
· Enforce least privilege access across all systems and environments.
· Implement multi-factor authentication (MFA) for all privileged access.
· Enable secure credential storage and automated password rotation.
	
	

	BR8.2
	Compliance and Auditability:
	Yes
	No

	
	· Meet regulatory requirements (e.g., GDPR, HIPAA, PCI-DSS, POPIA).
· Provide detailed audit logs and session recordings of privileged activities.
· Support reporting capabilities for internal and external audits.
	
	

	BR8.3
	Operational Efficiency:
	Yes
	No

	
	· Automate onboarding and offboarding of privileged accounts.
· Integrate with existing identity management and ticketing systems.
· Reduce manual effort in password management and access provisioning.
	
	

	BR8.4
	Visibility and Monitoring:
	Yes
	No

	
	· Provide real-time monitoring of privileged sessions.
· Alert on suspicious or unauthorized privileged activities.
· Enable dashboards for visibility into access patterns and anomalies.
	
	

	BR8.5
	Scalability and Flexibility:
	Yes
	No

	
	· Support hybrid environments (on-premises, cloud).
· Scale to accommodate future growth in users, systems, and applications.
· Allow for role-based access control (RBAC) and policy customization
	
	

	
	
	
	

	
	
	
	

	BR8.6
	User Experience
	Yes
	No

	
	· Ensure minimal disruption to administrator workflows.
· Provide intuitive interfaces for access requests and approvals.
· Offer training and support for end-users and administrators.
	
	

	BR8.7
	Integration and Interoperability
	Yes
	No

	
	· Integrate with SIEM, Active Directory, IAM, MDE ITSM, and other tools.
· Support APIs for custom integrations and automation.
· Enable secure remote access for third-party vendors and contractors.
	
	

	BR8.8
	Business Continuity
	Yes
	No

	
	· Ensure high availability and disaster recovery capabilities.
· Maintain access to critical systems during outages or incidents.
	
	

	BR8.9
	 Integration Requirements
	Yes
	No

	
	· Identity and Access Management (IAM). Integration Goals: Synchronize user identities, enforce access policies, and streamline provisioning. Examples: Azure AD
· Security Information and Event Management (SIEM). Integration Goals: Forward PAM logs and alerts for centralized monitoring, correlation, and incident response. Examples: Microsoft Sentinel.
· IT Service Management (ITSM). Integration Goals: Automate access requests, approvals, and ticketing workflows. Examples: ServiceNow.
	
	



9. [bookmark: _Toc204945827]SUCCESS CRITERIA
9.1 Successful automation of manual privileged access provisioning and deprovisioning processes. 
9.2 Inclusion of manual verification steps through integration with identity and access management (IAM) systems. 
9.3 User satisfaction scores (IT support, security teams, and end-users) of at least 85% pre- and post-implementation. 
9.4 System availability (uptime) of at least 99% post-implementation.
9.5 Full compliance with internal cybersecurity policies, external regulatory standards (e.g., POPIA, GDPR), and audit readiness. 


10. [bookmark: _Toc179903445][bookmark: _Toc184211015][bookmark: _Toc204945828]NON-FUNCTIONAL REQUIREMENTS
The system must adhere to the following non-functional requirements:

10.1 Hosting
10.1.1 The solution can be hosted on ACSA AZURE cloud. 
10.1.2 Platform performance (Speed & Latency) - The solution must respond in less than 5 seconds. 
10.1.3 The Service Provider shall provide the estimated bandwidth requirements for a Cloud hosted solution. 
10.1.4 The Service Provider shall specify the optimal hardware requirements and quote them.



10.2 Scalability
10.2.1 The PAM solution must scale horizontally to support growth in users, systems, and applications. The current number of admin/service accounts is 300.
10.2.2 It should handle all privileged accounts across hybrid environments (on-prem, cloud). If on Premises, the service Provider is to follow the ACSA IT standards as provided in Annexture C.

10.3 Reliability & Availability
10.3.1 The solution must be available 24/7 with availability of 99.8%.
10.3.2 The solution must cater for high availability, and failover mechanisms must be in place to ensure continuous access.
10.3.3 The solution must be able to back up daily and follow ACSA backup and storage standards and requirements.
10.3.4 The solution must be able to recover deleted data from backups. The recovery point objective (RPO) must be at most one (1) day.

10.4 Security
10.4.1 [bookmark: _Hlk528069856]The solution must be implemented according to the best practices and controls detailing how the solution will be secured.
10.4.2 All data at rest and in transit must be encrypted using industry-standard protocols (e.g., AES-256, TLS 1.2+).
10.4.3 The system must support multi-factor authentication (MFA) and integrate with enterprise identity providers.
10.4.4 Regular security patches and updates must be applied.

10.5 Usability
10.5.1 The user interface must be intuitive and accessible for both technical and non-technical users. 
10.5.2 Self-service capabilities for access requests and approvals should be available.
 
10.6 Maintainability
10.6.1 The system should support automated updates and configuration management.
10.6.2 The Logs and diagnostics should be easily accessible for troubleshooting.

10.7 Disaster Recovery
10.7.1 The system must support automated backups and disaster recovery procedures.
10.7.2 Recovery Point Objective (RPO) and Recovery Time Objective (RTO) should meet business continuity requirements.

10.8 Local Support
10.8.1 First line and second line support for the solution must be based in South Africa (international support can form part 3rd line support). The support will cover upgrades, patches and updates of the software.

10.9 Look and Feel
10.9.1 The solution must be white labelled to align with ACSA Corporate identity and branding.

10.10 Auditability
10.10.5  All privileged activities must be logged with timestamps, user IDs, and system details.
10.10.6  Logs must be tamper-proof and retained according to compliance requirements.


10.11 Compliance
10.11.1. The system must support compliance with standards such as ISO 27001, NIST, GDPR, and SOX.
10.11.2. It should provide built-in reporting templates for audits.  The templates must align to ACSA audit requirements

10.12 Service Management, Preventative and Corrective Maintenance
Below are high-level topics that are covered in a scope of work for Service Management, Preventative and Corrective Maintenance: A detailed Service Management, Preventative and Corrective Maintenance document will accompany the requirements scope of work document to procurement.
10.12.1 Preventive and Corrective Maintenance Requirements:

10.12.1.1 Preventive Maintenance includes planned overhauls, replacements, inspections, tests, software upgrades, firmware upgrades, patch management and any activity aimed at preventing failures through maintaining the condition of the infrastructure or assessing its condition for the purposes of corrective maintenance.

10.12.1.2 Corrective maintenance includes all activities following a preventative maintenance inspection.

10.12.1.3 Break/fix includes maintenance that is unforeseen and is necessary to restore the serviceability of the infrastructure, and functionality of the System. Some of this break/fix maintenance could be requested after hours on weekends and public holidays. Service providers will be expected to respond and attend to all the faults.

10.12.1.4 The provider must make provision for after-hours, weekends, and public holidays support; no additional costs will be entertained. 

10.12.1.5 For planned activities, notice will be given to the provider to make available resources as and when required.

10.12.1.6 The provider must provide after-hours telephone numbers, where support personnel are reachable. It is the responsibility of the Service providers to ensure that their resources are available and reachable always; and that any changes to after-hours telephone numbers are communicated to ACSA.

10.12.1.7 The Preventative Maintenance Schedules table provide a high-level maintenance schedule and tasks/checks.
 
10.12.1.8 The provider is expected to provide a detailed preventative and corrective maintenance plan/schedule incorporating the below as a minimum as part of the response to this RFP.  In the detailed preventative maintenance schedule, the provider must include all remedial actions to be taken (include what communication will be actioned, which provider resource will be responsible for the communication, to which ACSA resource the communication will be addressed to, in what format, what timelines after the incident is detected and what follow up mechanism will be in place) if any issues are found during the maintenance schedule routine. 

11. [bookmark: _Toc184211016][bookmark: _Toc204945829]HIGH LEVEL OF SYSTEM TESTING LIFE CYCLE
           Complete system testing (Execute testing activities within STLC (System Testing Life Cycle)

11.1 Test level:
11.1.1 Unit Testing
11.1.2 Integration Testing
11.1.3 System Testing (Functional & non-functional testing)
11.1.4 User Accepting Testing

11.2 Service provider shall
11.2.1 Execute Functional and Non-Functional Testing
11.2.2 Produce the below Testing artefacts:
11.2.2.1 Test Plan
11.2.2.2 Test Requirement Traceability Matrix
11.2.2.3 Test Cases
11.2.2.4 Defect Log
11.2.2.5 Test Progress Report
11.2.2.6 Test Completion Report (Including Test Results)
11.2.3 Provision Test Environments
11.2.4 Use ACSA Testing Templates
11.2.5 Provide handover document/Session to ACSA UAT Team.
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