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1. Introduction
This Annexure must always be read in conjunction with the main bid document (Invitation to Bid) and the completed Bid Specification MUST be submitted together with the main bid document.

2. Scope of Bid
2.1 Scope of Work

Accreditation of service providers for provisioning of Infrastructure-as-a-Service (Iaas), Platform-as-a-Service (PaaS), Software-as-a-Service (SaaS) and other Everything-as-a-Service (XaaS) products and services to be available on the future online SITA Marketplace Platform (procurement/subscriptions) to complement the ringfenced Government Secure Cloud within the Government Private Cloud Ecosystem (GPCE) for a period of five (5) years.
Note (1): 

The successful Supplier must integrate their Cloud Offering Categories into the future Standardised SITA Marketplace Service Catalogue. Wherever this document refers to SITA Marketplace it must be understood that the Marketplace does not exist at the moment and will be established through a separate process in the future.
Note(2): 

SITA reserves the right to refresh/ review/ onboard the panel of providers at any given point. 
The scope of work for the bidders includes the follow:

(a) Accreditation of cloud service providers and cloud offerings - The service provider accreditation is separate to the service provider services/products accreditation. Only accredited service providers service offerings will be considered for accreditation and selection:
(i) The provisioning of Platform-as-a-Service (PaaS), Software-as-a-Service (SaaS) and any other XaaS products and services; and
(ii) The provisioning of Infrastructure-as-a-Service (IaaS) for non-secure, citizen-facing, data only.
(b) Integration to the GPCE for identified IaaS, PaaS, SaaS, and other XaaS Services; and
(c) Future integration of the various supplier offerings into a unified SITA Marketplace commercial platform available to government entities for the identified IaaS, PaaS, SaaS and other XaaS Services. 
2.2 Delivery address

The cloud services must be integrated into the future online SITA Marketplace and the GPCE, located at the SITA Centurion offices.
2.3 Customer infrastructure and environment requirements

SITA established a Government Private Cloud (GPC), defined as an eco-system of different clouds, for exclusive access by Government Departments that is owned by Government and operated and managed by SITA. The aim with the Government Private Cloud Ecosystem (GPCE) is to not only enable fast, efficient and cost-effective service delivery, but also to digitally transform the South African Government.

The GPCE Version 1 brings together private and hybrid clouds, hosted either within a government data centre or at 3rd party data centre, into a single ecosystem from where Cloud Services are provisioned through a single Cloud Suite. The GPCE functionality allows multiple technologies to establish access channels, which can improve communication with and feedback to citizens and businesses alike. These Cloud Services are currently limited to infrastructure provisioning, thus Infrastructure-as-as-Service (IaaS) and must be expanded.
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Figure 1: Overview of the Government Private Cloud Ecosystem (GPCE) Version 1
In order for SITA to transition to the GPCE 2.0, it is important that SITA explores using Cloud Service Providers (CSPs) and hyper-scalers to provide a Private Government Cloud Region within an On-Premise data centre for the delivery of secure and compliant cloud services to the South African Government. 

The use of a separate region or segregation can provide governments with greater control and visibility over their data and applications, as well as improved security and compliance. It allows them to create their own virtual private cloud (VPC), which is a private, isolated network that can be used to host their applications and data. This ensures that government data is completely separated from other customers' data, even within the same region. It also allows them to meet regulatory requirements and ensure that their data is protected from unauthorized access, data breaches, and other security threats.

This realisation of this strategy will then provide a single SITA Marketplace Platform for the Orchestration of Cloud Services across all Private On-Premise and Hybrid OEM Clouds (Hyper-scalers) within the GPCE 2.0.
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Figure 2: Platform for the Orchestration of Cloud Services
The intention is to expand the current cloud offering and leverage on the industry established cloud capabilities within the South African borders to achieve the following:

(a) Realise the Government’s digital transformation objectives;

(b) Improve cost effectiveness;

(c) Improve time to delivery;

(d) Expand service offering and availability;

(e) Elasticity to automatically scale up or down resources based on changing demand; and

(f) Auto scaling to automatically add or remove instances based on predefined rules.
To achieve this, the SITA needs to establish partnerships with industry through a panel of CSPs which ensures that Government has access to the latest technology platforms and industry advances delivered by industry. The future SITA Marketplace will serve as a commercial platform by which government entities can procure or subscribe to cost effective cloud-based services via SITA as the custodian of the service offerings.
The Public Region will still need to enforce all the security, data sovereignty, data residency, data privacy and connectivity requirements and best practices required for a secure and effective Government. This will be detailed in a Reference Architecture (RA) with each of the successful panel members and will be limited to cloud offerings that is applicable to Government Departments.

The CSPs panel will deliver the following capabilities:

(a) Provisioning of a Public Cloud Region for the delivery of XaaS Cloud Services to the South African Government within the ambits of an approved RA;

(b) All CSPs and hyper-scalers for business solutions for all Cloud Services that would be beneficial to SITA, the South African Government and ultimately the citizens; 

(c) Future Integration to a single SITA Marketplace capability as developed and delivered by SITA for cloud services and products from all CSPs and hyper-scalers as per the SITA Service catalogue; and
(d) Integration to the GPCE for the hosting of secure data, as per the classification of the Government Department’s data.
The CSP or hyper-scaler that will provide a Public Cloud Region for the delivery of XaaS cloud services and integration to other hyper-scalers for the use of their XaaS products and services, will have to adhere to the following guiding principles:

(a) Data Sovereignty – Data must remain within the borders of South Africa i.e. Local vs Global;

(b) Data Residency – Data must be stored within a Government Data Centre; and

(c) Data Privacy – Cloud is for the exclusive use of Government Data i.e. Private vs Public and Hybrid Cloud.

The Public Cloud Region must be provisioned on the local CSPs public cloud within the borders of South Africa with no data leakages outside of the South African borders.

All accredited CSPs and accredited cloud offerings will be made available on the future SITA Marketplace:

(a) A single point of buying ICT services and / or products stated in this document;

(b) A future online SITA Marketplace platform that consists of the standardised cloud-based offerings stated in this document;

(c) The standardisation of the service/product offerings as a government catalogue;

(d) The standardisation of service level agreement for the service items;

(e) A standardised bidding process and approval of service providers and SITA mark-up to provide the government entity a price; 

(f) A standardised billing process with the supporting detailed utilisation evidence; 
(g) The future SITA Marketplace must integrate with the SITA ERP to enable customer’s details referencing, purchasing and revenue collection; and
(h) Other integration requirements:

(i) Future integration with the SITA Marketplace;

(ii) Integration with the SITA On-Premise Cloud variants within the Government Private Cloud Ecosystem (GPCE);

(iii) Integration to all other hyper-scalers for identified XaaS Services;
(iv) Integration of their cloud services and products with other third-party applications, such as CRM or ERP systems;

(v) Integration between the Bidder supplied Cloud hosting facilities and SITA Data Centres;

(vi) Network layer integration for the SITA Next Generation Network (NGN) and Vendor Neutral Facilities (VNF);
(vii) Supplier network and service monitoring integration with the SITA Network Operation Centre (NOC);

(viii) Integration between the Supplier Service Management and SITA IT Service Management (ITSM); and
(ix) Integration with SITA solutions: Data Centre Operation Centre (DOC) and (Security Operation Centre (SOC).
2.4 Platform-as-a-Service (PaaS)

Definition: Platform as a service, or PaaS, delivers and manages all the hardware and software resources to develop applications through the cloud. Developers and IT operations teams can use PaaS to develop, run, and manage applications without having to build and maintain the infrastructure or platform on their own. Customers still have to write the code and manage their data and applications, but the environment to build and deploy apps is managed and maintained by the cloud service provider. 
2.5 Software-as-a-Service (SaaS)

Definition: Software as a service, or SaaS, provides the entire application stack, delivering an entire cloud-based application that customers can access and use. SaaS products are completely managed by the service provider and come ready to use, including all updates, bug fixes, and overall maintenance. Most SaaS applications are accessed directly through a web browser, which means customers don’t have to download or install anything on their devices.
2.6 Container-as-a-Service Platform (CaaSP)

Definition: Containers as a service, or CaaS, delivers and manages all the hardware and software resources to develop and deploy applications using containers. Sometimes viewed as a subset or an extension of IaaS, CaaS uses containers rather than VMs as its main resource. Developers and IT operations teams can use CaaS to develop, run, and manage applications without having to build and maintain the infrastructure or platform to run and manage containers. Customers still have to write the code and manage their data and applications, but the environment to build and deploy containerized apps is managed and maintained by the cloud service provider. 
2.7 Infrastructure-as-a-Service (IaaS)

Definition: IaaS is a cloud computing model that provides virtualized computing resources over the internet. In an IaaS model, a third-party provider hosts and manages the infrastructure components, such as servers, storage, and networking hardware, while users can access and control these resources remotely.
2.8 Everything-as-a-Service (XaaS)
Definition: XaaS, or Everything as a Service, is a term that encompasses various cloud computing models where different types of services are delivered over the internet as a service. XaaS is a broad concept that signifies the shift towards delivering various IT resources and functionalities as cloud-based services, allowing organizations to access and utilize them on-demand without the need for upfront infrastructure investments or extensive management efforts. Some other examples are Backend as a Service (BaaS), Function as a Service (FaaS).
3. Requirements

3.1 Solution Requirements

3.1.1 General RFA Requirements
The minimum requirements for the Public Cloud Region for Cloud Services to the South African Government are as follows:

(a) Extend the current scope of ICT services and / or products which allows a client to buy a fit-for-purpose solution;
(b) Allow for the standardisation of services stated in this document for consumption by Government entities;
(c) Allow for the migration of ICT services/product from infrastructure/service providers;

(d) Allow for elastically adjustable capacity; 
(e) Allows for service offerings refresh / updates within the rapidly evolving XaaS offerings;
(f) Provision of standard XaaS offerings with imbedded standard service terms which facilitates seamless contracting;

(g) The provisioning of a Public Cloud region must be in a Tier III/IV data centre facility;
(h) Adherence to data sovereignty, data residency and data privacy guidelines;

(i) Adherence to information and data security with encryption protocols observed;

(j) The XaaS offerings must operate on an Open API environment; and

(k) Provide the list of infrastructure and software layers of the platform for which the Cloud technologies are certified to run on.

3.1.2 Integration Requirements

The minimum requirements for the integration into the Public Cloud Region, once available, are as follows:

(a) Single SITA Marketplace: Future integration into an integrated cloud marketplace that allows Government Departments to access and purchase various cloud-based services and products from multiple hyper-scalers in one place;
(b) GPCE: Integration to the GPCE that allows citizen-facing data to be stored within the hyper-scalers, but any confidential data is to be stored in the Private Government Cloud Region making use of the PaaS and SaaS offerings available from the CSP;

(c) Multi-cloud integration: The cloud region must support multiple cloud providers, such as AWS, Microsoft Azure, and Google Cloud Platform, inclusive of the Private On-site cloud variants within the GPCE;

(d) API integration: The service provider hyper-scalers must provision secure APIs, which the future SITA Marketplace can consume. 

The future SITA Marketplace will have API integration capabilities to allow hyper-scalers to integrate their services and products with other systems and applications, which includes the SITA billing system;

(e) Integration with third-party applications: The CSP products and services must allow SITA and Government Departments to integrate their cloud services and products with other third-party applications, such as CRM or ERP systems;

(f) Integration to the Next Generation Network (NGN): The CSP cloud service must allow secure network connectivity across the Bidder supplied Cloud hosting facilities, SITA Data Centres, the NGN and Vendor Neutral Facilities (VNF) to enable a single Government network across all CSP service provider data centres;
(g) Integration with SITA solutions: Network Operation Centre (NOC), IT Service Management (ITSM), Data Centre Operation Centre (DOC) and Security Operation Centre (SOC); and
(h) Standardised Service Level Agreement (SLA) management: 
(i) Back-to-back agreements will be required with the other CSPs and hyper-scalers, to ensure consistent performance and service quality when integrating; and
(ii) Establish a SITA market Place SLA that incorporates the CSP and Hyper-scalers to ensure a consistent service performance and service quality to SITA’s clients.
3.1.3 Professional Services Requirements

The minimum requirements for professional services from the CSP are as follows:

(a) XaaS management skills for the cloud-enabled environment. A shared role and responsibility matrix will be followed. The service provider must indicate what they foresee they will be responsible for versus what will be a shared responsibility and what SITA will be responsible for;

(b) Consulting and architectural services for the services provided;

(c) Planning skills to assist with the planning and sizing of tenant IT workload planning;

(d) Migration skills to assist with the migration of Government Department’s workload;

(e) Conduct training needs analysis to identify the training requirements for SITA staff to enable them to support the deployed technologies, software technology stacks and management tools on behalf of the Government Departments, inclusive of a certification programme for the various streams; 
(f) Provide pre-sales training to SITA Customer Relationship Management personnel to enable them to promote and sell the products/services;

(g) Assist SITA Marketing to develop marketing material with the SITA branding;

(h) Training options for the training of the Government Departments’ users; 
(i) The service provider’s Service management processes must integrate to the SITA Service Management processes, because the service will be managed and measured according to SITA Service Management processes (minimum incident, problem, change/request, configuration and service level management); 
(j) Establish Standardised SLA templates; and
(k) Establishment of standardised service catalogue to enable the future SITA Marketplace.

3.2 Service Elements

3.2.1 Everything-as-a-Service (XaaS)
3.2.1.1 Full Service Agreement

(a) 24 hour / 7 days a week / 365 days a year;
(b) Service desk capability;
(c) Adherence to SITA service management principals;
(d) All changes to the system will be done according to the SITA change schedule, outside the 8h x 5d service window;
(e) Public Cloud and XaaS Solution must have 99.983% Availability; and
(f) The bidder will ensure that the XaaS Services together with all the environmental components maintain a minimum of a Tier III capability and availability.

3.2.1.2 Time and Material (T&M Ad hoc services)

(a) Bidders must keep auditable substantive records/evidence and upon request by SITA must be made available for audit, due diligence and billing purposes.

3.2.1.3 Response time 

(a) Provide a standardised call logging/tracking and escalation process that conforms to the maximum hours for Critical, High, Medium and Low calls.
3.2.1.4 Fault logging management

Instant incident response times across all service elements is 24h x 7days x 52weeks:
Table 1: Service Desk Capability
	SBS 
	Service Element 
	Service Level 

	1. 
	Call Centre services for all services stated in this document
	24h x 7days x 52weeks 

	2. 
	Incident Response 
	Maximum 1 hour (for all Critical, High, Medium and Low calls)

A response time of one (1) hour on all calls logged for support is to be adhered to (response time refers to the time that elapses from a call is logged with the supplier until receipt of the call is officially acknowledged, normally by providing a call reference number.

	3. 
	Incident Restore 
	Critical = Maximum 4 hours

High = Maximum 8 hours

Medium = Maximum 16 hours

Low = Maximum 24 hours

A resolve time, as defined above, on all calls logged for support, is to be adhered to (resolve time refers to the time that elapses from a call is logged with the supplier until the call is resolved – resolve time includes response time).

	4. 
	SITA Cloud Offering Availability 
	99,983% Availability 

	5. 
	Fibre integration into NGN latency 
	Measured Interval jitter less than but not more than 60 milliseconds – measured Round Trip




3.3 Special Requirements/Business and Commercial Dependencies
The CSP must provide clarification on the following possible occurrences:

(a) CSP or Hyper-scaler withdraws from South Africa – retention of data and possibly the region (kit and DC);

(b) Embargo’s/sanctions against South Africa – retention of data and possibly the region (kit and DC);

(c) Embargo with any other hyper-scalers or CSP;

(d) Requests for special technologies not on offer by successful bidder;

(e) Shared roles and responsibility matrix indicating what each service provider foresee what they will be responsible for versus what will be a shared responsibility and what SITA will be responsible for. The SITA Act and financial sustainability of SITA will guide the Shared Responsibility Framework;

(f) Any risks on the above deployment/s; and

(g) Any other dependencies not highlighted above.

4. Bid Evaluation Stages
The bid evaluation process consists of the stages as set out in the table below, according to the nature of the bid. A bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation. The stages are:

Table 2: Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid YES/NO

	Stage 1

	Administrative responsiveness
	YES

	Stage 2 
	Technical Mandatory responsiveness 
	YES

	Stage 3
	Special Conditions of Contract 
	YES

	Stage 4
	Price / Preference points
	NO


Notice of outcome of the RFA process 

Bidders that are pre-qualified will be informed of the success of their bid to pre-qualify as an accredited service provider for Provisioning of XaaS products and / or services to be available on a future SITA Marketplace Platform.

This will include the following:
(a) Assess the applicability and suitability of the cloud offering within the mandate of the South African Government; 

(b) Accreditation of the applicable cloud offerings for Government use; and
(c) Finalisation of a Reference Architecture for the identified cloud offerings.
4.1 Administrative responsiveness (Stage 1)
4.1.1 Attendance of briefing session

(a) A Compulsory Virtual briefing session will be held. The bidder must sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. Any bidder who fails to attend the compulsory briefing session will be disqualified.
4.1.1.1 Registered Supplier

(a) Only responses from bidders who are registered as a Supplier on National Treasury’s Central Supplier Database (CSD) in terms of National Treasury’s Instruction Note 4A of 2016/17 will be considered for award on this RFA; and
(b) In the case of joint ventures or consortiums the bidder must demonstrate that at least one of the parties to the bid response attended the briefing session.
4.1.1.2 Approval Process

The Bidder must complete the following process steps which the bidders requires accreditation for evaluation and possible inclusion in the term contract: 

Step 1: BIDDER PRODUCT OFFER

Step 2: BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS

Step 3: CSP SITE LOCATION REQUIREMENTS
Step 4: SPECIAL CONDITIONS OF CONTRACT
Step 5: TECHNICAL SERVICE FUNCTIONAL REQUIREMENTS
4.2 Technical returnable documents
4.2.1 Instruction and evaluation criteria
(a) The bidder must comply with ALL the requirements as per the Technical Mandatory Requirements below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”;
(b) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response; and
(c) The bidder must comply with ALL the Technical Mandatory Requirements in order for the bid response to proceed to the next stage of the evaluation.

4.2.2 Technical mandatory requirements (Stage 2)
Table 3: Technical Mandatory Requirements

	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. Bidder Product Offer

	The bidder must indicate the following offering(s) they wish to respond to: 

(a) Sheet 01: Cloud Offering Category 
and/ or

(b) Sheet 02: Training of Cloud Offerings.
 
	The bidder must complete ANNEX C: Addendum 1 and the Spreadsheet ”Cloud Category and Training” for the offering(s) they wish to respond to and attach this to ANNEX A:

(a) Sheet 01: Cloud Offering Category 

and/ or

(b) Sheet 02: Training of Cloud Offerings

Note (1):

Only the currently available local Cloud Offerings listed by category on the respective sheet will be considered for accreditation.
Note (2): 

SITA reserves the right to verify the information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 5.1 and Annex C: Addendum 1>

	2. Bidder Certification/ Affiliation Requirements

	The bidder must be a registered OSM/OEM, or accredited by OSM/OEM as a CSP to provide cloud services for each of the categories which the bidder selected in Spreadsheet ”Cloud Category and Training”.
	Attach to ANNEX A a copy of documentation (valid certificate, license, official letter, agreement or declaration) indicating that the bidder is a registered OSM/OEM, or accredited by OSM/OEM as a CSP to provide cloud services for each of the categories which the bidder selected in Spreadsheet ”Cloud Category and Training”.
Note (1): 

SITA reserves the right to verify information provided.


	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 5.2 >

	3. CSP Site Location Requirements

	The bidder must:
(a) Have an existing Public Cloud offering located within the borders of the Republic of South Africa within a Tier-III or Tier-IV facility complying with the UpTime Institute requirements; 
and
(b) Provide the formally documented agreement with the owner of the facility that has been notarised by the respective company secretaries or an externally appointed counsel, in the case where the Bidder is a subsidiary/associate/operating entity of the Tier-III or Tier-IV Cloud hosting provider.
	The Bidder must provide ALL of the following evidence and attach this to ANNEX A: 

Location

(a) Physical address of Cloud hosting facility; 
and 

(b) Where facilities are rented/ leased, please provide evidence of being the mandated subsidiary/associate/operating entity of the Cloud Platform Provider.

Note (1): 

SITA reserves the right to verify information provided.


	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 5.3>

	4. Special Conditions of Contract: 

	Bidder must Accept ALL the Special Conditions of contract.
	The Bidder must Accept all the Special Conditions of Contract by completing and signing the declaration of Acceptance in Declaration of compliance and acceptance under the Special Conditions (Section 4.3).
Note (1): 

Failure to accept ALL the Special Conditions of Contract will result in disqualification.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 5.4>

	5. Technical Service Functional requirements:

	The bidder must confirm compliance to the Technical Service Functional requirements.
	The bidder must confirm that they comply with the Technical Service Functional requirements by completing Annex B, Addendum 1.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 5.5 and Annex B>


4.3 Special Conditions of Contract Verification (Stage 3)
(a) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(b) SITA reserves the right to:

(i) Negotiate the conditions; or

(ii) Automatically disqualify a bidder for not accepting these conditions; or
(iii) Award to multiple bidders;
(iv) To not award;
(v) Refresh the RFA requirements and scope based on new requirements and technology changes.

(c) In the event that the bidder qualifies the proposal with own conditions and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 4.3. (b) above.
4.3.1 Special Conditions of Contract 
4.3.1.1 Contracting Conditions

(a) Formal Contract - The supplier must enter into a formal written contract (agreement) with SITA.

(b) Right to Audit - SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.

(c) Services activated via the future SITA Marketplace prior to the end date of the RFA contract period will persist for the duration of the contract established during the commissioning of the service of the future SITA Marketplace.

4.3.1.2 Delivery Address

(a) The supplier must deliver the required products or services as indicated in Section 2.2. 

4.3.1.3  Scope of Work and Delivery Schedule

The successful Supplier must integrate their Cloud Offering Categories into the future Standardised SITA Marketplace Service Catalogue.

(a) The Supplier must deliver the Scope of Work and Requirements as stated in sections 2. and 3. above and the accompanying spreadsheet “Cloud Category and Training” for the duration of the contract.
(b) Services stated on the Cloud Offering Category the supplier elected to provide.
4.3.1.4 Professional services

(a) Planning and Design of solution and integration requirements;

(b) Consulting and Architecture services to onboard Government Entities; 

(c) The CSP must provide a Skills Development Plan (SDP) inclusive of certification, skills transfer and mentoring over a period of the contract; and
(d) The suppliers must develop as Skills Development Plan (SDP) for the accredited cloud offerings which the supplier responded to. 
4.3.1.5 Skills Transfer and Training 

(a) The Supplier must provide certified training on the proposed solution or product to management and technical staff to enable SITA to operate and support the product or solution after implementation;
(b) The nature of the training must be formal training in all aspects of the Cloud offerings needed to operate the entire environment;
(c) Informal training during the setup, installation and implementation is also expected from the supplier’s technical staff that is assigned to the project;
(d) Formal certified training services for SITA resources per training path;

(e) Provide pre-sales training to SITA Customer Relationship Management personnel to enable them to promote and sell the products/services;
(f) Optional formal certified training services for Government Departments;
(g) Formal certified training services will be detailed in the respective RFQs for the various training paths; and

(h) Provide training paths for each of the cloud offerings.
4.3.1.6 Most Favoured Customer Status 

The service provider acknowledges and warrants that: 

(a) The pricing charged and / or discounts offered to SITA in terms of this agreement is greater than or equal to the highest discount given to any customer of the service provider both locally or internationally; 

(b) If the service provider offers any new cloud offerings, the new service will be reviewed and assessed; and 

(c) If the service provider offers any new or existing customer any service similar to any of that south, as described, in any future agreement at a price lower that or at a discount greater that the price charged and / or the discounts offered under the future agreement or offers additional or more comprehensive services at a lower price (or greater discount) as the price charged for the services under this agreement, then:

(i) It must offer such lower prices, discounts or additional or more comprehensive services to SITA on the same terms as provided to such other requestor or the contractor for acceptance; and

(ii) It must, on a retrospective nature, refund SITA the difference between the original price and the lower revised price for all previous payments made by SITA to the service provider. 

4.3.1.7 Cloud Consumption Billing 

(a) The consumption billing for services from the Cloud must be quoted before deployment or consumption of services;
(b) The bidder is to provide their billing and licensing models; and

(c) The billing and licensing models must comply to the PFMA. 
4.3.1.8 Services and Performance Metrics

(a) The Service and Performance Metrics is stated in section 3.2.1.4. fault logging management;
(b) The SLA will be agreed by the parties during the implementation phase to quantify the performance metrics which includes the measurements for availability, performance, reliability as well as the frequency of reporting;
(c) Other service Quality reporting requirements includes:
(i) Patch Management reporting;
(ii) Cyber vulnerability reporting;

(iii) Detailed usage reporting; and

(d) SITA NOC monitoring and reporting.
Note: The reporting requirements are not limited to those mentioned above. The details will be provided during the implementation phase.

4.3.1.9 Supplier Performance Reporting

The service provider must provide a report on a monthly basis to SITA detailing the following parameters: 

(a) Consumption broken down per application or government unit; 

(b) Availability of services and platform; 

(c) At minimum incidents, service request, changes, problem, configuration and service level management;

(d) Capacity reporting; 

(e) Billing broken down per application or government entity; 

(f) Availability, configuration, performance, usage and billing reports are produced every month over the contract period;
(g) Project Management, SLA, Management, Processes and reporting will be specified during the Acquisition process;
(h) SLA meetings to be conducted on a regular basis as determined by SITA, inclusive of the specified reporting requirements; and
(i) Billing will be on a monthly basis and the service provider must provide SITA with the necessary ability /function to determine the invoice information.

4.3.1.10 Certification, Expertise and Qualification

(a) The bidder certifies that:

(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition;
(ii) it is committed to provide the Products or Services; 

(iii) perform all obligations detailed herein without any interruption to the Customer; and
(iv) it has been certified for the Products and Services required.
(b) The Supplier must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations; and

(c) Original Equipment Manufacturer (OEM) or Original Software Manufacturer (OSM) work:  The Supplier must ensure that work or service is performed by a person who is certified by Original Equipment Manufacturer or Original Software Manufacturer.
4.3.1.11 Regulatory, Quality and Standards

(a) The Supplier must for the duration of the contract ensure compliance with:

(i) <ISO/IEC General Quality Standards, ISO9001>;

(ii) <IEC/ISO Manufacturing and Workmanship quality condition>;

(iii) ISO 27001 and SAS 70 Type II; 

(iv) Protection of Personal Information Act (POPIA);

(v) Minimum Information Security Standards (MISS); 

(vi) Minimum Interoperability Standards (MIOS);

(vii) Public Finance Management Act (PFMA);

(viii) Preferential Procurement Policy Framework Management Act (PPPFMA); and

(ix) The supplier must for duration of the contract ensure that the proposed solution conform to the industry standards for security and uptime as agreed as a part of the SLA. 

4.3.1.12 Governance

(a) The service provider accepts to comply with SITAs governance requirements as well as participate in governance activities and bodies as required, and the cost thereof is inclusive in the quoted pricing. The service provider accepts to participate in all audits, including data audits and resolve any findings related to the bidder’s scope, and the cost thereof is inclusive in the quoted pricing.

4.3.1.13 Compliance to Contract 

(a) If the service provider disregards or breaches contractual obligations, may result in the termination of the contract. 

4.3.1.14 Quality Assurance 

(a) The service provider accepts that any deliverables produced in terms of the contract must be subjected to quality assurance and control as well as acceptance sign off by SITA; and

(b) SITA and the successful CSP will agree on the delivery timeframes so that SITA can achieve its intended objectives as per its strategic timelines.
4.3.1.15 Personnel Security Clearance

(a) The Bidder personnel who are required to work with information related to NATIONAL SECURITY must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance to the level of CONFIDENTIAL at the expense of the Bidder from the South African State Security Agency or duly authorised Personnel Security Vetting entity of SA Government;
(b) The Bidder must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.; and
(c) As an interim, an oath of secrecy or Non-Disclosure Agreement (NDA) must be signed by the technician /resources on condition that proof is supplied that the submission is made for a security clearance of confidential.
4.3.1.16 Confidentiality and non -disclosure conditions

(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information;
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:

(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);

(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;

(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;

(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;

(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;

(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;

(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and

(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or

(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;

(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;

(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute; and
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.

4.3.1.17 Guarantee and warranties

(a) The supplier confirms that:

(i) The warranty of goods supplied under this contract remains valid for the duration of the contract after the goods were delivered, installed and commissioned with a sign off, including the client’s signature;

(ii) As at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever;

(iii) The Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;

(iv) The Products is maintained during its Warranty Period at no expense to SITA; 

(v) The Product possesses all material functions and features required for SITA’s Operational Requirements; 

(vi) The Product remains connected or Service is continued during the term of the Contract; 

(vii) All third-party warranties that the Supplier receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to SITA without reducing or limiting the Supplier’s obligations under the Contract; 

(viii) No actions, suits, or proceedings, pending or threatened against it or any of its third-party suppliers or sub-contractors that have a material adverse effect on the Supplier’s ability to fulfil its obligations under the Contract exist; 

(ix) SITA is notified immediately if the CSP becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the Supplier’s ability to fulfil the obligations under the Contract; 

(x) Any Product sold to SITA after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest; 

(xi) SITA’s use of the Product and Manuals supplied in connection with the Contract does not infringe any Intellectual Property Rights of any third party; 

(xii) The information disclosed to SITA does not contain any trade secrets of any third party, unless disclosure is permitted by such third party; 

(xiii) It is financially capable of fulfilling all requirements of the Contract and that the Supplier is a validly organized entity that has the authority to enter into the Contract; 

(xiv) It is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract; 

(xv) The prices, charges and fees to SITA as contained in the Contract are at least as favourable as those offered by the Supplier to any of its other customers that are of the same or similar standing and situation as SITA; and 

(xvi) Any misrepresentation by the Supplier amounts to a breach of Contract. 
4.3.1.18 Intellectual Property Rights

(a) SITA retains all Intellectual Property Rights in and to SITA's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's Intellectual Property for the sole purpose of providing the Products or Services to SITA pursuant to this Contract; provided that the Supplier must not be permitted to use SITA's Intellectual Property for the benefit of any entities other than SITA without the written consent of SITA, which consent may be withheld in SITA's sole and absolute discretion. Except as otherwise requested or approved by SITA, which approval is in SITA's sole and absolute discretion, the Supplier must cease all use of SITA's Intellectual Property, at of the earliest of:

(i) termination or expiration date of this Contract; 

(ii) the date of completion of the Services; and 

(iii) the date of rendering of the last of the Deliverables.
(b) If so required by SITA, the Supplier must certify in writing to SITA that it has either returned all SITA Intellectual Property to SITA or destroyed or deleted all other SITA Intellectual Property in its possession or under its control;
(c) SITA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property;
(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services; and
(e) Provide SITA with the compliant Occupational Health and Safety File (required on site for period of installation and proof of compliance).

4.3.1.19 General

(a) The supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the Supplier. However, SITA reserves the right to include or waive the condition in the signed contract: and
(b) SITA reserves the right to:

(i) Negotiate the conditions, or

(ii) Automatically disqualify a bidder for not accepting these conditions, or

(iii) Before entering into a contract, conduct or commission an external service provider to audit or conduct probity to ascertain whether a qualifying bidder has the technical capability to provide the goods and services as required by this tender.

4.3.1.20 Counter Conditions

(a) Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.

4.3.1.21 Fronting

(a) The SITA supports the spirit of Broad Based Black Economic Empowerment (BBBEE) and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA will not condone any form of fronting; and
(b) The SITA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA may have against the bidder/contractor concerned.

4.3.1.22 Business Continuity and Disaster Recovery Plans

(a) The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.

4.3.1.23 Supplier Due Diligence

(a) SITA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced / non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.

4.3.1.24 Engagement Model (Rules of Engagement)

(a) A Commercial Agreement with a back to back framework agreement for specialised services will be signed with successful bidders to be placed on the RFA with SITA that will thereafter follow due process in terms of the engagement model;

(b) The engagement process could entail direct sourcing, competitive quotations and/ or rotation of suppliers depending on ranking through the Acquisition process;
(c) SITA reserves the right to refresh/ review/ onboard the panel of providers at any given point to allow the inclusion of more service providers and relevant cloud offerings, unless there are insufficient coverage or brands; 

(d) Specific requirements will be provided during the engagement process;
(e) SITA reserve a right to include a Rate Card in the future which will include but not limited to the following:
(i) Bidders to indicate their best price at the time of engagement, however not exceeding the maximum rate indicated in the Rate Card when introduced; and
(ii) Bidders which exceed their tendered maximum rate indicated in the Rate Card will be disqualified during the engagement process.
(f) Specific Preference Goal Requirements will be provided during the engagement process in line with the SITA Preferential Procurement Policy. 
4.3.1.25 Preference Goal Requirements conditions

The following Preference Goal Conditions will apply for transactions during the engagement process, however is not limited to these conditions. The specific details will be provided during the engagement process:
(a) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder must perform against their commitment for the duration of the contract which will form part of the Contractual Agreement;
(b) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement;
(c) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report to SITA indicating progress against the Bidder’s Preferential commitments within 30 days after each quarter from the commencement date of the contract;
(d) Bidders must keep auditable substantive records / evidence and upon request by SITA must be made available for audit and, or due diligence purposes;
(e) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA;
(f) SITA reserves the right to verify information / evidence provided by the Bidder; and
(g) SITA reserves the right to introduce a penalty of 1% of the overall annual year spent by SITA for the prior year if the Bidder fails to comply to paragraphs (a), (b) and (c) above.
4.3.2 Declaration of compliance and acceptance SCC

I (we), the bidder hereby declare that I (we) accept ALL the Special Conditions of Contract as specified in par 4.3.2 above and shall comply with all stated obligations:
Name of Bidder:_____________________________
Signature: _________________________

Date:______________
Annex A: Bidder substantiating evidence
5. Technical Mandatory Requirement Evidence

5.1 BIDDER PRODUCT OFFER

The bidder must complete ANNEX C: Addendum 1 and the Spreadsheet ”Cloud Category and Training” for the offering(s) they wish to respond to and attach this here.
(a) Sheet 01: Cloud Offering Category 

and/ or

(b) Sheet 02: Training of Cloud Offerings

Note (1):

Only the currently available local Cloud Offerings listed by category on the respective sheet will be considered for accreditation.

Note (2): 

SITA reserves the right to verify the information provided.

5.2 BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS
Attach a copy of documentation (valid certificate, license, official letter, agreement or declaration) indicating that the bidder is a registered OSM/OEM, or accredited by OSM/OEM as a CSP to provide cloud services for each of the categories which the bidder selected in Spreadsheet ”Cloud Category and Training” here.
Note (1): 

SITA reserves the right to verify information provided.

5.3 CSP SITE LOCATION REQUIREMENTS

The Bidder must provide ALL of the following evidence and attach this to here: 

Location

(a) Physical address of Cloud hosting facility; 

and 

(b) Where facilities are rented/ leased, please provide evidence of being the mandated subsidiary/associate/operating entity of the Cloud Platform Provider.
Note (1): 

SITA reserves the right to verify information provided.

5.4 SPECIAL CONDITIONS OF CONTRACT

The Bidder must Accept all the Special Conditions of Contract by completing and signing the declaration of Acceptance in Declaration of compliance and acceptance under the Special Conditions (Section 4.3).

Note (1): 

Failure to accept ALL the Special Conditions of Contract will result in disqualification.
5.5 TECHNICAL SERVICE FUNCTIONAL REQUIREMENTS
The bidder must confirm that they comply with the Technical Service Functional requirements by completing Annex B, Addendum 1 and attach it here.
Annex B: ADDENDUM 1
NB: The bidder must confirm that they comply with the following Technical Service Functional Requirements as indicated below as this will be legal contractual binding:
	1. CAPABILITY REQUIREMENTS


	1.1 The Bidder must: 

(a) The Bidder must provide a Public Cloud Region that conforms to the key features of a Tier-III or Tier-IV facility hosting Cloud capabilities namely: 

i. 99.983% uptime; 

ii. No more than 1.6 hours of downtime per year; 

iii. Fault tolerant providing at least 72-hour power outage protection; 

(b) The Bidder must provide support and maintenance services for the implemented versions of the software; and
(c) 24x7X365 NOC (Network Operations Centre) integration that must be successfully completed within three (3) months after contract signature, or agreed to by the parties during the implementation phase.


	1.2 Integration into the future SITA Marketplace based on open API’s. The Bidder must: 

(a) share the required documentation/information to establish the required service integration into the SITA market place; ensure proactive real-time accurate consumption metering of services to enable monitoring, reporting and billing; 
(b) provide online billing capability that allow customers to monitor their consumption and verify their billing; 
(c) provide an online commission, change and de-commission services; Provide an enterprise Cloud capability that manages all infrastructures to reduce management complexity as much as possible and strives to integrate to all other management layers; 

(d) ensure that access to the infrastructure and data is protected for all workloads against cyber-attacks;
(e) provide monthly vulnerability assessment reports to protect and improve against potential cyber-attacks; 
(f) provide and implement patch management reporting and processes reporting on a monthly basis;

(g) assist SITA with the disaster recovery procedures and disaster recovery tests when required; and

(h) include a workflow for the approval of the provisioning and amendments to the cloud offering.



	1.3 The Bidder must:

(a) have a fully trained Data Centre (DoC) and Network Operations Centre (NOC) Team on board to support, monitor and report SITA and Government Department support requirements; 

(b) provide diagnostics of any cyber-attacks or further analysis;

(c) have a Helpdesk and technical support services available online, automated, work flowed, tracked and reported on;

(d) 24-hour telephonic contact details to manage critical/unresolved/escalated matters; 
(e) have a knowledge base to be used by SITA and Government Departments to diagnose and resolve issues or activities; and
(f) the requirements stated under Regulatory, Quality and Standards.



	2. CLOUD TECHNICAL REQUIREMENTS 


	(a) QoS (Quality of Service) must be definable and measurable to enable reporting and monitoring.

	(b) The cloud offerings must ensure multi-tenancy. The process must be automated, easy to use and part of the solution proposed.

	(c) A Cloud management layer must integrate to the SITA Market place for the management of the Cloud offerings and the monitoring thereof. 

	(d) Capacity and product usage must be validated when provisioning for new requests so that intelligent decisions can be made in the process (such as capability, usage, SLA, cost).

	(e) Cloud offering requested must be provided on an as-and-when basis.

	(f) Cloud offering can be terminated at any time and a full Cloud service asset lifecycle management is available.

	(g) All environments on all layers are interconnected with environments that publish regular system updates and patches to each instance.

	(h) Optional backup and disaster recovery service is available when requested by the customer.

	(i) Snapshotting tools to allow for imaging the server for migration purposes is available.

	(j) Workload are logically separated from any other implementation running on the underlying shared infrastructure footprint.

	(k) The Cloud Offerings ensures high availability and load balancing by appropriately sharing resource from the shared IT resource pool.

	3. CLOUD FUNCTIONAL REQUIREMENTS


	(a) The Cloud management platform must manage the status of every operational task and all (typical known) operational deviations (aka incidents) and must support heterogeneous environments.

	(b) The Cloud system automatically controls and optimizes resources used by leveraging a metering capability that is appropriate to the type of service.

	(c) Integration to a future online SITA Marketplace portal where usage, security, configuration, billing and performance reports can be accessed at any time is provisioned.

	(d) The services provisioned to the future SITA Marketplace (Government entities) must be fault tolerant with the required redundancy to ensure reliable and available Cloud services.

	(e) All cloud service providers need to complete a Cloud Reference Architecture (RA) on accredited cloud services. The proposed Cloud reference architecture shall facilitate sharing across Cloud services with respect to management platform and underlying infrastructure and ensure that the Cloud Service Provider (CSP) meets the business, identity, security, infrastructure, and development requirements held by the State Information Technology Agency (SITA) and Government Entities adopting a public, private or hybrid cloud services strategy.

(f) The guiding principle for any Hybrid Off-Premise OEM Cloud is the requirements of the South African Government with regards to the handling and storage of government owned data as regulated under the broad constitutional right to privacy, common law and specific legislation such as the POPIA, National Archives of South Africa Act 43 of 1996 and Electronic Communications and Transactions Act 25 of 2002 amongst others.

(g) The Cloud Service Provider that provides a Hybrid Cloud for the delivery of cloud services have to adhere to the following guiding principles:

(i) Location principles:

(1) Data Sovereignty – Data must remain within the borders of South Africa i.e. Local vs Global. This is applicable to both the Primary and Secondary Data Centres;

(2) Data Residency – Data must be stored within a Government accredited Data Centre; and

(3) Data Privacy – Cloud is for the exclusive use of Government Data i.e. Private vs Public and Hybrid Cloud.

(ii) Data classification and storage principles:

(1) Classified Government data must be stored within the Private On-Premise cloud offerings, whilst using the XaaS services from the CSP; and

(2) All non-classified data can be stored with the CSP.

(iii) The cloud offerings must be applicable to Government entities.

	4. INTEGRATION REQUIREMENT 


	(a) The functionality of Integration Tools ensures seamless integrated management, usage and interoperability of Cloud services in future integration with the SITA Marketplace, that allows Government Departments to access and purchase various cloud-based services and products from multiple hyper-scalers in one place.

	(b) Integration to the SITA On-Premise Cloud variants within the Government Private Cloud Ecosystem (GPCE) that allows citizen-facing data to be stored within the hyper-scalers, but any confidential data is to be stored in the Private Government Cloud Region.

	(c) Integration to all other hyper-scalers for identified XaaS Services.

	(d) The CSP products and services must allow SITA and Government Departments to integrate their cloud services and products with other third-party applications, such as CRM or ERP systems.

	(e) Interconnectivity between the Bidder supplied Cloud hosting facilities, SITA Data Centres, SITA Next Generation Network (NGN) and Vendor Neutral Facilities (VNF) is established with security (in line with MISS) and the capability to do Quality-of-Services (QoS) to enable a single Government network across all CSP service provider data centres.

	(f) The solution must be integrated with SITA Network Operation Centre (NOC) for end to end Centralised monitoring purposes.

	(g) Integration between the Supplier Service Management and SITA IT Service Management (ITSM), so that the service can be managed and measured according to SITA Service Management processes (minimum incident, problem, change/request, configuration and service level management).

	(h) Integration with SITA solutions: Data Centre Operation Centre (DOC) for central orchestration across all cloud service providers and Security Operation Centre (SOC) for end to end security monitoring.


	5. XAAS REQUIREMENT


	(a) The cloud offerings must provide all or at a minimum one of the following categories:

(i) IaaS; or

(ii) PaaS; or

(iii) SaaS; or

(iv) XaaS.
(b) The cloud offerings must be suitable for Government Entities.


I, the bidder (Full names) …………………………………………………. representing (company name) ……………………………………………………………... Hereby confirm that I will comply with the above Technical Service Functional Requirements.
Annex C: ADDENDUM 1
BIDDER PRODUCT OFFER
Bidders must indicate the Cloud Offerings Category they wish to respond to by completing the accompanying spreadsheet ”Cloud Category and Training”. The Bidder must complete the following sheet(s) in order to meet the technical mandatory requirement in section 4.2.2:

(a) Sheet 01: Cloud Offering Category 

And/or

(b) Sheet 02: Training of Cloud Offerings

NOTE (1):

Annex C: Addendum 1 and the spreadsheet ”Cloud Category and Training” must be completed and attached to the bid response to be considered for accreditation.
I, the bidder (Full names) …………………………………………………………. representing (company name) ……………………………………………………………... hereby confirm that understand that it will form part of the contract and is legally binding.

Thus, done and signed at ……………………………………. On this………day of……………...….20…. 

……………………………….
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